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Preface
In this book, the goal is to build a solid foundation of learning all the essentials of the Linux
command line to get you started. It has been designed to strongly focus on learning only
the practical core skills and essential Linux knowledge, which is really important when
beginning this wonderful OS in an easy way. All the examples shown in this course have
been carefully chosen to be everyday and real-world tasks, use cases, and problems Linux
beginners or system administrators will probably encounter when starting out from scratch.
We begin our journey with the virtualization software and install CentOS 7 Linux as a VM.
Then, we will gently introduce you to the most basic command-line operations, such as
cursor movement, commands, options and arguments, history, quoting and globbing, file
streams and pipes, and getting help, and then introduce you to the wonderful art of regular
expressions and how to work with files. Then, the most essential everyday Linux
commands are demonstrated and explained, and a compact introduction to Bash shell
scripting provided. Finally, the reader is introduced to advanced topics such as networking,
how to troubleshoot your system, advanced file permissions, ACL, setuid, setgid, and
sticky bit. This is just the starting point and there is so much more you can learn about
Linux.

Who this book is for
This book is for individuals looking to work as Linux system administrator.

What this book covers
Chapter 1, Introduction to Linux, introduces you to the general idea of Linux. Topics range
from virtualization, and the installation of VirtualBox and CentOS, through to the working
dynamics of VirtualBox, and SSH connectivity with VirtualBox.

Chapter 2, The Linux Command Line, sheds some light on a wide range of topics, including
shell globbing, an introduction to command-line operations, the navigation of files and
folders in the Linux filesystem, the central idea of different streams, regular expressions,
and important commands such as grep, sed, and awk.
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Chapter 3, The Linux Filesystem, focuses on the working dynamics of the system, including
file links, users and groups, file permissions, text files, text editor, and an understanding of
the Linux filesystem.

Chapter 4, Working with the Command Line, walks you through essential Linux commands,
signals, additional programs, processes, and Bash shell scripting.

Chapter 5, More Advanced Command Lines and Concepts, provides an overview of basic
networking concepts, services, ACL, troubleshooting, setuid, setgid, and sticky bit.

To get the most out of this book
You will need a basic lab setup and at least a system with 8 GB of RAM and a dual-core
processor. If you are planning to create a virtual environment, then a system with the same
memory and a quad-core processor is recommended.

A VirtualBox and a VMware workstation are the best options for Windows. For Mac
systems, run the testing system on parallels.

Throughout the book, we have used CentOS 7 minimal as the operating system.

Download the color images
We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it here: https:/ ​/​www. ​packtpub. ​com/ ​sites/ ​default/ ​files/
downloads/​FundamentalsofLinux_ ​ColorImages. ​pdf.

Conventions used
There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an
example: "The first CentOS 7 VM server can now be accessed using the IP 127.0.0.1 with
port 2222, the second at port 2223, and the third at port 2224."

https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
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https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
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https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
https://www.packtpub.com/sites/default/files/downloads/FundamentalsofLinux_ColorImages.pdf
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Any command-line input or output is written as follows:

# yum update -y

Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"Select our CentOS 7 server VM and click on the green Start button to start it."

Warnings or important notes appear like this.

Tips and tricks appear like this.

Get in touch
Feedback from our readers is always welcome.

General feedback: Email feedback@packtpub.com and mention the book title in the
subject of your message. If you have questions about any aspect of this book, please email
us at questions@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www.packtpub.com/submit-errata, selecting your book,
clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet, we
would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packtpub.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in
and you are interested in either writing or contributing to a book, please visit
authors.packtpub.com.

http://www.packtpub.com/submit-errata
http://authors.packtpub.com/
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Reviews
Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about our
products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packtpub.com.

https://www.packtpub.com/


1
Introduction to Linux

An operating system (OS) is a special piece of software running on your computer to make
it possible to start and run programs such as Microsoft Word and Excel. Besides that, it
handles your computer's input and output for you and delivers filesystem and hardware
control. Examples of operating systems you may already know are Windows, macOS, iOS,
or Android.

In this chapter, we'll cover the following topics:

An overview of the Linux system
Virtualization
Installing VirtualBox and CentOS
Working with VirtualBox
Connecting VMs through SSH

An overview of the Linux system
Linux is not the name of a specific and full working OS, but implements only the essential
inner core of an OS, which is referred to as the kernel. Most types of Linux OS do not cost
anything, but provide thousands of programs and software to use completely free of
charge. Most of these programs are also open source, which means you can view the exact
blueprint of how the program has been created and it can be changed by anyone. One very
important area in which Linux is very popular and is used heavily is managing many
network services. These are programs that run in the background of your Linux server,
continuously waiting for external events to respond with some kind of action or
information. Examples are popular internet services such as a web server, which presents
websites to the user; main servers for email communications; and also database servers to
store and deliver any kind of data. As mentioned before, Linux is only the name of the
kernel part, not a full working OS. To make it complete, you need to bundle it together with
all kinds of programs, which is then referred to as a distribution.
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Nowadays, one can choose between an insane amount of different Linux distributions, all
designed for a special purpose and all with their own pros and cons. The main difference
between them is the software selected and bundled together with the Linux kernel. The
most important Linux distribution families are Red Hat- and Debian-based Linux
distributions. CentOS is one of the most important free Red Hat-based Linux server
distributions out there at the moment. It's a very stable, secure, and reliable OS, which is
why it's often used in running very critical networking services in enterprise environments.
Also, it's good to know that the development of this OS is very strong and updates are well
selected and suitably tested. The first chapter of this book is about installing Linux; here we
will be starting easy by introducing you to the concepts of virtualization. Then, we will 
create a new CentOS 7 virtual machine (VM) using a free virtualization software called
VirtualBox.

Virtualization
In this section, we will give you an overview of the concepts of virtualization. We will also
show you how to work with VirtualBox, and afterward show you how you can install your
first CentOS 7 virtual machine in VirtualBox. It is a very hot topic and the core IT skill at the
moment is virtualization.

Simply put, it is a technology to run separate operating systems parallel to your main
operating system on the same computer. For example, if you are currently working on a
Windows computer, you can run another operating system such as Linux or macOS in
parallel to a simple Windows application on your desktop. Modern virtualization software
does not even limit you to run only one parallel OS, but you can run multiple systems in
parallel. The limits are only defined by your own computer hardware. The applications for
virtualization technology in modern IT are endless, and you will find them everywhere.
The advantages can range from shifting IT infrastructure paradigms to undoing changes to
your operating systems, which is quite ideal for beginners.
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In cloud computing or modern data centers, powerful virtualization server clusters are
running many different operating systems simultaneously, instead of using dedicated
server hardware. If you wanted to use Linux before the age of virtualization, you needed
access to dedicated physical computers. Also, most beginners will mess up their new Linux
installation several times when starting out on Linux. Oftentimes, such system changes can
be hard to reboot and the only efficient and useful consequence is to reinstall a complete
system when getting stuck. Virtualization gets rid of all these problems. We will use it for
conveniently working with all the examples throughout the entire chapter thanks to its
powerful features such as cloning, taking snapshots, or creating images, which also
eliminates the fear of breaking something. At the moment, there is a broad range of
different virtualization products available for both desktop and non-graphical server
environments to choose from, both in the commercial and open source sector.

At the core level, all of these different virtualization products have the same basic features
and common definitions, which we need to make clear before we can dive deeper. When
we talk about operating systems running in parallel to your physical machine's operating
system, we will refer to them as VMs, or virtual machines, from this point forward. In the
same context, our main operating system running our physical machine which runs the
virtualization software is called the host system or hypervisor. The VMs running on this
host are called the guest systems or guests. Copying and cloning is one of the most
important features of virtualization. This can save you precious time, for example, if you
need another identical machine or to make your work more portable. Just copy the image to
your laptop or a different data center and you're done. The portable copy of a VM is also
called an image. Another awesome feature is taking snapshots of your VM. Taking such a
snapshot only takes a few seconds but will save the complete and current state of your VM
at any given point in time. This is very useful if you want to preserve a given version of
your VM you may later want to revert to. Another feature different virtualization products
have in common are the types of supported network modes.

The different modes a VM can use to connect to a network can be as follows:

NAT: All incoming and outgoing network traffic of your guest VM will go
through the host network adapter. This means that the VM is not visible in the
network we are currently on and we only see our host's MAC and IP addresses.
Bridged: This network mode means the VM exposes itself and connects to the
surrounding physical network as if it were a normal physical machine with its
own unique MAC address. A DHCP server in this network will give the machine
its own IP address that differs from the host machine.
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Host-only: This means that the VM can only communicate with and is visible to
its host and not the rest of the network.
Specific virtual network: This is a very great feature where you can define
private and isolated subnet works, independent of the surrounding physical
network, and then associate VMs to it. This can be useful so that only VMs can
see and talk to other machines, which are in the same virtual network.

Installing VirtualBox and CentOS
In this section, we will show you how to install the free virtualization software called
VirtualBox, before creating a new CentOS 7 VM. We will also finish very important post-
installation tasks, which we will need to perform in the upcoming sections. Installation of
VirtualBox is really straightforward. Executable installers are available for every major
operating system. The following are the steps to install VirtualBox:

Open your favorite web browser and navigate to https://www.virtualbox.org/.1.
Now, click on the download button that is clearly visible on the home page.
Select a target host OS of your choice. In our example, we will select Windows.2.
Click on Windows hosts to start the download. Also, don't forget to download3.
the VirtualBox extension pack that you can find on the same Downloads page.

This is a package that will provide better USB support, among other useful features. After
the download has finished, open the downloaded installer to run it and install it using the
default settings.

Now, let's create a new CentOS 7 VM in VirtualBox. In order to do so, we first need to
download the CentOS 7 Minimal ISO file version 1611 from the official CentOS website
(https://www.centos.org/). This contains only the most important software packages
needed to run a non-graphical Linux server, which is exactly what we want.

The following are the steps for creating a new CentOS 7 VM:

Open a web browser and navigate to https://www.centos.org/. Navigate to Get1.
CentOS Now | Minimal ISO.
On the next screen, select the download URL near to your current location for2.
fast download speed. I'm currently located in Germany, so my actual download
URL will most likely be different than yours if you're somewhere else.

https://www.virtualbox.org/
https://www.centos.org/
https://www.centos.org/
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Wait until the download has finished.3.

On a modern and fast computer, you can install a fully working operating
system such as CentOS 7 inside VirtualBox within a few minutes.

Run VirtualBox on your system. Now, let's reproduce the following steps to4.
install our first CentOS 7 VM:

Click on the New button to create a new VM. If you type the VM1.
Name as CentOS 7, VirtualBox will recognize the two other fields,
Type and Version, to be Linux and Red Hat (64-bit) correctly for you.
Click on the Next button to proceed to the next step.2.
Now, select how much memory or RAM your VM must have. If you3.
don't want any performance issues for your host system, stay in the
green area displayed to you in the Memory size window.
For a basic headless server, which means a non-graphical server, at4.
least 2 GB of RAM is recommended. Don't worry, you can change this
setting later too.
Click on the Next button and on the next screen leave the default5.
settings as is. Now, click on Create.
Select the VDI option and click on Next. Now, on this screen, stay with6.
the Dynamically allocated option. Click on Next.
On the next screen, double the virtual hard disk size to 16 GB, as 8 GB7.
is way too little for our work.
Finally, click on the Create button to create a fresh and empty VM8.
ready for installation of CentOS 7.

Now, let's install CentOS 7 in our empty VM:

Select our CentOS 7 server VM and click on the green Start button to start it.1.
Here, our downloaded CentOS 7 ISO file will be used as a virtual CD-ROM by
VirtualBox and this is where it can be booted or started from.
To do this, click on the small folder symbol and navigate the file browser to your2.
downloaded CentOS 7 Minimal ISO file, and then click on the Start button.
Now, your VM will present you with a text-based start menu, where we will use3.
the up arrow key on the keyboard to select Install CentOS Linux 7 and then
press Enter to start the installer.
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After waiting for some time, you will be presented with the first graphical4.
installation screen.

Before we click or type something into the VM window for the first time,
we need to know how we can switch back to our host system once we are
in. If you click once on the guest window, a popup will show up telling
you how you can switch controls back and forth.

Select the installer language. In our example, we used the default English5.
language.

This is not the language of your CentOS 7 installation. We will set this
type of information on the next screen.

Click on Continue. Now, we are on the main installation screen, where we can6.
customize our installation. You will need to wait until all the items have been
loaded.

Here, all the items which are marked with an exclamation mark need to be
done before we can proceed with the installation, but you can also do
optional settings here like setting your location information.

Next, we need to set the installation destination. Click on INSTALLATION7.
DESTINATION. As we are using an empty VM, we will use the full hard disk
for installation, which is the default, so just click on Done which is present at the
top-left side of the screen.
Before we start the actual installation, let's quickly enable our Ethernet network8.
card here, so we don't have to do this post installation using the command line. If
you are behind a proxy, you can also add this kind of information here in this
menu. Click on Done if you're ready.
Now, let's click on Begin Installation. While the installation is ongoing, set a9.
strong and secure password for the administrator or root account, which is the
account that has all the rights and control over a system. Click on Done after
setting up the strong password.
Now, from the same screen, you can create a normal user account for your10.
everyday work.
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The first rule of any secure Linux system is never work with the root user
unless you need to.

Click on Done after creating the new user account.11.
Now wait until the installation has finished. Once the installation is finished,12.
click on the Reboot button to restart your system.
Pressing the Enter key on the start screen will always select and use the latest13.
kernel.
Now, wait until you get a login screen in this window, which is also called our14.
Service Terminal.
Log in using the root user and password you set during the installation.15.
Then, type the following command in the Terminal and press the Enter key:16.

# yum update -y

This command will install all the latest software updates available for your CentOS 7
installation, as the installer media does not have them included.

If you get a new error while this command is running, something must be
wrong with your internet connection, so troubleshoot internet
connectivity on your host system.

If the core of the CentOS 7 system, which is called the kernel, has been updated, we need to
reboot the system. So, type reboot in the Terminal, and then press Enter. After rebooting
again, press the Enter key then wait for the login screen to load and log in again.
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Next, we type in another two commands, which will clear out all our free space so that we
can create a smaller backup image of the system. Now, type the following command with
administrative/root access in the Terminal:

dd if=/dev/zero of=/dd.img; rm -f /dd.img

Now, press the Enter key. This command will override all the free space of your Linux
filesystem by creating one big file containing only zeros until the disk is full. This will take
some time, so you will need to be patient. If this command outputs some text, it has been
finished. You can ignore the error output as this is the expected behavior.

Finally, for setting up SSH port forwarding, we need to write down the actual IP address of
our VM's connected network adapter. Run the following command:

ip addr list

Press Enter and, in the output line type in the IP address, which is the value after the word
inet. In our example, it's 10.0.2.15.

To shut down the VM, use the following command and then press the Enter key:

shutdown -h
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Working with VirtualBox
In this section, we will learn the most important steps needed to properly work with the
VirtualBox. Note that most of the settings discussed here can be directly translated from
VirtualBox to any other desktop virtualization software such as KVM, VMware,
Workstation, or Parallels Desktop.

Let's follow these steps to export the VM image:

Navigate your cursor to the top-left corner of the Oracle VM VirtualBox1.
Manager screen. Here, click on the File menu and in the drop-down menu select
Export Appliance....
In the same drop-down menu, you'll find another menu item called Import2.
Appliance..., which allows you to import an image file once it has been created.
Now, click on Export Appliance... to start the process.3.
In the Export Virtual Appliance screen, select the VM you want to create an4.
image of and then click on Next.
Now, on the Storage settings screen leave the default settings as it is and then5.
click on Next again.
Again, on the Appliance settings screen, we don't want to change anything, so6.
click on the Export button to start the process. This will take some time, so you
will need to be patient.
After the export process has been completed, let's examine what the resulting file7.
will look like.
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Go to the location where VirtualBox has exported your file (usually, you'll find it8.
in the Documents folder) and then right-click and select the Properties... option
to view the file's properties:

As you can see, the exported VM size is over 600 MB in size, which is pretty awesome. This
image file could now be copied to a backup location or transferred to another machine or
data center for running it. The next thing we should do before working with our VM is also
make a snapshot from the current state right after installation, so we can revert to the status
quo whenever we need to.
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Follow these steps to create a snapshot of the VM:

Select the appropriate VM and then click on the Snapshots option for your1.
marked VM. Give it a suitable name and an optional description.
The next thing we want to do here is create some exact copies of our VM so that2.
we have multiple CentOS 7 servers. To do this, right-click on the VM and select
the Clone... option. Give it a suitable name and mark the option named
Reinitialize the MAC address of all network cards, so it will be seen as a unique
machine in our network.
On the Clone type windows, select Full clone and click on Next to continue.3.
Now, click on the Clone button while leaving the default option selected.
Repeat the previous steps to create another fully cloned VM.4.

Now, let's demonstrate the power of working with snapshots. A snapshot should always be
taken before doing something risky. For example, start one of our CentOS 7 VMs and log in
to the system. Now, let's imagine we want to work on the /boot directory, where the Linux
kernels reside. This is a critical directory, so it's a good idea to create a snapshot of the
current VM state before proceeding:



Introduction to Linux Chapter 1

[ 16 ]

In the previous screenshot, you can see that I've made a severe mistake. I completely
deleted the whole kernel directory, so the directory is now empty. What will happen if I
restart the system now? Let's see:

As you can see in the previous screenshot, I cannot boot without any kernel and the system
is now completely unresponsive, and this gets really hard to fix. What is the best solution
for this problem? Reverting to the state of your last snapshot.

Perform the following steps to revert the VM state to the previous snapshot:

First shut down your VM. Now, select the snapshot of your choice and then click1.
on the Restore button. This will ask you if you want to create a snapshot of the
current state. If we don't want to do this, then we click on the Restore button, as
shown in the following screenshot:
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Now, you can start the VM. As you can see from the following screenshot, we are2.
just about to execute the delete command:

If we start the machine again, all the problems are gone and we are back where3.
we were before deleting the kernel files. It is recommended to use the snapshot
feature often since it can save your precious time.
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Finally, we can easily adjust our VM's hardware parameters if we need to, as4.
shown in the following screenshot:

Before making any hardware changes, ensure that you shut down the VM
and then proceed.

You can only do this on a part of the machine. Select your VM of choice and click on
Settings and then on System, where you can adjust your memory. Also, you can adjust
your virtual process here. Click on Display to change the Video Memory settings. Under
Storage, you can attach virtual hard disks or create new ones. Under Network, you can
create new network adapters for your VM and choose between different network modes.
Under USB, select USB 2.0 (EHCI) Controller so that we can connect a physical USB device
to our VM properly if we want to.
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Connecting VMs through SSH
Working with your new Linux OS using its Terminal window through the VirtualBox user
interface will get you started and can be used for configuring the most basic settings of
your new server. A more convenient, efficient, and professional way of accessing your
server's command line is by using a terminal emulator program and SSH. A terminal
emulator is an external program running outside VirtualBox in a separate window on your
OS. It can be used exactly the same way as your server's main black and white Terminal:
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It has a lot of convenient features, such as easy copy and paste in clipboards from your OS
window and customizing font size and colors. Also, it uses tabs for better navigation, but
how can you communicate with such a terminal emulator from your server? This is done
using a client-server connection. The terminal emulator running on your host machine will
be declined; we will connect to the CentOS 7 server to execute commands on it. Such a
connection can be done using SSH. This is a system for remotely accessing and using Linux
servers. It uses strong encryption for secure connections. As SSH is one of the most
fundamental core services for communication on any Linux server, it is already installed
and enabled on CentOS 7. All we need to do is run an SSH client within our terminal
emulator program, which can connect and communicate with any server running the SSH
service on Linux and macOS, a terminal emulator program, and an open source, as a stage
client is already installed by default and ready to use.

On Windows, you need to install the program PuTTY, which contains not only the SSH
client program, but is also a fully operational terminal emulator. Before we can access the
CentOS 7 SSH service, we need to make its correct network address available to the host
system where our terminal emulator is running. A correct network connection for
communicating between a client and server always consists of an IP address, or domain
name, bundled together with a specific port number. The domain name or IP is like a house
number, whereas the port number is like the exact apartment number in that house. We
always need both values for the correct delivery of network packages. By default, the ports
of any guest VM are not available to the outside host system, so we first need to create the
link between the host and the guest by using a feature that is called port forwarding. SSH,
by default, is running on port 22, but this low port number cannot be used for forwarding
to by non admin users or route users. As we are running VirtualBox as a normal user, we
need to forward port 22 to a user port higher than 1024.

In our example, we use port 2222. To do this, perform the following steps:

Select your VM of choice and navigate to the Settings option. Click on the1.
Network tab.
Explore the Advanced option. Now, click on the Port Forwarding button to2.
create a new port forwarding rule.
In the Port Forwarding Rules window, click on the Adds new port forwarding3.
rule button. Now, use the 127.0.0.1 IP for the Host IP section, which is the IP
of the localhost, then the Host Port, 2222. For the Guest IP section, type
10.0.2.15 and Guest Port 22, as illustrated in the following screenshot:
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Click on OK to create this rule.4.
Repeat the same for the other two CentOS 7 VMs we cloned earlier. Make sure to5.
use different host ports so that we can create distinct network endpoint
connections for every host.
The first CentOS 7 VM server can now be accessed using the IP 127.0.0.1 with6.
port 2222, the second at port 2223, and the third at port 2224. Now, start all
three of your CentOS 7 VMs.
Open your favorite terminal emulator, for example, xterm, GNOME Terminal, or7.
(as is in my example) the Xfce4 Terminal.
To log in to your first CentOS 7 server using the terminal emulator, use the root8.
credentials. Type the following command in the Terminal window:

ssh -p space 2222 root@127.0.0.1.

Press the Enter key. This command will connect your local SSH client to the SSH9.
server running at the IP address 127.0.0.1 on port 2222, which gets redirected
to your VM's network address 10.0.2.15 at port 22.
When prompted, type yes in the Terminal, if you are logging into the server for10.
the first time.
Now, enter the credentials of the root user you set during installation.11.
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Here, we can now work and type commands as we would on the real Terminal12.
screen. We can also log into the other two CentOS 7 VMs using the other two
ports.
To exit the SSH session, type in exit and press Enter.13.
On a Windows system, you can use the free program named PuTTY to do exactly14.
the same operations.
Just open the PuTTY graphical user interface, type in the SSH server's IP address,15.
127.0.0.1, and use port 2222 for connection. Now, use the root account to
access the VM.
After setting up port forwarding, the easiest way is to use the free SCP program16.
available on Mac or Linux. On Windows, you need to download PSCP.
To download a file called /etc/passwd from the CentOS 7 VM guest to the host17.
using the root user in the current directory, type the following command:

scp -P 2222 root@127.0.0.1:/etc/passwd .

When asked, type in your root password. Now we can view the file locally:18.
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The other way around to upload a local file called my-local-file, filled with19.
some random data to the server, and type scp -P 2222 my-local-file
root@127.0.0.1:~.
Press Enter, and type your root's password. The file has now been uploaded to20.
the server into the /home folder, which is specified by the ~.

Summary
In this chapter, we've covered the introductory concepts of Linux and VirtualBox. We
started off by gaining an understanding of the working principle of an operating system
and progressed towards virtualization. Next, we covered the installation of VirtualBox and
CentOS. Then, we learned how to work with VirtualBox and connected it using SSH.

In the next chapter, we'll understand the workings of the command line.



2
The Linux Command Line

In this chapter, we will introduce you to the most fundamental concepts when starting to
work with the Linux command line. It is a very powerful and efficient tool with which you
can execute the various actions that you'll generally require when using Linux. A plethora
of shortcuts and tricks will help you to navigate the command line more efficiently.

In this chapter, we'll walk you through the following:

Shell globbing
Redirecting and piping
The grep, sed, and awk commands
Navigating files and folders in a Linux system

Introducing the command line
In this section, you'll learn how to run Linux command-line programs and what the basic
structure of the command line is. You will also learn what program options and arguments
are and why they are important for customizing your commands.

When we say the Linux command line, what we really mean is the shell. It's important to
know that the shell is not the same as a terminal emulator. A Terminal is a screen or
window that lets you access a Linux server's input and output. A shell is just a program
that runs on the server as does any other command and which awaits, interprets, processes,
executes, and responds to commands typed in by the user.
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First, open up a new terminal emulator and log in to your CentOS 7 server by using SSH, as
we learned in the Chapter 1, Introduction to Linux. Log in using your normal user account,
which you set up during installation, because, as we have said before, never work with the
root user unless you have to. In my example, the username is olip:

After successfully logging in to your server, an important program has been started
automatically, which is called the shell, and which have been using this whole time. In fact,
when we talk about the Linux Terminal, what we are really speaking of is the shell. There
exist several shell variants; on CentOS 7 we are using Bash, or the Bourne Again Shell, by
default. When the shell is started, the first thing you will notice is the line ending with the
dollar sign ($), which is called the shell prompt.

In our example, it gives us some useful information: the login username and the current
directory we're on. The tilde is a special character and it means home directory, which is the
default directory when logging in. After the shell prompt comes the cursor, which is the
underscore character, and this is where the user can type in the text that then gets
processed and executed by the shell. But user input will only get processed and executed by
the shell when the input has been ended with the Enter key. If you make any type of
mistake, just hit the backspace key to delete the last character. The first useful command we
will learn in this chapter is how to log out of the system.

On the Linux Terminal, this command logs out the current user and goes back to the login
screen:

Open the Linux Terminal and type the logout command and after that press the1.
Enter key.
However, if you perform the same operation while using an SSH connection, it2.
has the same effect as the exit command that we learned about in the previous
chapter.
Let's try to log in again to the CentOS server.3.
Let's try out a simple command; type date and press the Enter key. This is a4.
command that prints out the current date-time value:



The Linux Command Line Chapter 2

[ 26 ]

As you can see, if the shell has finished executing a specific command and is ready to
accept new input by the user, a new shell prompt will appear in a new line marking its
readiness. Now, type cal and press Enter. This command prints out a nice table view of the
current month.

If the first character of any command types is prepended in the shell with
the hash key, the command will not be executed when pressing the Enter
key.

A typical Linux system such as CentOS 7 contains hundreds of different commands
included in the default installation. If you could only type in the pure commands and
nothing more, our work in the shell would be very limited and static and you would not be
able to work properly at all. So, we need a way to customize our commands or change the
default behavior during execution, feeding them further information. But how can we do
that?
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Enter the power of command-line options and arguments. First, we need to discuss the
general structure of a command in the shell, which in its most simple form is COMMANDNAME
OPTIONS ARGUMENTS. The command name is the name of the command to be started. Be
careful, in Linux command names are case sensitive. Type whoami and then press Enter.
This command will print out the name of the current user working in the shell. As Linux is
case sensitive, this command cannot be started using uppercase letters, such as each version
refers to a different command. Here, we will also see why the shell is such a useful
program. It not only listens and interprets commands, but it also shows you helpful error
messages when something goes wrong, such as a command cannot be found in the system.
Normally, on Linux all standard Bash script commands are written in lowercase. To get a
list of some of the available commands, type ls /bin. Now, let's move on to one of the
most fundamental commands available in the shell. Type ls and press the Enter key. This
command lists files in a directory. If no further information is given, it prints out all the
visible files in the directory that we are currently in at the moment:

As you can see, a shell command can also contain options and arguments that are
appended to the command name and separated from it using spaces. This means if you
want to provide at least one option or argument, then we need at least one space after the
command name. First, let's talk about command-line options. Their aim is to influence the
behavior of a command. They are also called switches or flags. There is no obligatory
standard, but normally any single-character command-line option starts with a single dash,
whereas longer option names have two dash symbols. Also, if you want to provide
multiple single-character command-line options, for most standard Linux commands you
can just write them in series. It is good to know that single-character command-line options
are often abbreviations describing their meaning: -d could stand for directory, -x for
exclude, and so on.

We already know that the ls command without any further options gives us a list of all the
files in the current directory. If you type ls -a and press Enter, you just run your first
command with the command-line option. The a switch stands for all and this influences the
default behavior ls by giving you a list of all files, including the hidden ones, which in
Linux start with the leading dash in the current directory. Now, let's type ls -alth and
press the Enter key to see the result:
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This influences the command's default behavior even more by using the -a flag that we just
discussed, and also using the -l switch, which stands for list, and it prints all the files in a
list format, including more detailed information, such as the creation date. The -t switch
stands for time and it sorts the file list by modification date with the newest entries
appearing first, and -h stands for human readable and it will print out the file size in a
more readable form using MB instead of bytes for the file size.

Often, command-line options can have arguments bound to them. In
addition to options, we have command-line arguments, which are also
called parameters. This is any dynamic or free-text piece of information
that is not an option, and which gets fed into the command when it starts.
Typical examples are filenames or directories that the command wants to
process during execution. Arguments are also divided by spaces.

Type echo Hello and press Enter:
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In the previous command, Hello is an argument for the echo command and not an option.
The echo command is one of the most fundamental shell commands. It just prints the
arguments given to it back to the command line. As we will see, this is ideal for testing shell
features such as globbing, which we will learn more about later in this section. Now let's
type ls -al /boot /var in the Terminal and press Enter to see a result similar to the
following:
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In this example, for the first time we used command-line options and arguments. The
command ls is executed with the a and l options, and the arguments are /boot and /var.
This will print out all the files, including hidden ones, in a detailed list view in the /boot
and /var directories. As mentioned before, oftentimes arguments are bound to specific
options, for example, the tar command, which we will discuss later. When you need to
process an input file, you have to specify directly after the -f option and nowhere else or,
in short, the input file argument is bound to the -f option. This approach is incorrect and
will produce errors.

File globbing
In this section, you will learn how shell expansion works and how we can use file globbing
to make our lives easier when using commands that deal with a lot of input files. We will
discuss all existing and available shell globbing character classes and show you important
use cases and examples for each of them. When working with commands that use file or
directory names as arguments, such as the ls command, it is very helpful to learn about file
and directory globbing. These are special characters typed in the shell that behave
differently than regular characters. All globbing characters are going to be replaced by the
shell with a list of files matching the characters' pattern right before any command can use
them as parameters. It's a notation to simplify working with files, especially when dealing
with a large number of files that you need to type and process. Using file globbing can save
you a lot of time, by not doing repetitive work, because multiple files can be addressed by a
single-character. The concept of replacing such special characters with a group list of files
by the shell is also called shell expansion. There are several globbing characters available
and we can use them to create very sophisticated file list selections.

Globbing characters are the wildcard, the question mark, the exclamation mark, the square
brackets, and the dash. Although they look and behave very similarly, shell globbing and
regular expressions are not the same, and both concepts are not interchangeable. This
means you cannot apply regular expressions for globbing files and vice versa. We will learn
more about regular expressions in an upcoming section in this chapter. The most important
globbing character is the wildcard character. It will match any number of any character
filename available in a specific directory, with one exception, it does not match files
beginning with a dot, which you may have already noticed when looking at hidden files in
Linux. What happens if you use the wildcard character with a file beginning with a dot and
press Enter? Let's look at an example. As we showed before, we can use the echo command
to print out random text in the Terminal.
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Let's first change to a different directory. Type cd /etc and press Enter. Now, type echo *
and press Enter:

In the previous command, in the first step, the shell replaces the wildcard character with a
list of files in the current directory and prints them separated by whitespace that follows
the rule, and then shows all files and directories that contain any character, but it doesn't
show files that start with a dot. Using echo is the perfect way to test whether your globbing
patterns match exactly what you want before applying them as real command-line
arguments. You can mix the wildcard character with any other static character to make a
file filter more stringent. Type echo pa* and press Enter. This will match all files starting
with a lowercase p followed by a, followed by any other character. Or type echo *.d and
press Enter. This example finds all files that have the .d filename extension:

You can even define a more stringent pattern, for example, by typing echo li*.conf and
pressing Enter. This globbing pattern will match all files in your current directory starting
with a lowercase l, followed by i, followed by any other character, but only those that have
a .conf filename extension. We can use file globbing with any command that accepts an
option list of files as arguments, such as the ls command.
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For example, using the globbing pattern, li *.conf, as a command-line argument for
the ls command, gives us a detailed list of all the files matched by this pattern. Again, it's
important to understand that we are not feeding the globbing pattern into the ls command
and ls is not expanding files internally during the execution of the program. The truth is
that a shell in the first step expands the wildcard character to a list of files and then feeds
this list as arguments to the ls command.

We will use the ls -d option to not show directory content, which it does
by default; this is because shell globbing doesn't differentiate between files
and directories.

Type ls -d rc?.d in the Terminal. This will get you a list of all the files that have only a
random character as the third character. Next, type in the ls -d krb5.conf?? command,
as follows:

As you can see, the question mark can also be used multiple times. This will get all files that
have two random characters at the extension and only these files. The final globbing
characters that we will learn about are the square brackets, which define ranges of allowed
characters at a specific position, for example, type ls -l sub[ug]id. This will expand to a
list of all the files starting with sub and having either u or g as the fourth character,
followed by the word id:
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As we will learn next, we can mix the brackets with other globbing characters. Type the
following ls command argument:

ls /bin/[mM]ail*

This expands to a list of all the mail programs in the bin directory with and without
capitalization. We will learn more about the bin directory later. You can also use numbers
for ranges; type the ls -d rc[01234].d command in the Terminal:

In our example, this would be expanded to rc0.d, rc1.d, and so on. If you have
consecutive ranges of numbers or letters, as in the last example, you can also use the minus
symbol to shorten your globbing expression even more. For example, type ls /bin/m[a-
z] [a-z]. This would give us all the three-letter command names in the bin directory
starting with m.

There's another helpful globbing character, which is the exclamation mark, and it can be
used in brackets to define something that must not be in expansion results, for example, ls
-d rc[!256].d:
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This says that we don't want to expand files that have a 2, 5, or 6 as the third character. This
also works for consecutive ranges within brackets, for example, ls -d rc[!3-6].d.

You have already learned three things about hidden files in Linux. They start with a dot in
the filename, the wildcard globbing character ignores them, and ls, by default, doesn't
show them; therefore, they're named hidden. To show all hidden files in your home
directory, we use the -a option with the ls command. You see that there are several
hidden files in your home directory, for example, the .bashrc file:

But there are also two other special files in your directory with the name [.] and [..], we
will learn what these two special files are later on this chapter. What do you need to type if
you want to display only the hidden files in the current directory without those two dot
files? With all the knowledge you now have, this should be easy to accomplish, and the
next line should now make sense to you. So, type ls .[!.]*. But this will also list
directory contents. To not list directory contents, use the ls -d flag, so the command will
be ls -d .[!.]*:
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In this section, we discussed everything there is to know about Linux shell globbing.
Remember, the wildcard character matches every filename character in any position. It's
very important that there is one exception to this rule: it does not match filenames starting
with a dot, which are called hidden files in Linux. The question mark does the same, but
only in a single position; it also doesn't match filenames with the leading dot. The brackets
match specific characters in a single position defined between the brackets. When having
consecutive permitted characters, you can also use the dash symbol. To match everything
except a set of characters at a specific position, use the exclamation mark in brackets.

Quoting commands
As we learned in the previous section, the shell has a list of special characters that have a
special meaning in the shell and trigger some functionality, such as using the wildcard
character as filenames. But there are even more special characters than the ones we showed
you before. If you want to work with such special characters, for example, using filenames
that contain question mark symbols, which are valid filenames, you have a problem, as the
shell always first tries to apply special actions to special characters, so they will not work as
normal filename characters. The solution here is to disable all special meanings of such
characters using various approaches, such as quoting, so that we can treat them as any
other normal literal character. As you now know, in the Linux Bash shell, there are some
special characters, such as * # [ ] . ~ ! $ { } < > | ? & - / , " which have
special meaning to the shell and get treated differently than normal characters. But what if
you want to use a filename or directory as an argument that has one such special character
in its name? Also, how do you treat filenames with spaces in the name, which can also be
seen as special characters?

For example, if you have a file in your directory called My private Documents.txt, how
can you use it as a command-line argument? If you use it with the ls command, since the
space is the command-line argument delimiter, the shell is not able to see it as one distinct
file. Rather, it thinks you provided three different files called My, private, and
Documents.txt:
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Also, what happens if you want to use a file containing special characters such as the
exclamation mark, for example, if you've got a file called !super!file!.txt, which is a
valid filename in Linux? If we try to use this filename as a command-line argument
parameter, it cannot find the file by this name because it contains special characters that are
treated in a different way by the shell. Or what happens if you want to echo some text with
more than one whitespace between the words? As we have learned, the space is also a
special shell character that delimits command-line arguments:
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In the examples just shown, we need to find a way to disable shell expansion and to stop
the shell from processing special characters. There are two easy ways to disable shell
expansion in arguments, and these are quoting and escaping. Putting special characters and
space into single quotes will prevent shell expansion and treat all possible chars, including
the special ones, as normal alphanumeric characters. In single quotes, nothing ever gets
shell expanded; for most special characters, this also works in double quotes with a few
exceptions to this rule.

In the following screenshot, two examples work, but others don't and they get special
treatment:

Also, as shown in previous screenshot, the dollar sign stays special as well, and this is often
used if you need to shell expand environment variables while quoting. As said before,
single quotes will disable all special characters. You can do the same by using the backslash
key, which, in the shell, is also called the escape character and which does almost exactly
the same as quotes, but will only disable shell expansion and every special meaning for the
next, and only the next, immediate character after the backslash key:
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As you can see, it's basically the same. Often, the escape character is used to create clear
multi-line command-line calls by escaping or disabling the new line character in each line.
Another use case for the backslash character is to use it when working with arguments such
as files starting with the dash, as this often confuses the shell because it interprets any dash
symbol as an option.

For example, if we want to create an empty file named -dashy.txt, this will not work, as
the command line is confused and thinks the filename is a list of single-character options.
Here, we can use the escape character to get rid of the special meaning of the dash symbol.
For arguments starting with the dash, some commands, such as ls or touch, also have
another great feature, the double dash, which marks the end of the option list. So, to treat
your dashy file as an argument instead of an option, we can also type the nano -
dashy.txt or touch '-dashy.txt' command.
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As you have learned, there exists a number of special characters in the shell that have a
special meaning, for example, the shell globbing characters or the exclamation mark. What
if you want to use these characters, not to shell expand the list of files, but in a filename or
other literal command argument? You need to disable them. Using single quotes will
disable all special characters and is the preferred way when working in the shell; it works
for almost all everyday quoting use cases. When using double quotes, most special
characters get disabled, but not all, such as the shell expansion of environment variables.
So, this approach is very useful for text creation that contains normal characters and values
of environment variables. The backslash or escaping character will disable any special
meaning of the following character only.

Getting help
Before we can start teaching you how to get help using the various forms of documentation
available for Linux commands, we first have to learn how to read the default command
syntax documentation. Most of the provided standard shell commands in Linux follow a
uniform format describing their usage. Afterward, we will show you how to get help.

When working with the Linux command line, getting help and looking up information and
documentation is very important because the command line can be very complex and
nobody knows and can remember everything. On every Linux system, there are several
ways available to get help, depending on the kind of level of information you need to
know. In this section, we will tap into the different sources of documentation.

In a previous section, you already learned the general structure of Bash shell commands
and everything you need to know about command options and parameters in general, but
oftentimes this is not enough. For a lot of shell commands, the specific structure of options
and arguments are very complex. A post can be bound to a specific position, and some of
them can be mandatory or optional. Also, options and arguments can be interdependent. In
Linux, a description of a command's command-line format, including arguments and
options, is called command usage or syntax of a command. Learning to read a command's
usage is one of the most essential skills that a Linux beginner needs to learn when starting.
The standard way to describe command usage in Linux is the command name, square
brackets that contain text, dots, and text, for example, CommandName [XXX]... TEXT.
Square brackets mean that the content within is optional. Three dots mean that the
expression right before the dots can be repeated multiple times or only once. Any word
without square brackets is mandatory.
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Take, for example, the general syntax for the ls command, which you already know how to
work with. From the official ls manual, it can be read as ls [OPTION]... [FILE]...;
this means that the command to list files has the following usage. It starts with the ls
command name, everything else is in brackets, so all the options and arguments are
optional, which means you can also execute ls without providing any further information,
just by pressing the Enter key. But you can also provide multiple options or only one. Also,
we can see that the arguments are of the FILE type, which means a file or directory is
needed here at this position. You can also provide multiple files or directories, or only one
or zero, as shown in the following screenshot:
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As another example, the copy command can be run by using the cp command name
followed by zero or multiple options. The syntax of the cp command is cp [OPTION]...
SOURCE... DEST_DIR. You can completely skip option, but at least one or more source
directory and exactly one destination directory are mandatory and denoted by the three
dots, and you cannot run the command without them. For example, running just cp
without at least two arguments produces the following error. Correct usage would be with
all options:

Now that we know how to read any standard command syntax or usage, how can we
actually get help? As we said before, there are several ways available, which are command 
help options, man pages, and full program documentation. Normally, all of these three
types of help are installed together with the command line or program, so it's a very good
habit to first try to get help for shell commands locally on the same machine where the
commands live. This is usually the most accurate, reliable, and up-to-date information for
every command and should be favored before doing internet research or using
documentation from another computer with a different Linux version or system.

Often internet solutions found in blogs or forums are too unspecific or
plain wrong for your specific Linux installation, and should always be
used with caution. Don't ever blindly copy and paste command snippets
from the internet.
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Command parameters, options, and features can change over time depending on the
version and implementation, and they can be very dangerous if applied incorrectly. There
are hundreds of commands available on Linux and every one of them has a different
syntax. No one can memorize everything, so first let's start with the easiest and fastest way
to get quick help for any standard Linux program that you already know the name of. In
fact, most programs do have a special command-line switch that prints out a quick
summary of the usage of its options and arguments on screen, which in most cases is all
you need to know. However, the help or usage flag is not standardized on Linux and some
commands don't even have this flag at all, but most tool developers follow the rule to use
the one-character flag -h, or the long option flag --help.

Not all shell commands have a help option, especially those very easy
ones.

Now, if you need more help, you can check out the commands manual, which is often
called man pages by Linux users. Most programs have such documentation. For the next
few examples, you need to install some additional software using your root account's
password, which you set up during installation. Man pages use lesser navigation, which we
will talk about later when we learn how to view text files.

The following steps will help you to navigate the manual of any command in the Linux
Terminal:

Open the Terminal and type man cp for the copy command.1.
Use the Page Up and Page Down keys to scroll the document up and down, and2.
slash (/) can be used to search text; put any keywords after the slash to search for,
and then press Enter. For example, /backup.
Press the End key to search for the next entry in the man page.3.
To quit the search option, use the Esc key.4.
Using lowercase g, you can scroll to the top of the page, whereas uppercase G5.
scrolls to the bottom of the page.
You can press lowercase q to quit the man page.6.
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When you go back to the top of the page, the man page of the cp command is divided into
different topics and headings, as shown in the following screenshot:

Most standard Linux commands follow this type of structure. Also, you can see here that
some commands can have different usage formats depending on the options and
arguments given. Now, quit using the q key. The man command has a very useful option,
type man -k and put any definition of interests as an argument afterward. This will search
all man pages installed on your system for a certain keyword. For example, this is very
useful if you forgot a specific command name or need general help with the topic or
command to use or where to look first. If you type the man -k copy command, this will
print out all the man pages for the commands that have something to do with copying:
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While using the -k flag, you also see that the search result writes some numbers in the
brackets after the man name; these are man page sections, which is another very useful
concept we need to know. A Linux shell definition, such as printf, can describe more than
only a command-line program, and man pages not only describe command-line tools. In
our example, printf is not only a command-line tool that can be started by the shell user,
but also the name for a library function in the programming language C, which is used by
this system. man now defines a system of section numbers for the type a specific man name
is from. Typing man man will display the manual documentation for the man command,
and search for the keyboard sections, as shown here:
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As we can see in the previous screenshot, the man page of the man command has nine
sections. The first one is the most important one for us in this section, as we are most likely
the shell command users. But, as you can see, the third section is a library call. Type man
printf, which prints the usage of the printf command. On the other hand, if you type
man 3 printf, it will print the Linux programmers' manual for the C language.

Let's jump to the eighth section, which is the manual for the xfs_copy command written
for the system administrators. Besides manual pages, a lot of commands that can be
installed on Linux or that come right out of the box with the system, do have additional and
advanced documentation available in a specific folder location in the filesystem on your
hard disk. For some programs, additional documentation can also be installed using a
special installation package, as we will learn later in this section. Sometimes, this additional
documentation contains precious usage examples on how to use the program; information
about the internal algorithms or approaches used; change log and license information;
author contact information; history; a list of errors or limitations; or sample configuration
files, which we will talk about later.

If you get stuck with the manual or it is just not enough for you, try to check out if a
documentation folder exists for your command of interest in your CentOS 7 standard
documentation path. Type, for example, the postfix documentation folder lives in. This is
a good example. If you go into the directory, you will find a lot of additional
documentation in text file format. Refer to the following screenshot for more information:

Use the less program to read the files. Use the same keyboard shortcuts to navigate the files
as with the man pages, for example, type q to exit.

If you need more or advanced documentation, look into the
/usr/share/doc folder and see if there's something available for you.



The Linux Command Line Chapter 2

[ 46 ]

Working with the Linux shell
In this section, we will learn how to work in the shell efficiently. We will introduce some
important practices and techniques that will improve your productivity and make you a
faster shell command hacker. This can make you a happier person because, eventually, you
will be able to advance to feeling very comfortable working in the shell. Please note, in this
section, we will show you a lot of keyboard shortcuts. Learning keyboard shortcuts is like
learning any other craft, you begin slowly and gradually, because learning too many new
skills at once can leave you overwhelmed and make you forget more quickly than learning
in smaller chunks. My tip is to start by learning the first three to four command editing
shortcuts and then incorporate more from day to day or week to week. We will start with
the command editing shortcuts. Now, if you don't know any command editing shortcuts at
all, let's recap what you probably know so far on how to type and edit text in the command
line.

The first shortcut for moving the position of the cursor is that you can use the left and the
right arrow keys, which are helpful to edit the text you wrote to insert or delete characters
at a specific position. But if this were all that one could do in the shell, working in the shell
would be very inefficient, because single-character cursor movement is very slow. Also,
every time a command gets executed with a typo or the command needs to be rerun with a
small difference, such as changing one option, the complete command needs to be retyped
from beginning to end.

To be a lot more efficient, let's introduce some very important command editing shortcuts
for your everyday work with Linux:

To move the cursor to the end of the line, use Ctrl + E.
To go back to the beginning, press Ctrl + A, Ctrl + E, Ctrl + A respectively.
To move the cursor to the next word, which is defined by a space or special
characters such as dot, semicolon, or point, use Ctrl and the right arrow key to
move forward.
To move backward one word, use the left arrow key while holding the Ctrl key.
You can also use meta + F and meta + B to do the same.
On most systems, like any normal PC keyboard, there is no meta key, so the meta
key is mapped to the Esc or Alt key.
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Using the Alt key in some terminal emulators such as the Xfce4 Terminal
is reserved for menu accessibility. So, you first have to disable the Alt key
as a menu shortcut in the preferences before you can use it as a shortcut.

To toggle between the current position and the beginning of the line, press Ctrl +
XX twice.
Press Ctrl + K to delete the text from the cursor to the end of the command line.
To delete the text from the cursor to the start of the command line, press Ctrl + U.
Use Alt + D to delete to the end of the word.

All of the command editing keyboard shortcuts we just discussed here are only the most
important and efficient ones for your everyday daily use, and there are many, many more.

In order to get a full list of all of the Bash keyboard shortcuts, do the following:

Type man bash and then search for the section commands for moving
In this man page, search for Killing
In this man page, the C key is the Ctrl key, the M key is the meta key, and the
dash means to combine or press and hold two keys, as we have shown you using
the Ctrl + A shortcut earlier

For example, C-k stands for kill-line, which kills the text from the point to the end of the
line. Alt + T is used to swap words, M-u to make words uppercase, and M-l to make words
lowercase.

Now, let's move on to the command completion shortcuts. The most important command
completion shortcut is the Tab key on your keyboard. It tries to guess and autocomplete the
command you are about to type. It is very useful and speeds up typing commands
tremendously, but don't overdo it when using this key, it can only print the full unique
command name if there are no alternatives available. Type pass and press the Tab key; it
will autocomplete the name passwd as there are no other programs with this full name
available. Type pa and press the Tab key; this will give you several results as no unique
name can be found. Type yp and press the Tab key; this will autocomplete to a long name
as this is the only variant available. The Tab short key autocompletes commands by
default; to autocomplete other things, such as filenames, use the Alt + / key. More can be
found in the corresponding section in the Bash man page.
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Now, let's look at to the command recall shortcuts. The Linux shell has a very nice feature
available, which is the history command. This is a system for storing and retrieving all
the commands typed into the shell. By default, on a CentOS 7 system, the last thousand
commands are stored. This number can also be changed. The command-line history is a
very useful feature to save time, by not doing repetitive typing, or to see how a specific
command has been executed some time ago. To print out the current history, type history
and press Enter. If you want to re-execute a command from this list use the exclamation
mark and the corresponding number. Two exclamation marks run the last command from
the history. Another exclamation mark notation can be used to extract specific arguments
from history commands. This will extract the third argument from the history
command, 166, as shown in the following screenshot:

Another very useful history feature is to recall the last command:

To go through the previous history commands you executed, press the Up arrow
key on your keyboard.
To go back to the next history commands, use the Down arrow key.
To search through the history for a command, press Ctrl + R and then enter the
search keyword.
To cycle through the results, press Ctrl + R again.
To run a specific command that you have found, press the Enter key.
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To quickly insert the last argument of the previous command, use Alt + dot.
Another very useful feature is to shell expand a line manually without actually
having to execute the line, which can be useful to find out errors and boxes. This
can be done using Ctrl + Alt + E.

Next, we need to know how to work with programs and processes. First, we will discuss
how to abort any running program. This is important if you need to quit a command
because it is unresponsive or you've made a mistake and want to stop it. For example, let's
type the cat command, which will just run forever. Let's ignore what this command is
doing at the moment. This leaves the shell unresponsive because cat never finishes
running in the forefront of our shell and runs forever. To get back to the shell prompt so we
can type in new commands and work again, we need to exit the command while it is
running. To do so in the shell, we can use a special key combination that exits the current
foreground process. Press Ctrl + C.

This is a very important key shortcut and it should be memorized: Ctrl +
C.

You can also suspend a program, which is like pausing its processing and putting it into the
background so you can work in the shell again. This can be done as follows:

Press Ctrl + Z. If you later want to continue the program running in the1.
foreground, type fg and press Enter.
You can also put it in the background using the bg command while it is2.
suspended. Now the program runs in the background and you can work in the
foreground.
The easiest way to exit this program running in the background is to put it into3.
the foreground and then use Ctrl + C to abort it.
The next very useful command is to press Ctrl + L, which clears the screen and4.
has the same effect as the clear command.
The very last useful command we will learn here is to press Ctrl + D, which closes5.
the Bash shell. This is similar to typing the exit command.
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Understanding standard streams
In this section, you will learn why every command can use three standard streams for
accessing its input and output. Also, you will learn how to work with those input and
output streams and how to use redirection. Finally, we will learn how to use pipes and why
they are so important. One philosophy of the Linux operating system is that every
command has exactly one functionality in the system, nothing more, and nothing less. For
example, there's one command to list files, another to sort text, and one to print the file's
content, and so on.

Now, one of the most important features of the shell is to connect different commands to
create custom tailored solutions and tools for all kinds of problems and workflows. But
before we can show you how to concatenate different commands together to build
something powerful, we first need to know how a command uses its input and output and
what input and output redirection is. Most Linux commands follow a similar pattern when
processing data. Most of the commands we are using do get some kind of input, for
example, they read the content of a file and then they process this information, and
afterward almost all of them do output some kind of results on the computer screen.
Because every command uses some kind of input and returns some kind of output on
Linux, three standard channels are defined and are available for every command. They are 
used for communication between the operating system and the command during
execution. They are called standard input or stdin, standard output or stdout, and
standard error or stderr.

Normal program output goes to the stdout channel, while stderr is also an output
stream and it can be used for showing and processing any kind of error messages occurring
while a command is executing. These are also called standard streams. They are called
streams because the data is flowing continuously through a specific channel and gets
processed or generated consecutively by the command, although they have an open end,
which means the command working with them cannot predict when this flow of data will
stop or finish. Now, we can change the stdin and stdout locations using certain files; this 
is called redirection.

Here, in this section, we will also explain the concept of pipes, which is one of the most
fundamental concepts and major features of the Linux shell, and how to work with them.
For example, if you type ls /var/lib/system/, the result random-seed will be printed to
the screen because it is defined as an stdout device by default for every Linux command.
But if you type cat /var/log/messages, an error message is printed to the same screen
as both stdout and stderr are connected to the same output device, the screen.
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On Linux, your physical input and output devices, such as your keyboard or screen, like
any other hardware devices, are abstracted and represented by special system files. All of
these special files reside in a system directory called /dev, which is also called the system
devices directory. But what can we do with a system like that? Its beauty is that we can
redirect the input and output of a command to another location other than the default
keyboard and screen source or destinations, which also must be of the filetype. This is also
very useful to separate stdout and stderr to two different locations, which especially
helps to keep the overview of a command running if it produces a lot of output.

For output channel redirection, we use the greater than sign (>), for input redirection we
use the smaller than sign (<). To address a specific channel, such as stdin, stdout, and
stderr, we use the corresponding numbers 0, 1, and 2. When using output redirection, the
stdout channel is expected, so we don't have to write it explicitly. For 99% of all cases you
only redirect stdout and stderr, so let's focus on those examples.

To redirect the stdout stream output of a command to a file, use the greater than sign. As
said before, the stdout channel is expected, so the last command can also be typed as
follows:

ls /var/lib/systemd/ > /tmp/stdout-output.txt
ls /var/lib/systemd/ 1> /tmp/stdout-output.txt

Use the card command to print out the content of the file that we just created with the
redirection to stdout. To redirect the stderr channel, use number 2 as the standard
stream descriptor. The following screenshot shows the output of the previous commands:
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As you can see, the error message has been redirected to a file. To redirect stdout and
stderr to two different files, type the commands shown in the following screenshot:

Another notation, using the ampersand char allows the redirecting of one channel another
one. To redirect stderr to the stdout channel, type the commands shown in the following
screenshot:
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Sometimes, you are only interested in one output stream, therefore a special device file
exists in any Linux system, which is called the null device, and it consumes and vanishes
any kind of streaming data that gets redirected to it into the void. If you don't want any
output at all for any command, for example, you can use the command shown in the
following screenshot:

Finally, to redirect stdin, you use the smaller than sign [<]. For example, this can be very
useful because some of the available shell commands can directly read a file's content as
stdin, such as the grep command, which we will learn about later.

Now, let's discuss pipes. Besides redirecting a command's default input and output
streams, stdin, stdout, and stderr, to files, we can also use the concept of shell pipes to
get one command output as the input for another command. There are no limits to this
system and it's very easy to build multi-command chains to answer very complex questions
for you. As mentioned previously, this shell feature lets you create very powerful
command pipelines and workflows for creating custom tailored solutions for all kinds of
Linux command-line work, and to answer very complex questions for you.

To chain commands together, which means to use stdout from the first command
as stdin to the next command, we use the vertical bar symbol [|] on our keyboard, which
in Linux is called the pipe symbol. For example, if you've got a very long directory content
list that you want to read without scrolling through the Terminal window forever, you can
use the pipe to output the directory content from the ls command, not on the screen, but
directly as input for the file viewer, as we learned before. Often, pipes are used to avoid
intermediate result files and are more efficient without them. The use cases for this are
endless, for example, if we got a file with unsorted names of people in it, we could sort
them using cat names.txt | sort:
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You can also get a list of all the unique names in this file. We will use the unique command
to do so, which only works on a sorted list. So, we need to sort using cat names.text |
sort | uniq:
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You can also count the number of unique lines using the word count command-line tool
using cat names.text | sort | uniq | wc:

There are quite a few unique names in this file. The sky's the limit when it comes to pipe
examples, and there are just too many examples. Ideally, this should be run with the root
user account. Please ignore the errors. The following screenshot shows the core summary of
the filesystem:
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Also, another useful pipe command is to print out the used files in a directory. If you are
using a Windows system, you may know of a utility called ZIP, which compresses files. On
Linux, you can do something very similar, but here we need two tools to work together. For
compression, we use the gzip tool. Because gzip can only work on single files, we first
need to create an archive that will concatenate multiple files to a single file. For archiving,
we use the tar command. So, to create a compressed archive of your home directory in the
/tmp directory, first create an archive of your home directory using the tar command: tar
-cv /home/olip/ | gzip. The archive will be output to the stdout stream, so we pipe it
into the gzip command as stdin. As gzip itself outputs the compressed file to stdout, we
will redirect it to a file. The result of the compression versus the uncompressed data
amount is as follows:
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A lot more piping examples will be shown throughout this book. If you redirect stdout or
stderr into a file, normally the file will be erased if it already exists, or a new file will be
created before any content is written to it. So as not to delete a file, but append the content
instead, use the greater than sign. For example, to create a new output file, execute the
command shown in the following screenshot:

Now, to append the string, Hello World, to the output file, we will use the greater than
sign. This will not delete the file's content when we start to redirect content to it. Instead, it
will append the content to the end of the file. As said before, pipes are one of the most
important concepts of the shell and it is so much fun working with them.

Understanding regular expressions
In this section, we will introduce the wonderful art of regular expressions. You will learn
what they are and why they are so powerful. There are a lot of different regular expression
characters available, and here we will introduce the most important ones. Afterward, you
will learn how to apply regular expressions with the grep command to find, extract, and
filter useful information out of text files. Regular expressions, or regexps for short, are a
very powerful concept used to search through text using special patterns, describing the
structure of the search term instead of a constant string of characters, which is also called
literal text search in this context. Using regular expressions can save you a lot of time, by
not doing repetitive work, and Linux system administrators use them quite heavily in their
everyday work.
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In the File globbing section, we learned a very similar concept when we used globbing
characters to find patterns to address multiple filenames with some special characters.
Regular expressions are an even more powerful tool; they contain a very broad set of all
kinds of special characters for matching even the most complex text fragments completely
or partially. In the Linux shell, we use regular expressions not for shell expansion or to
group filenames, but rather to work on the content of text files or strings of text lines to
parse and analyze their content or extract text features out of it. As said before, regular
expressions are a very complex topic and we can only give you an overview here. Please
note that there are several styles of regular expressions available, such as Perl regular
expressions. In our examples, we'll use the POSIX, basic, and extended regular expressions,
as used by most of the shell tools, such as greb, sed, and awk. There are a lot of different
regular expression characters available, which are also called meta characters.

As some of these meta characters are extended POSIX characters, we need to start our
regular expression processing commands in the extended mode.

Some of the extended expressions are as follows:

n is used to match the end of the line.
t matches space at the top.
The caret ^ symbol matches the beginning of the line.
The dollar $ symbol matches the end of the line.
[x] is very similar to globbing brackets, which you have learned about before.
This describes classes of characters to match within the brackets at a specific
position. You can also define ranges of characters here.
[^x] matches all characters that are not defined in the brackets.
Parentheses are used for grouping; this will save the text within the parentheses
for further referencing afterward.
1 for number is used for back referencing. This will get number n of the reference
extracted from the parenthesis, which we showed you before.
a|b means that at this position a or b are allowed.
x* means to match zero or multiple occurrences of an x character at this position.
y+ means to match one or more multiple occurrences of an y character at this
position.
Dot means to match any character at a specific position.
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It's also very important to know that a lot of tools working with regular expressions, such
as sed and awk, expect that the regular expressions are surrounded by slashes. Also, the
scripting language Perl has adopted this style. In other tools such as grep, you don't need
to use the slash notation.

Let's first experiment with our new regular expression concept using the command grep.
We start grep in the extended mode using the egrep command-line tool. Instead of
running the command egrep, you can also run the command grep with the capital -E
option, which has the same effect. grep is a command that goes through a text file or input
stream, line by line, and tries to match the search pattern argument given to it to every line.
If a specific line matches the pattern, it will print out the complete line. This is very useful
for all kinds of text extraction, and grep is one of the most important command-line tools
available on Linux. In fact, I cannot remember a day working in the shell when I did not use
it at all. Oftentimes, grep is used as a filter as part of a greater pipe command workflow to
reduce huge output text that you want to process further.

First things first, as said before, we will use the POSIX regex. There exists a lot of different
regular expression terms, too many to memorize, so every time you need to look up the
syntax, type man 7 regex. In this manual, you will find everything you need to know
about regular expressions.

Let's start extracting various information out of files. We will start by using the grep
command without a regular expression, but rather searching for simple text literals, grep
root /etc/passwd. This returns all lines in the passwd file that contain the word root.
Any line in the output gives us information that groups the root user it belongs to. As you
can see, grep goes through the complete file and finds all lines that contain the string root
at any position. A very useful grep option is -i. This can be used to ignore case
sensitiveness for the search term. For example, execute grep -I root /etc/services.
This will find all occurrences of the word root, while ignoring the case. This will find all
the other case permutations of the word root as well. When working with regular
expressions as arguments for commands such as grep, sed, or awk, it is recommended to
quote your meta characters with single quotes. This is because some of the regular
expression characters are the same characters as the shell globbing characters, such as the
wildcard character, and this would be bad. Shell expansion always takes place before any
argument gets fed into any command, so using the correct command without a disabled
wild card character would search for a string containing all the filenames in the specific file
that you want to search for.
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Instead, always put your regular expression meta characters in single quotes. Also, if you
want to search for a literal special character in the file that is the same as the regular
expression meta character, you need to escape the character, which is similar to what we
learned in the File globbing section using the backslash key. The following screenshot
illustrates one example for every meta character mentioned at the start of this section:
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The dollar sign matches at the end of the line, so this will print out all the files ending with
data in the services file. Similarly, we use the caret ^ symbol to match at the beginning of
the line. The following command here matches all the lines starting with the word day:

A bracket expression is a list of characters enclosed in square brackets. It normally matches
any single-character from the list at a specific position. You can also define ranges in square
brackets using the dash symbol similar to the ones we have shown in the File globbing
section. If the list in the brackets begins with the caret symbol, it matches any single-
character not from the rest of this list. Normal brackets can be used to save a reference of
the match within it. To back reference, we use /number of the bracket expression so that the
regular expression matches all the lines starting with the first letter, for example, egrep
't(ac)1*s' /etc/services. The pipe symbol stands for or, so the next expression
matches all the lines containing either domain or gopher. Dot matches any character at a
specific position. Plus means to match zero or multiple occurrences of the character before,
so that this regular expression matches all the lines containing at-, but not at the end of the
line. The star meta character matches one or more occurrences of the character before, so
that the egrep 'aa+' /etc/services expression here matches all the lines that contain
at least two aa or more. The plus character matches one or multiple occurrences of the
character before, so that this regular expression here matches all the lines.

As said before, the dot matches every character at a specific position, so that the regular
expression matches all the lines containing exactly the number of characters corresponding
to the number of dots in the expression. grep has a lot of useful options, for example, -v
reverses the search match, which means print all the lines that do not contain the search
pattern at all. I often use this option to remove all empty lines and command lines in a lot of
configuration files that start with the hashtag in shell script files. For example, execute the
command shown in the following screenshot:
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The manual contains a lot of command lines that start with the hashtag and empty lines. To
filter out all these un-needed lines, use the grep -v option. Another useful feature is
the grep -o option, which only prints the matched pattern and not a complete line. So, for
example, egrep 'netbios-...' /etc/services prints out the full line, while the -o
option only prints the pure NetBIOS name from the pattern.

Working with sed
In this section, we will learn about the sed command, the powerful stream editor. We will
give you a brief introduction on how sed works and we'll be showing you the substitution
mode for automatically replacing text and files, which is one of the most important modes
available. Next, we will learn about the sed command. Let's first examine its syntax:

sed [OPTION] 'pattern rule' FILE
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sed stands for stream editor and this command can edit files automatically without any
user interaction. It processes input files on a line-by-line basis. Oftentimes, sed is used in
shell scripts to transform any command's output to a desired form for further processing.
Most everyday use cases for sed follow a similar pattern, which, in its most simple form, is
first used with a regular expression or other pattern to define which lines to change in an
input file or stream, and then provide a rule on how to change or transform the matched
line. Similar to the grep command, always use single quotes when working with sed,
unless you need to work with environment variables within the sed expressions, then you
should use double quotes instead. Normally sed reads from stdin, processes the stream
internally, and outputs the transformed version of the text to stdout. So, it's ideally being
used in a pipe command, therefore it is often part of pipelines. sed can be used for a lot of
different use cases.

A very easy example using address ranges would be the d option, to delete, which also
helps you understand how sed does its processing on input and output streams. So again,
cat /etc/services | sed '20,50 d' pipes the etc/services file stream using cat
into sed. sed processes the input stream line by line, and, here, all the lines that are not
between line number 20 to 50 get handled directly over to the stdout channel, while lines
number 20 to 50 get suppressed completely. You can also use regular expressions with the
d option. Remember to put any regular expressions in slashes when working with sed. The
sed command ignores all the lines starting with the hash symbol, but it prints out all the
others to stdout. There are a lot of different options and modes that can work, but there
are too many to mention here.

The most important usage for sed is definitely the substitution mode, which can be used to
automate file or text editing without any user interaction. Its general syntax is: sed
's/search_for_text/replace_with_text/' FILENAME. This will search for the
pattern between the first slashes, which can be a regular or literal expression, in the file
filename, and if and only if this pattern matches the text somewhere in the line in this file,
will it be replaced by the text to be found between the other slash. This only works for the
first occurrence in the file. If you need to replace all occurrences of the search text in the file,
you have to use the g option at the end of the slash expression. For example, to replace the
word root in the passwd file with the word King_of_the_Jungle, for every occurrence,
execute the command shown in the following screenshot:
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If you are searching for anything that contains slashes, you can escape the regular
substitution usage using a different pattern delimiter, because otherwise you would need to
escape the slash character that you want to search for or replace, which can look very
complicated and unstructured. This can also be written as sed 's:XX:YY:g' FILENAME,
or any other character of your choice. So for example, if you want to replace single slashes
with double slashes in a file, instead of using sed 's//////g' FILENAME, it's cleaner to
use sed 's:/://:g' FILENAME, or sed 's#/#//#g' FILENAME. Using the substitution
mode without any sed option will always print the transformed text to stdout.
Sometimes, it is useful to directly change the text in the input file. This can be done using
the sed -i option, or inline option.
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In the following example, we will work on a copy of the passwd file to show you how to do
in-place editing. In order to do so, perform the following steps:

Create a copy of the passwd file in the /tmp directory, as shown in the following1.
screenshot:

Let's first show all the lines containing the word root.2.
Next, replace the word root in the file with random text on stdout only.3.
Execute the following command:

sed 's/root/RULER_OF_THE_WORLD/g' /tmp/test-passwd | less

Now to in-place edit the file, use the -i option:4.

sed -i 's/root/RULER_OF_THE_WORLD/g' /tmp/test-passwd
less /tmp/test-passwd

The file has been permanently changed. Please take care when using this option, because if
you have not tested your substitution before and you have made a mistake, you cannot
revert your changes. It is better to create a backup copy of the original file before applying
in-place editing, which you can do using the sed -i option, for example, sed -i.bak
's/root/RULER_OF_THE_WORLD/g' /tmp/test-passwd. If you write a new extension
such as .bak behind the -i option, it will create a backup copy with the extension bak
before applying the regular expression to the original file. When working with these
regular expressions in the substitution mode, the grouping and back referencing feature
that we showed you before makes substitutions very powerful, because this gives you real
control of the changes needed to be made for your input text, for example, the passwd file
contains colons as field delimiters, one colon to separate one field. Using sed when back
referencing, we can replace one colon with four:
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POSIX extended regular expressions as used by grep, sed, and awk also define a number of
very useful special character classes in brackets, which can be very useful in pattern
matching. The general syntax is grep '[:digit:], [:space:], [:blank:]'. The digit
bracket character class matches all digits at a specific position. Space matches all the spaces,
and blank matches all the whitespaces, such as the Tab space, and blank matches all the
whitespaces. To match all the lines containing digits in the etc/passwd file, use grep
'[[:digit:]]' /etc/passwd. For a list of all special character classes, use the man 7
regex manual.
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Working with awk
In this section, we will show you what the command awk is all about and why it can be
important for us. We will also show you how to use it for text file manipulation and
processing. awk is another very important tool for text processing and manipulation. It can
be used as a complete scripting language to work on text files or streams. It contains some
very powerful programming constructs, including variables: if...else, while, do while and for
loops; arrays; functions; and mathematical operations. awk also works on a line-by-line
basis, as sed does. One of the key features of awk and the main difference to sed is that it
splits input lines into fields automatically. But how does it work and why is it so helpful?

awk enables you to create rule and action pairs, and, for each record that matches this rule
or condition, the action will fire. The rules are also called patterns and are fairly powerful 
and can use extended regular expressions. The language for the actions is similar to the
programming language C. Using the awk symbol paradigm to find a pattern in the input
and then applying some kind of action often reduces complex and tedious data
manipulation tasks to just a few lines of code, or even one-liners. awk also lets you create
and execute powerful awk script files for automating challenging text transformation tasks
but, in this section, we will only focus on using awk options and arguments on the
command line. Please note that, as awk is a complete scripting language with a lot of
features and options, we can only show you the most important use cases and examples
here.

This is the basic structure of any awk command: awk [pattern] { action
}...INPUTFILE. It's important to note that the actions must be surrounded by curly
brackets. This can also be read as: go through the input file line by line and try to apply the
pattern to each line. If, and only if, the pattern matches or the rule can be applied to the line
and is true, the action between the curly brackets will be performed.

The simplest way to learn and understand the awk tool is to use it without any rule or
pattern and just define a simple action. Without giving it a pattern, the action will be
applied to any line of input. As said before, awk completely splits each input line into fields
so we can directly access those fields in the action argument using the following notation.
As always, actions and patterns should be put into single quotes:

awk '{print $1}' /etc/networks
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This will print out field 1 of all the lines of the etc/networks file. As you can see, the
action must be surrounded by curly brackets. $number is the number of the field and $0 is
the complete line. As you will probably know now, awk splits on every whitespace position
by default. You can use the -f option to change the field separator. For example, to split the
passwd file correctly, which has colons as field separator, you would specify the field
separator -f using colon. This will print out field one of the etc/passwd file and the
username: awk -F: '{ print $1 }' /etc/passwd. You can also use the awk printf
function, which prints out the text formatted, as you may know from other programming
languages: awk -F: '{ print "user: %stgroup: %sn", S1, S3 }' /etc/passwd.
The %s will be substituted by the field numbers. t makes a Tab character and n makes a
new line character.

Now, it's time to test some patterns. As we've said before, if you define a pattern or rule
that can also be an extended regular expression, it will be applied through every input line
and only for those matching the rule will the action be executed.

The following command will print out field one of all the lines, and only the lines, starting
with small t in the etc/services file. Here we will pipe it into the head command to
reduce the output to only the first 10 lines:

Please remember to put any regular expressions into slashes when working with the awk
command. One of the greatest features of awk is that the pattern can also be more than a
simple regular expression. For example, you can also use string and mathematical
comparison operators here. This will help you answer very complex text manipulation
questions with just a few tiny expressions:
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In the previous example, awk only outputs lines from users in the etc/passwd file, which
have a group ID greater than 500. The greater than sign is the operator. There are lots of
other operators available, but there are too many to mention here. For example, to match a 
regular expression, use awk '$1 ~ /netrjs/ {print $0}' /etc/services. The tilde
is the regular expression match operator. To match string literals, use the equal sign twice
instead, awk '$1 == "netrjs-4" {print $0}' /etc/services. To get a list of all the
awk operators, search for operators in the man page. Also, awk has two special patterns,
which are called BEGIN and END. As any other pattern, you can define an action for the
begin and for the end pattern, and this will fire only once, at the beginning or at the end of
the file. We can use this to print out the total number of bytes in a directory:
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This awk command works this way: first it uses a variable called SUM that acts like a
container for our number counting. The += is a mathematical operator that adds field
number 5 to our container SUM, so that this action counts the number of total bytes from the
single byte number in field 5 on each line. Also, on each line we print out the whole line
content, and, once we reach the end of the file, the end pattern will fired, which will print
out the content of our SUM variable, which holds the total number of bytes in this directory.
As you just saw, we can define custom variables to hold values that we want to have and
work with. There are also a number of predefined variable names available in awk, which
contain very useful information. For example, the NR variable name contains the current
line number. This can be useful in the following awk command:

awk '{printf "Line number: %st%sn", NR, $0}' /etc/passwd

This will prepend the line number to each line of the output using the NR variable, which
contains the current line number in each line. For a list of all the special awk built-in
variables, use the manual and search for variables.

awk contains a number of very useful predefined functions to use, such as the print or
printf functions that we already know from the action statements. To execute more than
one function in one action block you can use the semicolon. For example, awk contains a
number of very useful string manipulation functions, such as the toupper (argument)
function. Functions in awk work like functions in most other programming languages. You
call it using the function name and then, in brackets, you add the argument or arguments.
For example, we use this with the print and printf function in the awk action. For
example, in awk there exists a string function called toupper, which converts every string
argument to uppercase letters.
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The following is a complete awk command-line example that uses the toupper function:
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This prints out the first field in the passwd file normally, and then again with all letters in
uppercase. Our final example will show you how to execute more than one expression or
function in one action statement using the semicolon as an expression delimiter:

Also, you can see here that you can assign the return value of any function to a variable
name, and then reference this variable name later, so that this example is very similar to the
example before by first printing out the uppercase version, and then the normal lowercase
version, and then the normal field value version. For all the available awk functions, we use
the manual and search for functions, numeric functions, string functions, time functions,
and so on.
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Navigating the Linux filesystem
In this section, you will learn how to navigate the Linux filesystem. You will also learn how
the Linux filesystem is structured. If we print out the folder structure of the top-level
directories beneath the root directory by executing the tree -d -L 1 / command, you
will see a list of strange-sounding directory names. These directory names are the same on
any Linux distribution and they follow a standard called the filesystem hierarchy standard
(FHS). Each of these standard directories in the Linux filesystem has a specific purpose, and
the user can expect certain files in certain locations, and it also means that a program can
predict where the files are located, and it also means that any program working with those
system directories can predict where the files are located. The following are the directories:

The / slash is the primary hierarchy root.
/bin contains essential commands needed for the system, for example, so that a
user can work in recovery mode of the system when something breaks or, for
example, executables needed when a user boots into recovery mode.
/boot contains files needed for booting, such as the kernel files.
/dev contains the device files of the system, for example /dev/null, which we
have used before. This directory is very important and you will use it a lot when
you are working as a system administrator. It contains the system-wide
configuration files of all your applications that you have installed on your
system.
/home contains the user's home directories, as we have learned in this section.
/lib contains the libraries essential for the binaries in /bin and /sbin, as we
will see next. /lib64 contains alternate format essential libraries for the 64-bit
architecture.
/media contains the mount points for removable media such as CD-ROMs.
/mnt contains temporarily mounted filesystems.
/opt contains optional application software packages.
/proc contains the virtual filesystem providing process and kernel information
as files, for example, this is where all the environment variables of the current
sessions are stored.
/root contains the home directory for the root user. The root user's home
directory is not in /home.
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/run contains runtime variable data; this is information about the running
system since last boot.
/sbin contains essential system binaries.
/srv contains all the data that should be served by the system, for example, data
and scripts for web servers or data offered by FTP servers that are running as
services on the system.
/sys contains information about the devices connected to the system.
/tmp contains temporary files. Every user has full access to this directory.
/usr contains the majority of all the user utilities and applications, for example,
all the applications installed by a user go in here. It's also called a secondary
hierarchy for read-only user data; because it has a similar structure as the root
directories, top-level directories. For example, you also have a /usr/bin
directory, a /usr/lib directory, a /usr/sbin directory, and so on.
/var directory is for all the files that are expected to continually change during
normal operation of the system, for example, log files, spool files, and temporary
email files.

First, let's introduce the concept of Linux home directories. Every user known to a Linux
system has their own private place in the filesystem, where they can manage their own data
and have full access to everything, for example, creating directories or new files, deleting
things, or changing permissions. For security reasons, most places in the Linux filesystem,
with a few exceptions, such as the system /tmp directory, are restricted in one way or the
other, and normally a logged-in user does not have full access to it only the root user has
full access to everything. Every logged in user has the property of a current directory,
which is the directory you're currently at. When a user logs in to the Linux system, their
specific home directory will be set as the current directory by default, so they will start in
this directory.



The Linux Command Line Chapter 2

[ 75 ]

To display the name of your current directory, which means where you are at the moment,
type pwd, and then press the Enter key. pwd stands for print working directory. This is a
very useful command because when you are browsing directories, it is easy to get lost. A 
directory is a concept to structure data. Often, it is used to categorize all files belonging to
the same project or of the same type, such as all configuration files. As you can see, the
output of the pwd command contains a string containing slash symbols that are used to
separate directory names, and this is also called the directory separator symbol. The
leftmost slash has a special name and it is also called root directory. The last directory name
of the current directory can also be seen at the shell prompt. In a Linux filesystem, every
directory can have files in it and can contain further directories that are then called
subdirectories. These subdirectories can also include files and folders and so on. The
directory containing a subdirectory is also called the parent directory, while the
subdirectory is called the child directory. Here, in our example, the home directory is the
parent of the olip directory, which is also called the child directory. These type of files and
folders can be visualized using a tree-like structure, and also this can be called a
hierarchical filesystem because every directory in this structure has a specific position and
some are higher in the hierarchy and others are lower. The highest directory is the /
directory, or root directory. We need to remember to visualize this hierarchical tree
structure. We can use the tree command, which we need to install, because it is not
available in the standard installation. To install it, use your root password that you set up
during installation.

After installing, you can use the tree command to get a first overview of your system. At
the top level we have the / directory, which is the highest directory in the tree. Directly
beneath it we have a number of system directories. When we customize the tree command
to show us two levels of directories in the tree by executing tree -d -L 2 / | less, we
can see where the home directory in the tree is and how we can get to it from the root
directory, which is the parent of all the other directories. Now, to create a new directory in
your home directory, you can use the mkdir command. The mkdir command takes the
name of the folder you want to create as an argument. To remove an empty directory, use
the mrdir command. To create a new empty file, use the touch command. To remove a
file, use the rm command.
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Now, let's recreate the folder and the filename again. To change to a directory, you can use
the cd command, which stands for change directory. The change directory command will
change your current directory to the new directory, which you used as an argument for the
cd command. Use pwd to test this again. The following screenshot illustrates this:

In Linux, when we say to go to a directory, what we really mean is to make another
directory our current one by using the cd command. As mentioned before, every directory
contains two special shorthand links that you can't change and you can't remove, the . and
the .., which is the name of the directory we are currently in. Every directory contains the
name .., which is the name of the unique parent directory of the directory in which we are
currently in. Also, every subdirectory contains exactly one parent directory, while one
parent directory can contain multiple subdirectories. These dots are very useful for
traveling through directories fast. To go back to the preceding directory, which in our case
is the home directory, we can use the .. notation. To create a subdirectory in a subdirectory
in a subdirectory, we can use the following approach:
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To view the folder structure that we have just created, we can use the pwd command again.
To go up one directory level, we can use cd... To go back down, use cd FolderD. Now, to
go up two levels of directories, you can use the folder separator slash symbol-cd ../ ../.
To go back two levels in our subdirectory structure, we can also use the folder separator
slash symbol as well. When traversing directories there are always many ways to do this.
To go back to the home directory quickly, we can use several different ways. To go back to
the home directory first, you can use some shortcuts. As we have mentioned before, the
tilde symbol stands for the home directory, so we can easily go back to the home directory
cd ~. The tilde symbol works from everywhere, so you can go back to your home directory
from any directory you are at. Also, a very helpful shortcut is cd -, which lets you toggle
between the current directory and the directory you were at before.

There even exists a shorter way to go back to your home directory from every location,
using only the cd command without any arguments. Another way to go to your home
directory from every location is to use the path outputted from the pwd command directly.
In order to delete a directory structure that contains subdirectories or files, you cannot use
the rmdir command. To delete a directory subtree that contains files and directories,
instead, we need to use the rm -rf option, but please use it with caution as this will delete
everything without asking, which is completely irreversible.

To recreate the same subdirectory structure, as we showed you before in a much simpler
form we can use the directory separator symbol with the mkdir -p option. So far, all our
operations and actions on files and folders, such as ls, mkdir, or mrdir, were always in
relation to the current directory, which means the description on how to go to the directory
or file of choice was always in relation to the current directory. For example, we used
commands to work with files and directories that are within our current directory. For
referencing files and folders outside of our current directory, we use the .. and a slash
directory separator.
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If we wanted to work on files and directories in the same directory, we just need the name
of the resource. If we want to access a resource outside of our current directory, we can do
this using the directory separator and the .. notation to travel to the right file or directory.
Now, let's again execute the pwd command. The output of the pwd command is called
absolute or full path. An absolute path is easily recognized from the leading forward slash,
which is called the root directory, as you now know. The slash symbol means that you start
at the top-level directory, or root directory, and continue down. An absolute path is literally
a path of names throughout the hierarchy. A pathname specifies and describes how to
traverse or navigate the hierarchical directory names in the filesystem to reach some
destination object starting from the highest root directory, which can be a file or directory.
The full path always contains complete information on how to go from the root directory to
any destination in the filesystem. In other words, to go to the current directory, which is
called /home/olip/FolderA, you have to traverse, from the /root directory, to the home
directory, to the olip directory, and to the FolderA directory. To visualize this in a tree-
like structure, use the tree command with the subdirectory L 3:
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It's important to remember that the absolute path works from everywhere. A relative path
doesn't have a preceding slash. Using a relative path, for example, changing to FolderA, is
always dependent on where you are at the moment in the filesystem. So, cd FolderA only
works in your current position. If you re-execute the command somewhere else, it doesn't
work. When using any Linux command that works with files or directories, you always
have the option to either use a local path relative to your current directory, or to use the full
and absolute path relative to the root directory. Oftentimes, the relative path is faster to use
and often it is also convenient to change to the directory of the files you want to work with
directly. But the absolute path is important for scripts or if a command needs to work from
every directory.

Summary
In this chapter, we started off with an introduction to the command line, file globbing, and
quoting commands. We progressed towards practical execution by working with the shell,
standard streams, and regular expressions. We also covered functionalities of sed, awk, and
the Linux filesystem.

In the next chapter, we'll cover concepts pertaining to files.



3
The Linux Filesystem

In the previous chapter, we introduced you to Linux files and folders by navigating the
filesystem. In this chapter, we will learn how to work with, find, and change permissions
and access to reading and editing files. We will expand our knowledge on this topic, define
what a filesystem is, and show you important commands for working with files, such as
copying and moving.

We'll walk you through the following concepts:

Understanding the filesystem
Working with file links
Searching for files
Working with users and groups
Working with file permissions
Working with text files
Working with VIM text editor

Understanding the filesystem
A filesystem is not only a tree of files and folders exposed to the Linux user, but it's also the
structure and management to access and save data, and keep everything consistent. As
already mentioned, you often hear the phrase that in Linux, everything is a file, and this is
true. This means that a lot of different things in Linux get abstracted as files. For example, a
directory is a file, hardware devices get represented by special system files, or ,useful, such
as a random number generator, is also a file.
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Let's quickly recap and summarize what we already know about working with files from
the last two chapters. ls lists and displays files, touch creates a file, files are case sensitive,
and . files are hidden files and are excluded from normal command execution, such as the
ls command, and also from shell expansion using file globbing characters. Next, you
should also already know mkdir creates a directory, rmdir deletes an empty directory, rm
deletes a file, and mkdir -p creates a full subdirectory structure. rmdir cannot be applied
on nonempty directories; in our example, it contained subfolders. rm -rf deletes a
directory with all the subdirectories, but handle it with caution. When you use the rm -rf
option to delete a whole directory structure, the r option stands for recursive, f for force.
The recursive option is an important option you will often encounter when working with
commands that do something for a whole subdirectory tree.

Now, let's learn some other important new file-based commands. If you need to copy a file,
you can use the cp command. We already saw the general usage of cpin the previous
chapter. If you go to the man page of the cp command, there are three different usage
formats: cp [option]... [-T] SOURCE DEST, cp [option]... SOURCE...
DIRECTORY, and cp [option]... -t DIRECTORY SOURCE... It's important to
remember that there can be multiple source directories, but only one target directory. You
have to memorize this. To copy one single file to one destination file, you can use the first
usage form. To copy several files to one destination folder, you can use the second usage
form. The third usage form is like the second usage form, but with mixed source and
directory arguments.

For example, to create a copy of a file with a different filename, use cp firstfile
secondfile; you can also do the same using local pathnames. As we have learned from
the manual, you can also copy files to directories leaving the original filename. As shown in
the manual, you can also do this for multiple source files. Note that you cannot copy
complete directories out of the box using the cp command. In order to do so, you need to
provide the -R option:
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As you can see, the complete olip home directory has been copied to the /tmp directory
with all subdirectories and files. Please memorize that the cp -R option stands for
recursive, again. To move files and folders on the command line you can use the move
command, which implicitly copies and deletes the source files. The move command mv is
often used to rename files and folders. Note that you can move or rename not only files, but
also folders.

Now, again if you have a look at the ls -l option, for example, in the /etc directory, you
will notice some things. You will be presented with a lot of useful information. The first
character in the -l listing here is a d, or -, or l, and this represents the type of the file. A d
stands for directory, a - is a normal file, and l is a link. The first character in the ls -l
output is also called the file type flag. Besides the shown d, -, and l flags, there are a
number of other available file types. To get a full list of all the available file type flags, use
man find, search for type, then search for type c. You will get a full list of all the
available file type flags in Linux:
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Also, there is another very useful piece of information given in the column adjacent to the
permissions column. The number presented is the number of links a file contains:

File links tell us how many references exist on any given file or directory. Every normal file
by default has one link and every directory has two links. There are hard links and soft
links, which we'll discuss shortly.

Working with file links
In this section, we take a look at what Linux file links are and how to work with them. As
you already might know, files are stored on the hard disk. In a Linux filesystem, the file's
filename and the data are two separate concepts and are not stored together. A general
structure is shown in the following diagram:
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Connecting a filename to the actual data is managed by the filesystem using a table or
database data structure, which is called a title allocation table. In the Linux filesystem, an
Inode is the actual entry point or starting point to the beginning of a specific file's data on
the hard disk. To simplify, we can just say that the Inode represents the actual data of a file.
The filesystem management now takes care that every normal file, upon creation, has one
link entry in its allocation table to connect the actual filename to the Inode or data on the
hard disk. Such a link is also called hard link. The original filename to Inode relationship is
also linked using a hard link, that's why in the last section the ls -l command gave us the
number 1 for most of the files in the column adjacent to the permissions. Now, the cool
thing about the Linux filesystem is that you can create additional hard links to an existing
Inode, which is like having alternative names for a file.

One of the drawbacks of a hard link are that you cannot differentiate a hard link from the
original filename or the Inode. This can cause problems and side effects, because if you
change the original file's content the hard link's content will be changed as well. Another
limitation of hard links is that you can only define them for Inodes, which are on the same
partition as the hard link should go. Also, you cannot create hard links on directories. You
can only create them on normal files. To solve these limitations of hard links, you can use
soft links, also known as symbolic links. These are the type of links that you will use
almost all the time in your everyday work as a Linux system administrator. Hard links also
have their special use cases, for example, for creating backups of files, but are only used
very rarely by the Linux user.

A symbolic link is a link to the filename and not to the Inode. Symbolic links also don't have
the boundary that they must be on the same partition or hard disk as the original file. You
can also create symbolic links on a directory. The main drawback is that if you delete or
move the original file, you will have a broken symbolic link without further warning,
which can also create some bad side effects. The main use cases and power of symbolic
links are referencing configuration files or dynamic library versions in the Linux filesystem.
Using links can save a lot of disk space because no actual data must be copied and they are
very effective for quickly testing out such things as alternate configuration files for services.
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File links are managed by the ln command. The basic syntax is ln [OPTION], then the
filename you want to create a link on, and finally the link name. To create a hard link to a
file called fileX in your home directory, use the following code:

As you can see, there's no way to differentiate the additional hard link from the original
one. You can also create multiple links on the same file. To delete a hard link, use the rm
command. There's a maximum number of Inodes on every filesystem, or we can just simply
say files, which you can display using df -i. If you use the mount command, you will see
that the tmp filesystem for the user is on a different partition than the home directory, which
is in turn, on the root partition as shown in the following screenshot:
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So the next command ln ~/folderABC ~/folderABC_link will fail because it is not
allowed to create hard links between partitions. Also, you cannot create a hard link on a
directory, and changing the origin of the file's content will change the hard link's file
content as well. This can create some bad side effects. To create a symbolic link, use the ln
-s option:
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As you can see, it's easy to show if a file as a symbolic link marked with the arrow. To
create a symbolic link of a file in another directory, preserving the original file's name, you
can use ln -s /etc/passwd. This created a symbolic link of the /etc/passwd file in the
current directory under the same name, passwd. To delete a symbolic link, use the rm
command; the original file will not be touched. You can also create a symbolic link on a
directory. If you delete the original file that the symbolic link is pointing to, that is
fileX here the symbolic link will broke. This can get problematic, which is denoted here
with the blue color:

Searching for files
In this section, we will learn how to search for files in Linux. The man find command, as
the name implies, can find files based on versatile criteria. But more than that, you can even
apply actions on every search result during execution of the program, which is a very
useful feature. Find can take some options to change its default behavior, for example, how
to treat files, which are symbolic links during execution of the program. The first few
arguments are a list of directories or starting points to start your search in, all the other
arguments are search expressions or conditions to find in your search. It's important to
discuss what search expressions are. A search expression typically is a test and an action.
Tests are typically separated by logical operators. If no operator is given, the end operator
is assumed. If the expression contains no action by the user, then the print action will be
performed for all the files in the search result.
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Before we start using the man find command, it's important to know how the man find
command processes the search results. For every file in the list of search paths, all the
expressions get evaluated from left to right. By default, only if all the expressions are
correct, the man find command marks the file as a hit. You can change this logical end
behavior if you like using an OR expression as well, as we will see later in one of our
examples. The man find command lets you create very sophisticated search queries using
a broad range of very useful file test expressions. If you search for tests in the manual
page of the man find command, you will get a full list of all the available test operators.
For example, you can search for files that have been modified or accessed at specific time in
the past, or which have a certain size. As mentioned earlier, the default action is the print
action on every file match. Another very useful action is the exec expression, which lets
you execute a specific command for every file match. The man find command is a very
complex command and we cannot show you everything here. Thus, for the rest of this
section we will show you some very useful use cases. You can use the find command
without any options or arguments. This is the same as writing because without any options
and arguments the search path is the current directory and the default action is the print
action. This command goes through your current directory and prints out all the files and
directories, including all subdirectories and files beneath the subdirectories, recursively. It
does so because you have not provided any test expression, so it will just match any file or
directory in your current directory and apply the print action to it. As mentioned earlier,
what makes the find command so powerful is its huge list of different test expressions to
locate files based on a variety of useful conditions. Such file search tests can be anything
imaginable, such as timestamps, user permissions, users, groups, file type, date, size, or any
other possible search criteria.

For the following examples, we will use the root user account set up during installation,
because in the example shown here, we search a lot in the system directories, which need
special privileges. To search for only files and not directories in the /etc directory for the
filename logrotate.conf use the following:

find /etc -type f -name logrotate.conf
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If the file is found, you won't encounter any errors. What this command does in the
background is it goes through the /etc directory and picks up all the files and
subdirectories included in the /etc directory and it processes them recursively one by one.
Then, for every file, it checks whether the file is the actual file, and whether the name is
equal to the filename. You can also use multiple directories as search starting points, as well
as use the -type d to search only directories, this will print out all subdirectory names
beginning with the /etc and /var directories and starting with the letter y:

Here, the name expression takes normal POSIX 5 globbing characters, not regular
expressions. If you want to use regular expressions for file search use the -regex
expression instead. Note that if you use -iname expression instead, it will search case-
insensitive. You can also search for files using file size as a criteria:
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The find / -type f -size +4M -name 'l*' searches for all the files equal to or larger
than 4 MB starting with the name l and only files and not directories starting in the root
directory, which means it will recursively search in the whole filesystem tree. As you see,
only two files match all of these conditions. By the way, the + stands for greater or equals, if
you use a - symbol it stands for less than. You can also search for specific file permissions.
File permissions in general are discussed in later sections. To get a list of all the very
dangerous directories with read, write, execute permissions for everybody searching in the
whole filesystem, we use the following command:

find / -type d -perm 777

Note that if the user doesn't provide any action for the find command itself the default
print action is assumed, so the command will print out every matched file to the stdout
command line. We can change that using the -exec action expression, which will apply a
command after the -exec expression for every matched file:

find / -type d -perm 777 chmod 755 {} ;

In our example, the chmod 755 command will be applied for every matched file using the
placeholder {}, which stands for matched. The find command here will search for all the
files having a very dangerous file permission, 777, and changes it back to a more moderate
permission, 755. So if we search again for the dangerous permission, the result will be
empty. Why do we have to escape the semicolon? This is because normally a semicolon in
the Bash shell delimits commands, so we have to disable its special meaning here. In all the
examples shown so far, all the tests and expressions of a single find command must be
true that the file can be counted as match.

For example command find / -type f -size +4M -name 'l*' only files are matched
and printed out if they are of type file and have a size of 4 MB or more and have a name
starting with l. All of these three test expressions have to be true and are connected via a
logical and. By default, the logical AND operator is connecting all the test expressions,
which means only if all test expressions are true, the file can be matched as a hit. You can
easily change a logical AND to a logical OR using the -or expression, like:

find / -type f -name p*.conf -or -name 'p*.d'
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This will match all files starting with a p and having the extension conf or .d in the /etc
directory, and having the type file. There are also some very useful test expressions based
on the time of a file. For example, find /var -mtime 10| head will output all the files,
which have been modified in the last three days, outputting only the first 10 hits before the
last three days or longer. Using time-based test expressions is very useful and is often
needed in your daily work as a system administrator. For example, if you would need to
delete all the files uploaded by users of a web application running on your server, which
are older than 30 days, you could do something like the following:

find /var/www/webapp-uploads -mtime +30 -exec rm {} ;

This command could also be easily put into a script running each day, such as in a Cron
job, to automate deleting of all the files which are older than 30 days, so you don't have to
take care of this manually anymore. To search for all the files in the entire filesystem, which
start with the l and r and has a size between 1 and 4 MB use:

find / -type f -size +1M -size -4M -name 'l*'

You can also quickly search for files using the locate command instead of using find. You
first need to install using the package and locate. The locate command does not do a
live search in the filesystem, but rather uses a snapshot of the filesystem using a specific
time point. This database gets updated every day at a certain point in time, but you can also
regenerate the snapshot database by yourself using the following:

updatedb

Now if you use the locate command, it will search the database you just generated for all
the files matching the name logrotate. This will only search for literal text. If you want to
use for regular expressions, use the --regex option.

As we are searching a database, this is usually faster than doing a live search using the
find command, but always remember this is not a live state of the current filesystem.
Hence, you can run into problems especially when searching for files, which are newer than
the search database.
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Working with users and groups
In this section, we will learn how to create and remove users and groups, and how to add
groups to users. Also, we will see how Linux internally stores user information and
passwords, and how to retrieve user information programmatically. Finally, we will learn
how to substitute user accounts while staying logged in. Linux is a multiuser system, which
means more than one user can work with the system simultaneously. Therefore, a system is
needed, which guarantees common access to Linux objects such as files using
measurements of excess protection. For example, all files which have been created by one
user should not be allowed to be erased by another user. Every Linux user is defined and
identified by a unique user ID, as humans more easily can work with names than numbers.
There also exists a literal username connected to each user ID, but Linux internally works
with the user ID (UID) number when managing control on Linux objects such as files.
There are two types of users accounts, login users which need a password to authenticate,
and nonlogin users, which are useful for attaching user IDs to running programs or
processes, as we will see later. Also there's one special account on every Linux system, the
root user account, or administrator account, which we set up a password for during
installation. This account on every system has access and is the owner to all objects, such as
files presented in the Linux system, and this account can do anything to the system. If in
Linux we have the username to control access files, it will be very limiting and time-
consuming to grant or revoke permissions. Therefore, Linux also has the concept of groups
to access control. Using groups can drastically simplify permission management by
assigning permissions on a shared resource to a group, rather than to individual users.
Assigning permissions to a group assigns the same access to the resource to all members of
that group. Linux groups are also represented by a group ID, which is a number, but can
also be referenced by its name, the group name. Every user in Linux has exactly one UID,
but can belong to multiple groups or group IDs. One group is the primary group, which
will be used when new files are created by that user.
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Let's start by creating some new user accounts for our tests. Only root can do this. So first,
let's log in as root. The useradd command adds a new user with the username given as an
argument. This command creates a new user in the system and also creates the
corresponding home directories. To make our new login accounts functional, we need to set
passwords as well; we can do this with the passwd command. You can also use this
command to change your own password. To set or change a password for other users, we
type passwd  username-this can only be done using the root user account. To delete a
user, use the userdel command. By default, the userdel command will not delete the
user's home directory, so you have to do it yourself. To delete a user, it's better to use the
userdel -r flag, which not only deletes the user but also deletes the associated home
directory and mailbox. Let's recreate the user. Let's log out the root user. You can use the su
command, or substitute user command, to switch the user while you are logged in. When
you call the su command without any argument, the root user is assumed to be switched.
To switch a substitute to a different user, you use the username as the first argument. You
can recheck who is logged in using the whoami command. Using the su command, will
preserve the original environment of the user who has executed the su command, and will
not switch to the home user of the substituted user account.

Now, let's exit the substituted user and switch to another user. Using the su command with
a dash symbol as an argument, we create a more login shell-like environment, which means
it behaves more like a user who would login to the shell for real. By executing pwd, you can
see that the home directory has been changed to the substituted user's home directory. Now,
exit the substituted user again. You can also directly execute a single command with
another user account using su -c flag; su username -c. This is useful if you want to
quickly start a script or a command using a different user account without completely
switching the user.

Only the root user is allowed to substitute users using the su command
without providing a password. Any other user who wants to use the su
command needs to know the password of the substituted user.

The useradd and passwd commands are making changes to the etc/passwd and
etc/shadow files, which are the most important files to store authentication and user
information in the entire Linux system. The passwd file stores a list of all the user accounts
known to the system, all the login users and all the system users. Login users are typical
physical persons who can log into a shell such as the Bash shell using a password for
authentication. System users typically cannot log into a shell and are often associated to
system services and processes.



The Linux Filesystem Chapter 3

[ 94 ]

For example, to get a list of all the usernames available in the Linux system use:

awk -F: '{print $1}' /etc/passwd

The passwd file stores a lot of useful information such as the user's home directory, the
default shell, or the user ID number. Refer to the manual page of the passwd command to
find out more. The /etc/shadow file contains all the password information for all the users
in an encrypted format. You need the root user account in order to view this file. To create a
new group, use the groupadd command and to delete a group, use the groupdel
command. The groupadd and groupdel commands internally work with the /etc/group
file. This file shows you all groups available in the system as well as all the user IDs
associated to these groups. Instead of reading the /etc/group or /etc/passwd file for
getting information about a user, you can also use the id command. This will tell you the
user ID, the group ID, and all the associated groups a user has. To add existing groups to a
user, you can use the usermod -G command. -G overrides all the secondary groups a user
has, leaving the primary group as it is. You can also define a comma-separated list of group
names to be added to a username. It's important to remember that the -G always overrides
the existing group names a user has.

Now, let's examine the permission string, which specifies what the file owner, group
owner, or any other user is allowed to do or not, based on who he is:

-l outputs the file owner in the third column. Here, it is root, and for this file it is olip. In
the fourth column, the ls -l outputs the group owner of the file. Also, here it is root and
here it is olip. You already know that the first character in the ls -l output is the file
type. Now, the nine bits afterward l and d define the file's permission string. The first three
characters of the permission string define the permissions for the file owner. The second
three bits of the permission string define the permissions for the group owner. The last
three bits in the permission string define the permissions for all the other users. In this
example, folderABC has the file owner olip, the group owner olip. Furthermore, the file
owner olip has full permissions on the directory, the group owner olip has full
permissions on the directory, and all the other users have read and execute permissions on
this directory.
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Perform the following steps:

First, let's create a directory. We'll put in some files to work with and then change1.
to the directory:
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Now, let's create some files to play around.2.
Let's look at the file permissions of the files we have just created.3.
As you can see in the preceding screenshot, the root user has created all these4.
files. Hence, the file ownership and the group ownership are both root for all
the files.
Now, to change the file ownership and group ownership information you can5.
use the chown or chgrp commands.
Instead of using the chgrp command, you can also use the chown command6.
using a different notation.
For example, to change a file's group, you can modify both the file owner and7.
group ownership.
Let's also create some subfolders as well for testing directory permissions.8.
Put some files into these folders as well.9.
Next, let us use some very dangerous test directories so that everyone is able to10.
work with the files properly during our tests. This is not meant to be for
production.
Next, create some common permissions for our files.11.
Create some unusual permissions, also create some permissions for directory12.
tests.
Change some file ownership permissions on files and group ownership13.
permissions on a directory.

Now, let's work with our new files and change permissions. Let's first review the output of
the ls -l command:
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File one is a file which has full read, write, and execute permissions for anyone. For
example, any user known to the system can modify this file. The next file has the standard
permission every file gets upon creation on a CentOS 7 machine. File owners have read and
write access, whereas the group and all the other users only have read access. Let's find out
what this means if different users want to modify the file:

Here we can see some interesting things. The root user has read, write, and execute
permissions to any file despite what has been set in the permission string for the root user.
Peter is the file owner, so he can write to this file. Paul is neither the file owner nor the
group owner, so he has no write permissions at all. The next file has a permission often
used for confidential files such as password files. Often this is done for services running a
filesystem user account to protect others from reading credentials:
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In this example, only the root user has the ability to read the file, nobody else. The next file
has a common permission set used if not only the file owner but also members of the group
that owns the file's owning group should have full control over the file. As you see, Peter
and Paul don't have access to write to this file because they are neither the file owner nor
the group owner. To change this, let us add Peter to the group that owns this file, and then
test again:
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Now, file5 has some unusual permissions, which are valid. file5 is a script file, which
prints something out. As you can see, only the root user can execute the file. To let Peter
execute the script, add one of the groups that is associated with it to the file. This still does
not work because now Peter can execute this file, but cannot read it. To change this, add
read permissions for the group ownership of the file as well. Now, Peter is finally able to
run the script:

Finally, a common misconception is to delete a file you need to set the file's write
permission flag correctly for the user, but this is not true, as we can see. Why can't Peter
delete this file even though we've assigned full permissions to everyone here? This is
because file deletion is completely dependent on the write permission of the directory the
file you want to delete is in, and not on any file permission. The following screenshot is
where the user Peter is denied permission to delete the file:

Finally, let's discuss directory permissions. The following screenshot is an example:



The Linux Filesystem Chapter 3

[ 100 ]

folderA has read permissions for the file owner, so he's the only one who is able to see
what's in the folder but cannot change into the directory. folderB has only read
permissions for the group owner, which means only members of the projectAa group can
change into this directory, but Peter cannot do anything in this folder other than entering
it using the cd command:

In order to list files in this directory, let's order the read permissions to the group owner:

As we have learned before, we need to enable the write flag on a directory in order to
create or delete new files in it. But why is this not working here? It's because we also need
to enable execute permissions on a directory, which makes sense because in order to create
or delete a file in the directory, we need to have access to this directory. What can we do if
we want to change permissions on a lot of files, for example, a whole subdirectory tree?
Using the ls -lR flag, we can list all the subdirectories and files included. Now, to change
the permission string for all the files in a subdirectory, you can use the chmod -R flag:

ls -lRchmod 775 -R ../test_files

As always, be careful with the recursive flag as you easily can change the file permissions
for your whole filesystem to an unsecure permission irreversible.
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Working with file permissions
In this section, we will learn about the concept of file access control in Linux. We will also
learn and understand how to read file permissions. Finally, we will learn how to change file
ownership as well as file permissions and show you practical file permission examples. If
you print out the file's details using ls -l, you will see a list of different important file
attributes we need to learn about so as to understand file permissions. A typical ls -l
output looks like -lrwxr-xr-x olip administrator my-awsome-file.txt. Every
file in the system is associated to exactly one username, which is also called the file owner.

Every file is also associated to exactly one group name, which is also called the group
owner. The file ownership of a file can be changed by the root user only. The group
ownership can also be changed by the file owner. When a user creates a new file or
directory, the file's ownership will be set to the user's UID who created the file. We already
know that a user can belong to multiple groups, but one needs to be set as the primary
group. This is why every new user that is created has a group with the same name as the
username. Now, every Linux user who wants to access a file can be categorized into one of
these groups. The user is the file owner if the user ID matches the ID of the file owner
whose file we want to access. The user is the group owner if one of the groups he is
associated with matches the group owner of the file he wants to access. If the user is not the
file or group owner he falls into the other users category. These three permission categories
are also called permission groups. Finally, all these permission groups, the file owner, the
group owner, and the others group, have exactly three permission types each, read, write,
and execute. These permission types manage the actual action a user belonging to one of
these groups can or cannot do with the file.

Now, since we are working with a lot of different information for every file, the user owner,
the group owner, the permission categories, and the permission types, some Linux
commands such as the ls command use a very compact form for viewing, which use 9-bits
to fully map all permissions for all the permission groups. This 9-bit information is also
called the permission string. If a permission is granted a read/write/execute or rwx flag is
put at a fixed permission in the string. If a permission is revoked, a dash symbol can be
found at a specific position in the string. From left to right in the permission string the first
three bits are the read/write/execute permissions for the file owner. The next three bits are
for the group owner, and the last three bits are for all the other users. The 9-bit permission
string is a very dense notation to fit the screen and coming from a time when space and
memory were expensive in computer hardware. Changes to permission types or 9-bit
permission string can be set or removed by the root user only. Read, write, and execute
permissions are defined differently on files and on directories.
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Let's first discuss what read, write, and execute means in a file context. If the r, or read, flag
is set on a file, the corresponding permission categories, file owner, group owner, or other
user can open a file and read its content. The w, or write, flag is to modify or truncate an
existing file, but it's a common misconception and important fact to know that the write
flag does not allow for new file creation or deleting of existing files. This is not a property of
a file, but rather of the parent directory, as we will soon see. The x, or execute flag allows
files to be executed. This is important for running script files or commands on the
command line.

In order to execute a file to run it as a script or command, the read flag
needs to also be set because the shell needs to read the content of a file in
order to execute its instructions. In a directory context, read, write, and
execute permissions mean something completely different than working
on files, which every Linux user must be aware of.

Let's first start with the x, or execute, permissions, as this is the most essential permission
for folders. x, or execute, permissions in a directory context means something completely
different than in the file context. If an execute flag is set on a folder, it means that the
corresponding user group or other is allowed to enter that directory or path into a
directory, for example, using the cd command. But the x flag is not only important for the
cd command, it's also mandatory if you need to rename, delete, or create new files using
the write flag. The execute flag has to be set as well here. It's also mandatory if you need to
rename, delete, or create new files using the write flag. As a rule of thumb, if you need to
set some standard permissions on the folder, never miss the execute permission for the
permission group you want to work with or otherwise you will run into problems, as you
always need to change into a directory if you want to perform some actions. r, or read, is
the permission to read the content of a directory, for example, using the ls command.

The w, or write, flag creates new files or deletes existing files in a directory. As we've seen
before, deleting or creating new files is not a property of a file permission, but always a
property of the directory permission the files you want to create or delete are in, so the
write flag has to be set if you want to be able to create or delete files in it. In order to use the
write flag for creating, deleting, or removing files, we also need to set the execute flag for
commands such as touch or rm, because they need access to a directory in order to perform
the actions.
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Now, each actual user who wants to perform an action, that is, read, write, or execute on a
file or directory is now being checked by the operating system based on whether the
attempt access is legal or not. This is a hierarchical process. The first check which is being
done is whether the user ID of the user who wants to work on a file matches the file's user
owner. If this is not the case, all the user's group IDs get checked if one matches the file's
group ownership. If no user group matches at all, the other user is assumed and will be
used. Now, every user in the system matches one of these three permission categories. If
the right category has been found, the corresponding three permission types, read, write,
and execute will be checked to see whether they are allowed or not and whether they match
the user's attempt read, write, or execute action.

Changing values in the 9-bit permission string is best done using a shortcut method based
on the octal numbering system counting. Note that there is also another notation available
which uses short options such as -, +, r, w, and e, which we will not discuss in this section.
You can look it up using man chmod. Using a number between 0 and 7, which are eight
different states, and therefore can be called octal notation, we can define every possible
combination of read, write, and execute for every permission category, user owner, group
owner, or other users uniquely.

The following are the chmod octal notations:

0: Using 0, no read, write, or execute permissions are allowed
1: It means execute permission only
2: It means write permission only
4: It means read permission only
3: It means the combination of execute and write permissions
5: It means the combination of execute and read comments only
6: It means a combination of write permissions and read permissions only
7: It means full permission or read, write, and execute permissions
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So we can easily express the permission types of all three permission categories using three
numbers only. The first digit represents the read, write, and execute permissions for the
file's user owner. The second digit represents all the file permissions for the group owner,
and the third digit represents all the read, write, and execute permissions available for all
the other users in the system. So for example, the octal permission 777 means read, write,
and execute permissions for all the users available in a system. A permission of 775 means
read, write, and execute permissions for the user owner of a file, read, write, and execute
permissions for the group owner of a file, and read and execute permissions only for all the
other users in the system. A permission of 660 means read and write permissions for the
user owner of a file, read/write permissions for the group owner of a file, and no
permissions at all for all the other users in the system, meaning that they cannot read, write,
or execute this file.

Since we have created some new users, Peter and Paul and associated groups project_a
and project_b in the previous section, let's now work and experiment with the actual file
permissions:

As we are working on permissions on the time in this chapter first login as root1.
user.
Now, let's first create a directory where we put in some files to work with:2.

mkdir test_files

Then change to this directory:3.

cd test_files

Now, let's create some files to play with:4.

touch file1
touch file2
echo "my_secret_pa$$worD" > file3
touch file4
printf '#!/bin/bashnecho "EXEC"' > file5

Let's have a look at the file permissions using ls-l.5.

As we now know, every file has a file owner, which can be seen in the ls -l output in the
third column. Every file also has a group owner in the fourth column. The first character in
the ls -l output is the file type, followed by the 9-bit permission string.
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First, let's learn how to change the file's user owner. You can use the chown command to
change the user owner of a file. You can use the chgrp command to change a file's user
group. Let's use ls -l again to see what has been changed:

As you see, file1 and file3 have changed the user owner, file4 has a new group
owner. Instead of using the chgrp command, there is an alternate way to define group
membership of a file, which system admins often use. It has the following notation:

chown [username]:[groupname] [file]

This uses a colon to specify the user owner or group owner of a file. For example, to change
only the group owner of a file use:

chown :project_b file 4

Or to change both the username and group use:

chgrp project_a file 4

Let's also create some subfolders as well for testing directory permissions later. Put some
files in our newly created subfolders as well. Next, let's use some very dangerous
permissions for the test directory so that everyone is able to work with the files properly
during our tests. This is not meant to be for production.

As we have learned before, we will use the chmod octal notation for changing the 9-bit
permission string file permissions. Next, let's create some common permissions for our new
test files. Also, for showing things, create some unusual permissions. Also, change the
permissions of our test directories:
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Finally, in order to prepare our tests, we also need to change some user ownership
permissions and group ownership permissions on some of the directories. Now, let's play
around with our new files' and folders' permissions. file1 is a file, which has full read,
write, and execute permissions for anyone. This is a very dangerous permission and is
never recommended in any scenario because anyone can modify this file:

As you can see, peter and paul can modify this file and have full access on it. The next
file1, file2, has a permission, has the standard permission every file gets upon creation.
The file owner can read and write, the group and all the other users can only read and
execute, but not modify.
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Let's see what happens if various users try to write to this file:

As you can see, only the file owner can write to this file; all the other users have no write
access. The next file has a permission often used for protecting confidential data, such as
password files.

As you can see, only the file owner can read the file and no one else can perform any other
action on the file. The file owner is paul. If you try to read this file using various
usernames, you will learn two things. First, despite which permission has been set to a file
the root user always has full access to the file. Second, other than the root user, who has full
access to a file anyways, in this example only paul, who has read access, can read this file,
and no one else.

The next file has the common permission set used. Not only the file owner, but also
members of the file's only group, should have full control over the file:
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As you can see, both olip and peter have write access to the file, paul doesn't have access
to that file. olip has write access to the file because he is the file owner. peter has access to
the file because the group owner also has access to the file, and Peter is member of the
project_a group and also of the file's group owner group.

Now, file5 has some unusual permissions, which are valid. file5 is a script file, which
prints something out:

As we can see, only the root user has permissions to execute this file. To execute a script, we
will use the ./ notation, as we will see later in another section. In order to make peter
available to execute a script, we can just add the project_a group to file5 because we
know that peter is a member of this group. But wait, why do we get a permission denied
error when peter is a member of the project_a group and project_a has permission to
execute the script? This is because in order for the shell to run a script, it also needs access
to read the script file's content. So, let's change the file's permission to also include the read
flag. Now, the user peter is able to execute the script. For the root user, you don't need to
set the read permissions because the root user has all the permissions on every file
regardless what is said in the permission string.
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Finally, a common misconception is that in order to delete a file, you need to set the file's
write permission flag correctly for the user who wants to delete the file, but this is not true:

If this would be true, why can't Peter delete this file as we assigned full permissions to
everyone here? The reason for this is because file deletion is completely dependent on the
write permissions of the directory the file you want to delete is in, and never ever on any
file permissions at all. So, in this example, the file we want to delete is in the root
directory, which has no write permissions for the user Peter at all. So Peter is not able to
delete or create any file in the /root directory.

Finally, let's discuss directory permissions. Let's first review our test folder's directory
permissions. In order to do so, let's change to the test folder's directory. Let's first test out
permissions on folderA:
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As you see, folderA has read permissions for the file owner only, so Peter is the only one
who is able to read all the files and subfolders in folderA; no one else can do this. You can
also see because there is no execute flag set on a directory; nobody's able to change into this
directory.

Now, let's have a look at the folderB:

As only execute permissions are set on the project_a folder, and only execute permissions
are set for the group owner project_a group, only Peter who is part of the project_a
group can cd into this directory, but you cannot list files. So, it's always a good idea to
always combine the execute flag on a directory with the read flag. The same is true for
folderC. First, let's try out if someone is able to write a file in this directory:

su peter -c 'touch folderC/a-new-file'

As you can see no one can. If you review folder permissions, this is because none of our
users has ownership permissions on that file.
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So, let's set user ownership to the user olip. Still no luck to create a new file in the
folderC with the user olip. This is because in order to create a new file in a directory, not
only the write permission has to be set on the directory, but also the execute permission.
This is also true if you want to delete a file in a directory. Finally, how can we change file
and folder permissions for a whole subdirectory tree recursively for all entries? In order to
change all the files and folders included in folderA recursively with only one command,
use the chmod -R flag, which stands for recursive, and changes all the files and folder
entries in a directory given as an argument. You can also use the -R flag for the change
owner command as well. As always, be very careful with the recursive flag as you might
change files to a permission. When it comes to understanding permissions in Linux, there
are three things you need to memorize. Each of these three concepts have to be used from
left to right. First, every file has a set of permission states for the user owner, group owner,
and all the other users, for short, u, g, and o. For each of these categories, there exists three
possible permission states, read, write, and execute, or r, w, and x. Read, write, and execute
can be represented by the octal numbers 4, 2, and 1, for r, w, and x, respectively. Every
combination of read, write, and execute you want to allow can be represented by a sum of
the read, write, and execute corresponding octal number values.

Working with text files
In this section, we will learn all the important tools to print out text file content on the
command line. We'll also learn how to view text files using a text file viewer. In Linux,
there exists two different basic file types, text files and binary files. Text files are
configuration files, while binary files can be image files or compressed data files. The files'
encoding defines whether a file should be treated as a text file or binary file. Text files
normally use UTFR. On Linux, text files normally are encoded using UTF-8 or ASCII. You
can use the file command to detect the file type, like:

file /etc/passwd
file ~file4.tar.gz
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To print out a text file's content, you can use the cat command. cat stands for concatenate,
that's also the reason where the command has its name from. So, let's concatenate some files
and put the results in a new file by redirecting stdout:

cat /etc/passwd /etc/grp /etc/services > /tmp/concatenated-file

This line concatenates the three files passwd,group, and services to a new file called
concatenated-files in the /tmp directory. Sometimes using cat to print out the whole
file's content is pure overkill. If we are only interested in some lines at the beginning or end
of the file, we can use the head or tail commands instead. The beginning of a file is also
sometimes called the file header, while the end of a file is also called the file footer. To
display the first 10 lines of our new concatenated file, use:

head /tmp/concatenated-file

Alternatively, if you are only interested in the last 10 lines of our new file, use instead:

tail /tmp/concatenated-file

To change head and tail default behavior of printing the first 10 lines use the -n option.
Head and tail have other very useful options, use the manual pages to learn more. A more
important and often used feature is to use the tail follow option. For example, using the
follow option with the root account, the -f flag keeps the tail command open and tail
will listen for new file content constantly and outputs it if new text is appended to the
var/log/messages file. If you need a live view on a file which gets written to
permanently and in real-time, this command needs to be memorized. To close the tail
program, use Ctrl + C:

su root -c 'tail -f /var/log/messages'

Now, to read a file's content the cat command can be used for smaller files. For bigger files,
it's better to use a real text viewer program such as less, which has some powerful features
such as searching, scrolling, and displaying line numbers. It's also very useful to learn how
to navigate text files using the less command, as a lot of Linux commands are using less,
also called lesser navigation, to browse text content for the page or settings, as we will see
later. To open a file using less, you can use less and then the filename as an argument. You
can also directly use stdout unless using pipes, which is very useful so we can easily
navigate and scroll bigger command output, which does not fit the screen. Navigating in
less is pretty simple and should be memorized because you will use it a lot in your Linux
career. There is a lot more to learn. Read the manual pages for the less command to view all
the available options.
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A lot of movement actions can be done in the following ways:

To scroll down a line, you can either use the arrow key or the J key. Here, we will
only show you one of these keyboard options per action.
To quit out of the less command, use the Q key.
The uppercase G scrolls to the end of the file, while small g scrolls to the
beginning of the file.
The down arrow key scrolls down line by line.
The up arrow key scrolls up line by line.
Press the Page Down key to scroll down a page and press the Page Up key to scroll
up a page.
Press the right arrow key to scroll to the right for longer lines; to scroll back to
the left, use the left arrow key.
Press Ctrl + G to display file information at the bottom of the page.
Press the Return key to quit the file information field.
Type the slash key followed by search term, for example, HTTP, and press the
Return key for searching for a keyword HTTP in the file using a forward search.
Pressing the n key will jump to the next search result. Pressing the capital N key
will jump back to the last form of search result.
Note that the search is case insensitive if the search pattern is all lowercase;
otherwise, it's case sensitive. For example, if you search for the word HTTP all in
capital letters, it will only find patterns, which exactly have the HTTP in case-
sensitive form.
Now, jump to the end of the file by pressing capital G.
A normal search using the forward slash key searches the file for a keyword from
top to bottom.
If you want to search for a keyword the other way around, from bottom to top,
you can use the question mark operator, the question mark key, and then the
keyword.
Press the n key to jump to the next higher search result in the file. Press capital N
to jump to the last form of search result.
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Less -N starts less in line number mode, which means that every line is prefixed
by the corresponding line number.
To go to a specific line number, for example, line 100, type the line number
followed by a g, or to go to line number 20, type 20g.
To view text files without editing it, you can also use the VIM editor.
To start VIM in read-only mode, type view space and then the file.
We will proceed with VIM editor in the next section.

Working with VIM text editor
In this section, we will learn how to install the vi improved, for short VIM, text editor. We
will also learn all the basics of using VIM. The most simple text editor one can imagine is,
this creates a new file my-lorum-file with the content lorem ipsum dollar sit, or
you can create a new text file with the cat command interactively as follows

Another Line
this is the third line
EOF

Use the string EOF uppercase to stop writing to that file. Now the echo and cat commands
are very useful if you need to create text files with just a few words or lines of text. If you
need to edit bigger text files or want to compose your own files, for example, read-me files
for your projects, it's better to use a real text editor. One of the available text editors in
Linux is VIM, or vi improved, which is a very powerful text editor available for every
Linux distribution. It allows mouse-free text editing, and once you get good with VIM, you
can really start typing or editing text files at the speed of thought. But mastering VIM can
take months or even years to get really good, because VIM is a very complex editor with a
lot of different shortcuts and features Therefore, we cannot show you everything in this
section, but only the fundamentals to get you started quickly with VIM.
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VIM is the improved version of, and fully compatible to, vi, the text editor for UNIX
developed in the '70s. On a CentOS 7 Minimal installation, VIM is not installed by default.
So, let's start by installing the VIM editor - su root -c 'yum install vim -y'. You
can open VIM with the filename to open as an argument, or without, and save a filename
later. The most fundamental concept of VIM is its modes. There are three different modes.
An insert mode, a command or normal mode, and an ex mode. The following screenshot
shows the different modes:
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When you open VIM, you start in normal or command mode. From every mode, you can
always go back to normal mode by pressing the Esc key. This is very useful if you don't
know in which mode you are currently at. Just press the Esc key and you are always in
normal mode. From there, you can either switch to insertion or ex mode. There are several
keys available to start the insertion mode. Pressing the i or o key will bring you from
command or normal mode into insertion mode, where you can start typing text. If you have
finished typing text, or you want to execute another normal mode command or ex
command, press the Esc key to go back to normal mode. From there, if you press the colon
key, you go to ex mode. From there, pressing the Return or Esc key brings you back to
normal mode. The insert mode is for typing or inserting text. In the insert mode, every
keystroke will be printed on screen in the editor. If you want to navigate the cursor or do
things such as copying and pasting, deleting of lines, text search, or undo, redo, and so on
in the file, you need to change to the normal mode. In the normal mode, every keystroke is
a command. Ex mode is for executing ex commands, for example, to jump to a certain line
in the file, or make a substitution in the whole file, or to make a substitution of text in the
whole file.

Now, we will start working with VIM practically. First things first, to exit the editor, press
the following sequence in normal mode, press :q! and then press the Return key. If you are
not in normal mode, for example, you are in insertion mode, then you first have to press the
Esc key, then the :q!, and then press the Return key to exit VI. Now, let's open VIM again
with the /etc/services file.

Let's first discuss basic cursor movement commands. Cursor movement commands can
only be done in normal mode or command mode, which is the default mode when you start
VIM. If you're in another mode, such as insertion mode, press the Esc key to enter the
normal mode. Now, to move the cursor, you can use various keyboard shortcuts:

To move the cursor to the right, use the l key
To move the cursor to the left, use the h key
To move the cursor down, use the j key
To move the cursor up, use the k key
You can also use the arrow keys to do exactly the preceding operations
To move the cursor to the end of a line, press the $ key
To move the cursor to the beginning of a line, press the 0 key
To move the cursor forward one word, use the w key
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To move the cursor backwards one word, use the b key
To jump to the end of the document, use the capital G key, which is the same key
in the less text file viewer for jumping to the end of the document as well
To jump to the beginning of the document type gg
This is also similar to the less command, where you used the small g once to
jump to the beginning of the document
To jump to a certain line number, type the line number; for example, line 100,
followed by a capital G
Searching for text patterns in the VI editor is basically the same as searching for
text in the less text viewer
Use /keyword followed by return to start a forward text search
Press small n to jump to the next search result
Press capital N to jump to the last former search result
To start a backwards search, first go to the end of the document by pressing
capital G, then use the familiar question mark keyword to search for and press
the Return key to start a text search from bottom to top
Press n to jump to the next higher search result and press N to jump to the next
lower search result at the bottom of the text document
Now, again jump to the beginning of the file

A very useful feature in the normal mode is to set marks at specific lines for referencing.
For example, first go to the line domain. To set a marker to the specific line, type the
character m followed by another character from a to z. For example, type ma. This creates a
new mark referenced by the character a in the line, which starts with the domain. In the
current line starting with domain, if we go to a different location in that file, for example,
scrolling down pagewise and then if we now use the tick character followed by the
character which represents our mark, for example 'a, we will jump back to the line where
we set our reference mark a. As said before, you can set multiple marks from a to z, so let's
add another mark. Just go to another line, for example, the saft line. Now, we will use b for
our mark. Let's create a mark, type mb. Now if you go to a different location in the file, like
in the fido line, just type 'b to scroll back to the saft line. Type 'a to go back to the domain
line. Easy as that.
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Now that we have learned all there is to know for basic movement commands in the
normal or command mode, let's now switch over to learn some deletion commands in the
normal mode. Pressing the x key will delete the character under the cursor, while staying in
normal mode. Pressing the dd key twice deletes a line and puts the deleted text into the
copy buffer. The d key can be combined with other keys too for efficient text deletion. Use
dw to delete the current word under cursor. You can even combine the dw command with a
number, for example to delete the next five words type 5dw. You already know that in
order to jump to the end of the line, you use $, and to jump to the beginning of the line you
use 0. If you want to delete from the current cursor position to the end of the line use d$.
On the other hand, if you want to delete from the current cursor position to the beginning
of the line use d0.

Now, let's look at the undo and redo commands of the deleted text. The u key undoes the
last change. For every undo step you perform, you can also perform a corresponding redo
step using Ctrl + R. Now for copying and pasting commands, simply copy and paste the
complete line type yyp. To copy multiple lines, first mark all the lines you want to copy. To
do this, press Shift + V to start your mark, then press the down or up arrow key to select all
the lines you want to copy. Now, press the y key to copy your text, and then press capital P
to insert your copied text.

You can also cut text. In order to cut text lines, first mark your text using capital V. Now,
instead of using the y key to yank or copy the text, press the capital C key to cut out the
text. Note that cutting the text will put you into insertion mode. To paste the text, you need
to go back to normal mode; so, press the Esc key now. To paste your text somewhere else,
use the capital P key.

Now that we have discussed all the basic commands in normal or command mode, let's
shift to the insert mode. There are several ways to go from normal mode to insertion mode.
Normally, to enter insert mode, you can use small i and small o and capital O keys. Pressing
small o inserts a new line while entering insert mode after the cursor. Pressing capital O
inserts a new line while entering insert mode before the cursor. Pressing i takes you to the
insert mode right after the cursor without inserting a new line.

Finally, let's discuss ex commands. Let's first make some changes to our file. Now, in order
to execute ex commands, we first need to go to normal mode, pressing the Esc key from the
insertion mode, and then pressing the colon key to start typing ex commands. For example,
to write to a file, type the w. This will write and save your changes to the file. You can also
use : to enter ex commands and then press wq to write and quit the VIM editor.
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Now, let's open VIM again. To leave the editor, press :q and press the Return key. This will
leave the editor if you have not made any changes. Now go back to the vi editor. Using the
q ex command and pressing return will only work if you haven't made any changes to the
file. Let's change the file. Now, if you want to leave the editor while you have made some
changes to the file, using the ex command q will inform you that you are about to leave the
editor without saving your changes. So if you want to quit the editor without saving
changes, just type the :q!. Now, go back to the services file from the terminal. Another
very useful ex command is to execute commands on the command line while staying in the
vi editor. This can be done using the ex command exclamation mark and then the
command you want to execute on the command line, for example, ls. This will switch over
to the command line and present you with the result; then if you press the return key, you
go back to the editor. Another very useful ex command is the sh command. Typing in sh as
an ex command will switch to a command line while VI is still running in the background.
Here, you can execute commands as you would normally on a command line. If you are
done working on the command line, you can go back to the VIM editor by typing exit.

To search and replace a word, VIM offers us a set-like substitution mode:

If you want to substitute the word echo with the word hello world in the1.
whole file, use the following command:

:%s/echo/HELLOWORLD/g

To enable line number mode, type set number.2.
To go to a specific line, type the number line in ex mode.3.
To leave number mode, type set nonumber.4.
To open a different file in VIM, type e and then the filename.5.
To save a file under a different name, type w and then the different filename, for6.
example my-test-file.

Summary
In this chapter, we have extensively covered the Linux filesystem, wherein we discussed
file links, searching for files, file permissions, user and groups and the VIM text editor. We
also looked into the functionalities of each concept.

In the next chapter, we'll cover how to work with the command line.



4
Working with the Command

Line
In this chapter, we'll learn about more fundamental commands every Linux user should
know, then we will learn how to install other important third-party Linux programs. We
will also learn about processes and signals, introduce you to Bash shell scripting, and
finally, show you how you can automate the execution of your Bash shell scripts.

We'll be covering the following topics:

Essential Linux commands
Additional programs
Understanding processes
Signals
Working with Bash shell variables
Bash shell scripting

Essential Linux commands
In this section, we will learn more essential Linux Bash commands that every Linux user
should know. Use the cat command to quickly cut columns out of text files. This is like a
light version of awk.

We'll be discussing the following commands:

cat

sort
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awk

tee

tar 
Other miscellaneous commands

First, let's create a smaller version of the passwd file to work with the cat command:
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-d sets the field delimiter; by default it's the tab character. -f uses a single field number or
comma-separated list of field numbers that you want to extract. If using comma-separated
lists also, the split input delimiter will be output, which can be changed using -- output-
delimiter.

Next, let's create a smaller version of the services file without comments and empty lines.
Using the cat command is very limited to the special use case that a file separator is a
single character, such as a colon or the tab character. For splitting text files as multiple
consecutive whitespace characters, which are often used in Linux config files, for example,
in the /etc/services file, the cat command does not work. Also, when using the cat
command, the field order must be fixed in every line or you will run into problems.

In the following screenshot, you can see that the services file contains no tab separator,
but multiple whitespace characters marked with the star character:

If you use cat on this file, it will produce nothing but garbage. To split files with multiple
consecutive whitespaces, use awk instead. The tr command is like a lightweight version or
subset of the set substitute mode. It translates a character set one into a character set two,
reading from stdin and outputting to stdout. The syntax is self-explanatory. You can
translate both single characters and ranges of characters. The character sets are similar to
POSIX regular expression classes; read the manual to find out more.
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Let's discuss the sort command. The sort command sorts the text file line by line. By
default, it takes the whole line into account for sorting. The -u flag only prints out unique
fields. If we take a file that has numbers instead of alphanumeric values, by default, sort
expects alphanumeric values, so the sorting of numbers is wrong or unnatural. To fix this,
use the -n option, which sorts using numbers. To sort values from bottom to top, use the -r
flag. You can also influence the sort column if you need. sort always takes the whole line
into account. To fix this, use the -k 2.2 option to sort by the second column. There are
many more sort options. Refer to the manual to find out more.

Now, in order to combine the power of cat or awk, sort and unique, let's use these tools
together to print the 10 most recurring service names from the /etc/services file while
ignoring comments and empty lines:



Working with the Command Line Chapter 4

[ 124 ]

The second command should now be pretty self-explanatory. As you can see, discard,
exp1, and exp2 are the most recurring service names in the /etc/services file with four
occurrences. To count all lines in the file, use the wc for the word count command. To
extract the pure filename from a path, use the basename command, which is often used in
scripts, as we will see later. If you know the extension of a file, you can also use the
basename command to extract the filename from the extension. Similarly, to extract the
path name, use the dirname command. To measure the time a command needs, execute the
prefix of your command with the time command. To compare two files, use the diff
command, which will print an empty output. If these files are identical, there will be no
output. Otherwise, the changes between the files will be shown. The diff command can
also be used for comparing two directories, file by file, using the recursive flag, which will
go through all the files from A and compare them to the corresponding size files from B
with the same name in folder B. The command that can be used to print out where a
specific command is located in the filesystem is based on the /path variable, which we will
see later.

tee is a useful command, which can be used to store an stdout command in a file, as well
as print it on the command line. It is useful for keeping a record of an output while also
seeing what's going on at the same time. Just give the tee command the filename you want
to write to as an argument. To compress a single file, which means reduce the file size, use
gzip. To uncompress, use the gunzip command.

To compress a complete subdirectory, recursively use the tar command. Note that the f
option must be the last option followed by the archive name you want to create as the first
argument and then the directory you want to archive and compress as the second
argument. To extract an archive to any following directory, use the tar command with the
following flag, -C is the output directory. hostname prints out the hostname; uptime
prints out how long the server computer is powered on, and uname prints system
information such as the kernel version.

In the /etc/redhat-release file, you will find the version of Red Hat Enterprise that this
CentOS 7 is based on. In the /prog/meminfo file, you will find memory information, for
example, how much RAM you have. In /proc/cpuinfo, you will find information about
your CPUs and cores. free -m prints out useful memory information, for example, how
much free RAM you've got. df prints out information about the available disk space. du -
page prints out how much space the files in the current directory take. If you use it with the
max-depth=1 option, you will also get a summary of the folder content. users print out all
the users currently logged in to the system. The whoami command prints the name of the
user who is currently using this Terminal.
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Now, we'll see some very useful commands. To print the current date and time, use the
date command. Use +%s to generate a unique timestamp. To print out a calendar, use the
cal command. To pause, interrupt the shell execution using the sleep command. The dd
program, or disk dump, is a very essential tool every Linux user needs to know. It is used
to copy data from an input file or device to an output file or device. We have used dd
before, in the first section, to override the filesystem's free space with zeros so we can
shrink our VM images, but there are many more use cases for the dd command. dd basic
syntax uses if for input file and of for output file as arguments. Also, two options are very
important, the block size and the count.

You will see that the block size, which means the amount of data read at once, is 1 MB, and
the count is the amount of repetitions of the block size, so that, in our example, 1 MB
multiplied by 1,024 equals exactly 1 GB. dd also supports reading from stdin and writing
to stdout so that the command we just used can be rewritten as dd if=/dev/zero
of=/tmp/1gig_file.empty bs=1M count=1024. You can use dd not only with device
files, but also to copy normal files. Also, you can use it for creating images of whole
partitions, for example, for backups. To access partitions, the root account is needed.

Additional programs
In this section, we will show you some other very important Linux commands you don't
want to miss. These programs are not included in the CentOS 7 minimal installation, so we
first need to install it in order to install them. This section is about learning additional
command-line programs. Additional because these tools are not included in the CentOS 7
minimal installation, so let's first install all of these programs using the CentOS 7 package
manager, yum. In order to install new software, the root user is needed. So, first log in as
root. Before we start, let's install the epel repository, which is an additional third-party
repository for software that is not found in the official CentOS 7 sources, but is highly
trustable and secure.



Working with the Command Line Chapter 4

[ 126 ]

First, let's install some tools to make our user life easier. rsync is a file transfer program, pv
is the pipe viewer; git is for version control; net-tools contains tools to display network
information; bind-utils contain tools to query DNS information; telnet and nmap are
for basic network troubleshooting; nc stands for netcat, wget is used to download files
from the internet; and links is a command-line web browser.

Next, let's install some programs that give you a kind of life view on the system. This will
install htop, iotop, and iftop. Finally, let's install some essential tools, which are screen, a
calculator, bc, and lsof. First, let's introduce rsync. Every Linux user needs to know it as
it's an awesome tool with many useful features. Basically, rsync is a file transfer program,
but it does not simply copy files between a source and destination; instead, it synchronizes
them, which means it only transfers a file if the source file is different from the destination
qfile. This saves a lot of data overhead and time. I often use rsync with the -rav flags,
which is the default to copy files verbosely and recursively with a common set of
parameters.

cp copies the olip-home folder to a new location recursively. Now, if you change the
source file and restart the copying process afterward, rsync first checks whether there are
any differences in the source and destination files, and only transfers changes:
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As shown in the preceding screenshot, we touch the bashrc file in the olip-home
directory, which means update the file's timestamp, and afterward rsync checks and sees
that the bashrc file has an updated timestamp, so the file gets transferred to the
destination again because it's different. To copy files remotely to another server running the
SSH service, and rsync is installed, use the following syntax: rsync -rav. As you can see,
the colon at the end of the IP address starts the destination. Here, we will copy the olip-
home directory to the /tmp directory and the other way around, to copy remote files to the
local server, using rsync .rav /home/olip/ /tmp/new-olip-home. rsync has a lot of
different features and is just awesome. You can refer to the manual to learn more about it.
Another example of useful tools that I often use is the -- progress flag, which shows you
the progress of the file transfer. pv is the pipe viewer, which is a very useful program to
display traffic through stdout. For example, we can use it to display progress when piping
big amounts of data streams, for example, using the dd command. git is a program for file
version control, which can help you keep track of your file versions, as well as be used for
installing programs from the Git repositories, such as the very popular GitHub service. For
example, we can download the latest pv source code using the following command: $ git
clone https://github.com/icetee/pv.git.

net-tools
net-tools is a collection of important tools for displaying network-related information,
such as netstat to print network information, or the route command to view the IP
routing table. The bind-utils we just installed contain programs to browse DNS
information, for example, to see whether a certain port is open on a domain, such as port 80
on https://www.google.com; you will get some connection details. Type the Esc key to exit.
wget is one of the most essential tools every system administrator needs to know. It can be
used to download files from the internet. For example, to download a random
programming command from HTTP to stdout, use the following command line: wget -
q0- http://whatthecommit.com/index.txt, or type the following directly into a new
file: wget -0 /tmp/output.txt http://whatthecommit.com/index.txt.

https://www.google.com
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Nmap
Nmap is another very useful tool that can be used to troubleshoot or get information about
your network. It scans the computer network and discovers and collects all kind of
information about other hosts connected to it. Note that port scanning a network is a very
controversial topic; since improperly using nmap can get you sued, fired, banned by your
country, or even put in jail, we will only use it to retrieve very valuable information about
our own private network here. For example, to scan the network for all available hosts and
open ports, use the syntax: nmap network address.

You will see few IP addresses available that have various ports and services open. This can
give you very important information about who is connected to your network and whether
the services and computers are secure and not exposing unwanted details. nc or netcat is
another very useful tool to help you debug and troubleshoot your server's network and
firewall settings. For example, you can use it to see whether a certain port is open on a
server. On the server, you want to verify the use, for example, the following command is
used to open port 9999 and put a text file stream behind this port: nc -l -p 9999 <
/etc/redhat-release. On any other server in this network, you could then try to access
the server, for example, with the IP address 197, then with the IP address
192.168.1.1.200 on port 9999 and stream this file back, using the following nc
command: nc 192.168.1.200 9999 > /tmp/redhat-release.

links
In this sub-section, we'll learn about links—the command-line web browser. To open the
DuckDuckGo search website using the links program, use the following command line:
links https://duckduckgo.com/. This will open the links web browser. Move the cursor up
and down to reach the DuckDuckGo text search field. Now, you can type in your search
term as you would on the normal DuckDuckGo website and then press Enter key to start
your search. Again, use the up and down arrow keys to jump to the result of the search you
want to browse to. Learning links navigation and shortcuts is outside of the scope of this
book. Read the manual pages to find out more. Press the q key to exit links, and then
confirm your choice by pressing the Enter key.

https://duckduckgo.com/
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iotop
To get a live view of the input and output, or short I/O, bandwidth usage of your system,
type iotop. iotop needs to be started with the root user. You can use iotop, for example,
to learn how fast your hard disk can read and write, then press the q key to exit. Read the
manual section on iotop to learn more about its shortcuts, for example, for sorting
columns.

iftop
Let's learn about the iftop program, which gets a live view on network traffic and
network bandwidth usage and monitor. Again, this tool needs to be started with the root
user account. As you can see, network traffic can be displayed with this tool, press the q key
to quit the program. Read the manual section on iftop to learn more about its shortcuts.

htop
Now, let's start htop, which is similar to the famous top program to view processes
interactively. htop is the improved version of the normal top program, which adds new
features such as scrolling vertically and horizontally so that you can see all the processes
running on your system along with the full command lines. The htop program shows you
a lot of different information about your system. Press the q key to quit the program. There
are a lot of different shortcut options to learn; read the manual pages to learn more.
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lsof
To print out a list of all open files, which means programs accessing files at the moment,
use the lsof command. You'll get a long list; it's best to use it with grep to filter the
content. To quickly do some math calculations on the command line, use the PC calculator.
screen is a very useful command to detach from an SSH connection without actually
disconnecting or exiting from it, which is very useful to pause your work and later go back
to exactly the same point where you left, or to work from another computer. This can save a
tremendous amount of time. First, in order to create a new detachable session, type
screen. Now do your work, for example, type a text in VI. Now, imagine your day at work
is over and you go home. Without the screen, you would now need to save your changes,
close VI, and logout from the server. With a screen, just use the key combination Ctrl + A +
D to detach from the current SSH session. If you have successfully detached from a session,
a line will appear saying detached from and then the screen session ID. Now, in order to
prove that we can reattach to this session, just log out from the server and then log back in
to the server. Then, back on the server type screen -list to get a list of all the detached
screens. To reattach to your screen, use the screen ID: $ screen -r 23433.pts-
l_localhost. As you can see, we are exactly back where we left off. If you want to stop
your screen session, type exit. Here, we showed you the most fundamental use cases for
these programs.

Understanding processes
In this section, we will show you how processes work in Linux. Now, let's discuss
everything about processes. Every program in a Linux system that is currently running is
called a process. One single program can consist of multiple processes, and the process can
start other processes. For example, as we already know, the Bash shell itself is a command,
so, when started, it gets a process. Each command you start in this shell is a new process
started by the shell process. So, for example, each time we execute the la -al command,
the Bash shell process creates a new process in which the ls -al command is running.
There are many, processes running all the time on every Linux system. If you have a
multiprocessor CPU computer, some of those processes really are physically running in
parallel all the time. Other processes, or if you have a single processor CPU, are running
only semi-parallel, which means every process only runs for a few milliseconds on the CPU
then pauses, which is also called being put to sleep, so the system can execute the next
process for a small period of time. This system allows the execution of all processes
seemingly in parallel, when in reality they are processed sequentially one after another.
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All processes in a Linux system get created by another process so that every process has a
parent process that created it. Only the first process does not have a parent, which in
CentOS 7 is the systemd process. To get a list of all the running processes, run the ps
command. Herem we use it with the -ev option and pipe its output into the less
command as it does not fit the screen. You'll see that every process has a unique identifier,
which is called the process identifier, or PID for short. The first process, the systemd
process, has the PID of 1. The subsequent ones are in increasing order. Every process has a
user ID associated to it, and also every process has a parent denoted by the parent process
ID column. You'll notice that the first two processes in the list have a parent PID of 0, which
means they don't have a parent.

To get a better understanding of the parent-child process relationship, you can use the
pstree command, which we first need to install using the psmisc package. Afterward, just
start the pstree command. With it you get a better understanding of which parent process
created which child process, and how the relationship between the processes is. As said
before, the systemd process is the first process in the system, which created all the other
processes in the system. Every process also has a state; type man ps and go to the state
section. The most important states are running. This means the process is currently 
running and will get executed by the CPU, or is in the run queue, which means it's just
about to be started. You will see sleeping if the process execution is interrupted in favor
of the next process in the waiting queue, or stopped, and even defunct or zombie, which
means that the process terminated but the parent process does not know about it yet.

As we have learned in the previous section, you can also use the top or htop command to
get a dynamic or real-time view on the processes in your system. The state column shows
you the state of the process, where r stands for running, s for sleeping, and so on. If a new
process gets created, the parent process will be cloned or copied exactly to the child
process, so it has exactly the same data and environment as the parent process. Only the
PID will be different, but the parent and child process are completely independent from
each other.
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Cloning
Cloning a process is also called forking in Linux. For example, if you execute a command,
such as the sleep command in the shell, a new process gets created identical to the parent
Bash shell process in which the sleep command gets executed. Normally, the parent
process, in our example the Bash shell process, waits until the child process has been
finished. That is why you don't get an interactive cursor as long as your subprocess is
running. This is the normal behavior for every command you run in the shell. If your Bash
command-line prompt is blocked, this is also called running a foreground job. To kill this
foreground job, press Ctrl + C. You can also influence this foreground behavior by setting
the ampersand symbol at the end of any command. So, let's rerun the last command with
the ampersand sign. When using the ampersand sign at the end of the command, the
parent process does not wait until the child process finishes, but both processes now run in
parallel. This is also referred to as running a process in the background. You'll notice that
running a process in the background returns the process ID of the child process, so we can
reference it later. For example, for killing it, use kill command. In order to put the last
background job into the foreground, again type fg and press the Enter key. Now, our
sleep command is back in the foreground. To put it back into the background, press Ctrl +
Z. This does not put our process running in the foreground directly into the background,
but rather suspends the process. To put a suspended process into the background type pg,
or in the foreground type fg. In order to kill any suspended or background job, you can use
the kill command. Our processes running in the background are also called jobs. In order
to list all the jobs you currently have in your Terminal, you can use the jobs command. If
you have any running jobs in the background, the output will be shown from which you
can reference it using the number in the brackets. In order to address such a job ID, you
need to prefix it with a percentage sign. For example, to kill the job with the job ID number
1, type kill %1. Note that the pg, fg, and kill commands that we just used only work
when you only have one single current background job in the Terminal. If you are working
with multiple jobs in the current Terminal, you need to address them individually using the
percentage sign.
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Signals
Signals are used for communication between processes. If you start a new process, how can
you communicate with it through your shell or any other program or process while it is
running? Also, how does the parent process know when the child process is finishing? For
example, how does your Bash know when the ls -al command is terminating? In Linux,
this kind of notification and interprocess communication is done using signals. In Linux, if
a process starts another process, the parent process is put to sleep until the child process
command has finished, which will trigger a special signal and this will wake up the parent
process. The parent process is put to sleep so that no active CPU time is needed for waiting.
A popular signal is the seek or interrupt signal, which will be sent to the running process
each time we press Ctrl + C in an active program. This will interrupt and stop the process
immediately. Another signal we have already sent is the signal to trigger by pressing Ctrl +
Z to suspend a process so that we can put it in the background. Instead of using key
combinations to send a signal, you can also directly use the kill command to send various
signals to a running process.

kill
To get a list of all the available signals which one can send to a process use kill -l. For
example, the standard signal to send to a program to kill it is the SIGKILL signal, which has
the signal ID 9. So, let's first create a new process and then kill it; as an example, start a new
sleep process in the background. As you already have learned, putting a process into the
background prints out the process ID. Most of the time, we use the kill command to kill
system processes, which usually are not started by our user. So a standard way to retrieve
is using the ps option, aux, and then filter by the name of the process you want to kill.
Using ps with the option aux prints out the full command line, which often is helpful to
differentiate the right process because often there are multiple processes with the same
command name in this list. In our example, we only have one sleep process running and
we can confirm the right process ID. Now, in order to kill this process, use kill -9 for
sending the SIGKILL signal and then the process ID. Let's confirm this using the ps
command again:
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As you can see, the sleep command has been successfully killed. In the previous section,
we use the kill command with the percentage job ID, but what is the difference in  using
the kill command with the PID instead of the job ID? Background and suspended
processes are usually manipulated via the job number or job ID. This number is different
from the process ID and is used because it is shorter. Killing processes using the PID is
most often used to kill malfunctioning system processes using the root account. In addition,
a job can consist of multiple processes running in a series or at the same time in parallel.
Using the job ID is easier than tracking individual processes.

hang-up
Finally, let's discuss the SIGUP signal, or the hang-up signal. In CentOS 7, if you run a
program in the background, like the sleep command, and log out of the system, then log
in again, you'll see the command or process still running. So, in CentOS 7, we can easily run
background processes and log out of the SSH session, which is useful to run programs that
need to run all the time or to do some heavy calculations that take hours, days, or even
months. In other Linux distributions, if you log out of the system, the kernel will send the
hang-up signal, or in short SIGUP, to all running background processes and terminate
them. In such systems, to disable the hang-up signal that is sent to your processes,
use nohup; prefix your command with the nohup command, such as nohup sleep 1000
&. This way you can safely log out of the system and your job will not stop running. But, as
mentioned before, on a CentOS 7 system, you don't have to do this.
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Working with Bash shell variables
In this section, we will introduce you to Linux Bash shell variables. Bash shell variables are
a great way to give symbolic names to any dynamic values, so we can reference values by a
name. This helps to create very flexible and convenient systems where you often only have
to change a single value, and all processes on your computer accessing this value can
change their behavior automatically. Using shell variables provides a simple way to share
configuration settings between multiple applications and processes in Linux, as we will see
in the next section. To define a new environment variable, use the following syntax
MY_VALUE=1, name of the variable equals, then the value. All Bash shell variables must not
contain spaces or special characters, and, by convention, often shell variables are all
uppercase. To access the stored value of the shell variable, which is nothing more than a
shell expansion of the stored value, prefix the variable with the dollar sign. You can also
look at shell variables as containers for dynamic values. You can also change the value of a
shell variable anytime if you want. You can also copy a shell variable's content to another
variable using the following syntax: MY_NEW_VALUE=$MY_VALUE. To unset a shell variable's
content, use the unset command. For assigning shell variables, the same quoting and
escaping rules apply as for any other Bash topics we have learned in the shell quoting and
globbing sections in the previous chapters. For example, first assign the string b to the shell
variable a. Now, for embedding spaces in the string, quotes must be used. Other shell
expansions such as other shell variables can also be expanded in the assignment of a string.
For embedding double quotes in a string, use single quotes to surround. There are a
number of predefined and global shell environment variables to configure system-wide
settings, such as home, path, shell, and so forth.

While there are no official standard for most environment variables in Linux, a lot of
programs are using common variable names. For example, if you set a value for the PROXY
environment variable, all programs and services that make use of this variable can now
access this new centralized information without the need for you to tell each program or
service individually that something has changed. Another very important system
environment variable is the PATH variable. It is used by the Bash shell itself. It contains all
the paths separated by a colon where the Bash shell tries to look up places for executable
files, so you don't have to provide the full path for a command, which is included in this
path. For example, if we create a new script file in a new local script folder called my-
script.sh, we need to provide its full name location in order to execute it; there is no
other way we can execute a script. But we cannot run it, for example, from the /tmp
directory because Bash cannot find it in its path. Now, if we add the script's location to the
path environment variable, we are able to run our script from everywhere without having
to provide the full path, and even autocomplete is working. But what is the difference
between a Bash shell variable and an environment variable?
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Normal shell variables are not part of the so-called process environment or, in other words,
they are not visible in any sub or child process. This is because when executing a process,
only the environment gets cloned, and not the local shell variables. You can test this by
creating the following shell variable using MYVAR=helloworld and then use it in the script
that we will run as a subprocess:

As you can see, we create a new shell variable called MYVAR, and then create a script that
references or tries to access this environment variable. What happens now if we execute this
script? As you can see, the child process, or subprocess, is not able to access the MYVAR Bash
shell variable from the parent, but you can change this behavior by defining our MYVAR
shell variable as an environment variable. Any child process gets a copy of the parent's
environment during process creation, including all environment variables, but not the local
shell variables. If you prefix the shell variable with the word export, the child process can
access this environment variable because the environment is being copied from the parent
process to the child process when a new process is created. But even environment variables
like shell variables don't survive logging out of the system, which means that if you close
your SSH session, all your defined variables are gone.
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If you want to create a system-wide environment variable that is present for every user and
survives logging out of the system, put your variable into the /etc/environment file
using your root user account. You can also make a shell variable available for a child 
process using the following syntax by prefixing the shell variable name before running the
command, such as MYVAR=NEW_Helloworld ~/scripts/local_var.sh. This way you
don't have to define a shell variable as an environment variable. Another very important
rule is that a child process will never be able to change the parent's environment variables,
because the child and parent are independent of each other, and the child only has a local
copy of the parent's environment. To test this out, try the following:

First, let's clear all the possible former values a local child Bash shell variable has. Next,
create a script that creates a new environment variable called CHILDVAR with the value
Hello_from_child. Now, what happens if we execute the script? If we execute the script,
the CHILDVAR environment variable will be set in the child process, and this CHILDVAR
environment variable is not visible for the parent process. In summary, any shell variable or
environment variable that you define in a script can never be seen in the parent process. If
you want to make shell variables available from a child process to a parent process, first
you need to create a so-called source file in your child process where you define your
environment variables in vi ~/scripts/child.sh.
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Next, execute the script in your child process:

This creates the source file for the parent process. Now, in the parent process, first we check
whether the CHILDVAR environment variable is available. If it's not, let's source it using the
source command. Finally, let's recheck whether the CHILDVAR environment variable is
now accessible. If it is, then this is a valid way to create environment variables in a child
process and make them available.

Introduction to Bash shell scripting
In this section, we will introduce you to the core concept of Bash shell scripting. Another
very important feature of Bash shell scripts are functions. We use functions excessively in
Bash shell scripts to make reoccurring tasks or commands reusable. Functions encapsulate a
task to make it more modular. Functions usually take in data, process it, and return a result.
Once a function is written, it can be used over and over again, but we can also work with
functions on the command line.

Let's discuss the general syntax of a function by creating one:

$ say_hello90 {
>echo "My name is $1";
>}
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The first word is the function name followed by opening and closing brackets, which are
used to define a function, followed by a curly opening bracket; all the commands belonging
to a function are defined within the open and closing brackets, which is also called the
function body. Functions can have arguments as normal commands, which will be
accessible to the function body from outside. To access a certain argument in the function,
use the dollar number notation. So $1 is the first argument, $2 would be the second, and so
on. Let's take a look at our say_hello function. If we call this function with one argument,
the function will be executed with one argument, and this argument will be taken in the
function body, where we can access the first argument with the $1 variable, which is
nothing more than a normal shell expansion.

Functions can also call other functions in their body. Now, let's learn to put your shell
commands in a shell script file. Script files are just plain text files which contain different
Linux commands, control structures, loops, and so on. Usually, they are written to solve
everyday computer problems and fit your own individual needs instead of having to
execute single commands one by one manually. There are two ways to execute a text file as
a shell script. The first way is to use it as an argument for the Bash command. Another way
to execute it without using it as an argument for the Bash command is to first make the
script executable and then put the so-called shebang line at the first line, which tells the
command line that this file is a Bash script and should be started with the Bash interpreter.
In our example, #!/bin/bash is the shebang line and tells Bash that this is a Bash shell
script. Now, to start it with the shebang approach, make it executable and then you can just
run it on the command line, as following:

$ vi /tmp/new-script.sh
$ chmod +x /tmp/new-script.sh
/tmp/new-script.sh

Similar to using functions, we can also access command-line arguments in shell scripts,
such as $ vi /tmp/new-script.sh. The first argument can be accessed using $1, the
second argument $2, and so on. In shell scripts, you can also access the name of the shell
script using the $0. The total number of arguments can be accessed using the $#. So, for
example, to write a check that your script needs at least two arguments do the following:

#!/bin/bash
echo "Hello World"
echo "..........."
if [[ $# -lt 2 ]]
then
echo "Usage $0 param1 param2"
echo $1
echo $2
echo $0
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echo $#

So, what this script does is check whether the number of command-line arguments are at
least two and, if this is not the case, then a usage format will be printed out stating that you
need two parameters, press Enter, and then an exit value of 1 will be returned, which
means that this script has thrown an error, because, as we already know, a script will return
0 on successful execution. Let's test this script out:

If we start the script with only one argument, it will print out the usage format. However, if
we start it with two arguments, it will correctly work. When it comes to shell scripting,
there is much more to learn and we could only show you the very basics to get you started.
You can refer to the Bash manual or just start reading the various shell scripts that are
shipped with your Cent0S 7 OS for free. Type the following command to get a list of all the
.sh files: su -c 'find / -name "*.sh"', which is the default extension for shell script
files in your system. Just start by opening one of the available shell script files in your
system and try to understand it, for example, /usr/libexec/grepconf.sh.

Implementing Bash shell scripting
Besides the logical and and or expressions that we used in the previous section, if we need
to make a decision based on a command's exit status, variable value, command output, and
so on, we need to understand the if statement or conditional branch. In plain words, the
if statement means that, based on some condition, our script or command line should
perform one action, otherwise it should perform something else.



Working with the Command Line Chapter 4

[ 141 ]

Let's work with the exit code from the previous section again to demonstrate:

In this example, we issued the ls command to see the content of the oiip home directory.
We stored the exit status of the ls command in the EXIT Bash variable. In the next line, we
now state the if condition. This can be read as: if the Bash variable EXIT equals 0, then
print out two lines of text, and this if condition with the reverse if word, fi. As you see, the
two lines have been printed out, which means the if condition was true, so the exit value
was 0. It's important to note that you have to be very careful that you set the spaces and
new lines exactly as I did in the preceding example, but you can also put the complete if
statement in one line, which you can see if you press the up arrow key to show the last
command in the history. As you can see, the shell internally uses a semicolon space instead
of new lines to separate most of the expressions, which is a bit hard to read, especially if
you're writing more complex Bash shell script one-liners. To negate any if expression which
means that the if statement evaluates to true if the condition is not met, use the following:

$ EXIT=1
$ if ! [[ $EXIT -eq 0 ]]
>then
>echo "EXIT value is not zero"
>fi
EXIT value is not zero
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In this example, the if condition can be read as: if the exit value equals not 0, then print out
the text. In our example, this is true because the exit value is 1. If conditions can include a
lot of different tests, which are too much to demonstrate here. Here, follow the most 
important ones. To test for equality, use the -eq test as we have just seen. You can use it for
numbers. For string comparisons, use the == operator instead. You can also use the logical
and and or expressions as introduced in the last section, for example, to also test for
alternatives. This example can be read as: if the password equals to Hello_my_world_555
or if the password equals to my_secret_pass. In this example, the password is correct.
You can also use regular expressions using the equals tilde operator. This statement can be
read as: the if condition is true if the string matches at the beginning of the line, where the
first two characters are variables, but then there must be an rem, which is true. For numeric
values, you can also test for less than or greater than numbers using -lt and -gt instead of
-eq, for example, to test for less than or to test for greater than.

Another group of very important if conditions are file tests. There exist vast number of very
powerful file tests to see if a file or directory meets a special property. There are a vast
number of very powerful file tests to see whether a file or directory, for example to test
whether the file exists, use the -a file test, or to check whether a directory exists use the -d
file test. This is shown in the following screenshot:
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To learn more about all the existing file tests, as well as all available comparison operators,
open the Bash manual and search for conditional expressions. The general syntax for the
most simple if statements we have just learned is that, if the condition is true, all the 
commands between the beginning if and the ending fi are executed. Now, you can also
incorporate an else branch, which will be executed if the condition is not true. The
following screenshot shows the execution:

The else branch is introduced by the else keyword. In our example, the if condition is not
true, so the else branch will be executed. If you have several independent conditions to
check, you can also use the elif statement, which is better than writing multiple if
statements one after another. So, instead of writing three single if statements to check for
conditions equal to, less than, and greater than, you can use the more compact elif
notations instead:
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Next, we'll discuss loops. One of the most important loops in the Bash shell is the for in
loop. It can be used to iterate over a series of words. The word delimiter can be a space or a
new line. Now, if we use such a list of space or new line separated words with the for loop,
it will iterate over every item in that list and we can use the current value in the body of the
for loop, where we can also execute commands. This block will then be repeated as often as
we have elements in this list. The name of the loop variable in our example, we have called
it count, is free to choose:

This example can be read as: for, go through the list of 1, 2, 3 and 4, and in each iteration of
it, save the current value in the count variable and then, in the body of the loop, print out its
content. But what can we do with the for in loop? For example, the following Bash built-
in expands to a list of consecutive numbers: $ echo {1..20}. You can also do the same
with the seq command, but this produces a new line-separated list instead. So, if we need
to run a loop, we can just do the following. New line-separated lists do all the work, but
don't forget to put the command in dollar bracket notation. As we already know, the shell
globbing character outputs a list of all the files separated by a space, so we can also do so.
An important use case for using files in the for in loop is to rename  multiple files, for
example, in a directory with a different filename extension. Note that, in this example, we
use the basename command and surround it with the dollar bracket notation to return the
pure filename:
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As you can see, we created a new directory with five files having the extension .txt. Then,
we loop over our five files using a for each loop, and, for every file, we move the file to a
doc extension. There are other very important loops as well as the while loop. You can
refer to the Bash manual and search for while.

Automating script execution
In this section, we will show you how to automate Bash shell script execution. The cron
system, which is available on every Linux system, allows for the automation of commands
or scripts by enabling the administrator to determine a predefined schedule based on any
hour, day, or even month. It is a standard component of the CentOS 7 operating system,
and in this section we will introduce you to the concept of managing recurring tasks in
order to take advantage of this invaluable tool.

First, let's create a new script, which will download an elegant and useful Linux command-
line example from the incredible Commandlinefu web page and put it in the motd, or
message of the day, file in the Linux system so that it is visible whenever a user logs into
the system. The motd file is a simple text file from which the content will be displayed on
successful login. We then run the script as a cron job so that the message of the day will be
updated every day, which is very useful to learn a new and elegant command-line solution
each day.

In order to do that, first log in as root, as the cron system is located in the system
directories. Next, make a copy of the original motd file. Afterward, let's create our script file
to update the motd file in the system:

#!/bin/bash
Wget -0 /etc/motd http://www.commandlinefu.com/commands/random/plaintext
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This script is normal batch script and downloads a random Commandlinefu example from
the web page, http://www.commandlinefu.com/commands/random/plaintext, using the
wget program and saves the downloaded file as /etc/motd. So, we can directly see the
content when we log in to the system. Now, let's test drive our new script:

http://www.commandlinefu.com/commands/random/plaintext
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As you can see, the script has been successfully downloading a Commandlinefu from the
http://www.commandlinefu.com/ web page. To test whether the Commandlinefu web page
URL we use truly returns a random command-line example, let's restart our script:

As you can see, the command-line example is different this time. Now, based on your own
preferred schedule of script execution, you need to decide how often you want to execute
the script. There are some special cron directories in the filesystem for execution of system-
wide cron jobs, and you can access them using # ls /etc/cron* -d. The folders are
called cron.daily, cron.hourly, cron.weekly, and cron.monthly and are in the /etc
directory, and their names refer to the time point that they are run. So, if we want our new
Commandlinefu script to be started on a daily basis, just drop the script file into the
cron.daily directory or create a symbolic link to it using cd /etc/cron* -d. If you
want to run it using a different schedule, just drop it into the cron.hourly,
cron.monthly, or cron.weekly directories. Just remove the script or the symbolic link
from the folder if you don't want to execute it anymore. If you don't want to run system-
wide cron jobs, you can also use the crontab command as a normal user. You can read the
crontab manual to learn more about this command. Finally, let's test whether the motd file
is working. Exit out of the SSH session and then log in again:

http://www.commandlinefu.com/
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As you can see, it's working beautifully. Based on the cron job we created, tomorrow there
should be a different command-line example presented here.

In this chapter, we have introduced you to the Linux cron system for script automation.

Summary
In this chapter, we've discussed topics ranging from essential Linux commands, signals,
processes and Bash shell scripting.

In the next chapter, we'll cover advanced command-line concepts.



5
More Advanced Command

Lines and Concepts
In this chapter, we are going to take a look at the following:

Basic networking concepts
Installing new software and updating the system
Introduction to services
Basic system troubleshooting and firewalling
Introduction to ACL
setuid, setgid, and sticky bit

Basic networking concepts
In this section, you will learn the foundations of networking in Linux. Everything about
networking is within the classic domain of Unix and Linux, and, in fact, the old Unix folks
do say that Unix has been created for network communication. Linux is considered one of
the best systems to use, learn, test, play, diagnose, and troubleshoot computer networks
because a lot of great tools are available in Linux for free and come right out of the box, or
just need a single command to install. There's a lot to learn about the subject of computer
networks, and here we can only teach you the fundamentals of it using the CentOS 7 Linux
operating system.
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Now, let's learn about computer networks from 10,000 up. The two most fundamental
concepts in networking are the network, or subnetwork, and the IP address. The three most
important facts every Linux user needs to know are the network, or sometimes called the
subnetwork, the IP address, and the rules of the network:

Rule 1: The network

Every network, or sometimes called subnetwork, has a so-called network address
consisting of only numbers, which looks like this:

Rule 2: The IP address

Every computer needs an IP address for communication, which is part of a
subnetwork's address. In our example, the first three numbers divided by dots are
the same between the IP addresses and the network address:
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Rule 3: The same network

The easiest way for network communication between two or multiple computers
is to connect them physically (for example, by using network cables and a single
switch), and then put them in the same network, which means choosing all of the
computers' IP addresses from the same range as our subnetwork's network
address. In our example, choose 10.0.2 as the first three digits for all our IP
addresses. As you can see, only the last digit is variable. Every computer that
wants to talk to another computer in the same network then only needs the
correct IP address of the recipient. This is also the basic setup of almost all private
networks you may have at home:
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As we have just learned, for normal network communication, all participants need to be in
the same network. If this was all there was to networking, we would have to stop here and
modern communication and the World Wide Web would not exist. The reality is that there
are millions of networks connected together around the globe, such as our own private one,
which are all connected through routers. If you want to communicate with another machine
in your network or any other network, your computer needs to have a so-called IP routing
table that defines static routes or the next hop towards a particular destination. This IP
routing table is part of every Linux operating system. For example, if we have a private
network consisting of three subnetworks with the following IP network addresses, if you
want to get into contact with another computer in your subnetwork, your routing table
could work the following way. If there is an entry in the table that defines what to do if
someone wants to access the IP address of the 10.0.2.0 subnetwork, for example, with the
IP 10.0.2.15, there is a route entry in the table that defines that you should hop to the
10.0.2.0 network:
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The same happens if you want to access the machine with the IP address 192.168.122.
Because there is an entry in the table, the routing table will hop to the 192.168.1.0
network that this computer is part of:

For all the other IP addresses where there is no explicit rule, the so-called default route will
be used. In most private networks, the default rule is the IP address of a real hardware
router, which basically is the same as an IP routing table, but which can do more, as it is
connected to other routers around the globe where it will find its way to the correct
destination address:
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This is also called dynamic routing, as the router or path between the source and the
destination can vary depending on which routers it will use. Normally, each private
network that most internet service providers offer has only one public IP address that
connects to the public internet:

All machines from our private network need to go via this router, with its single public IP
address, if they want to communicate with other computers in the public internet.

On the other hand, if an outside public machine from the internet wants to access the
private computers from our subnetwork, the router needs to handle the correct delivery of
messages to the correct recipient, which has an internal IP address only visible within our
private network.

But how can you define an IP address for a computer? The IP address needs to be set on an
OS level in the correct configuration location associated with a certain network interface:
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But, as mentioned before, the IP addresses need to be unique in the same subnetwork;
otherwise, the correct recipient for a network message cannot be found.

So, how can you take care of that? The first approach is to manually manage a list of
computers and all free and reserved IP addresses available in this network. Here, we need
to assign static IP addresses, which means every computer gets an IP address hardcoded
into the system, which will not change and remain stable:
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Often, important services in networks, such as a mail or web server, have a static IP because
they must be reachable under the same address all the time from multiple other computers
or services. But, as you can imagine, this system is very inflexible and needs manual
intervention all the time. Just think about a public wireless hotspot and all the people who
are connecting to this network all the time with multiple devices, such as smartphones,
laptops, and tablets. A much better solution is to use a so-called DHCP server. This is a
service running in your network that listens to new devices and keeps a database of all
devices currently connected to the network. It automatically assigns or revokes, and
manages, in a very reliable manner, IP addresses to all the machines connected:
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The IP addresses assigned to the computers are dynamic, which means tomorrow, your
computer can have an IP address other than the one used today. The great thing about this
system is that it can also send additional information about your network to the computers
connected, for example, the IP address of a private DNS or mail server in your network, as
can be seen in the following diagram:

A DNS server is another very important networking feature that we need to know about.
As we have just learned, computers communicate with each other using IP addresses only,
which are just numbers. As we humans are not so good at memorizing or recalling long
sequences of numbers, but are much better working with names for objects or things, a
system has been developed to assign names or aliases to these IP addresses so that we can
address computers by names instead.
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A DNS server has a database that stores these relationships. As computers can only work
with numbers and not names on the network, every time we want to connect the computer
using a name, a corresponding DNS server gets asked internally to translate the name to its
corresponding IP address so that we can make the right connection with the IP address
instead. Now, for resolving names of the normal internet, such as google.com, we will use
some public DNS servers normally provided by your ISP or from another source:

But how can we give names to our internal private computers' IP addresses in our
subnetwork when the public DNS servers don't have this information? One solution would
be to install and set up our own private DNS server and add new names to IP address
relationships.

As this needs a lot of work to install and configure. An easier, and quicker, solution is to
put the name to an IP address relationship locally in a special file called the /etc/hosts
file:
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The biggest disadvantage of using the hosts file is that you have to put this file on every
single computer in your network that wants to resolve network names, and also you have
to keep this file up to date at all times so that each time a new computer is added to the
network, every computer in the network needs to update their hosts file.

Until now, we have only spoken of names to IP address relationships when it comes to
DNS servers and the hosts file. But here we need to discuss the anatomy of such a name in
greater detail. For example, you could give all the computers in your network hostnames of
the persons working with them:

You can also use any name schema you like, but, as you can imagine, these hostnames are
not unique enough to fully qualify a computer in a network so that we can address it
directly. Bear in mind that our private network can consist of several different
subnetworks, for example, one for the IT department, and one for the human resources
department:
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Here, two people can easily exist with the same name in different subnetworks, so this
would not work because the computer hostname, Carl, exists in both networks and we just
cannot use the hostname alone to differentiate between unique computer names. Therefore,
we can also give names to subnetworks or network addresses. This kind of name is also
called the DNS name, or domain name. The hostname or name of the computer plus the
DNS name, combined together and separated by a dot, is called the fully-qualified domain
name (FQDN), and really is needed each time we need to access computers in different
networks outside our own local subnetwork:

So here, using the fully-qualified name to address Carl at it-department.com will not clash
with the Carl in the human-resources.com subnetwork.

Let's recap! The hostname is a computer name (for example, Carl), the DNS name is the
name of a network or subnetwork, such as my-company.com or google.com, and the
fully-qualified domain name is the hostname plus the DNS name separated by a dot (for
example, Carl.my-company.com or mail.google.com).

In Chapter 1, Introduction to Linux, of this book, we set up three VMs called Master, client1,
and client2. We configured the network of our three machines to have one network
interface per VM, always with the same isolated IP 10.0.2.15, which means no internal
connections between the three VMs can be made because they all have the same IP:
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We use VirtualBox port forwarding to access our machines from outside through SSH using
the host ports 2222, 2223, and 2224, which all map to port 22, the internal SSH port of the
machines. Now, we want to make the machines able to communicate with each other using
an internal private network. As each network interface can only have one IP address, we
will accomplish this by adding a second virtual network adapter with a new IP address
from another subnetwork to each machine, so that every VM has one network adapter for
public access via SSH, and one for internal subnetwork communication:
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As you can see, we use a second subnetwork called 10.0.5 instead of our 10.0.2 for our
internal network:

If you type in the ip addr list, you will get a list of all the network interfaces currently
attached to your computer:
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The first device is the loopback device, which is a non-physical device so that we can make
a network connection to our own computer. It always has the IP address 127.0.0.1. The
second network interface is enp0s3, which is a virtual network interface provided by the
VirtualBox configuration. This reflects to adapt the one in the following setup:
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This virtual network interface has the IP address 10.0.2.15 and is mainly used so we can
SSH to the machine.

Now, let's add another network interface to our virtual machine:

In order to do that, first shut down the machine:1.
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Now, to add a new network interface for internal communication between your2.
virtual machines, add a second network interface to each machine in the
following way. First, open your VM Settings, go to Network, open the tab
Adapter 2, enable it, and attach it to the internal network. As you can see, the
name of the internal network is called internet. We will put all our other VMs in
the same network:

Now, press OK to proceed.3.
Do the same for every VM you want to have as part of your internal network for4.
communication between the machines.
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Now let's start one of your VMs to test the network settings.5.
Now, if you again run the IP address list, you will see that our newly added6.
network interface appears at interface number 3 with the name enp0s8. Also,
you will see that currently, no IP address has been associated to this device
automatically:

Let's get some information about our current network. Let's show the IP routing7.
table for our network devices:
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As you can see, the enp0s3 network adapter with the IP address 10.0.2.15, which is the
interface we used to connect via SSH from the host machine using port forwarding,
currently has two routes in the IP routing table. The first route is the route for the
subnetwork we are currently a member of, 10.0.2.0. This means that this route will be
taken if we try to contact another computer in our subnetwork. For example, 10.0.2.16.
All the other IP addresses we want to reach are using the default route, which points to the
IP address 10.0.2.2. This is the IP address of our router. So, for example, if you want to
go to www.google.com, first the domain name will be translated to an IP address using a
DNS server, and then it will be matched against our routes there. We can use the nslookup
command to resolve any domain name into an IP address using the system's default DNS
server. As you can see, the google.com domain name has the following IP address:
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Since the IP addresses starting with 172 are not part of our subnetwork, the default route
will be used. Behind the 10.0.2.2 IP address sits a real hardware router; it will take care
of the proper routing between the virtual machine and the google.com website.

Before we create a new network connection between our three virtual machines using the
enp0s8 network interface, let's set three unique FQDNs. We will do this using the root
account.

To print out the FQDN, use the hostnamectl status command:

As you can see, currently we have the FQDN of localhost.localdomain. Now, to
change the FQDN, use the set-hostname option of the hostnamectl command. In our
example, we used the hostname or computer name master and the DNS name,
centos7vt.com. The fully-qualified domain name is master.centos7vt.com.

Let's recheck using the status option. On our two other VMs, we will later set the
hostnames, client1 and client2, and the same DNS name, centos7vt.com. You can
also set the FQDN by editing the /etc/hostname file.
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To change your system's default DNS server IP address, open the file called
/etc/resolv.conf. Under the keyword name server, you can change or add new name
servers. For example, to add a new name server, introduce a new name server line and
change the IP address. In this example, we will use Google's official DNS server address, or
you can just use 1:
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Next, let's set up a new static network configuration for our new network adapter, enp0s8.
On CentOS 7, all the network configuration files can be found at
/etc/sysconfig/network-scripts:

As you can see, for the enp0s3 network interface, a corresponding network interface
configuration file called ifcfg-enp0s3. Let's view its content by typing cat ifcfg-
eno0s3 exists:
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The most important things to know about this Ethernet network device are that it's getting
its IP address from a DHCP server, the device is activated on boot up, and has the device ID
enp0s3. The other items you see in this configuration file can also become very important
when configuring different network devices in different environments. Since there is no
visual manual page for the if configuration file format, please refer to the excellent
documentation at /usr/share/doc/initscripts-* sysconfig.txt:
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If you open the file and search for ifcfg, you will come to the section where all the
different items of the ifcfg file format are being explained. For example, the BOOTPROTO
item can have the values none, bootp, and dhcp. Since both bootp and dhcp refer to a
DHCP client for our new network device, enp0s8, that we want to configure as a static
device, we will use the BOOTPROTO none, but what items do we need for setting up our
simple static network connection? Since we are setting up an internal network only, we
don't need any routing set up and only need very little information in our interface config
(ifcfg) file.

So we will need the following items: the name, the device, the IP address, because we will
hardcode a static IP address, and the BOOTPROTO, which we will set to none. So let's
review our plan network configuration from the introduction.

As you will remember, the master node we are currently logged in should have a second
network interface with the static IP address 10.0.5.1. Client1 should have a second
network adapter with the static IP address 10.0.5.2, and client2 should have 10.0.5.3,
all for internal network communication between the nodes:



More Advanced Command Lines and Concepts Chapter 5

[ 173 ]

So let's configure our new device:

As you can see, we are currently in the network scripts folder, where all our1.
network interface's configuration files can be found. So let's first create a new
configuration file for our new network interface:
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We will make our life easy by copying the existing configuration file for the2.
enp0s3 network device to the new enp0s8 configuration file. Now let's open this
new configuration file:

Let's change the boot protocol to none for the static IP configuration. Most of the3.
items are not needed, so just delete the lines. Change the name of the device to
s8; UUID is not needed here. Also, change the device ID, leave the ONBOOT as
yes, so the interface will come up on server restart, and finally, add a new line
that defines the hardcoded IP address of our static internet network
configuration. Use the IP address 10.0.5.1 for our master server:
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Now save the file and exit.4.
We then need to hard reset our enp0s8 network interface so that the changes we5.
made to the configuration file can be applied to the device and the static IP
address can get active. In order to do so, first shut down the enp0s8 device using
the ifdown command.
Then bring it back online using the ifup command.6.
Finally, let's review the ip addr list command.7.

If you compare the output of enp0s8 before we restarted the device and afterwards, you
will see that the changes we made to the configuration file were valid, and now we have a
static IP of 10.0.5.1 for our enp0s8 network device.
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Now, after we set up the static network configuration for the enp0s8 network adapter, let's
recheck our IP routing table with the ip route show command. If you compare the
routing table before and after we have set up the new network interface, enp0s8, you will
see that a new route has been created for routing network communications in our new
10.0.0.0 subnetwork.

The last thing still left on the master node, as we don't have a private DNS server, is to set
up our network's computer names to IP relationships in the /etc/hosts file. Always start
adding new entries at the end of the file by using the fully-qualified domain names first,
and then you can add further short hostnames. You can always add multiple names for the
same IP address:

The first entry will be our own machine we just set up. The other entries are for our clients
we are about to set up shortly. Save and exit the file. Now start the two client VMs. After
booting up the VMs is complete, open two new tabs in your Terminal emulator of your
choosing. The first tab on the left holds the connection to the master node. On the next tab
to the right, please log in to the client2 VM using the SSH port forwarding on port 2223.
In the third tab, log into the client2 VM on port 2224. Now go to the middle tab where
our client1 VM is open.
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Here let's repeat the steps to configure our enp0s8 network interface so we can make the
connection between our servers:

First, log in as root.1.
Next, set a fully-qualified domain name to client1.centos7vt.com.2.
Next, create a configuration file for our new enp0s8 static network connection.3.
Here, enter the same information as on the master; only change the IP address to
the 10.0.5.2. Save and exit the file.
Next, restart the network interface:4.

As you can see, we have successfully assigned the 10.0.5.2 IP address to our enp0s8
network interface. Finally, add entries to the /etc/hosts file so that we can resolve other
domain names in our subnetwork. Add the same information as on the master:
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Save and exit the file. Next, do the same steps for the client2 VM in the third tab. First
log, in as root, use client2 for the hostname, use the 10.0.5.3 for the IP address, restart
your network interface, and finally, add entries to the /etc/hosts file.

Now that we have set up our private network for communication, the easiest way to test
whether it is working properly is to use the ping command. This command can be used to
see whether another host is alive and reachable. If it is not reachable, the following error
message will be printed:

Now let's start our connection tests from the master in the first tab. First, let's test if we can
reach client1 with the IP address 10.0.5.2:



More Advanced Command Lines and Concepts Chapter 5

[ 179 ]

As you can see, it works. Also, test if we can reach client2 with the IP address 10.0.5.3:

As you can see, this also works.

As a next step, test if our /etc/hosts configuration is also working. In order to do so, let's
ping the various hostnames we set up in this file. The fully-qualified domain name of
client1 is working. Also, the hostname client1 is working. C2 is also working as a short
name for client2. The fully-qualified domain name of client2 is also working. The short
name client2 is working and the very short name c2 is also working for client2:
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Now let's move to client1. Here, let's test if we can reach the master server:

Yes, it's working. Also, you can test the master server under a different name. Let's also test
the client2 connection. Test the master under a different name, and also test client1. In
summary, we can say that the network configuration between our three VM machines is
now working properly.

Installing new software and updating the
system
In this section, we will show you how you can install new software on your computer and
how to update your CentOS 7 system.

First, let's show all the currently installed RPM packages on the system. Type yum list
installed:
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In the installation chapter in Chapter 1, Introduction to Linux, we already demonstrated
how you can do a full system update using the yum command, which will update all of the
RPM packages that are already included in the minimal installation, and also all the
packages we have installed afterwards.

To get a list of all the updates currently available for all the software packages already
installed on your system, type the following command to see what's new: yum check
update:
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Here, all the RPM software packages are listed with the new version of the updates you can
install. All updates must be done using the root user. So first log in as root. To update only
a single ROM software package, such as the vim-minimal package, which was presented
in the list of available software updates, use yum update and then incorporate the name of
the package; for example, vim-minimal. Type yes when asked to update the software
package, and type yes again to confirm the importing of the GBG key:
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As we can see, the vim-minimal package has been successfully updated to the latest
version. As we have already learned in Chapter 1, Introduction to Linux, in this book, just
type yum update to do a full system update of all the packages currently installed on your
system. Now let's press the N key to cancel the download and installation of the updates of
all the packages. Most yum commands need some kind of confirmation by the user; for
example, to confirm the update of software packages. If you are absolutely sure that you
will answer yes to any question, you can further automate the yum command of your
choosing by providing the -y flag. This works on almost any command. This will perform
the yum action of your choosing without further confirmation by the user.

Please note that there is a big ongoing debate as to whether you need to
restart your system after packages have been updated. The consensus is
that normally this is not needed, but, if the kernel or glibc software
packages have been updated, you should do it. Of course, you should
really do it for security reasons.

We can also see that the reboot is necessary when we compare the currently installed kernel
with the currently running kernel in the system:

The currently running kernel ends with 514.el7. The currently installed latest kernel ends
with 514.21, so we are currently not running the latest kernel. So let's reboot the system.
After rebooting has finished and you are logged in as the root user back to the system, type
the uname -r command again, and now we can see that we are now running the latest
kernel, so rebooting was necessary in this instance:
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Now, to search in your package repositories using a keyword (for example, Apache2 Web
Server), use the yum search command and then the keyword. This will print out a list of
all the software packages matching the keyword; in our example, apache, in the package
name or in the package description:

If you want to get more information about one of the package names (for
example, the HTTP package name), you can use the yum info
subcommand.

Another really useful feature is if you know the name of a file or command included in an
RPM package, but actually don't know the name of the RPM package where this command
or file is from, you can use the yum whatprovides command, prefixing the command or
file you are searching for with an */:
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In this example, we are searching for all the package names that include files or commands
named ifconfig. As we can see, we have one hit in the net-tools RPM package where a
binary or command exists in /bin/ifconfig.

Now, to install a software package, use the yum install command, providing the package
name as an argument. Here, in this example, we install the Apache HTTP server package:
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Another interesting command is the rpm -ql command followed by the name of the
installed software package to get a list of all the files and their exact location in the
filesystem that has been installed by this software package. To remove a software package,
you can use the yum remove command and then the name of the software package you
want to remove.

In Chapter 4, Working with the Command Line, we showed you how to use a third-party
repository, called epl, to install software such as htop, and iotop because they are not
available from the official CentOS 7 repositories. For example, if you search for the htop
package, it's not available from official sources:

So let's install the epl repository, as it is available from default package sources. As you can
see, the epl repository can be installed using the epl-release RPM package:
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Use the following command to see if the epl repository has been successfully installed by
retrieving a list of all the available repositories in the system.

We can now find the htop package, as it is part of epl. Installing other repositories is not so
easy, since no RPM packages are available from the official sources, but most third-party
repositories can be installed by downloading an external RPM. You will most likely find the
repositories on a web page. For example, for the famous remi repository, you can first
download the official remi repository RPM package from the official remi website:

Next, install this downloaded remi repository RPM using the rpm command with the
capital Uvh option:
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Then, you need to enable the remi repository by editing the remi yum config file. First,
open the remi.repo file in your /etc/yum.repos.d folder. Here, in this file, go to the
section remi, then go down to the keyword enabled and change it from 0 to 1:

Now save the file. Then you can use your newly installed third-party repository after
updating your repositories software packages list. To recheck if the third-party repositories 
have been installed correctly, you can also use the yum repolist command again:

Introduction to services
In this section, we will show you how to work with services in CentOS 7.

Let's open your three VMs, master, client1, and client2, from the previous section of this
chapter in three different tabs that are connected together on the same internal subnetwork.
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Let's begin by installing a simple networking service. In our example, let's install the
Apache2 web server on the master server, as it is very easy to set up and use:
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Now, following installation of the httpd package on CentOS 7, you can manage services
using the systemctl command, which is part of the systemd service.

To get a list of all the units currently available in the system, use the following command:
system ctl list-units. This will open the unit list with less navigation:
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As you can see, different kinds of unit files are available; for example, one that ends with
device, one that ends with mount, and the service files. Press q to quit the navigation. To
get a list of all the services currently available in your system, just type systemctl list-
unit-files and then filter for services by using --type=service. In this list, you will see
all the available services currently enabled or disabled in your system. As we installed
Apache2 Web Server an httpd services file that is currently disabled also exists. To get a
detailed status of a single service, use the systemctl command with the status option
and the service name; in our example, the httpd service:

As you can see, following installation of our new Apache HTTP server, the service is not
running. By default, there are two different states a systemd service can have that are
important for us: enabled or disabled, and active or inactive. In our example, the httpd
service is disabled and inactive by default after installation. Just like any other service, the
Apache HTTP server, by default, is disabled and inactive. Enabled means that a service
should automatically start every time you start your Linux system, which is also referred to
as on boot. Active means that a service is currently running.
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To start a service, use the systemctl start option and then the name of the service; in
our, example, the httpd.service. Now recheck the service, using the status option
again:
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As you can see, it's now running. Also, you can see two other very important things in the
output here. First, you can see that a service can consist of several processes. In our
example, the httpd service consists of six different HTTP processes. The other important
thing is that the systemctl status command will output the last lines of messages
generated by the service when it is started up. Such lines of useful text generated by a
process are also called a log and can give us useful information about the running behavior
of a service. Still, our service is disabled. To enable it, use the systemctl enable option.
Now view the status again:

You can see now that it's also enabled, so this service will automatically start up every time
we restart our server. To stop a currently running service, use the systemctl stop option.
We will see that it's inactive again.

It's important to note that starting or stopping will not influence the service's disabled or
enabled server boot behavior. Here, this service is still enabled while it's not running. This
is also true for the other way around. Disabling or enabling a service will not start or stop it.
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To disable a service, use the systemctl disable option. Then, again, start the service up.
Now, to test if our HTTP server is working and can host and deliver web content, let's first
create a standard home page for our server. The standard home page for our server is the
index.html file in the /var/www/html folder. Now, incorporate the following HTML
content, which is a greeting message from our server:

Save and exit the file. Now, to access our home page from our new web server on the
master server where this web server is located, use wget:
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As you can see, we can properly access the home page locally from our master server. Now,
what happens if you stop the web service and try again to access our web page? You will
see that the web page is not accessible any more. Restart the web server. Now, let's test if
we can access our new web server from another machine in our local network. Just go to
the client1 tab and test if the web server is accessible through the network. You will see that
it is not.

Basic system troubleshooting and
firewalling
In this section, we will continue our work on the Apache2 Web Server we started in the last
section, so as to make it accessible for other computers in our subnetwork. Also, we will
give you a brief introduction to Linux firewalls in CentOS 7.

As briefly mentioned in the first section of this chapter, a network connection is always
made through a combination of an IP address and the port, which together is called a
socket address. Now, every Linux network service, such as a mail or web server, must be
connected to an IP address and the port so that we can establish a connection to it at all
from a different computer in the network or from the same local one:
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When we are talking about network communication, we often refer to this as "a service is
listening to IP address a port b". For example, our web server is listening on port 80 of the
IP address 10.0.2.15, the mail service is listening on port 24, the web service is listening
on port 80 of the IP address 10.0.2.15, and the FTP service is listening on port 21 of IP
address 10.0.2.15.

But maybe you are wondering which IP address does a service use for communication if we
have configured multiple network interfaces on our system, all with a different IP address?
The answer to this is simple. Most networking services on any Linux system listen to all
available network interfaces for network connections by default after installation. For
almost all standard services, you can also change this to listen only to a specific network
interface, or network connection, or subnetwork, or even ranges of networks:

Some even only listen to a localhost by default after installation, as these often are very
critical services where system administrators need to change the listening address
intentionally as a measurement of responsibility to make them aware of the risks.
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So let's say you have a Linux server that is running several networking services and each is
listening on a different port. A firewall is a tool for managing connections to your
computer. In Linux, the standard firewall is called firewalld. This firewall can protect your
system against unwanted network connections from outside your system, for example, if
some intruder is trying to break into your system and steal data. It does so by managing
your incoming network ports for communication. By default, firewalld closes all
incoming network ports except the port 22 for SSH connections. Otherwise, you would not
be able to remotely connect to your machine:
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So if you want to have some kind of network communication, you have to explicitly tell the
firewall to do so. You can open or close individual ports or ranges of ports, and so on. This
helps a lot in managing security on your server, but it's important to note that, by default,
firewalld does not restrict any local network communication within a system, so the
localhost network connection is always working and is not blocked by the firewall. Also, it's
very important to know that firewalld, by default, is an incoming firewall only, which
means it does not block any outgoing connections at all:

In order to fix this problem, we need to know how we can troubleshoot a system service.
So, first go back to our master server where this web server is running. To find out if
something is wrong with your service, there are always at least three places where to look.
The first thing we should do is to check the systemctl status output, as we have done
before. As you can see, the service is currently running and the final current lines of output
of the service also look OK:
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Sometimes, here in this output, you will find error messages or warnings if a service is not
functioning normally.

Sometimes, the last two lines of the log output for a service are not enough, so the second
place to look for if you need to troubleshoot your service, is the journalctl command. If
you use the journalctl command with the -u flag, you can filter log messages for your
service of choice; in our example, the httpd service:
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Here, in our example, no suspicious log output can be found in journald, which is the
service that writes all the log messages of all the services running into a centralized
database. The journal log for the Apache HTTP Server looks normal.

So, the third place where we can have a look for troubleshooting services is the rsyslog
log file, which is located at /var/log/messages. Open this file and go to the end of it,
pressing capital G:

Here also, nothing really suspicious has been logged to the rsyslog file.

Some services, such as our Apache HTTP Web Server, provide their own log files for
troubleshooting or getting info about the service.

Please note that there is no standardized directory where a service outputs its own log files,
but some services write their log files into a subdirectory under the /var/log file directory.
Here, you can find two log files. One is the access_log, which logs user access to our web
server (for example, the files on the server that have been downloaded). The other is the
error_log file, which logs all kinds of errors that this service may encounter. So, first have
a look at the access_log file:
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This looks very normal. Now, also open the error_log file. Jump to the end using capital
G:

Here, no special error messages can be found.

The solution to the problem of why nobody outside of our server can access the Apache
HTTP Web Server instead of CentOS 7 is that a very restrictive firewall is active that blocks
almost any incoming network connection.
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You can view the currently allowed firewall rules by typing firewall-cmd --list-all.
On CentOS 7, the standard firewall is called firewalld:

As you can see here, only the SSH service is allowed by default to communicate with our
server. Firewalld is mainly protecting all incoming network connections. Outgoing
connections from our server to other servers are not restricted or limited; that's the reason
why we can access our web server from the localhost, but not from any other host.

To fix this problem, we can open the HTTP service, also known as opening port 80, in our
firewall. So that we can do that permanently, use the following two commands: firewall-
cmd --permanent --add-service, and then http. So that the changes can be applied,
next reload the firewall rules. Finally, let's see if the HTTP service is now enabled in the
firewall:
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As you can see, it works.

Finally, let's test if we can make remote connections to our Apache Web Server from
another server. Go to client1 and repeat the wget command:

Yes, it works! You are now able to access your web server in your network.

Until now, we haven't talked about how to remove a service from the firewall. To remove
the HTTP service or port from the firewall configuration, use the following firewall
command syntax, firewall-cmd --permanent --remove-service.
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Then the service of choice; in our example, the http service. Similar to adding a service,
you also have to reload the firewall here. Let's recheck our firewall settings:

As you can see, HTTP port has been closed.

Finally, a very useful feature of the firewalld service is to open individual port numbers
without providing a service name. This is very useful if you need to open a port where no
service file, such as the HTTP, is available. For example, to open port 12345, use the TCP
protocol. Let's show the new firewall configuration after we have reloaded the firewall:
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As you can see, the port 12345 is now open using the TCP protocol. Instead of TCP, you
can also use the UDP protocol. Now, to close the port 12345 using the TCP protocol, use
the following command. Here, also reload the firewall configuration. Let's perform a
recheck:

Let's summarize what we have learned so far:

If it is a service-related problem, first have a look at the systemctl output for1.
the service.
If the problem persists, next look at the journalctl output for the service.2.
If it is a general system problem, or you cannot fix your service problems with3.
the systemctl and journalctl outputs, next have a look at the /var/log-
messages rsyslog output file.
Also, some services provide special log file locations outside of journald or the4.
rsyslog file, so also have a look there. But you must be aware that not every
service or program has such a special log file directory or output.
Finally, we gave you a brief introduction to the firewalld service using5.
predefined service files, such as the HTTP, and also we showed you how to work
with individual ports that are not defined by service files. In the next chapter, we
will show you advanced file permissions.
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Introducing ACLs
In this section, we will give you a brief introduction to how ACLs, or access control lists,
work.

Linux has some special file and folder permissions, namely the ACLs, setuid, setgid, and
sticky bit. If you look at the file in the filesystem, such as a new file that only the root
user has access to, currently we are logged in as olip:

As you can see, the olip user has no write access on that file. Maybe you have already
asked yourself this question: how can you give permissions to a file or folder to individual
users who are not the file or group owner, in our example root? The only way is to use the
others group, but this is not individual as all users who are not the file or group owner fall
into this category. But here, we want to set single user permissions; for example, for the
olip user.

Access control lists, or ACLs, is a system that extends our normal file access control under
Linux with its simple ownership and permission model. With ACLs you can define file or
folder permissions on a single user or group-level basis. To work with ACLs, use the
getfacl and setfacl commands.

For example, to display ACLs, use the getfacl command and then the filename where you
want to show permissions:
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Here, as you can see, no ACLs have currently been set on this file. As with normal file
permissions, if we want to change something, we need to log in as root. Now, to set ACLs,
for example, for the olip user, use the following command. If you remember Chapter
3, The Linux Filesystem, this should be self-explanatory:

To display the ACL, again view the ACL of this file. If you compare the getfacl command
output before and after, you will see that we now have single user permissions for the olup
user: read, write, and execute. Now, the olip user should be able to write to this file:

Success; the ACLs are working as expected.
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You can also set ACLs on a group-level basis. Here, instead of using the user, we will use
the group identifier. To remove a single ACL, use the -x flag. You can also see if a file has
an ACL set by the marked plus in the output of the ls -l command:
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setuid, setgid and sticky bit
In this section, we will show you everything you need to know about the special file
permission flags, setid, setgid, and the sticky bit.

setuid
Now let's talk about setuid, setgid, and the sticky bit. As we work with users,
groups, and file permissions, let's first log in as root.

First, let's create a new user, group, and the copy of the whoami command locally to see
what's going on with the setuid flag:

Next, let's change the file owner and group owner of this command to awesome_user and
awesome_group:

Setting the setuid, setgid, and the sticky bit can also be done using octal notations.
You already know about them from the file permissions chapter. These special permissions
can be represented by one single additional bit in the file permission string, using the
following code:
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The setuid has the number 4, the setgid the number 2, and the sticky bit the number
1. Similar to the files' simple read, write, and execute permissions, here you can also add
combinations of special permissions to a file:

If you want to set both setuid and setgid flags, you need to add up the 4 and the 2,
which totals 6, or setgid and sticky bit are represented by the 3, or sticky bit and
setuid are represented by the 5.

Now, how do we set the special permission information? It can be set using an additional
number in the chmod command. You already know that it takes three numbers to define
permissions for the user, group, and others. To display special permissions on the file, you
can use the ls -l command, but this is very hard to read and it's more easy to use the
getfacl command, which not only works for ACLs, but also shows flags that are the
names for our special permissions. By default, no flag or special permission is defined on
any file, as you can see in the output of the getfacl command:
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Now, to add a special permission flag to a file, or, in other words, set the setuid, setgid,
or sticky bit, you can use the chmod command with four numbers instead of three,
where the first leading number defines the special permission. For example, if you use a 2
as the leading first number for the chmod command, you will set the set group ID flag,
which is shown in the flags line. If we have an s at the second position, it's the set group ID:

Now, to set the setuid flag, use number 4 as your first number in the chmod command.
Recheck using the getfacl command. Here, in the flags line, the first leftmost character
has been set to an s:
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Now, adding a combination of special file permission flags (for example, number 6, which
is a combination of setuid and setgid, or 4 plus 2, equals 6), is shown in the following
way in the getfacl output:

The first leftmost flag is the setuid flag, and the second flag is the setgid flag. To set all
three permission types, setuid, setgid, and sticky bit, use getfacl (path):

Here, you see that all three flags have been set. The short flag for the sticky bit is a t
instead of an s.
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To remove all special file permissions, just use 0 as the number for the file permission
encoding, and just use 0 as the first number for the chmod command:

Now, let's briefly discuss the setuid permissions. The setuid flag is only important on
executable commands and never on a directory or other file types. It is also important to
know that it does not work on script files for security reasons, but only on compiled binary
executable files.

As already mentioned, each process has an associated user that we refer to as "a user runs a
command". Here, in this example, all the processes you see are run by the root user:

Now the setuid permission flag will run a command as the user that is defined as the file
owner of that file. This is important and useful for some special commands in the system;
for example, commands that must be run as the root user because they access protected
filesystem files or folders, but must also be executable for normal users. Take, for example,
the passwd command. It accesses and writes to files such as the etc/passwd file, which is
only writable for root, so this command must be run as root, but normal users also need to
change their passwords on the passwd command:

Now, let's exit the root user to test the setuid flag with a normal user account.
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Let's recheck if we are really the olip user. Now, without setting the setuid flag on a file,
if we execute our local whoami command, it will print out our username, as we are the user
who started it:

Now, what happens if we set the setuid permission on that command and execute it
again? First, let's view the permission flags. We will see that the setuid flag has been
successfully set on that file. Now, let's execute a command again:

As you can see, the setuid flag works as expected. We run our command as the olip user
but the file owner, awesome_user, was used during the execution of the process.
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setgid
Now, let's learn about the setgid permission. This flag has two different meanings, which
is important to know about and should be memorized. When set on a file, it has the same
effect as the setuid permission, but here it will execute a command with the rights of the
group owner instead of the file owner.

To set the setgid flag on the file, use the number 2 in the chmod command:

The second meaning of the setgid flag is very important and should be memorized
because it can be a typical use case. If you set the setgid on a folder instead of a file, every
new file, or folder, or subfolder created within this folder will automatically get the group
permissions of the folder where you set the setgid flag. This works for all the files
included recursively. This can become very important because normally the group
permissions of new files created automatically get assigned by the creator of the file.
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So if you want to separate locations in your filesystems for collaborations or group work
where you can put in shared files for anyone belonging to a special group, setgid is a very
powerful feature. This is like a shared folder you may know about from other operating
systems. So if you want to separate your filesystems into locations for collaborations or
group work, where anybody who is belonging to a special group can create documents that
automatically can be fully accessed by other persons of that same group, just set a setgid
flag on a folder.

To test this:

Create a new folder under the username olip.1.
Now, change the group ownership to awesome_group. Now, if a user creates a2.
new file in this folder, it will have the group ownership of that user.
Now, let's set the setgid flag on that folder and see what happens.3.
Let's create a new file under the username olip in that folder where we set the4.
setgid flag:

As you can see, any new file created in this folder now gets the group ownership of the
folder, which is awesome_group. So our setgid flag is working properly.
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sticky bit
sticky bit only has an effect on directories and not on files. If sticky bit is set on a
folder, only the owner of a specific file, folder, or subfolder created in that directory is
allowed to delete it. There are some special cases where this is useful, for example, in the
/tmp directory, where anybody should be allowed to see anything, but quite often
processes create and rely on data stored in that folder, so it would be very bad if someone
other than the creator of the process could be able to delete files from other users.

So let's test this out:
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As you can see, sticky bit has been set on the /tmp directory, so let's create a new file
with the olip user in the /tmp directory. Now, let's look in with awesome_user. As no
password has been set, let's set one for it. Now, awesome_user will also create a new file in
the /tmp directory. Now, let's try to delete our own file, which works. Now, let's try to
delete the file of the olip user; this does not work, so sticky bit is working as expected:

Summary
In this chapter, we gave you a brief introduction to special file permission flags in Linux.
The setuid flag works only on commands and not on scripts, and lets a program execute
as the user defined as the file owner instead of the user who is running that program. The
setgid flag has two special meanings. The first is for commands and the other for folders.
If you set it on a command, it will work like the setuid flag, but will run it as the group
ownership of that file instead of the file owner of that file. The second meaning is if you set
it on a folder, the group owner of the folder where you set setgid will automatically be
assigned to every new file you created within that folder. Within a directory where sticky
bit has been set, only the file owner can delete his own files
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