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Preface

System programming is a challenging yet rewarding field that demands speed, precision, and complete control over resources like memory and hardware. For decades, languages like C and C++ have dominated this space, but Rust is emerging as a revolutionary alternative. Rust’s emphasis on safety, performance, and modern programming paradigms has made it the go-to choice for system developers aiming to build reliable and efficient applications.

This book, Integrating Rust, is designed to provide a comprehensive guide to Rust, focusing on its application in system programming. From fundamental concepts to advanced topics, the book covers everything you need to develop robust, scalable, and secure system-level programs. Whether you are a seasoned programmer looking to migrate from C++ or a beginner exploring Rust, this book caters to all levels of expertise.

With this book, you will learn to write idiomatic Rust code, master Rust’s ownership and concurrency model, and explore its capabilities in system-level programming, including working with embedded systems, network programming, and scripting. You will also gain practical experience through numerous examples, hands-on projects, and demonstrations of best practices. This book covers the following topics:

Chapter 1: Getting Started with Rust – This chapter covers Rust’s ecosystem and will help you get started with the language. You will learn how to install Rust on various platforms, write your first Rust program, and manage projects with Cargo, Rust’s powerful package manager and build system. By the end of this chapter, you will  be ready to dive into Rust programming confidently.

Chapter 2: Fundamentals of Rust Programming Language – This chapter covers the core concepts of Rust, such as variables, data types, and functions. You will learn how to structure your programs using Rust’s control flow constructs like if, match, and loops. These building blocks will lay the foundation for writing clear and concise code in Rust.

Chapter 3: Ownership and Memory Management – This chapter covers Rust’s ownership model and its defining features, ensuring memory safety without a garbage collector. This chapter explains ownership, borrowing, and lifetimes, along with stack and heap memory allocation. It also explores the workings of strings and slices, which are crucial for effective memory management in Rust.

Chapter 4: Structs, Enums, and Collections – This chapter covers Rust’s core data structures. You will learn how to define and use structs and enums to represent complex data. Additionally, the chapter discusses collections like vectors, hash maps, and strings, which are essential tools for managing dynamic data.

Chapter 5: Packages, Crates, and Modules – This chapter covers Rust’s module system for organizing code effectively. You will understand how to structure your projects using packages, crates, and modules. The chapter also covers managing paths and imports, enabling you to build scalable and maintainable Rust applications.

Chapter 6: Error Handling – This chapter covers Rust’s error handling model. It is designed to encourage robust and fault-tolerant programming. This chapter explores how to distinguish between recoverable and unrecoverable errors using Result and panic!. You will also learn to use backtraces and customize error-handling strategies for different scenarios.

Chapter 7: Generics and Traits – This chapter covers generics and traits that allow you to write flexible and reusable code in Rust. It explains how to define generic types and implement traits to abstract common behaviors. You will also learn how to use traits as function parameters to create more versatile programs.

Chapter 8: Working with File Systems – This chapter covers file system operations, such as reading from and writing to files, as well as navigating directories and paths. You will gain practical experience in handling file I/O and performing common file queries, making it easier to build applications that interact with the filesystem.

Chapter 9: Text Processing – This chapter covers processing and manipulating text, it is a common requirement in many applications. This chapter explores text representation in Rust, using pattern matching for string operations, and leveraging macros for efficient text processing. These techniques will help you work effectively with textual data.

Chapter 10: Concurrency and Parallelism – This chapter covers concurrency. It is a core strength of Rust and this chapter dives into writing safe and efficient multi-threaded programs. You’ll explore message-passing concurrency, shared-state concurrency, and other concurrency models, ensuring your programs can make full use of modern multi-core processors.

Chapter 11: Device Input/Output Handling – This chapter covers working with device input/output, including handling standard input/output and buffered reads and writes. You’ll also learn how to detect and interact with connected devices, such as USB peripherals, enhancing Rust’s capabilities in hardware-level programming.

Chapter 12: Working with Terminals – This chapter covers how building terminal-based applications, it can be both fun and powerful. This chapter also explores interacting with terminal UIs, processing keyboard and mouse inputs, and creating dynamic terminal applications. It is a practical introduction to developing CLI tools using Rust.

Chapter 13: Processes and Signal Handling – This chapter covers process management, which is critical for system programming. This chapter explains how to spawn and manage processes in Rust. You will also learn how to handle system signals, enabling you to write robust applications that can respond to external events gracefully.

Chapter 14: Working with Databases – This chapter covers database programming in Rust, covering both SQL and NoSQL systems like SQLite and MongoDB. You will learn how to perform CRUD operations and manage database connections, equipping you to build data-driven applications efficiently.

Chapter 15: Network Programming – This chapter covers Rust’s capabilities for network programming. You will learn how to build networked applications using TCP and UDP protocols. The chapter also introduces networking basics, enabling you to write high-performance and secure networking code.

Chapter 16: Unsafe Rust – This chapter covers overriding Rust’s safety. This chapter explains how to use unsafe Rust, including raw pointers and mutable static variables. You will also learn about best practices for minimizing risk when using unsafe code.

Chapter 17: Foreign Function Interface – This chapter covers interoperability with other programming languages, which is vital in system programming. This chapter explains how to call C and C++ functions from Rust and exposes Rust functions to other languages. It also explains data passing between Rust and external libraries.

Chapter 18: Embedded Rust – This chapter covers Rust for embedded systems, and this chapter shows you how to program microcontrollers like Arduino using the AVR-Rust toolchain. You will learn the basics of embedded programming and how to leverage Rust’s safety features in resource-constrained environments.

Chapter 19: Running Rust from Web Browsers – This chapter covers WebAssembly (WASM), and demonstrates how to build a web application using Rust. By developing a user authentication system, you will understand how to leverage Rust’s performance and reliability in web-based applications.

Chapter 20: Working with Rhai: An Embedded Scripting for Rust – This chapter covers how adding scripting capabilities to your Rust applications can enhance their flexibility. This chapter explains how to use Rhai, an embedded scripting language, to integrate scripting functionality. You will also learn how to interface Rust modules with Rhai for dynamic extensibility.
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CHAPTER 1Getting Started with Rust


Introduction

This chapter is all about getting started with programming in Rust. We will learn how to install Rust on Linux, Windows, and macOS operating systems. We will get to know cargo—the build tool and package manager for Rust, and how it helps us manage our Rust projects. Finally, we will write our first program in Rust—a Hello World program, that simply prints a message to the console.

Structure

This chapter covers the following topics:


	Installing Rust


	Updating and uninstalling Rust


	Writing a Hello World program in Rust


	Creating a Hello World project with cargo



Objectives

By the end of this chapter, you should be up and running with Rust programming. You should be able to install, update, and uninstall Rust and its different components. You should also be able to write, compile, and run a simple Hello World program in Rust. You should also be able use cargo tool and understand how it can manage a project for us.

Installing Rust

Rust is installed and managed by the rustup tool. The installation method varies from one platform to another.

Installing Rust on Linux or macOS

If you are on Linux or macOS, type the following in a terminal:

			curl --proto '=https' --tlsv1.2 -sSf https://sh.rustup.rs | sh

The preceding command installs the rustup tool, which installs the latest stable version of Rust. Once the installation completes successfully, you shall see the following message to the console, as shown in Figure 1.1:

[image: ]
Figure 1.1: Output showing the successful installation of Rust

Installing Rust on Windows

To install Rust on Windows platform, you need to download and run rustup-init.exe. The installation instructions are given at https://www.rust-lang.org/tools/install. If you visit this site, you will notice that it has automatically detected your operating system as Windows and presents you the options to download 32-bit and 64-bit versions of rustup-init.exe, as shown in the following Figure 1.2:

[image: ]
Figure 1.2: Installing Rust on Windows

You need to download the executable appropriate to your operating system and follow the on-screen instructions to install Rust on your Windows system. You also need to install Microsoft C++ build tools. Follow the instructions at: https://visualstudio.microsoft.com/visual-cpp-build-tools. 

rustup installs rustc, cargo, rustdoc, rustup, and other standard tools to $HOME/.cargo/bin on Unix and %USERPROFILE%\.cargo\bin on Windows. It will be added to your $PATH environment variable.

Verifying installation

To confirm if rustc, cargo, and rustdoc have been installed correctly, run the following commands:

			rustc --version

			cargo --version

			rustdoc --version

Where:


	rustc is the Rust’s compiler. Usually, we do not run the compiler directly and let cargo invoke the compiler for us.


	cargo is Rust’s package manager and build tool. You can use cargo to start a new project, build and run your program, and manage any external libraries your code depends on. We will look at cargo in detail later in this chapter.


	rustdoc is the Rust’s documentation tool. rustdoc can generate nicely formatted HTML from documentation in comments. We usually let cargo run rustdoc for us.



Which will show the following output:

[image: ]
Figure 1.3: Checking rustc, cargo and rustdoc versions

Updating and uninstalling Rust

Updating and/or uninstalling the existing Rust installation is quite simple and straightforward.

To update Rust to the latest version, run the following command:

			rustup update

You should see an output similar to the one shown in the following diagram:

[image: ]
Figure 1.4: Updating Rust from Linux terminal

To uninstall Rust and rustup, run the command rustup self uninstall as shown in the following diagram:

[image: ]
Figure 1.5: Uninstalling Rust and rustup

Writing a Hello World program in Rust

Now that our setup is complete, we are ready to write our first program in Rust. We will be keeping all our projects in a directory: rust. So, let us create a directory rust from our Linux or macOS terminal:

			mkdir ~/rust

Next go to the directory rust, that we just created:

			cd ~/rust

Let us name our project as hello_world and create the project directory with the same name:

			mkdir hello_world

			cd hello_world

			
				
					
				
				
					
							
				Note: If you are working on a Windows system, you need to replace ~/ or $HOME with %USERPROFILE% and forward slash (/) with backward slash (\).

						
					

				
			

Next, we create a file main.rs inside the hello_world folder. The extension for Rust files is .rs:

			fn main() {

			    println!("Hello, world...");

			}

In the preceding code snippet, you can see the fn keyword which is used to denote the start of a function in Rust, and fn main() denotes a function main. The function main is different from other functions in the sense that main() is the first code that runs in any Rust executable. The function body is wrapped within curly braces ({<function body>}). Inside the function main, we have println!("Hello, world...");. It prints the text "Hello, world..." (that is, the string passed as parameter to println!) to the console. Then, we see the println! macro (! means it is a Rust macro and not a normal function).

Compile the source file main.rs using the command rustc main.rs as shown in the following Figure 1.6:

[image: ]
Figure 1.6: Executable file generated by rustc compiler

In the preceding diagram, you can see that an executable file main is generated by the rustc compiler. In the case of a Windows system, the name of the executable will be main.exe. Now you can run the executable using the following command:

			./main

In the case of Windows, you need to run the following command:

			.\main.exe

It prints the output "Hello, world..." to the terminal, as shown in the following Figure 1.7:

[image: ]
Figure 1.7: Output of Hello-world program in Rust

Working with cargo

cargo is the package manager and build system for Rust. It handles the building of your code and its dependencies. In our simple Hello World program, there were no dependencies, but as our program gets more and more complex, the role of cargo becomes more and more important. In our future lessons, we will be using cargo to manage our projects.

Creating a Hello World project with cargo

In the previous section we created a Hello World program, where we manually created the project directory and source file. We can avoid all these manual steps by using cargo. We can create the same project using cargo with the following commands:

			cargo new hello_world_cargo

The cargo new command creates a new project directory, along with its files within that directory. You can view the directories and files within hello_world_cargo in tree form, by going to the project directory and using the tree command, as shown in the following Figure 1.8:

[image: ]
Figure 1.8: Directory structure of hello_world_cargo project

In case you got any error, probably the tree program is not installed on your system. You can either install tree or just use the ls command to list the files. On Windows systems, the program tree is installed by default, but you need to pass the /f argument after tree to list files within directories.

			tree . /f

You can see that cargo has created two files, Cargo.toml and src/main.rs, and one directory, src. It has also initialized a Git repository for you. Git is the default version control system and can be changed via the --vcs flag.

You can run cargo new --help for more options.

Understanding Cargo.toml file

The Cargo.toml configuration file generated by cargo should look like the following:

[image: ]
Figure 1.9: Configuration file generated by cargo

See more keys and their definitions at https://doc.rust-lang.org/cargo/refrence/manifest.html.

The file Cargo.toml begins with a section called [package], followed by configuration details needed by cargo to compile your code—name, version, authors, and edition of Rust. If our program has dependencies on other libraries, it should be added to this file under the section [dependencies], and cargo will download and build those libraries for us. For this project, we do not need any dependencies. The format of this file is Tom’s Obvious, Minimal Language (TOML), which is cargo’s configuration format.

Dependencies can be of the following types:


	[dependencies]: These are the package libraries or binary dependencies. For example if you want to use base64, you can add it here via simple line like base64 = "*". Do not worry about syntax, you will be familiar with it later.


	[dev-dependencies]: These are dependencies; for example, tests and benchmarks. These are not propagated to other packages that depend on this package. Assuming that you want to use base64 only for your tests or benchmarks, but not in your target production code, so here you need to include your dependencies.


	[build-dependencies]: Through this section, you can specify dependencies on other cargo-based crates for use in your build scripts. These dependencies will be used for inside build.rs file. This file is a special Rust script that is executed during the build process of a Rust project. This file is a Rust script used to customize and automate build tasks like generating code, compiling external libraries, or performing configuration checks before the main compilation.


	[target]: This section is used for the cross-compilation of code for various target architectures. The target section in Cargo.toml is particularly useful for cross-compilation, where you need to adjust dependencies or settings based on the target platform.



The src/main.rs file generated by cargo should look like:

			fn main() {

			    println!("Hello, world!");

			}

The difference between cargo-generated project and our earlier Hello World project is that cargo places the main.rs file Inside the src directory, and it generates a Cargo.toml configuration file in the project’s directory. cargo creates a new Rust package for us and organizes it by putting the source files inside the src directory and other files not related to the code outside the src directory.

Building and running with Cargo

To build and run our program, we can use the cargo run command, as shown in the following diagram:
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Figure 1.10: Using cargo run to build and run our program

cargo invokes the Rust compiler rustc and runs the executable produced. The executable is placed in the target folder in the top-level directory inside the package. We can also build and run our program separately using cargo build, followed by running the executable or cargo run.

If you want to clean up the generated files, you can use the cargo clean command.

cargo also provides a command called cargo check, which quickly checks your code to make sure it compiles but does not produce any executable, as shown in the following diagram:
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Figure 1.11: Running cargo check to check if code compiles

Usually, cargo check is much faster than cargo build because it does not produce an executable. It can be useful if you need to check the code multiple times for compilability while writing the code.

In order to compile your project with optimizations, you can use the cargo build --release command. It will create an executable in target/release instead of target/debug.

There are four types of profiles for building a cargo package:


	dev: This is the default profile used by the cargo build command.


	release: The cargo build --release command enables the release profile, which is optimized for runtime speed. This is suitable for production releases.


	test: This profile is used by the cargo test command and is used to build test executables.


	bench: The cargo bench command is used to create a benchmark executable, which runs all functions annotated with the #[bench] attribute.



Conclusion

In this chapter, we learnt how to install Rust and its different components. We also saw how to update and uninstall existing Rust installation. The chapter also explained how to write, compile, and run a simple Hello World program in Rust. Additionally, you learnt how to use cargo tool to manage a project for you.

In the next chapter, you will get to know about some of the general programming constructs like variables, functions, data types, and control flow statements in Rust.

Questions


	What is rustup, and what is it used for?


	How can you check if Rust is installed on your system?


	How can you update and uninstall existing Rust installation?


	What is the use of fn keyword in Rust?


	What is cargo?


	What is cargo’s configuration format? What are the different types of dependencies added to this file?


	Name the four types of profiles for building a cargo package.



Points to remember


	Rust is installed and managed by the rustup tool. It installs rustc, cargo, rustdoc, rustup, and other standard tools to $HOME/.cargo/bin on UNIX and %USERPROFILE%\.cargo\bin on Windows.


	rustc is the Rust’s compiler.


	cargo is Rust’s package manager and build tool. You can use cargo to start a new project, build and run your program, and manage dependencies.


	rustdoc is the Rust’s documentation tool, which can generate nicely formatted HTML from documentation in comments.


	cargo new is used to start a new package with cargo.


	We use the cargo run command to build and run a program.


	The cargo check command checks your code to make sure it compiles but does not produce any executable.


	Tom’s Obvious, Minimal Language (TOML) is cargo’s configuration format.


	There are four types of profiles for building a cargo package: dev, release, test, and bench.



Join our book’s Discord space

Join the book's Discord Workspace for Latest updates, Offers, Tech happenings around the world, New Release and Sessions with the Authors:

https://discord.bpbonline.com
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CHAPTER 2Fundamentals of Rust Programming Language


Introduction

In the previous chapter, we wrote a simple program in Rust, where we printed a message to the console. This chapter covers some of the fundamental concepts of the language. Most of these concepts are common across other programming languages as well. We will cover concepts like variables, data types, functions, loops, and control flow statements.

Structure

In this chapter, we will cover the following topics:


	Variables


	Data types


	Adding comments


	Functions


	Control flow statements and loops


	Loops



Objectives

After completing this chapter, you will be able to understand some of the general programming concepts of Rust programming language. You will learn about variables, different types of data and mutability of variables. You will also learn about functions and control flow statements, that will help you in organizing your code.

Variables

A variable is a named storage location that maps a symbolic name to a value stored in the computer memory. Almost all the programming languages use variables for storing and manipulating data. The compiler replaces the variable names by the actual data location.

Declaring a variable

In Rust, a variable is declared using the keyword let, followed by the name of the variable, equal to sign (=), and a value. Let us declare a variable, assign a value to it and print its value, as shown in the following code snippet:

			fn main(){

			    let x = 2;

			    println!( "x = {}", x);

			}

The output of the preceding code, should be like the following:

			x = 2

In the preceding code snippet, the statement let x = 2; declares a variable with name x and a value of 2 associated with it. The keyword let creates a new variable x which can be accessed within the scope it was declared. The equal to sign assigns the value on its right side to the variable x on the left of it. Curly braces {} enclosed within quotes "{}" acts as a placeholder, that is replaced by the println! macro with the value of the second argument passed to it. Here the value of the variable x is 2, so {} is replaced with 2.

Mutability

Let us try to modify the value of the variable x that we declared earlier, and print the updated value of x, as shown in the following code snippet:

			fn main(){

			    let x = 2;

			    println!( "x = {}", x);

			    x = 3;

			    println!( "x = {}", x);

			}

If you try to run this code, you should get an error as shown in the following Figure 2.1:
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Figure 2.1: Error due to updating an immutable variable

The Rust compiler clearly states that the error is due to assigning a value twice to an immutable variable x. In Rust, all the variables are immutable by default, unless explicitly declared as mutable. The compiler further suggests that the error can be fixed by making the variable mutable using the keyword mut before the variable name, as shown in the following code snippet:

			fn main(){

			    let mut x = 2;

			    println!("x = {}", x);

			    x = 3;

			    println!("x = {}", x);

			}

Now, the code should work as expected and print the initial and updated values of variable x as shown in the following Figure 2.2:

[image: ]
Figure 2.2: Updating the value of a variable using the keyword mut

Data types

The way computers represent data is very different from the way we humans represent data. Computers represent data using a sequence of 0s and 1s, known as bits. A bit can represent two values—namely 0 and 1. A sequence of 8 bits is known as a byte. Let us understand it with an example. Let us say, there is sequence of bits 00101010. In decimal representation, this sequence of bits represents the number 42. The same sequence of bits can also be used to represent the character ‘*’. Therefore, we need to associate some extra information along with this sequence of bits, whether we want to represent the number 42 or the character ‘*’. This extra information, which states the type of data we want to represent is known as data type. Rust is a statically typed language, and the data types of variables must be known to the Rust compiler at the compile-time. Most of the time the data type of a variable can be inferred from its value, but that is not always possible to do so. In that case, the data type annotation must be added along with a variable declaration. A variable can be annotated with its type, by adding a colon (:) and data type after the name of the variable, as shown below:

			let x:i32 = 2;

Here, the type of the variable x is i32 i.e., signed integer using 32 bits of memory.

There are times, when the compiler gets confused, if the variables are not annotated with data types, as shown in the following code snippet:

			fn main(){

			    let x = "2".parse().unwrap();

			    println!("x = {}", x);

			}

Trying to run the preceding code snippet shall result in an error as shown in the following Figure 2.3:

[image: ]
Figure 2.3: Error due to missing type annotation

In the preceding error, the compiler says that type annotation is needed for the variable x. So, let us annotate type u32 to variable y in the preceding code and run it again. You will no longer see the previous error, and 10 gets printed to the console:

			fn main(){

			    let x:u8 = "2".parse().unwrap();

			    println!("x = {}", x);

			}

Output: x = 2

Now the error goes away and the program compiles successfully. Data types in Rust can be grouped into two broad categories: scalar and compound. Different data types in Rust is shown in the following Figure 2.4:

[image: ]
Figure 2.4: Data Types in Rust

Scalar data types

Data types like integers, floating-point, characters and Booleans fall under the category of Scalar data types. Let us explore all these scalar data types in some detail.

Integer

Integer data types represent numerical values which do not have a fraction. In Rust, depending on signed or unsigned values and the number of bits, integers can be represented in different ways, as shown in the Table 2.1:
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Table 2.1: Different types of integers in Rust

Signed integers use 1 bit for representing sign of the integer and the remaining bits for value. So, these can represent both positive and negative values. But unsigned integers use all the bits for representing the value. Therefore, they can only represent positive values. Unsigned integer data types start with the letter ‘u’(unsigned), followed by the number of bits. For example, u8 means unsigned integers using 8 bits of memory. Since all the bits are used to represent values, they can represent 256 or 28 different values, i.e., values from 0 to 255. Signed integer data types start with the letter ‘i’ (integer), followed by the number of bits required to represent this data type. For example, i8 means signed integers using 8 bits of memory. In this case, 1 bit is used to represent sign of the data, while the remaining 7 bits are used to represent the value of the data. Using 7 bits, 27 or 128 different negative and 128 non-negative values can be represented. Therefore, the range of values that can be represented using i8 is -128 to 127. Similar logic can be drawn for 16 and higher bit integers. The default integer type for an integer value in Rust is i32, i.e., if we do not annotate integer data type to a variable having an integer value, Rust compiler will associate an i32 with the variable.

			let i = -2;

Here, the data type of the variable i is not specified. Therefore, the Rust compiler associates an i32 to it by default. So, it is okay to store a negative value.

Now, let us try to assign a few invalid values to different integer variables:

			let u: u8 = -2;

Output: error[E0600]: cannot apply unary operator `-` to type `u8`

Here, we are explicitly making 'u' as an unsigned integer. Therefore, it cannot accept a negative value:

			let u:u8 = 300;

Output: error: literal out of range for `u8`

Here, the data type of variable 'u' is u8 i.e., it can accept a maximum value of 255. But we are trying to assign it a value of 300. Therefore, it produces an error out of range. In this case the overflow occurred during the variable assignment itself, but the overflow can occur in other cases as well. For example, initial assignment to a mutable variable was within the valid range, but later we tried to increase or decrease the variable’s value so that it got out of range, as shown in the following code snippet:

			let mut u:u8 = 254;

			u = u+2;

Output: thread 'main' panicked at 'attempt to add with overflow'

Rust prevents all these operations at compile-time itself, as opposed to some of the other systems programming languages like C++ which allow these operations, resulting in various bugs due to invalid data later in the program execution.

Floating-point

Floating-point data types are used to store numbers with decimal point values. Rust provides two variants of floating-point data types namely f32 and f64, using 32 bits and 64 bits respectively for representing floating-point values. The f32 values are also known as single-precision values, whereas the f64 values are termed as double-precision values. The default data type for floating-point values in Rust is f64. Let us consider the following code snippet:

			fn main() {

			    let a = 1.5;

			    let b: f32 = 2.5;

			}

			 , a is f64 and b is f32.

Boolean

Boolean data type is used to store binary values: true and false. The size of a Boolean variable is 1 byte. Boolean variables are often used in conditional expressions like:

			if ([condition_1]) {

			    // do some action

			}

Data type to a Boolean variable is assigned using the keyword bool keyword, as shown in the following code snippet:

			fn main() {

			    let f = false;

			    let t: bool = true;

			}

Characters

Char data type is used to represent a single character like a letter or a number. Characters in Rust are Unicode scalar values and 4 bytes in size. This is different from languages like C++, where characters are represented by 1 byte. Since char in Rust takes 4 bytes and is a Unicode value, we can represent much more than simple letters, like emojis and so on. Character literals are written within single quotes like a, 5, and so on. Character 5 is different from number 5. Arithmetic operations like addition and subtraction cannot be applied to 5 like integers and floats:

			fn main() {

			    let first_char = 'B';

			    let second_char = '2';

			    let third_char = '\u{2A}';

			    println!("first_char = {}, second_char = {}, third_char = {}", first_char, second_char, third_char);

			}

Output: first_char = B, second_char = 2, third_char = *

In the preceding code snippet, the Unicode value 2A corresponds to the asterisk character i.e., '*'.

Compound data types

So far, we have been working with variables with scalar data types, which store single values. A variable can also store multiple values. For that we need to assign a compound data type to the variable. Two primitive compound data types are supported in Rust, namely tuples and arrays.

Tuples

Tuples are compound data types that store a collection of related items. Unlike arrays, tuples can store a mix of data types. Elements in a tuple are stored as comma-separated values, enclosed within a pair of parentheses. Tuples are of fixed length and cannot grow or sink once declared. Elements of tuple follow zero-based indexing, i.e., the first value is stored at index 0, the second value at index 1 and so on. To access the value of an element at a particular index, we can write tuple name followed by a period (.) and the index, as shown in the following code snippet:

			fn main() {

			    let t = (2.5, 'b', 2);

			    let second_elem = t.1;

			    println!("Second element = {}", second_elem);

			}

Output: Second element = b

The elements of a tuple are stored with their data types. Therefore, in the preceding code snippet, the element 2.5 is stored as f64, element 2 is stored as i32 and so on. In case you want to associate different data types to elements, you must explicitly annotate types, as shown in the following code snippet:

			let t:(f32, char, u8) = (2.5, 'b', 2);

Just like scalar data types, tuples are immutable by default, i.e., their values cannot be changed once assigned. If you want to make changes to the elements of a tuple, then the tuple must be declared as mutable:

			fn main() {

			    // Immutable tuple

			    let t = (2.5, 'b', 2);

			    

			    // This will compile and work fine: Accessing an element

			    let second_elem = t.1;

			    println!("Second element (immutable) = {}", second_elem);

			    

			    // This will not compile, because the tuple is immutable:

			    // t.1 = 'c';  // Error: cannot assign to `t.1`, as `t` is not mutable

			    // Mutable tuple

			    let mut t_mut = (2.5, 'b', 2);

			    

			    // You can change individual values in a mutable tuple

			    t_mut.1 = 'z'; // Reassign the second element to a new char value

			    println!("Second element after mutation = {}", t_mut.1);

			    

			    // You cannot change the size or the types of the tuple:

			    // t_mut.2 = "hello"; // Error: expected `i32`, found `&str`

			    

			    // Also, you can't change the tuple's size:

			    // t_mut = (1.0, 'a'); // Error: expected a tuple of 3 elements, found 2 elements

			}

Output: Second element (immutable) = b Second element after mutation = z

Arrays

Arrays are compound data types that store a collection of elements having the same data type. Elements of are stored sequentially, in a contiguous section of memory. The length of an array is fixed, and how much memory to allocate should be known to the compiler. These cannot be resized dynamically. Just like tuples, arrays in Rust also follow zero-based indexing, i.e., the first element is stored at index 0, the second element at index 1, and so on. The values of an array are enclosed inside a pair of square brackets and are separated by commas. The way to access an element of an array at a given index is to enclose the index within a pair of square brackets after the variable name, as shown in the following code snippet:

			fn main() {

			    let ar = ['a', 'b', 'c'];

			    println!("First element = {}", ar[0]);

			}

Output: First element = a

Just like any other variable, an array is immutable by default. Therefore, if you want to update an element of an array, the array must be declared as mutable. Let us create a mutable array of three integers, and let us say you want to update the value of third element later in the code, then you should do something like the following code snippet:

			fn main() {

			    let mut ar = [1, 2, 3];

			    ar[2] = 30;

			    println!("Third Element = {}", ar[2]);

			}

If you run the preceding code snippet, you shall see the output as shown in the following Figure 2.5:

[image: ]
Figure 2.5: Updating an element of an array

The output clearly shows that the third element of array ar has been updated to a value of 30.

So far, we have been initializing the array while declaring it. What if we do not have all the values during the array declaration? No issues, Rust supports declaring a variable without assigning a value, provided a data type is specified, as shown below:

			let ar : [u8; 3];

The preceding statement will create an array of 3 unsigned 8-bit integers. However, you cannot use the array yet. You need to initialize the array with its elements before using, otherwise the compiler throws an error:

			println!("ar[0] = {}", ar[0]);

Output: error[E0381]: use of possibly uninitialized variable: 'ar'

The array ar can be initialized as: ar = [0, 0, 0];. This way of initializing an array is fine for an array with few elements. But, if there are a large number of elements in the array, and we wanted to initialize it with same value, it is advisable to use a repeat expression, as shown in the following code snippet:

			fn main() {

			    let ar : [u8; 3];

			    ar = [0; 3]; // same as ar = [0, 0, 0]

			    println!("First element = {}", ar[0]);

			}

Output: First element = 0

Now, let us see what happens when we try to access the array beyond the last element:

println!("{}", ar[3]);

Output: error: this operation will panic at runtime

			 --> src/main.rs:6:20

			  |

			6 |     println!("{}", ar[3]);

			  |                    ^^^^^ index out of bounds: the length is 3 but the index is 3

			  |

The array ar has only 3 elements, so the valid indices are from 0, 1 and 2. However, we are trying to access the 4th element, which does not exist. So, the compiler throws an error index out of bounds. The compiler does its best and tries to prevent a future error scenario. Let us try to fool the compiler to accept an invalid index. Instead of passing the index 3 directly, we will use a variable to store the length of the array, and then pass this variable as index to the array ar, as shown in the following code snippet:

			fn main() {

			    let ar = [10, 20, 30];

			    let idx = ar.len();

			    println!("{}", ar[idx]);

			}

This code compiles fine, but panics at run-time, as shown in the following Figure 2.6:
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Figure 2.6: Output showing ‘index out of bounds’ error at runtime

The preceding example shows how Rust prevents invalid memory access and ensures memory safety, unlike many other low-level programming languages that allow it. Allowing invalid access can lead to memory access bugs which may be difficult to debug.

Adding comments

Comments are used to add extra information to the code that makes it easy for other programmers who are working on the same codebase. Comments do not impact the compilation of the code and are ignored by the compiler. There can be two types of comments in the code namely single-line and multi-line.

Single-line comments

Single-line comments span a single line in the source file. They start with a double forward slash (//) and continue till the end of the line. They can be written in a separate line or can be added after a code statement as shown below:

			// This single-line comment spans the entire line

			let a = 5; // This single-line comment is added after a code statement

Multi-line comments

Multi-line comments span across multiple lines in the code. The syntax for adding a multi-line comment in Rust is similar to that of many other systems programming languages, i.e., they are enclosed within /* and */:

			/* This comment

			   Spans across

			   Multiple lines. */

Functions

Functions are used to organize sections of code which are related into modules so that they can be reused. We have already seen a the function main(), which is a special function that is present in every Rust program. This function acts as the entry point for program execution. In Rust you declare a function using the fn keyword, followed by name of the function and a pair of parentheses enclosing the optional arguments to the function. The type of each parameter must be specified. The core logic of the function is enclosed within a pair of curly braces. So, the syntax for defining a function looks like:

			fn function_name(arg1: type, arg2: type, …) {

			    // Function body

			    // Core logic goes here

			}

			
				
					
				
				
					
							
				Note: If you need to use multiple words as the name of a function, it is recommended to separate the words with an underscore and use lowercase English letters.

						
					

				
			

Once we have defined a function, we can call it multiple times with same or different values for function arguments. The way to call a function is to write function name followed by function argument value(s). Let us define a couple of functions func_a() and func_b() which take zero and two arguments respectively. Then, we call these functions from the main() function, as shown in the following code snippet:

			// func_a: No parameters

			fn func_a(){

			    println!("func_a called...");

			}

			// func_b : two parameters

			fn func_b(a : u8, b : f64){

			    println!("func_b called... {}, {}", a, b);

			}

			fn main() {

			    func_a();

			    func_b(5, 1.5);

			    func_b(3, 5.0);

			}

Output:

			func_a called...

			func_b called... 5, 1.5

			func_b called... 3, 5

The function body consists of instructions which can be statements or expressions. Statements perform some action without returning a value. A statement is written as an instruction, followed by a semicolon (;). Consider the following example:

			let x = 5;

This instruction is a statement because it assigns a value 5 to variable x but does not return any value. So, the assignment of x = 5 to another variable y, cannot be done, i.e., y = x = 5; is not allowed. Expressions on the other hand evaluate to produce a resulting value which can be used later in the program. Expressions do not end with a semicolon. If a semicolon is added, it will turn into a statement. For example, 2+3 is an expression that evaluates to a resulting value of 5, but 2+3; is a statement. Expressions generally exist as part of a larger statement. Let us see an example:

			let a = x + y;

Here, x + y is an expression that produces a value, which is used to assign to a variable a. The complete instruction is a statement that does not return any value. So far, we have worked with functions that perform some action and terminate. However, functions can also return value(s) to the code that called the function. If a function is expected to return a value, the type of value returned by must be added to the function declaration after the symbol ->, as shown in the following code snippet:

			fn sum(x : i16, y : i16) -> i16 {

			    return x + y;

			}

			fn main() {

			    let result = sum(5, 10);

			    println!("The sum of 5 and 10 = {}", result);

			}

Output: The sum of 5 and 10 = 15

In the preceding code snippet, the function sum accepts two inputs of type i16 and returns a value equal to the sum of the input values, which is also of the same type. If the function is expected to return multiple values, a tuple can be used as the return type of the function.

Let us define a different version of the sum function named sum_v2 that returns not just the sum of the input values but a triplet of the two input values, and their sum. So, the return type is a tuple of three i16 values, as shown in the following code snippet:

			fn sum_v2(x : i16, y : i16) -> (i16, i16, i16) {

			    return (x, y, x + y);

			}

There is an alternate way of returning a value from a function that does not involve the use of an explicit return statement. The result that is produced by the final expression inside the function body is returned by the function. Let us use this alternate syntax to modify our earlier function sum:

			fn sum(x : i16, y : i16) -> i16 {

			    x + y

			}

Control flow statements and loops

Sequential execution of instructions, which we have been working with till now is fine, but quite often, certain pieces of code need to be executed depending on certain conditions. Besides, we may also need to execute some piece of code multiple times. These requirements are met using control flow tools like if expression and loops.

if expression

An if expression is used for conditional execution of certain pieces of code. The way to use it is:

			if <condition: boolean> {

			    // code to execute

			}

Let us understand it with the help an example, as shown in the following code snippet:

			fn main() {

			    let a = 10;

			    if a == 10 {

			        println!("a is 10");

			    }

			    if a != 10 {

			        println!("a is NOT 10");

			    }

			}

Output: a is 10

In the preceding code snippet, we have a variable a, followed by two if conditions which check the value of a. If the value of a is equal to 10 then the first conditional block is executed, which prints a is 10. Otherwise, the second conditional block is executed, which prints a is NOT 10. In the preceding case, a is equal to 10, so the first code block executes.

			if ... else

In the previous example for if expression, we had two conditional blocks which were mutually exclusive, i.e., both the conditions cannot be true simultaneously. The first condition evaluates to true if the value of the variable 'a' is equal to 10, whereas the second condition evaluates to true if it is not equal to 10. For such scenario, the better way of writing the code is to use the if…else expressions, instead of writing the whole conditions with if blocks, as shown in the following code snippet:

			fn main() {

			    let a = 10;

			    if a == 10 {

			        println!("a is 10");

			    } else {

			        println!("a is NOT 10");

			    }

			}

			Output: a is 10

			if ... else if

If you need to handle multiple conditions in the code which are non-overlapping, you can use if…else if construct, which involves an if block followed by one or more else if blocks and finally an optional else block. Let us take an example, where we need to handle the grades obtained by students in a class based on the marks obtained by them in each subject. The grades can be A, B, C, D and F. So, the function to find and print the grade can be defined as shown in the following code snippet:

			fn find_grade(marks: u8){

			    if marks >= 85{

			        println!("Grade obtained: A");

			    } else if marks >= 70{

			        println!("Grade obtained: B");

			    } else if marks >= 55{

			        println!("Grade obtained: C");

			    } else if marks >= 40{

			        println!("Grade obtained: D");

			    } else {

			        println!("Grade obtained: F");

			    }

			}

			fn main() {

			    let marks = 78;

			    find_grade(marks);

			}

Output: Grade obtained: B

In the preceding code snippet, we want to find the grade corresponding to 78 marks obtained by a student in a subject. We call the find_grade() function and pass the marks as its parameter. When the find_grade function starts execution, it first checks if the value of the marks argument is 85 or more. Since the marks is less than 85 it goes to the next else if block, where it checks if the marks obtained is 70 or more. This condition evaluates to true and so, the code inside this block is executed, which prints 'Grade obtained: B'. Other blocks of code will not be checked, and program will terminate.

Loops

Sometimes, we want to execute a block of code multiple time. We can use loop, while and for to do so in Rust.

loop

Code inside a loop block keeps on running indefinitely until explicitly stopped by breaking out of the loop based on some condition, or the program is terminated. To exit out of the loop, you can use the break keyword, as shown in the following code snippet:

			fn main() {

			    let mut a = 5;

			    loop {

			        a -= 1;

			        println!("a = {}", a);

			        if a == 2 {

			            break;

			        }

			    }

			}

Output:

			a = 4

			a = 3

			a = 2

You can also pass a value after the break expression. This value will be returned from the loop block which can be assigned to a variable as shown in the following code snippet:

			fn main() {

			    let mut a = 5;

			    let result = loop {

			        a -= 1;

			        println!("a = {}", a);

			        if a == 2 { 

			            break 2*a; 

			        }

			    };

			    println!("Returned value = {}", result);

			}

Output:

			a = 4

			a = 3

			a = 2

			Returned value = 4

while loop

If you want a block of code to keep on running until certain condition becomes false, you can use a while loop. The while loop works like:

			while condition is true {

			    execute this code block

			}

Let us see the following code snippet to understand while loop:

			fn main() {

			    let mut a = 5;

			    while a > 2{

			        a -= 1;

			        println!("a = {}", a);

			    }

			}

Output:

			a = 4

			a = 3

			a = 2

for loop

One of the common operations is iterating over the elements of a collection. For this you can use a while loop and a counter going from 0 to the length of the collection. But this approach of iterating the elements of a collection is prone to bugs if the indices are incorrectly accessed or the counter is not updated properly. So, Rust provides another type of loop called for loop, which is much safer and faster. The for loop can be used as shown in the following code snippet:

			fn main() {

			    let values = [1, 2, 3, 4];

			    for val in values.iter(){

			        println!("value = {}", val);

			    }

			}

Output:

			value = 1

			value = 2

			value = 3

			value = 4

Conclusion

In this chapter, we explored some of the general programming concepts in Rust. We learnt about variables, variable declaration, mutability of variables, and data types. Then, we learnt about different data types in Rust namely, integers, floats, Booleans, characters, tuples, and arrays. We also saw how to add different types of comments in the code. Then, we explored how functions can help us organize related sections of code. Finally, we studied control flow tools like if expressions and different types of loops supported by Rust.

In the next chapter, we will study the Ownership principle in Rust and understand how it helps in effective memory management and ensures memory safety.

Questions


	Does the following Rust program compile? If not, why not and how can it be corrected?

fn main() {

    let a = 2;

    let b = 3.0;

    println!("Sum of a and b = {}", a+b);

}


	You have an array of four floats. Implement the function find_mean() which calculates the mean of all the elements of the array, as shown in the following code snippet:

fn main() {

    let ar = [2.5, 3.0, 4.5, 2.0];

    println!("Mean of all the elements of ar = {}", find_mean(ar));

}


	Write down the output of the following Rust program?

fn main() {

    let mut a:i8 = 125;

    a = a+3;

    println!("a = {}", a);

}


	State True or False for the following statements:


	f32 is the default data type for floats


	Here, let a = 5; data type of x is i8


	Floats are compound data types


	Statements in Rust do not produce a result


	What is Shadowing in Rust?





Points to remember


	Variables are a way of associating a symbolic name in our code to a value stored in computer memory. These can be declared using the let keyword, for example, let a = 5; where a is the variable name, and 5 is the associated value.


	By default, variables in Rust are immutable, that is, their values cannot be changed once assigned. We can make them mutable with the mut keyword.


	Data types can be of several types, like integers, floating-point numbers, Booleans, characters, tuples, and arrays.


	Integers represent numbers without fraction and can be represented based on the number of bits and sign.


	Floating-point data type is used to represent numbers with decimal points, which are f32 and f64, having 32 bits and 64 bits in size, respectively.


	Boolean data type stores two possible values, True and False, and are 1 byte in size.


	Char data type is used to represent a single character like a letter or a number. These are Unicode scalar values and 4 bytes in size.


	Compound data types like arrays and tuples group a collection of related items together. Tuples can hold a mix of data types, unlike arrays, which store elements of the same data type. These are stored in a fixed-length contiguous section of memory. These follow zero-based indexing, that is, the first element is at index 0, the second element is at index 1, and so on.


	Functions help us organize related sections of code into reusable modules. A function in Rust is declared using the fn keyword, followed by the function name and a pair of parentheses and optionally, arguments, and a function body.


	Control flow tools like the if expression and loops help execute certain pieces of code depending on some conditions or repeat certain pieces of code multiple times.
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CHAPTER 3Ownership and Memory Management


Introduction

Just like any other programming language, Rust also has a way of managing the memory used by programs. This chapter discusses ownership—a unique feature of Rust, which enables it to ensure memory safety, and does not require a garbage collector. Some related concepts like references, borrowing and slices are also covered in the chapter.

Structure

This chapter covers following topics:


	Rust’s ownership principle


	Stack vs. heap memory allocation


	String


	Move, clone, and copy


	References and borrowing


	Slice



Objectives

After reading this chapter, you should be able to understand Rust’s ownership principle and how is program memory managed in Rust. You will learn how memory safety is ensured by Rust’s unique ownership approach. Finally, you should be able to understand the concepts of references, borrowing and slices.

Rust’s ownership principle

All the programming languages have some mechanism by which they manage the computer’s memory used by programs. Some languages like C and C++ leave the allocation and release of memory to the programmers. Although this approach gives a lot of power and control to the programmers, it increases the odds of introducing memory bugs like invalid memory access and memory leaks. Some other languages like Python and Java have garbage collector, which periodically looks for memory that is not being used and clean it. However, this approach can be quite inefficient and controlling when the garbage collector runs is not possible. Rust takes a different and unique approach of managing the program memory, which is called ownership. In this approach, variables are made responsible to free up the resources they are using, based on certain rules. These rules can be checked at compile time by the Rust compiler, and it does not slow the program down at runtime. These rules state that:


	There can be one and only one owner (variable) to a value:

let a = 2; // The owner of the value 2 is the variable 'a'


	As soon as a variable owning a value goes out of scope, the memory is released, and the value is dropped, as shown in the code snippet below:

fn main() {

    {  // Beginning of scope

        let x = String::from("abcd"); // x comes into scope

        println!("x = {}", x);

    }  // End of scope. Value of x is dropped

}



			
				
					
				
				
					
							
				Note: Scope of a variable or variable scope is a section of code where the variable is valid. When a variable comes into a scope, it becomes valid and remains valid until its scope ends.

						
					

				
			

Stack vs. heap memory allocation

Your code uses segments of memory called stacks and heaps at runtime. The way values are stored in these segments of memory is quite different. In stacks, values are stored in order of their arrival, and removed in reverse order, i.e., the value that arrived the last is the one that gets removes first. This approach is known as last-in first-out (LIFO). Let us take an example from real life to understand the behaviour of stack operations. When you put a plate on a stack of plates, it is quite natural to put it on the top, and when you need a plate, you pick it from the top. A stack works in similar fashion. The operations corresponding to adding an item to a stack and removing an item from the stack are known as push and pop operations respectively. These operations are illustrated in Figure 3.1:

[image: ]
Figure 3.1: Push and Pop operations on a stack

Pushing and popping data to and from a stack is very fast. But the data stored on stack are expected to have a fixed size. The compiler should be able to estimate the size of data to be stored. In case it is not possible to figure out the size of data at compile time or the size of data can change dynamically, then it cannot be stored on stack. Instead, the data should be stored on the heap.

If you need to store data in the heap, you must first request the memory allocator to allocate a certain amount of space in the heap. The allocator looks for an unused space in the heap, and if space is available, it returns a pointer to that location. This pointer can then be used to access the data stored at that location. Accessing data from heap is relatively slower as compared to accessing data stored on a stack, as it involves dereferencing a pointer to reach it. Likewise, storing data in the heap is slower, as it involves a series of steps like searching for free space, storing data, and keeping track of the spaces that are used or unused.

String

So far, we have been working with data types that have fixed size, which is known to the compiler. These values are stored on stack and are popped out when they go out of scope. To understand the ownership principle, we need to investigate a data type whose size cannot be known to the compiler and is stored on the heap. Data types like vectors, string, box, or user-defined custom types fall into this category. In this chapter, we will be using the String data type to understand how ownership works. Strings are a sequence of characters, and Rust provides two ways of working with them. We have already worked with string literals in some of our examples, which are a sequence of characters enclosed within double quotes, like “rust”. These are hardcoded by the compiler into the executable and gets loaded into the memory when the program runs. String literals are simple and easy to work with but have certain limitations. One of the limitations is that their value cannot be changed once assigned, i.e., they are immutable. Also, their value should be known at the compile time. Therefore, string literals cannot be used to work with strings that are dynamically generated at runtime. The space required to store such strings is not known until the program runs. For such use-cases, we need to work with String data type in Rust, instead of string literals. Data with String data type is stored in heap memory. This makes string as mutable, and it can be dynamically updated at runtime. The String::from() function can be used to create a string, as shown in the following code snippet:

			fn main() {

			    let mut x = String::from("Hello");

			    x.push_str(" Rust");

			    println!("string = {}", x);

			}

Output of the code: string = Hello Rust

The from function is accessed from the String namespace using the :: operator. Let us try to understand memory allocation and the underlying data of String. It will help us understand why a String can be mutated while a string literal cannot.

Memory allocation for string

String type is mutable, and the text can be changed dynamically at runtime. The space requirement is not known at compile time. Therefore, some space needs to be allocated on the heap to store it. Working with String involves requesting of memory from the allocator and returning it back to the allocator when it is no longer in use. The former step is done by the programmer: we called the function String::from to request memory. The later step is handled by different programming languages in different ways. Some languages have a garbage collector to keep track of the unused memory and free it. Some other languages leave the responsibility of releasing the memory when not used to the programmer. Failing to free the memory properly can result in different memory bugs:


	Memory leaks: Memory is not released even if it is not used anymore


	Freeing the memory early


	Freeing the memory twice



Rust takes a different approach and avoids these possible memory bugs. As soon as the scope of a variable that owns a piece of memory ends, a function called drop is called and the memory is freed automatically. The code to return the memory is defined in the drop function:

			fn main() {

			    let x = String::from("hello rust");

			} // scope of x ends here. So, x is dropped

Move, clone, and copy

Move, clone and copy are fundamental concepts in the Rust’s ownership principle. In this section we will learn about these concepts and understand the meaning of moving, copying and cloning of values in Rust.

Move

Primitive data types like integers, Booleans and chars implement the copy trait. So, when a variable of primitive data type is assigned to another variable, their value is copied. For data types which do not implement the copy trait, their values are moved instead of getting copied by default. For example, all the operations for data types like String and vector are move operations. Let us see a few examples to understand it better:

			let x = 10;

			let y = x;

In the preceding code snippet, we assign a value of 10 to the variable x, which is then copied to y when we assign x to y: let y = x; Now, both the variables x and y have a value of 10. Since, the value of these variables is known at the compile-time, they are pushed to the stack memory. Now let us consider a similar example with variables of String data type:

			let s1 = String::from("hello");

			let s2 = s1;

Let us see how data is stored in memory for String data type. In the preceding code snippet, when String::from("hello") requests the allocator for memory to store the text "hello" on the heap. The allocator looks for space in the heap, allocates the space to store the text "hello" and returns a pointer to the start of that memory buffer back to our program. The pointer that is returned, together with the length and capacity form the components of a string. The length denotes the number of bytes stored in the internal buffer and capacity denotes the size of the buffer. Components of the string are stored on the stack, while its contents are stored in the buffer that is on the heap, as shown in Figure 3.2:
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Figure 3.2: Memory representation of String

The pointer, length and capacity of the string can be printed using the methods as_ptr(), len(), and capacity() respectively, as shown in the following code snippet:

			fn main() {

			    let s1 = String::from("hello");

			    println!("s1 = {}", s1);

			    println!("pointer = {:?}, length = {}, capacity = {}", s1.as_ptr(), s1.len(), s1.capacity());

			}

Output:

			s1 = hello

			pointer = 0x5560cda9fad0, length = 5, capacity = 5

When you run the program multiple times, the memory address printed for the pointer s1.as_ptr() can differ each time because the pointer’s value represents a dynamically allocated memory address, and because of operating systems employ address space layout randomization (ASLR) and other dynamic allocation mechanisms, this address changes between program executions. ASLR ensures that memory addresses are not predictable, making it harder for malicious actors to exploit memory-related vulnerabilities.

Now let us see what happens when we assign the string s1 to another string s2. The values on the stack i.e., pointer, length and capacity are copied, whereas the data stored on the heap is not copied. The memory representation after assigning s1 to s2 looks like the one shown in the Figure 3.3:
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Figure 3.3: Memory representation when string s1 is assigned to s2

This behaviour can be verified with a sample example as shown in the following code snippet:

			fn main() {

			    let s1 = String::from("hello");

			    println!("s1 = {}", s1);

			    println!("{:?}, {}, {}", s1.as_ptr(), s1.len(), s1.capacity());

			    let s2 = s1; // assign s1 to s2

			    println!("s2 = {}", s2);

			    println!("{:?}, {}, {}", s2.as_ptr(), s2.len(), s2.capacity());

			}

Output:

			s1 = hello

			s1: pointer = 0x562e34eb6ad0, length = 5, capacity = 5

			s2 = hello

			s2: pointer = 0x562e34eb6ad0, length = 5, capacity = 5

The output clearly shows that the pointer, length, and capacity for the strings s1 and s2 are the same. But the question that may naturally come to your mind is: Who owns the data on the heap? Is it s1 or s2 or both? The ownership rule states that there can be only one owner to a value. So, is it allowed to have two owners here? If yes, which owner should free the data? Let us try to figure out the answer to these questions, with the help of an example. Let us try to print the value of string s1 or one of its components after the assignment of s1 to s2, as shown in the following code snippet:

			fn main() {

			    let s1 = String::from("hello");

			    println!("s1 = {}", s1);

			    let s2 = s1; // assign s1 to s2

			    println!("s2 = {}", s2);

			    println!("s1 = {}", s1);

			}

Output of the preceding code snippet is shown in below in Figure 3.4:
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Figure 3.4: Error due to accessing string s1 after it has been assigned to s2

The output clearly says that there is an error due to borrow of moved value s1. The String type does not implement the Copy trait. So, the value of s1 is moved instead of copied. Here s1 is invalidated and the pointer, length and capacity are not copied. The move operation prevents memory errors arising due to double free by ensuring single ownership of the underlying string data. The memory representation of s1 and s2 after s1 is assigned to s2 is shown in Figure 3.5:
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Figure 3.5: Memory representation of s1 and s2 after s1 is moved to s2

Exact same behaviour can be seen when values are passed to functions. Passing a value of type String, vector, etc. makes them unusable in the original scope as they are moved. On the other hand, if a value of type integer is passed as an argument, it is still usable in the original scope since its value is copied. Let us verify this behaviour with the help of an example as shown in the following code snippet:

			fn main() {

			    let s1 = String::from("hello");

			    str_foo(s1);

			    //println!("s1 = {}", s1); // ERROR: s1 is moved

			    

			    let i1 = 5;

			    foo_int(i1);

			    println!("i1 = {}", i1); // Ok

			}

			fn str_foo(s2: String) { // s2 enters the scope

			    println!("s2 = {}", s2);

			} // s2 exits the scope, 'drop' is called

			fn foo_int(i2: i32) {

			    println!("i2 = {}", i2);

			}

Output:

			s2 = hello

			i2 = 5

			i1 = 5

When a value of type String is returned from a function, it is moved to the scope enclosing the function call. The behaviour can be verified with the following code snippet:

			fn main() {

			    let s1 = create_string();

			    println!("Created string = {}", s1);

			}

			fn create_string() -> String {

			    let s2 = String::from("rust");

			    s2 // s2 is moved

			}

Output:

			Created string = rust

Clone

There may be cases where we need to make a deep copy of data, i.e., copying the stack as well as heap data. The clone method can be used to do so, as shown in the following code snippet:

			fn main() {

			    let s1 = String::from("hello");

			    let s2 = s1.clone();

			    println!("s1 : {}, {:?}, {}, {}", s1, s1.as_ptr(), s1.len(), s1.capacity());

			    println!("s2 : {}, {:?}, {}, {}", s2, s2.as_ptr(), s2.len(), s2.capacity());

			}

Output:

			s1 : hello, 0x5588b84d3ad0, 5, 5

			s2 : hello, 0x5588b84d3af0, 5, 5

The output clearly shows that the pointers for the internal buffers storing the string "hello" on the heap are different for s1 and s2. This indicates that the data has been cloned. The memory state after the cloning happens is depicted in Figure 3.6:
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Figure 3.6: Memory representation after s1 is cloned to s2

Copy

Size of data types like integers is known at compile time. Therefore, they are stored on the stack. If an integer is assigned to another integer, the data is copied. Therefore, assignment is equivalent to clone for this case, as shown in the following code snippet:

			fn main() {

			    let i1 = 5;

			    let i2 = i1.clone();

			    let i3 = i1;

			    println!("i1 = {}, i2 = {}, i3 = {}", i1, i2, i3);

			}

Output: i1 = 5, i2 = 5, i3 = 5

The Copy trait is implemented by data types like integer, floating-point, Boolean, character, and tuples of types that implement Copy trait, e.g., (i32, i32). In Rust, these types are called Copy types. Copy trait can be placed on types stored on stack. When Copy types are passed to functions, they exhibit similar behaviour.

References and borrowing

The value of a String type is moved to the function’s scope when it is passed as an argument to a function, and its value is no longer usable in the original scope. If we want to use it in the original scope after the function call, then the function should return the string back as one of its return values. This seems to be a tedious process for a simple task. The good news is that we do not need to do all of this. References are supported in Rust, that allows functions to access values without owning them. To use references a function should be declared with its parameters as references. The references shall be passed with ampersand (&) sign, as shown in the following code snippet:

			fn main() {

			    let x = String::from("hello");

			    foo_str_ref(&x); // x is passed as a reference

			    println!("main: {}", x); // x is borrowed

			}

			fn foo_str_ref(s: &String) { // s : String reference

			    println!("foo_str_ref : {}", s);

			}

Output:

			foo_str_ref : hello

			main: hello

In the preceding code snippet, the function foo_str_ref takes a string reference (&String) instead of String as a parameter. While invoking the function call also we pass &x instead of x to the function foo_str_ref. Therefore, the string x can be used in the original scope even after call to foo_str_ref. Writing &x creates a reference to x without transferring its ownership. As a result, it is not dropped when it goes out of scope. When functions have references as parameters it is just borrowing the values instead of owning them.

References are immutable by default, i.e., the borrowed value cannot be changed. Trying to do so, results in compiler error. Let us try to update the value of a string passed as reference to a function, as shown in the following code snippet:

			fn main() {

			    let s = String::from("hello");

			    update_string(&s);

			    println!("Updated string = {}", s);

			}

			fn update_string(s: &String) {

			    s.push_str(" rust");

			}

The output of the preceding code snippet is shown in Figure 3.7:
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Figure 3.7: Error due to updating an immutable reference

The error in Figure 3.7 says that 's' could not be borrowed as mutable. It further suggests changing the string 's' to &mut String, i.e., a mutable reference. Therefore, let us change the function parameter from &String to &mut String. We also need to make the variable 's' mutable in the function main, and need to pass its mutable reference to the function update_string, as shown in the following code snippet:

			fn main() {

			    let mut s = String::from("hello");

			    update_string(&mut s);

			    println!("Updated string = {}", s);

			}

			fn update_string(s: &mut String) {

			    s.push_str(" rust");

			}

Output:

			Updated string = hello rust

Only one mutable reference to some data is allowed in a given scope. This is done by Rust to prevent data races. However, there can be multiple immutable references if there is no mutable reference to that data in the given scope. Let us look at some examples showcasing the use of mutable and immutable references, as shown in Table 3.1:

			
				
					
					
				
				

							
							Code example

						
							
							Correct/Incorrect

						
					


	
let mut x = String::from("hello");

let ref1 = &x;

let ref2 = &x;

						
							
							Correct

						
					


	
let mut x = String::from("hello");

let ref1 = &mut x;

						
							
							Correct

						
					


	
let mut x = String::from("hello");

let ref1 = &x;

let ref2 = &mut x;

						
							
							Incorrect

						
					


	
let mut x = String::from("hello");

{

    let ref1 = &mut x;

} // scope of ref1 ends here

let ref2 = &mut x;

						
							
							Correct

						
					

				
			

Table 3.1: Examples showing use of references in Rust

Slice

A slice in Rust is a reference to a sequence of elements of a collection like String or vector. It does not have ownership of the data. These sequences are contiguous and are created using a start index and an end index, written as [start_idx..end_idx]. The first index of the range is start_idx and the last index is (end_idx – 1), as shown in the following code snippet:

			fn main() {

			    let x = String::from("Shaurya Pulkit");

			    let word1 = &x[0..7];

			    let word2 = &x[8..14];

			    println!("{}: {}", word1, word1.len());

			    println!("{}: {}", word2, word2.len());

			}

Output:

			Shaurya: 7

			Pulkit: 6

In the preceding code snippet, word1 refers to the sequence denoted by indices 0 to 6 in the string x, i.e., the first seven characters of x, whereas word2 refers to the sequence denoted by indices 8 to 13. This concept looks similar to slices in Python.

The start index can be skipped if its 0. Similarly, the end index can be skipped if it is equal to the length of the collection/string. So:

			let word1 = &x[..7]; is same as let word1 = &x[0..7];

			let word2 = &x[8..]; is same as let word2 = &x[8..x.len()];

Both the indices can be skipped if you want to refer to the entire string, like &x[..].

Slices word1 and word2 for the preceding code snippet is shown in Figure 3.8:
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Figure 3.8: Slices word1 and word2 referring to parts of string x

Functions can also accept a parameter of string slice type or return a value of this type (written as &str). Let us see an example where a function returns a slice of the string passed to it as a parameter as shown in the following code snippet:

			fn main() {

			    let x = String::from("Shaurya Pulkit");

			    let word1 = get_word(&x, 0, 7);

			    let word2 = get_word(&x, 8, 14);

			    println!("word1 = {}", word1);

			    println!("word2 = {}", word2);

			}

			fn get_word(s : &String, start_idx : usize, end_idx : usize) -> &str {

			    return &s[start_idx..end_idx];

			}

Output:

			word1 = Shaurya

			word2 = Pulkit

Conclusion

In this chapter, you learnt about the ownership principle in Rust and how it helps Rust to ensure memory safety. You studied about memory allocation on stack and heap. You saw how transfer of ownership takes place and how you can move, clone, or copy data stored on heap. You also studied references, that lets you borrow data without transferring ownership. Finally, you learnt about slices, using which you can refer to a part or whole of a collection.

In the next chapter, you will study about structs, Enums and collections in Rust, like tuples, arrays, strings, vectors, and hash maps.

Questions


	What are the different rules of ownership principle in Rust?


	Explain the difference between stack and heap memory allocation and deallocation in Rust.


	Write a function, which takes a reference to a String as input and returns a reference to the first word in the given input string. It is guaranteed that the input string will have at least one word, and the words are separated by single space character.


	What are the two ways of working with strings in Rust?


	State true or false:


	For the code snippet:

let x = 5;

Variable x’s data is store on the heap.


	For the code snippet:

let x = 5;

let y = x;

The variable x can no longer be used, since its ownership is transferred to y.


	For the code snippet:

let s1 = String::from("hello");

let s2 = s1;

The variable s1 can no longer be used, as its ownership is transferred to s2.


	It is allowed to have one mutable reference and one immutable reference to a String data in the same scope.


	It is allowed to have multiple immutable references to a String in the same scope.





Points to remember


	Ownership principle in Rust states that:


	There can be one and only one owner (variable) to a value.


	As soon as a variable owning a value goes out of scope, the memory is released, and the value is dropped.




	Scope of a variable is a region of program where it is valid. It becomes valid as soon as its scope starts and becomes invalid when the scope ends.


	Stack stores the values in LIFO order. So, the values that arrives the last is stored on top of the stack, it is removed the first.


	Data for which the size cannot be known at compile time or its size changes dynamically, must be stored on the heap memory.


	The two ways of working with strings in Rust are string literal and String type. The former is hardcoded into executable, is immutable and its value should be known at compile time. The later one is used to store a string that is generated dynamically or if the size is not known during compilation.


	There can be multiple sources of memory bugs like not releasing a memory that is not used, using a memory that is already released, or freeing a memory more than once.


	When an integer is assigned to another, its value is copied, while for String it is moved.


	References allow you to borrow data without owning it.







CHAPTER 4Structs, Enums, and Collections


Introduction

In this chapter, we will study about structs (or structures), enums (or enumerations) and some of the common collections available in the Rust’s standard library. In Rust, Structs are used to group related values together. Enumeration types (or enums) let you define a type and a set of named variants of the type. Collections are data types that contain multiple values. This chapter covers some of the important collections like vectors, strings and hash maps.

Structure

This chapter covers following topics:


	Structs


	Enums


	Collections


	Hash map



Objectives

After completing this chapter, you will be able to understand how a struct lets you group related data. You will also learn how to define methods and functions on these structures. You will also be able to define enums and their possible values. Finally, you will be well-equipped to work with some of the common collections in Rust like vectors, strings and hash maps.

Structs

Structs allow us to group different types of data together. We have already worked with tuple in our earlier chapter, which also allows grouping of different data types. So, how is it different for structs and why do we need a new data type at all? The difference is that in the case of a struct, different data items have names and while accessing or setting these items, there is no restriction on the ordering of data.

Defining structs

A struct in Rust can be defined using the struct keyword, followed by a suitable name for it. Then we have a pair of curly braces {}, which encloses the definition of different fields of the struct. Each field has a name and an associated data type. Let us define a struct Student, as shown in the following code snippet:

			struct Student {

			    name: String,

			    id: String,

			    age: u8,

			    class: u8,

			}

Instantiating and using structs

Now that we have defined a template for our struct, we can create an instance of the struct and use it in our code. The way to instantiate a struct is to provide the name of the struct followed by different key-value pairs enclosed within a pair of curly braces. The names of the fields constitute the keys, and the values are the data stored in those field. Let us create an instance of the struct as shown in the following code snippet:

			let student1 = Student {

			    name: String::from("Abhishek"),

			    age: 20,

			    id: String::from("2023EE50401"),

			    class: 10,

			};

In the preceding code example, the order in which we provided the values for the fields is different from the order in which we had defined those fields in the struct definition. We could have used the same order, but it is not required to do so. The value of a field of a struct can be accessed using the dot (.) notation, that is, <struct_name>.<field_name>. As an example, to access the class of student1, we need to write student1.class, as shown in the following code snippet:

			fn main() {

			    let student1 = Student {

			        name: String::from("Abhishek"),

			        age: 20,

			        id: String::from("2023EE50401"),

			        class: 10,

			    };

			    println!("class of student1 = {}", student1.class);

			}

Output of the code:

			class of student1 = 10

If we need to change the value of a field for student1, we can do so by accessing the field using dot notation and updating its value. In order for a field to be updated, the struct instance must be declared as mutable, as shown in the following example:

			fn main() {

			    let mut student1 = Student {

			        name: String::from("Abhishek"),

			        age: 20,

			        id: String::from("2023EE50401"),

			        class: 10,

			    };

			    

			    student1.class += 1;

			    println!("class of student1 = {}", student1.class);

			}

Output of the code:

			class of student1 = 11

The output clearly shows that the value of the class field for student1 was updated.

Field init shorthand

We can instantiate a struct inside a function using the function parameters, as shown in the following code snippet:

			fn create_student(name: String, id: String) -> Student {

			    Student {

			        name: name,

			        id: id,

			        age: 20,

			        class: 10,

			    }

			}

In the preceding example, the name of the function parameters and the name of the struct fields are the same. For such cases, Rust lets you use the field init shorthand syntax, where you can minimize the code by writing just the field names as shown in the following code snippet:

			fn create_student(name: String, id: String) -> Student {

			    Student {

			        name,

			        id,

			        age: 20,

			        class: 10,

			    }

			}

Struct update syntax

We can use the values of fields of an instance of struct to instantiate another struct, as shown in the following code snippet:

			let student2 = Student {

			        name: String::from("Vijay"),

			        id: String::from("2022CS30202"),

			        age: student1.age,

			        class: student1.class,

			    };

If most of the values are borrowed from the other struct instance, we can use the struct update syntax and minimize our code. In this syntax, we can just add the fields for which the values are different and skip the remaining fields by adding the name of the other struct instance, as shown in the following code snippet:

			let student2 = Student {

			        name: String::from("Vijay"),

			        id: String::from("2022CS30202"),

			        ..student1

			    };

Tuple structs

Tuple structs are named tuples having a struct name but no names for their fields. Just the types of the fields are specified. These are useful when we want to give a name to a tuple just like a struct, but assigning names for its fields would not be very useful. Let us say we need to work with points in 3-dimensional Euclidean space, and we are using Cartesian coordinates represent points in this 3D space. We can define and instantiate a 3D point using a normal struct in the following manner:

			// Defining a struct

			struct Point3D {

			    x: i32,

			    y: i32,

			    z: i32,

			}

			// Creating an instance of 3d point

			let point1 = Point3D {

			    x: 10,

			    y: 5,

			    z: -10,

			};

If we are working with a large number of instances of 3D points it would be an overkill. Instead, we can work with tuple struct, as shown in the following code snippet:

			// Using tuple struct

			struct Point3D (i32, i32, i32);

			// Using tuple struct

			let point1 = Point3D (10, 5, -10);

Clearly the code with the tuple structs looks much smaller and cleaner for this use-case.

Methods

A method is very similar to a normal function—it is declared with the fn keyword, it has a name, parameters and a return value. It contains code that is run when called. But, unlike functions, methods are associated with an object like a struct, an enum or a trait object, and they have self as their first parameter, which represents the instance of the object the method is being called on.

Defining methods

Methods are defined inside an impl block. Let us define a few methods for our struct Student, as shown in the following code snippet:

			struct Student {

			    name: String,

			    id: String,

			    age: u8,

			    class: u8,

			}

			impl Student{

			    // Student fields can be accessed through 'self' using dot operator

			    fn get_name(&self) -> &str {

			        &self.name

			    }

			    fn set_class(&mut self, class: u8){

			        self.class = class;

			    }

			    fn print_student(&self) {

			        println!("Student: name = {}, age = {}, id = {}, class = {}",

			        self.name, self.age, self.id, self.class);

			    }

			}

In the preceding code snippet, the methods get_name and print_student take immutable references to self, whereas the method set_class takes a mutable reference to self. This is because set_class updates a field of self, but the other two methods do not modify any field.

Using methods

A method can be called on an instance of an object using the dot operator, as shown in the following code snippet:

			fn main() {

			    let mut student1 = Student {

			        name: String::from("Abhishek"),

			        age: 20,

			        id: String::from("2023EE50401"),

			        class: 10,

			    };

			    println!("Student name is : {}", student1.get_name());

			    student1.set_class(11);

			    student1.print_student();

			}

Output of the code is shown in Figure 4.1:
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Figure 4.1: Calling a method on a struct instance with dot operator

Associated functions

Just like methods, we can define associated functions for a struct. But, unlike methods these do not take a reference to self as a parameter, because these not associated to a particular instance of the struct, instead these are associated with a struct. Associated functions are called using the :: syntax instead of the dot operator. We have already seen String::from function, which falls under this category of functions. Let us define an associated function for the struct Student that creates and returns a new instance of Student, as shown in the following code snippet:

			struct Student {

			    name: String,

			    id: String,

			    age: u8,

			    class: u8,

			}

			impl Student {

			    fn new(name: String, id:String) -> Student {

			        Student {

			            name: name,

			            age: 20,

			            id: id,

			            class: 10

			        }

			    }

			    fn print_student(&self) {

			        println!("Student: name = {}, age = {}, id = {}, class = {}",

			        self.name, self.age, self.id, self.class);

			    }

			}

			fn main() {

			    let student1 = Student::new(String::from("Abhishek"), String::from("2023EE50401"));

			    student1.print_student();

			}

The output of the code is mentioned in the following figure:
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Figure 4.2: Working with associated functions

We can define multiple impl blocks corresponding to the same struct.

Enums

While working with data types that can take a finite number of possible values, we can use enums or enumerations. This data type is declared with the enum keyword, as shown in the following code snippet:

			enum Location {

			    UnitedStates,

			    India, 

			    Singapore

			}  

Now you can create and use a variable of the enum data type Location just like a variable of any other data type. You can assign one of the three values to the variable of Location data type. To access a value of the enum you can use the :: notation, as follows:

			let loc = Location::UnitedStates;

An enum can also be used as data type for an argument to a function or data type for a field in a struct. You can store additional information depending on the value of the location. For example, if you want to store city information depending on the country, you can do so as shown in the following code snippet:

			enum Location {

			    UnitedStates (String),

			    India (String), 

			    Singapore (String)

			}

Let us modify our earlier structure Student to include an additional field location of type Location. We can create multiple variables of this type for different cities and use one of these as the value of the location field while creating an instance of the structure, as shown in the following code snippet:

			#[allow(dead_code)]

			#[derive(Debug)]

			enum Location {

			    UnitedStates (String),

			    India (String), 

			    Singapore (String)

			}

			#[allow(dead_code)]

			#[derive(Debug)]

			struct Student {

			    name: String,

			    id: String,

			    age: u8,

			    class: u8,

			    location: Location

			}

			#[allow(dead_code)]

			#[allow(unused_variables)]

			fn main() { 

			    let sj = Location::UnitedStates(String::from("San Jose")); 

			    let ny = Location::UnitedStates(String::from("New York"));

			    let nd = Location::India(String::from("New Delhi")); 

			    let blr = Location::India(String::from("Bangalore")); 

			    

			    let student = Student { 

			        name: String::from("Pulkit"), 

			        age: 7, 

			        id: String::from("2023EE50402"), 

			        class: 2, 

			        location: blr 

			    }; 

			    println!("student : {:?}", student);

			}

Output of the code: Refer to Figure 4.3 for clarity:
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Figure 4.3: Printing an instance of Student struct with location field

In the preceding code snippet, we have used the placeholder {:?} instead of {} in the println! macro. The placeholder {:?} tells println! macro to print a struct or an enum using a format that is useful for debugging. Adding the #[derive(Debug)] annotation lets us use this functionality. You can also see a few other annotations in the code like #[allow(dead_code)] and #[allow(unused_variables)] which are used to suppress warnings due to dead code and unused variables.

Option enum

Rust’s standard library defines a generic enum called Option enum, that returns a value. It can return one of the two possible values namely Some or None. Some returns a value, whereas None essentially returns a null value. Rust does not have support for null. Therefore, if a function can return a null value, None is used. The Option enum is defined as:

			enum Option<T> { 

			    Some(T), 

			    None

			}

The type of value that the Option may return is specified using the <T> syntax. Let us see an example, where a function divide_num takes two integers as input and returns a result obtained by dividing the first number with the second number. Clearly, if the second number is zero, the result is not defined, so the function can return None for that case, as shown in the following code snippet:

			fn divide_num(num1: i32, num2: i32) -> Option<i32> {

			    if num2 == 0 {

			        return None;

			    }

			    return Some(num1/num2);

			}

			fn main() {

			    println!("10 / 2 = {:?}", divide_num(10, 2));

			    println!("10 / 0 = {:?}", divide_num(10, 0));

			}

The output of the code is shown in Figure 4.4:
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Figure 4.4: Output of divide_num function which returns Option<i32>

The match Operator

If you need to conditionally execute your code based on a series of values, you can use the match operator. It compares a value against a series of patterns and executes code based on the first matching pattern. The syntax for the match operator is match VALUE { PATTERN => CODE, ... }. For example, the following code uses the match operator to compare the value of the variable x against three different patterns:

			let a = 4;

			match a {

			    1 => println!("a is 1"),

			    2 => println!("a is 2"),

			    3 => println!("a is 3"),

			    _ => println!("a is something else"),

			}

Output of the code:

			a is something else

In this example, a has the value 4, so the code prints "a is something else" because 4 does not match any of the patterns specified in the match operator. The _ pattern is a catch-all that will match any value that does not match any of the other patterns.

The match operator is a powerful feature in Rust that allows for concise and flexible code. It is often used in place of a long chain of if statements and can make code easier to read and understand.

Collections

Collections are data structures that store different values similar to arrays and tuples. But unlike tuples and arrays these refer to data stored on the heap, whose size may not be known at compile time and can be resized at runtime. In this chapter, we will cover three collections, namely vectors, strings and hash maps.

Vector

A vector or Vec<T> is a dynamic array, which means that it can grow and shrink in size as needed. Vectors are implemented as a single, contiguous chunk of memory, and they provide fast and efficient access to elements, as well as fast insertion and removal at the end of the vector. Unlike an array, the size of a vector need not be known at the compile time. Data of a vector is stored on the heap.

Creating a vector

A vector can be created using the Vec::new function, as following:

			let v: Vec<i16> = Vec::new();

If you are creating an empty vector, that is without any initial elements, you must specify the type of elements to be stored in the vector. The type is specified within angle brackets. For example, if a vector is supposed to store signed 16-bit integers, you can specify its type by Vec<i16>. You can also create a vector with some initial values using the vec! macro. You do not need to specify the type in this case since it can be inferred by the Rust compiler, as following:

			let v = vec![2.5, 10.5, 1.0]; // Type is f64 (inferred)

Updating a vector

You can use the push function to add a new element to a vector or use the pop function to remove the last element from it. These operations modify the vector; hence it must be declared as mutable, as shown in the following example:

			fn main() {

			    let mut v1: Vec<i16> = Vec::new();

			    let mut v2 = vec![2.5, 10.5, 1.0];

			    println!("v1 = {:?}, v2 = {:?}", v1, v2);

			    

			    v1.push(5);

			    v1.push(6);

			    v1.push(7);

			    v2.pop();

			    println!("v1 = {:?}, v2 = {:?}", v1, v2);

			}

Output of the code is following:
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Figure 4.5: Output of updating vectors v1 and v2 with push and pop functions

Accessing elements of a vector

The elements of a vector can be accessed using their indices by writing the index within [] or by using the get method. Accessing an element using an index can result in the out of the bounds error at runtime, if the index is invalid. Accessing elements using the get method is safer, since it returns an Option enum, that returns either Some for a valid index or None for an invalid index. The two ways of accessing the elements of a vector are shown in the following example:

			fn main() { 

			    let v = vec![2.5, 10.5, 1.0]; // vector v has 3 elements 

			    println!("The Second element = {}", v[1]); 

			    println!("The Second element = {:?}", v.get(1)); 

			    println!("The Fourth element = {:?}", v.get(3));

			}

Output of the code is in Figure 4.6:
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Figure 4.6: Accessing vector elements with [] and get

String

In Rust, strings are sequences of Unicode characters. Rust provides two main types of strings: '&str' and 'String'. '&str' is a string slice, which is a reference to a string that is stored elsewhere. String slices are immutable, which means that they cannot be modified. They are useful for situations where you want to borrow a string from another location without taking ownership of it. 'String' is a growable, mutable string type. It is allocated on the heap, which means that it can grow and shrink in size as needed. `String` values are stored as a sequence of bytes, along with a length and capacity that are used to track the current state of the string.

Creating a string

To create a string, you can use the String::new function, which creates an empty string. To create a string with some initial value using String::from as following:

			fn main() {

			    let string1 = String::new(); // empty string

			    let string2 = String::from("Rust");

			    

			    println!("string1 = {} \nstring2 = {}", string1, string2);

			}

Output of the code (Figure 4.7):
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Figure 4.7: Output of printing an empty string and a string with some initial value

You can also initialize a string by directly assigning a string literal or by using to_string method as shown in the following code snippet:

			let string3 = "Rust";

			let string4 = string3.to_string();

			let string5 = "Rust".to_string();

Updating a string

You can modify the contents of a mutable string using the push and push_str methods, the + operator or the format macro!. The push method appends single character to the end of a string as shown in the following code snippet:

			fn main() { 

			    let mut str = String::from("Hello"); 

			    str.push('!'); 

			    println!("str = {}", str);

			}

Output of the code (Figure 4.8):
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Figure 4.8: Appending a single character to a string using push

The push_str method is used to append a slice of string to the end of a string, as shown in the following code snippet:

			fn main() { 

			    let mut str = String::from("Hello"); 

			    str.push_str(", World!"); 

			    println!("str = {}", str);

			}

Output of the code is the following figure:
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Figure 4.9: Appending a slice to the end of a string using push_str method

The + operator concatenates a string value to another string as shown in the following code snippet:

			fn main() { 

			    let str1 = String::from("Hello");

			    let str2 = String::from(", World!");

			    let str3 = str1 + &str2;

			    println!("s3 = {}", str3);

			}

Output of the code: Refer the following figure:
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Figure 4.10: Adding two strings using the + operator

Different strings can also be combined using the format! macro, which works similar to the println! macro. The placeholders are substituted with actual string values and a new formatted string is returned. The usage of the format! macro is shown in the following code snippet:

			fn main() {

			    let str1 = String::from("Hello");

			    let str2 = String::from("World");

			    let str3 = format!("{}, {}!", str1, str2);

			    println!("str3 = {}", str3);

			}

Output of the code is following:
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Figure 4.11: Combining strings using the format! Macro

Hash map

A hash map is a collection of key-value pairs, where each key is mapped to a value. It is written as HashMap<K, V>, where the generic type variables K and V are used to specify the types of keys and values stored in the hash map respectively. You can access the values stored in the map using the corresponding keys, which are unique. Each key has an associated value. Rust uses a hash function to decide how to store and quickly locate the keys and values. You must import the std::collections module in order to use the HashMap structure in your code.

Creating a hash map

A hash map in Rust can be created using the new function. To insert elements into a hash map you can use the insert method. Inserting an existing key with a new value overwrites the older value, as shown in the following example:

			use std::collections::HashMap;

			fn main() { 

			    let mut capital_cities = HashMap::new(); 

			    capital_cities.insert("India", "Delhi"); 

			    capital_cities.insert("United States", "Washington DC"); 

			    capital_cities.insert("England", "London"); 

			    capital_cities.insert("India", "New Delhi"); 

			    println!("{:?}", capital_cities);

			}

Output of the code (Figure 4.12):
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Figure 4.12: Output of key-value pairs of a hash map

In the preceding example, the order in which the elements of the hash map capital_cities is printed is different from the order in which these were inserted into the map. This is because, there is no notion of ordering among the elements of a hash map. Also, the capital city corresponding to 'India' is printed as 'New Delhi', i.e., the updated (overwritten) value.

Accessing values in a hash map

To access a value from the hash map, you can use the get method. It returns an Option<&V> enum, where V denote the type of the value stored in the map. It returns a Some or None depending on whether the key was found or not. Let us see both the cases in the following example:

			use std::collections::HashMap;

			fn main() { 

			    let mut capital_cities = HashMap::new(); 

			    capital_cities.insert("India", "New Delhi"); 

			    capital_cities.insert("United States", "Washington DC"); 

			    capital_cities.insert("England", "London");

			    let capital_usa = capital_cities.get("United States"); 

			    let capital_china = capital_cities.get("China"); 

			    println!("Capital city of USA is: {:?}", capital_usa); 

			    println!("Capital city of China is: {:?}", capital_china);

			}

Output of the code is as following:
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Figure 4.13: Accessing values in hash map using the get function

To iterate over all the key-value pairs of a hash map, you can use a for loop, as shown in the following code snippet:

			use std::collections::HashMap;

			fn main() { 

			    let mut capital_cities = HashMap::new(); 

			    capital_cities.insert("India", "New Delhi"); 

			    capital_cities.insert("United States", "Washington DC"); 

			    capital_cities.insert("England", "London"); 

			    for (key, value) in &capital_cities { 

			        println!("{} : {}", key, value); 

			    }

			}

Output of the code is following:
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Figure 4.14: Iterating over all the key-value pairs of a hash map using for loop

As mentioned before, the output of a hash map can differ between executions because its iteration order is not guaranteed.

Removing a value from a hash map

To remove an entry from a hash map, you can use the remove method, as shown in the following code snippet:

			use std::collections::HashMap;

			fn main() { 

			    let mut capital_cities = HashMap::new(); 

			    capital_cities.insert("India", "New Delhi"); 

			    capital_cities.insert("United States", "Washington DC"); 

			    capital_cities.insert("England", "London"); 

			    println!("capital_cities = {:?}", capital_cities);

			    capital_cities.remove("England");

			    println!("capital_cities = {:?}", capital_cities);

			}

Output of the code (Figure 4.15):
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Figure 4.15: Using remove method to remove an element from hash map

Conclusion

In this chapter, we learned about the struct data type, its methods and associated functions. We also learnt about enum types. We also studied about the Option enum, that has two possible values namely Some and None. We also briefly saw how to use the match operator. Finally, we learned about collections in the Rust’s standard library like vectors, strings and hash maps in some detail.

In the next chapter, you will study about Rust’s module system including packages, crates, modules, and paths, that will help you manage your code’s organization.

Questions


	Create a structure to represent a rectangle. A rectangle is made up of four sides, where the opposite sides are of equal length and all the internal angles are right angles. Also, write an associated function new which takes the length and width as input and returns a rectangle object.


	Use the rectangle struct defined in the Question 1 and add a method named area to calculate the area of a rectangle. 

Hint: Area of a rectangle is the product of its height and width.


	State true or false:


	The first parameter of a method of a struct is &self.


	The first parameter of an associated function of a struct is &self.


	A hash map stores its elements in order.


	A vector stores its elements in order.


	Data type annotation is not required for an empty vector created using Vec::new().


	In Rust, all the characters of a string are of equal length.





Points to remember


	A struct in Rust can be defined using the struct keyword, followed by a suitable name for it.


	Field init shorthand and struct update syntax can be used to simply the creation of instances of a struct.


	Tuple structs are named tuples having a struct name but no names for their fields.


	You can define Enums in Rust as: enum <enum_name> {…<enum values>}.


	Option enum can take two possible values: Some and None. Rust does not have support for null. Therefore, if a function can return a null value, None is used.


	A vector or Vec<T> is a dynamic array, which means that it can grow and shrink in size as needed.


	You can use the push function to add a new element to a vector or use the pop function to remove the last element from it.


	In Rust, strings are represented as UTF-8 encoded text, where characters can be one to four bytes long.


	Strings can be modified using the push and push_str methods, '+' operator, and the format! macro.


	A hash map stores elements as key-value pairs, with no ordering defined between the elements.



Join our book’s Discord space

Join the book's Discord Workspace for Latest updates, Offers, Tech happenings around the world, New Release and Sessions with the Authors:

https://discord.bpbonline.com
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CHAPTER 5Packages, Crates, and Modules


Introduction

In this chapter we will study about the module system in Rust, which helps to group related functionalities together and thus helps in the organization of your code. The module system consists of different features like packages, creates, paths and modules. This chapter covers all of these features.

Structure

This chapter covers following topics:


	Rust’s module system


	Packages


	Crates


	Modules


	Paths and use



Objectives

By the end of this chapter, you should be able to understand how to effectively organize your Rust project using Rust’s module system. You will be familiar with the various components of the module system, including packages, crates, and modules, and how they relate to one another. You will also learn how to access functions defined in different modules and submodules using paths.

Rust’s module system

Up until now, we have only worked with Rust programs that have all of their logic contained within a single file. As our programs grow in size and complexity, it becomes necessary to find a way to organize them effectively. Rust’s module system offers several tools for organizing our code and making it modular, such as crates, packages, modules, and paths. In the following sections, we will explore these features in detail. The relationship between these components is depicted in Figure 5.1:
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Figure 5.1: Relationship between different components of module system in Rust

We have previously encountered Rust source files, such as main.rs, where functions like main are defined. When code is defined in one or more of these source files, it forms a module. This is often the case for larger modules, but it is also possible to define multiple smaller modules within a single source file. The next level up in the hierarchy is a crate, which is made up of one or more modules. A package is composed of one or more crates. If a project is very large, it may be necessary to divide it into multiple packages. A group of related packages can be organized into a workspace.

Packages

In Rust, a package is a collection of crates that provide a set of related functionalities. A package is defined by a Cargo.toml file, which is located at the root of the package. The Cargo.toml file specifies the package’s dependencies, as well as other metadata such as the package’s name, version, and authors.

Packages are managed using the cargo package manager, which is part of the Rust toolchain. You can use cargo to build, test, and publish packages, as well as to manage dependencies.

To create a new package, you can use the cargo new command, which creates a new directory with the basic files and directories needed for a Rust package. For example:

			cargo new my-package

This will create a new directory called my-package, with the following files and directories:


	src/main.rs: The main Rust file for the package. This is the entry point for the package’s executable crate.


	src/lib.rs: The Rust file for the package’s library crate. This is optional and is only needed if you want to create a library crate as part of your package.


	Cargo.toml: The configuration file for the package. This file specifies the package’s metadata, dependencies, and other settings.



You can then use cargo build to build the package, cargo test to run its tests, and cargo publish to publish the package to a registry (such as crates.io).

Packages can depend on other packages by specifying them in the [dependencies] section of the Cargo.toml file. For example:

			[dependencies]

			serde = "1.0"

This specifies that the package depends on the serde crate, version 1.0 or higher. When you build the package, cargo will automatically download and build the dependencies as needed.

			
				
					
				
				
					
							
				Note: A package can have a maximum of one library crate, but it may include multiple binary crates. However, a package must have at least one crate of either type.

						
					

				
			

Crates

In Rust, a crate is a unit of code that is compiled by the Rust compiler to produce either a binary or library file. When you use the command rustc <file_name>.rs to compile a file, it is treated as a crate. If the file contains mod declarations, the code in the module files is included in the crate and the resulting combined file is compiled. By default, the Rust compiler generates a binary from a crate, but this can be changed using the --crate-type flag. If the flag is set to lib, a library file is produced instead of a binary. Binary crates are executable projects that contain a main() method, while library crates do not have a main method. They are a collection of components that can be reused in other projects, and their program execution starts in the src/lib.rs file. The Cargo tool is used to manage crates in Rust, and third-party crates can be downloaded from crates.io, the official registry site for Rust packages.

Binary crate

In Rust, a binary crate is a crate that is compiled to a standalone executable file. The main function of a binary crate is the entry point for the executable, and it is defined in the root module of the crate:

			fn main() {

			    // code goes here

			}

Binary crates are useful for creating standalone command-line applications, as well as for creating custom tools and utilities.

Creating a binary crate

To create a binary crate, we can use the cargo new command with the --bin flag, like this:

			cargo new --bin binary-crate

This will create a new package named binary-crate, which will produce a binary executable when it is compiled. The --bin flag specifies that the crate should be a binary crate, which is the default crate type. The resulting directory structure for binary-crate will be as follows:

			. 

			│───Cargo.toml 

			└───src 

			     └──main.rs

The `Cargo.toml` file looks like the following:

			[package]

			name = "binary-crate"

			version = "0.1.0"

			edition = "2021"

			# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/manifest.html

			[dependencies]

The source file src/main.rs looks like the following:

			fn main() {

			    println!("Hello, world!");

			}

Now, we can use the cargo build command to build the binary crate. This will create a target folder in the root of the project, and a binary crate with the name binary-crate (or binary-crate.exe on Windows) under target/debug. To run the executable, we can use the cargo run command, which will print "Hello, world!" to the console. The name of the binary crate is the same as the package name, which in this case is binary-crate.

To change the name of the binary crate to be different from the package name, you can add a name field to the [package] section of the Cargo.toml file, like this:

			[[bin]]

			name = "binary-crate-new"

			path = "src/main.rs"

With the configuration described above, building the crate using cargo build will create a binary crate with the name "binary-crate-new" instead of using the package name, binary-crate, as the name for the binary.

Library crate

In Rust, a library crate is a crate that is compiled to a .rlib file, which can be used as a dependency for other Rust crates. The root module of a library crate contains the definitions for the crate’s functions, types, and other items. These items are made public using the pub keyword:

			pub fn some_function() {

			    // code goes here

			}

			pub struct SomeStruct {

			    // fields go here

			}

Library crates are useful for creating reusable code that can be shared among multiple crates.

Creating a library crate

To create a library crate, you can specify the --lib flag when creating the crate with cargo new as follows:

			cargo new --lib my-library-crate

This will create a new Rust crate called my-library-crate with a lib.rs file instead of a main.rs file, and the crate will be compiled as a library rather than a binary. The resulting directory structure for my-library-crate is as follows:

			. 

			│───Cargo.toml 

			└───src 

			          └──lib.rs

The Cargo.toml file looks like the following:

			[package]

			name = "my-library-crate"

			version = "0.1.0"

			edition = "2021"

			# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/manifest.html

			[dependencies]

Now let us add a function hello_lib_crate to the src/lib.rs file, as shown below:

			pub fn hello_lib_crate() {

			    println!("Hello, from library crate!");

			}

Now, running the cargo build command generates a library file named libmy_library_crate.rlib has been built in the target/debug directory.

Now we can use the public function hello_lib_crate defined in the my_library_crate crate from another crate. To do so, let us create a new binary crate within the my_library_crate package by creating a bin folder under the src directory and a main.rs file under src/bin. This main.rs file will contain the code for the binary crate, which can call the functions from the library crate. Let us the following code to src/bin/main.rs file:

			use my_library_crate::hello_lib_crate;

			fn main() {

			    println!("Hello, from Binary crate ...");

			    hello_lib_crate();

			}

The first line in the main.rs file should be use my_library_crate::hello_lib_crate;. This statement brings the hello_lib_crate function from the my_library_crate crate into the scope of the program, allowing it to be called from the code in main.rs. This is necessary because the hello_lib_crate function is defined in a different crate and is not automatically available in the current crate. Now, if you run the program using cargo run, you should see an output similar to the following:

[image: ]
Figure 5.2: Calling a function of library crate from another crate

The first line of the output comes from the main.rs and the second line is printed from the function in the library crate.

Modules

Modules in Rust are used to group and organize code within a crate and control the privacy of each group. They are similar to namespaces in other languages and can be either public or private. Public modules and their contents are accessible from other parts of the crate, while private modules and their contents are only accessible within the module itself. Modules are defined using the mod keyword, and by default, they are private. Private modules can only be used within the parent module. To make a module public, you can use the pub keyword before the mod keyword. Functions within a public module must also be made public using the pub keyword in order to be accessed from outside the module. Modules can also be nested inside other modules for further organization, as shown in the following example:

			pub mod cook_food {

			    pub mod chinese_food {

			        pub fn cook_spring_rolls() {

			            println!("Spring rolls cooked...");

			        }

			        pub fn cook_noodles() {

			            println!("Noodles cooked...");

			        }

			    }

			    pub mod indian_food {

			        pub fn cook_dosa() {

			            println!("Dosa cooked...");

			        }

			        pub fn cook_samosa() {

			            println!("Samosa cooked...");

			        }

			    }

			    pub mod italian_food {

			        pub fn cook_italian_pizza() {

			            println!("Italian pizza cooked...");

			        }

			        pub fn cook_pasta() {

			            println!("Pasta cooked...");

			        }

			    }

			}

In the previous example, the cook_food module is a part of the main crate and has three submodules within it: chinese_food, indian_food, and italian_food. Each of these submodules has two public functions for cooking specific types of food. In practice, these functions and submodules may contain many more functions. To keep the code organized, it is a good idea to place each module in a separate Rust file. For example, the indian_food.rs file would contain functions related to cooking Indian food, the chinese_food.rs file would contain functions related to cooking Chinese food, and so on. These three Rust files should be placed in a folder called cook_food, since they are submodules of the cook_food module. The cook_food.rs file would contain the names of all the submodules contained within it. After these changes, the directory structure of your project should look like the following:

			. 

			├───Cargo.toml 

			├───src 

			     ├───cook_food.rs 

			     ├───main.rs 

			     └───cook_food 

			             ├───chinese_food.rs 

			             ├───indian_food.rs 

			             └───mexican_food.rs

The file src/cook_food/chinese_food.rs should contain the following functions:

			pub fn cook_spring_rolls() {

			    println!("Spring rolls cooked...");

			}

			pub fn cook_noodles() {

			    println!("Noodles cooked...");

			}

The file `src/cook_food/indian_food.rs` should contain the following:

			pub fn cook_dosa() {

			    println!("Dosa cooked...");

			}

			pub fn cook_samosa() {

			    println!("Samosa cooked...");

			}

The file `src/cook_food/italian_food.rs` should contain the following:

			pub fn cook_italian_pizza() {

			    println!("Italian pizza cooked...");

			}

			pub fn cook_pasta() {

			    println!("Pasta cooked...");

			}

Now, let us include the names of all the submodules in the file `src/cook_food.rs` as following:

			pub mod chinese_food;

			pub mod indian_food;

			pub mod italian_food;

This creates a hierarchy of modules, with the crate module serving as the root of the tree. For our example, it looks like the following:

			crate 

			  └───cook_food 

			  │───chinese_food 

			  │      ├───cook_spring_rolls 

			  │      └───cook_noddles 

			  │───indian_food 

			  │      ├───cook_dosa 

			  │      └───cook_samosa 

			  │───italian_food 

			         ├───cook_italian_pizza 

			         └───cook_pasta

By separating our modules into individual files and organizing submodules within folders with the same name as the parent module, we can create a structure for our project that reflects the hierarchy of the module tree. This also makes it easier to access functions using the path notation, as we will see in the next section of this chapter. The similarity between the module tree and the directory structure of the crate can make it easier to navigate and understand the organization of the project.

Paths and use

Now that we have defined our modules, submodules, and functions within those submodules, we need to be able to access these functions from the main binary crate. To do this, we can use paths. A path is a way to access an item (such as a function, struct, or enum) defined within a module. There are two types of paths in Rust:


	Absolute paths: An absolute path starts from the root of the module tree (the crate module), and they refer to a value or a function within the crate. Absolute paths are written with a leading ::. For example, to access the cook_samosa function defined earlier, we can use the absolute path: crate::cook_food::indian_food::cook_samosa.


	Relative paths: These start with a self, super, or an identifier, and they refer to a value or a function within the current module or a parent module. Relative paths are written without a leading ::. For example, if the current scope includes the cook_food module, we could use the path cook_food::indian_food::cook_samosa to access the cook_samosa function defined within the indian_food module, which is itself within the cook_food module. To access the parent module using a relative path, we can use the super keyword, similar to how we use ../ in a file system to access the parent directory.



Let us consider the following example to see how we can use the functions defined in different modules by using the use keyword followed by the path to the functions. The file src/main.rs should contain the following:

			mod cook_food;

			use crate::cook_food::chinese_food::cook_spring_rolls;

			use crate::cook_food::indian_food::cook_samosa;

			use crate::cook_food::italian_food::{cook_italian_pizza, cook_pasta};

			fn main() {

			    println!("Cooking some delicious food ...");

			    cook_spring_rolls();

			    cook_samosa();

			    cook_italian_pizza();

			    cook_pasta();

			}

Output of the code is shown in Figure 5.3:
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Figure 5.3: Calling functions defined in modules from binary crate

To call the cook_samosa function defined in the indian_food module, we can use the path crate::cook_food::indian_food::cook_samosa. The crate keyword is not strictly necessary in this case because cook_food is a submodule of main, so cook_food::indian_food::cook_samosa would work just as well.

However, using long paths like this can be cumbersome if we want to use the functions frequently. To make it easier, we can use the use keyword to bring the functions into the current scope. This allows us to use the functions simply by their names, without having to specify the full path each time.

Alternatively, we can bring an entire module into the current scope by using the use keyword and then calling functions within that module using the syntax <module_name>::<function_name>() as shown in the following code snippet:

			mod cook_food;

			use crate::cook_food::chinese_food;

			fn main() {

			    println!("Cooking some delicious food ...");

			    

			    chinese_food::cook_spring_rolls();

			    chinese_food::cook_noodles();

			}

Output of the code is shown in Figure 5.4:

[image: ]
Figure 5.4: Bringing a module to current scope

If we want to bring multiple functions from a module into the current scope, we can either import the complete paths for each function or group them together within curly braces, as following:

			use crate::cook_food::italian_food::{cook_italian_pizza, cook_pasta};

The above line of code is equivalent to the following two lines of code:

			use crate::cook_food::italian_food::cook_italian_pizza;

			use crate::cook_food::Italian_food::cook_pasta;

Let us see the following code snippet to understand it better:

			mod cook_food;

			use crate::cook_food::italian_food::{cook_italian_pizza, cook_pasta};

			fn main() {

			    println!("Cooking some delicious food ...");

			    

			    cook_italian_pizza();

			    cook_pasta();

			}

Output of the code is shown in Figure 5.5:
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Figure 5.5: Bringing multiple functions from a module to current scope

Conclusion

In this chapter, we learned about the Rust module system, which helps us organize and modularize our Rust projects. We explored crates, the building blocks of Rust programs, and saw how to create library crates and access their functions from binary crates. We also looked at how to group related code into modules and access it from other parts of the project using the Path syntax. It is important to have a good understanding of the module system when working on larger projects.

In the next chapter, Error Handling we will learn about the error handling features in Rust programming language.

Questions


	Explain the different components of module system in Rust, and how are they related to each other.


	What is a crate? What are the different types of crates in Rust?


	What is a package? Explain with an example.


	How many library and binary crates can be defined within a package?


	What is a library crate? How can we create a library crate in Rust?


	Add a function called recipe() to the cook_food module and its nested modules. Keep the recipes for special food items confidential by making sure they are not accessible to external modules.


	State true or false:


	A package in Rust can contain only one binary crate.


	There can be multiple library crates defined inside a package.


	A package can have just one library crate and no binary crate.


	Functions defined in a private module are not accessible from outside the module.


	A private function defined in a public module can be accessed from other modules within the project.





Points to remember


	The module system in Rust includes tools such as crates, modules, and packages that help us organize our code efficiently.


	In Rust, a crate is a unit of compilation that can be either a binary or a library file.


	A crate is a binary file by default, but we can specify its type with the --bin or --lib flag when using cargo new to create it.


	A package in Rust is a collection of one or more crates, along with a Cargo.toml file that describes how to build them.


	A package can consist of a single library crate and multiple binary crates but must have at least one crate in total.


	Modules in Rust are similar to namespaces and allow for logical grouping of code. They are defined using the mod keyword and can be either public or private (private by default). To make a module public, the pub keyword can be used. Modules can also be nested within other modules.


	The Path syntax is used to access items defined within a module. Paths can be either relative or absolute.


	To bring multiple functions from a module into the current scope, we can either import the complete path for each function individually or group them together using curly braces. 
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CHAPTER 6Error Handling


Introduction

This chapter will cover the error handling features in Rust programming language. Errors are an inherent aspect of software programs, and it is difficult to write code completely free of errors. Rust has several features for handling error situations. In contrast to many other programming languages, Rust divides errors into two categories, recoverable and unrecoverable errors. This chapter will explore both types of errors and how to handle them.

Structure

The chapter will cover the following topics:


	Rust’s error handling


	Recoverable errors and result


	Common result methods


	Unrecoverable errors and panic!


	Using backtrace


	Changing default panic behavior



Objectives

This chapter aims to provide an understanding of the different types of errors that can occur in a Rust program and how to effectively handle them. You will learn how to determine whether to use the Result enum or the panic! macro to handle a specific error case in your program. In Rust, an enum defines a type by listing its variants, each optionally holding data. This makes enums more powerful than in C or C++, as they can store values along with their variants. Additionally, you will learn how to use a backtrace to troubleshoot certain bugs in your program. By the end of this chapter, you should be proficient in dealing with errors in Rust programs.

Rust’s error handling

Unlike many other programming languages, Rust distinguishes between recoverable and unrecoverable errors and has different mechanisms for handling them. Recoverable errors are typically ordinary errors that are not necessarily caused by a bug in the code, but rather by external factors such as a file not being found, network issues, or permission issues. These types of errors can often be resolved by prompting the user to retry after taking certain steps. Unrecoverable errors are caused by clear bugs in the code, such as attempting to access data beyond the bounds of an array. Most programming languages treat both types of errors in the same way, using exceptions to handle them. In Rust, recoverable errors are handled using the Result enum, while unrecoverable errors are handled using the panic! macro.

Recoverable errors and result

Recoverable errors can occur in code that does not have any bugs, it is not necessary to terminate the program in this case. Instead, we can try to handle and recover from these errors. In Rust, recoverable errors are represented by the Result<T, E> enum, which has two variants: OK and Err. The OK variant represents a successful result, while the Err variant represents an error. Here is an example of the Result<T, E> enum in Rust:

			enum Result<T, E> {

			    Ok(T),

			    Err(E),

			}

The Result<T, E> enum in Rust represents the success or failure of an operation. If the operation is successful, a value of type T is returned within the OK variant. If the operation fails, an error of type E is returned within the Err variant. One of the useful methods associated with Result is unwrap(), which either produces the element T or panics. Many functions in the Rust standard library return the Result type, such as File::open(), parse(), and so on. These functions indicate that they can either succeed or fail. For example, File::open() may succeed and return a file handle, but it can also fail and return an error. Similarly, parse() may successfully parse the given string to another type, but it may also fail and return an error if it is not possible to do so.

The Result enum can be used to handle this error case by checking if the result is Ok or Err. In the case of Ok, the parsed value can be used, while in the case of Err, an appropriate error handling can be implemented. Let us look at an example function area_rectangle() that uses this approach by parsing the input strings an i32, and then using them to calculate and return the area of the rectangle if the parsing is successful:

			fn area_rectangle(length: &str, width: &str) -> i32 {

			    let x:i32 = length.parse().unwrap();

			    let y:i32 = width.parse().unwrap();

			    x*y

			}

			fn main() {

			    let area = area_rectangle("20", "5");

			    println!("area of rectangle = {}", area);

			}

The output of the code is shown in Figure 6.1:
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Figure 6.1: Output of area_rectangle function

The provided code runs without any issues when the input string is a valid representation of a number, such as 5. However, if an invalid string is passed, such as 5a, the program will panic because it is unable to parse the string to the desired type (i32) as shown in the following example:

			fn main() {

			    let area = area_rectangle("20", "5a");

			    println!("area of rectangle = {}", area);

			}

The output of the code is shown in Figure 6.2:
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Figure 6.2: Output of parsing invalid string

The program panics and terminates with a ParseIntError when an invalid string is passed to it. However, it is possible to handle such cases in a custom way. One way to do this would be to return a default value, such as 0, when the parse() function returns an error. This can be done by using the Result enum to check if the parse() function returns Ok or Err. If it returns Ok, we use the parsed value, if it returns Err, we return a default value of 0. This way, we ensure that the length of the sides of the rectangle is always a valid i32 value and the program can continue to execute without termination. Additionally, we can return a custom message or take some other required action. The modified area_rectangle function will look something like this:

			fn area_rectangle(length: &str, width: &str) -> i32 {

			    let x = match length.parse::<i32>() {

			        Ok(l) => l,

			        Err(_) => 0,

			    };

			    let y = match width.parse::<i32>() {

			        Ok(l) => l,

			        Err(_) => 0,

			    };

			    x*y

			}

			fn main() {

			    let area = area_rectangle("20", "5");

			    println!("area of rectangle = {}", area);

			}

The output of the code is shown in Figure 6.3:
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Figure 6.3: Handling error due to parsing invalid string

Another way to handle the error case when the input string cannot be parsed to an i32 is to panic the program. This can be done by modifying the Err case in the match expression inside the area_rectangle function. Instead of returning a default value or taking some other action, the program can be caused to panic by calling the panic! macro. This can be done as shown in the following code snippet:

			fn area_rectangle(length: &str, width: &str) -> i32 {

			    let x = match length.parse::<i32>() {

			        Ok(l) => l,

			        Err(e) => panic!("Error occurred: {}", e),

			    };

			    let y = match width.parse::<i32>() {

			        Ok(l) => l,

			        Err(e) => panic!("Error occurred: {}", e),

			    };

			    x*y

			}

			fn main() {

			    let area = area_rectangle("20", "5a");

			    println!("area of rectangle = {}", area);

			}

The output of the code is shown in Figure 6.4:
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Figure 6.4: Handling parsing of an invalid string with a custom error message

Handling success and error cases using the match expression in Rust is similar to the try/catch blocks in other languages. The match expression is used to check if the operation was successful or not and based on that, the appropriate action is taken. If the operation is successful, the code in the Ok block is executed, otherwise, the code in the Err block is executed. This is similar to the try/catch mechanism in other languages where the try block is used to execute the code that may raise an exception and the catch block is used to handle the exception.

Common result methods

Handling success and failure cases of a Result using the match expression can be verbose. To simplify this process, the Result provides several methods that can be used for common scenarios. While not a comprehensive list, some of the most commonly used methods are mentioned below


	is_ok(): This method returns true if the result is Ok, and false otherwise.


	is_err(): This method returns true if the result is Err, and false otherwise.

These methods can be utilized as follows:

fn main() {

    let result = "10".parse::<i32>();

    if result.is_ok() {

        println!("Parsing was successful: {:?}", result);

    } else {

        println!("Parsing failed: {:?}", result);

    }

}

The output of the code is shown in Figure 6.5:
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Figure 6.5: Using is_ok method


	unwrap(): This method can be used to simplify the process of handling success and failure cases of a Result. If the Result is Ok, this method returns the success value. However, if the Result is an Err, it will cause the program to panic. An example of this can be seen in the following code:

fn main() {

    let x:i32 = "5".parse().unwrap();

    println!("x = {}", x);

}

The output of the code is shown in Figure 6.6:
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Figure 6.6: Output of unwrap function when Result is Ok

In the preceding code, the input string 5 can be parsed to an i32 value, so the unwrap() method will return the success value 5, and assign it to the variable x. However, if the input string 5a cannot be parsed to an i32 value, the unwrap() method will cause the program to panic, as shown in the following code:

fn main() {

    let x:i32 = "5a".parse().unwrap();

			

    println!("x = {}", x);

}

The output of the code is shown in Figure 6.7:
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Figure 6.7: Output of unwrap function when Result is Err


	expect(msg): This method is similar to the unwrap() method, it also allows you to add a custom error message that will be printed in case of a panic. An example of this can be seen in the following code:

			fn main() {

    let _x:i32 = "5a".parse().expect("Oops .. invalid string found.");

}

The output of the code is shown in Figure 6.8:
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Figure 6.8: Handling panic with except() method

If the input string 5a cannot be parsed to an i32 value, the expect() method will cause the program to panic with the error message Oops .. invalid string found. This approach can be useful in situations where you want to provide more information about the cause of the panic to the developer or user.



For more information about the various methods available for the Result enum, you can refer to the official Rust documentation which can be found at the following link: 

https://doc.rust-lang.org/std/result/enum.Result.html

Unrecoverable errors and panic

In this section, we will discuss errors that represent subtle bugs in the code that cannot be handled. These errors include situations like out-of-bounds access for array elements, division by zero, and assertion failure. For these types of errors, Rust uses the panic! macro. When the panic! macro is called, your program prints a failure message, unwinds the stack, and terminates the execution. However, this process of unwinding the stack is a costly operation and involves a lot of work, like moving up the stack and cleaning up the data from each function in the stack. To avoid this, Rust provides an alternative where the program can abort without cleaning up all the memory. In this case, the memory would eventually be cleaned by the operating system. An example of using the panic! macro can be seen in the following code:

			fn main() {

			    let a = -1;

			    if a < 0 {

			        panic!("a is less than 0.");

			    }

			    println!("a = {}", a);

			}

The output of the code is shown in Figure 6.9:
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Figure 6.9: Showing failure message through panic! macro

When the panic! macro is called, the program prints an error message which shows the location where the panic occurred. In the example, the panic occurred in our code, and we can easily locate the part of the code where the panic! macro was called. However, there may be cases where panic occurs in some code that is being called by our code, in that case, it may be harder to locate the problematic part of the code that led to the panic. In such cases, we can use the backtrace of functions to trace the call stack and figure out the root cause of the panic. This can be done by setting the RUST_BACKTRACE=1 environment variable before running the program.

Using backtrace

If a panic occurs outside of our code, it can be difficult to locate the cause of the problem. The RUST_BACKTRACE=1 environment variable can be used to get a backtrace of all the functions that have been called when the panic occurred. This backtrace will show the function where the panic occurred at the top of the list, followed by the functions that have been called in the order they were called. So, if the panic has occurred in some code outside of our code, the top of the backtrace will show that code, and as we go down the stack, we will reach some part of our code, that caused the panic. Refer to the following code snippet for a better understanding:

			fn main() {

			    let a = vec!['x', 'y', 'z'];

			    println!("Fifth character = {}", a[4]);

			}

In the preceding code snippet, the vector 'a' only contains three characters, however, we are attempting to access the fifth character. This causes the program to panic. If we run the program with RUST_BACKTRACE=1, it will display the stack backtrace which shows the sequence of function calls leading up to the panic. To better understand the root cause of the panic, the following code includes the main function along with the panic message generated by the index out-of-bounds error:

			$ RUST_BACKTRACE=1 cargo run

The output of this command is shown in Figure 6.10:
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Figure 6.10: Stack trace using the RUST_BACKTRACE environment flag

In the backtrace, the function calls at the top are not from our code. As we go down the stack, we find main.rs:3 at index 6 which indicates the location of the problem in our code, in this case, line 3 of main.rs. This allows us to pinpoint the specific line of code that caused the bug and fix it accordingly.

Changing default panic behavior

By default, when a panic occurs, Rust unwinds the stack and cleans up the memory. However, this process can be costly and time-consuming. To change this default behavior, you can set Rust to abort upon panic, which will cause the program to terminate immediately without unwinding the stack. To do this, you need to add panic = 'abort' to the appropriate [profile] sections in your Cargo.toml file. For example, to make the program abort on panic in release mode, you can add the following lines to the Cargo.toml file:

			[profile.release]

			panic = 'abort'

This way, the program will terminate immediately, and the memory will eventually be cleaned by the operating system in a panic rather than unwinding and cleaning the stack.

			
				
					
				
				
					
							
				Note: This will also disable the backtrace feature, so you will not be able to trace the root cause of the panic.

						
					

				
			

Conclusion

In this chapter, you have been introduced to the methods of handling errors in Rust. Specifically, we have seen how the Result enum can be used to handle recoverable errors and panic! macro for unrecoverable errors. We have also examined how to use backtraces to trace the root cause of panics in our code. Additionally, you have learned how to override the default behavior of unwinding the stack during a panic.

In the next chapter, you will learn about generics and traits which are powerful tools for reducing duplication of code logic.

Questions


	What are the ways Rust separates errors and what methods are used to handle them?


	What happens by default when a panic occurs and is it possible to change this default behavior? If so, what is the method to do so?


	How can we identify and trace the source of a panic that occurs in external code and how it relates to our code?


	Indicate whether the following statements are true or false:


	Different errors are handled using exceptions.


	The Result enum is not used to handle unrecoverable errors in Rust, it is used to handle recoverable errors and return a value or an error.


	The panic! macro is employed to handle unrecoverable errors in Rust.


	By default, when a panic occurs, the program will stop its execution and unwind the stack to clean up memory.





Points to remember


	Rust separates errors into two categories, recoverable and unrecoverable errors. This distinction is unique to Rust, in contrast to other languages that typically do not differentiate between the two types of errors.


	Recoverable errors are situations where the program can continue to execute even after an error occurs. These types of errors can occur due to external factors such as invalid user input, network failures, and other similar scenarios. They do not necessarily mean that the program has bugs and can be handled and recovered from without terminating the program.


	Rust employs the Result enum to manage recoverable errors which allows for the program to continue its execution even after an error occurs.


	The Result<T, E> enum has two possible cases: Ok and Err. When an operation is successful, the Ok variant contains a value of type T, and when it fails, the Err variant contains an error of type E.


	Unrecoverable errors are the result of bugs in the code, and it is not possible to continue the execution of the program after such an error occurs. These types of errors require immediate attention and fixing.


	Rust offers the panic! macro as a means of handling unrecoverable errors, which stops the execution of the program when a bug or unexpected situation occurs.


	When a panic occurs, the program will print an error message, unwind the stack, and clean up the memory before quitting. However, Rust offers the option to change this default behavior by allowing the program to abort without fully cleaning up memory, using the "panic = 'abort'" in the Cargo.toml file.


	When a panic occurs in external code, we can use the RUST_BACKTRACE=1 flag to obtain a trace of all the function calls that led up to the panic, to identify the part of our code that may have caused the issue.
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CHAPTER 7Generics and Traits


Introduction

In this chapter, we will explore generics and traits used to reduce code duplication and increase flexibility. Similar to C++ templates, generics allow functions and types to be reused with values of different types. Traits are similar to interfaces in other languages, such as Java and C#, and allow for shared behavior across multiple types. We will cover how to use traits, their inner workings, and how to create custom traits.

Structure

This chapter covers the following topics:


	Generics


	Traits



Objectives

By the end of this chapter, you should possess a thorough understanding of generics in Rust and their role in preventing code duplication. You will have been introduced to defining structs, Enums, functions, and methods with generic type parameters, as well as defining traits and their methods, calling trait methods, and passing traits as function arguments.

Generics

By using generics, we can write code that is flexible and adaptable to various data types and traits. This approach leads to more efficient and maintainable code by reducing duplication and making our code more concise. As an illustration, consider a function that takes in two integers and returns their product. This function can be written as follows:

			fn product_int(x:i32, y:i32) -> i32 {

			  x*y

			}

			fn main() {

			  let x = 5;

			  let y = 3;

			  let prod = product_int(x, y);

			  println!("product = {}", prod);

			}

Output of the code is shown in Figure 7.1:
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Figure 7.1: Using a function product_int to get the product of two integers

Consider a scenario where we have to multiply two numbers in floating-point format instead of integers. The function product_int is designed to only accept two i32 parameters and would raise an error if we provide floating-point values. In order to handle this, we need to develop a new function, named product_float, that takes in two f64 values as arguments and outputs their product, as demonstrated in the following code:

			fn product_float(x:f64, y:f64) -> f64 {

			  x*y

			}

With generics, we can write code logic that works for different data types without duplicating it. By doing so, we prevent the repetition of code and maintain a neat and compact code structure. For example, instead of writing separate functions for multiplying integers and floating-point numbers, we can write a single generic function that works for any data type. This way, we can write the code logic once and apply it to different data types, avoiding duplication and making our code more efficient.

In this chapter, you will learn how generics can be utilized in various contexts, such as structures, Enums, methods, functions, collections, and traits, through various examples.

Generic structs

We have previously observed how structs are useful for grouping related data. The body of a struct contains various fields, each with its data type. These data types do not have to be specific, and instead, we have the option of using generic data types if the same struct template can be used with multiple data types. Let us take a look at how can a struct be defined with generic data types. As an example, consider the definition of a circle, a familiar geometric shape. A circle can be defined by its center coordinates in a given coordinate system and its radius, as shown in Figure 7.2. Generics allow us to define structures with type parameters, avoiding code duplication. A circle, for instance, can be defined using a structure that takes the coordinates of its center and its radius as fields. These fields can be defined as either integer or floating-point values. By using generic data types in the structure definition, we can define the same structure for different data types without having to duplicate the code:

[image: ]
Figure 7.2: A circle with center (cx, cy) and radius r

To create a struct using generic types, angle brackets <> must be used to indicate the generic type parameter(s). Instead of using concrete data types like i32 or f64, we use a generic type named T to represent the data type of the fields in the struct. In this case, the variable T denotes the data type for the x and y coordinates as well as the radius of the circle, which should all be of the same type. If the struct needs to handle multiple data types, multiple generic types can be used and given names like T, U, V, etc. In the following example, we will see how to use a single generic type within a struct:

			#[derive(Debug)]

			#[allow(dead_code)]

			struct Circle<T> {

			    cx : T,

			    cy : T,

			    r : T

			}

			fn main() {

			    let c = Circle {

			        cx : 5,

			        cy : 0,

			        r : 2

			    };

			    println!(«c = {:?}», c);

			}

The output of the code is shown in Figure 7.3:
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Figure 7.3: Creating a circle with generic type parameter

In the previous example, the struct Circle requires that values for the fields cx, cy, and r must all be of the same type since they have all been defined using the same generic type parameter T. This means that if we try to assign an f64 value to the fields cx and cy, and an i32 or any other type to the field r, the compiler will generate an error. Let us look at an example to illustrate this:

			#[derive(Debug)]

			#[allow(dead_code)]

			struct Circle<T> {

			    cx : T,

			    cy : T,

			    r : T

			}

			fn main() {

			    let c = Circle {

			        cx : 5,

			        cy : 0,

			        r : 2.5

			    };

			    println!("c = {:?}", c);

			}

The output of the code is shown in Figure 7.4:
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Figure 7.4: Output showing error due to type mismatch

The mistake is clear because the field r was expected to have an integer value, but we passed 2.5, which is a float.

Generic functions

We use angle brackets <> to specify the type names when defining a function that works with generic types. This comes immediately after the function name and before the function parameters. For example, to define a generic function foo that takes an argument arg of a generic type T and returns a value of the same type, we would write it as follows:

			fn foo<T>(arg: T) -> T{ 

			    // Function logic goes here 

			    arg

			}

Let us define a generic function area_rectangle that takes two inputs, length, and width, and returns the area of the rectangle. Using a generic type parameter T in the function definition allows us to calculate the area of rectangles with dimensions specified as integers or floating-point values, or any other type that supports multiplication operation. Here is an example code snippet that demonstrates this:

			fn area_rectangle<T>(length:T, width:T) -> T {

			    length*width

			}

			fn main() {

			    let length = 5;

			    let width = 10;

			    let area = area_rectangle(length, width);

			    println!("area of rectangle = {}", area);

			}

Output of the code is shown in Figure 7.5:
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Figure 7.5: Compilation error due to missing implementation of Mul trait for type T

The code above generates a compilation error that indicates we cannot perform multiplication operations on values of type T. This means that we have not implemented the Mul trait for the generic type T. The Mul trait specifies an associated output type, which indicates the type of the result returned when the * operator is used. The output type, in this case, must match the input type T. To address the error, we need to make the necessary changes as suggested by the compiler. Once implemented, the updated code should resemble the following:

			use std::ops::Mul;

			fn area_rectangle<T:Mul<Output=T>>(length:T, width:T) -> T {

			    length*width

			}

			fn main() {

			    let length = 5;

			    let width = 10;

			    let area = area_rectangle(length, width);

			    println!("area of rectangle = {}", area);

			}

When you use T: Mul<Output = T>, it ensures: T must implement the Mul trait. The result of multiplying two T values (T * T) is also of type T. This generic approach allows you to use the multiplication operator with different numeric types (like i32, f64, etc.). The output of the code is shown in Figure 7.6:
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Figure 7.6: Fixing error due to missing implementation of Mul trait for type T

Generic enums

An enum in Rust can also be defined with generic data types, similar to defining a struct with generic data types. These enums can have either a single generic type or multiple generic types, similar to structs or functions. We have already seen some examples of enums with generic data types, such as the built-in Option<T> enum and Result<T, E> enum. To define our enum with generic types, we can refer to the definition of the Result enum:

			enum Result {

			    Ok(T),

			    Err(E), 

			}

The Result enum has two generic types, T and E, which are used in the Ok and Err variants, respectively. The Ok variant stores a value of type T, while the Err variant stores a value of type E. When an operation is successful, the Ok variant is used to return the value of type T, and when it fails, the Err variant is used to return the error value of type E.

Generic methods

We can define and implement methods on structs and enums just like functions with generic types. To illustrate this, we can define a method named "get_radius" on the "Circle<T>" struct that we created earlier:

			#[derive(Debug)]

			#[allow(dead_code)]

			struct Circle<T> {

			    cx : T,

			    cy : T,

			    r : T

			}

			impl<T> Circle<T> {

			    fn get_radius(&self) -> &T {

			        &self.r

			    }

			}

			fn main() {

			    let circle = Circle {

			        cx : 5,

			        cy : 0,

			        r : 2

			    };

			    println!("Radius of circle = {:?}", circle.get_radius());

			}

The output of the code is shown in Figure 7.7:
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Figure 7.7: Getting the radius of a circle using a generic method get_radius()

The code snippet above defines a method named get_radius on the Circle<T> struct, which returns a reference to the value of the r field. We use the impl keyword followed by the generic type T to define methods on "Circle<T>". Alternatively, we can also implement a method on Circle<f32> for a specific type, in this case, f32, rather than a generic type. In such cases, instead of specifying the generic type parameter T after impl, we can directly use a concrete type like Circle<f32> to implement the methods of the Circle struct, as demonstrated in the following code snippet:

			impl Circle {

			     fn get_radius(&self) -> &f32 {

			           &self.r 

			     } 

			}

If we were to create a Circle<i32> and call the method get_radius on it, the code would not compile because the get_radius method has been implemented for Circle<f32> specifically and not for Circle<i32>.

Traits

In Rust, a trait is a group of methods that are defined for a specific type. Traits are akin to interfaces in programming languages like Java and C# as well as abstract classes in C++. They can contain abstract methods, which are methods without a body, as well as concrete methods, which are methods with a body. This is distinct from interfaces, which do not have concrete methods.

Defining and implementing traits

The trait keyword is used to define a trait along with a name and a combination of concrete and abstract methods. Abstract methods do not have a body, whereas concrete methods have an implementation. This is different from interfaces in some languages, which do not have concrete methods. The following code snippet illustrates this:

			trait MyTrait {

			    // no implementation 

			    fn abstract_method(&self);

			    

			    // with implementation

			    fn concrete_method(&self) {

			        // method body

			    }

			}

The first parameter of trait methods is typically &self, followed by any other required parameters. To illustrate, we can create a trait called ShapeUtils, which contains several methods for closed two-dimensional geometric shapes such as circles, rectangles, squares, and so on. The trait can be defined as shown below:

			trait ShapeUtils {

			    fn area(&self) -> f64;

			    fn perimeter(&self) -> f64;

			    fn print_shape(&self);

			}

In the example above, the ShapeUtils trait has three abstract methods, which do not have any default implementations. We have only defined their signatures, and any type that implements this trait is expected to provide an implementation for these methods. The print_shape method is responsible for printing the properties of a geometric shape, while the area and perimeter methods are used to calculate and return the area enclosed by the shape and its perimeter, respectively. As different shapes have different properties and formulas for calculating area and perimeter, the trait does not provide any default implementation for these methods and structs corresponding to different geometric shapes must provide their own implementations. In the next section, we will show how to implement this trait for the Circle struct that we defined earlier.

To implement a trait for a type, you need to declare an impl block. The syntax is impl <trait> for <type>. To use a trait with a struct, you need to implement all the methods of the trait that do not have default implementations. Let us consider the example of the Circle struct, which has three fields: cx, cy, and r, representing the x and y coordinates of its center and its radius. We can implement the ShapeUtils trait for Circle as follows:

			struct Circle<T> { 

			    cx: T, 

			    cy: T, 

			    r: T 

			}

In the following code snippet, we will provide implementations for the methods of the ShapeUtils trait for the Circle struct:

			impl ShapeUtils for Circle<f64> {

			    fn area(&self) -> f64 {

			        std::f64::consts::PI * self.r * self.r

			    }

			    

			    fn perimeter(&self) -> f64 {

			        2.0 * std::f64::consts::PI * self.r

			    }

			    fn print_shape(&self) {

			        println!("Circle with center ({}, {}) and radius {}", self.cx, self.cy, self.r);

			    }

			}

We can now create an instance of the Circle struct and call the methods of the ShapeUtils trait that we just implemented on that instance, as shown in the following example:

			fn main() {

			    let circle = Circle{

			        cx: 10.0,

			        cy: 2.0,

			        r : 5.0

			    };

			    circle.print_shape();

			    println!("{}", circle.area());

			    println!("{}", circle.perimeter());

			}

Output of the code is shown in Figure 7.8:
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Figure 7.8: Calling methods of the trait ShapeUtils on an instance of a Circle

Default implementation of trait’s methods

One might want to provide default implementations for certain methods of a trait. If a type that implements the trait does not provide its implementation for its methods, the default implementation will be used. However, if the type overrides the default implementation by providing its own logic, then that custom code will be executed when the method is called on an instance of that type.

For the ShapeUtils trait, we can define a default implementation for the print_shape method as follows:

			trait ShapeUtils {

			    fn area(&self) -> f64;

			    fn perimeter(&self) -> f64;

			    fn print_shape(&self){

			        println!("Printing a geometric shape");

			    }

			}

If you call shape1.print_shape() now, you will still get the same message as before, which is Circle with center (10, 2) and radius 5. This is because we have overridden the default implementation of the print_shape method of the Circle struct with a custom implementation. If the custom implementation is not provided for the function print_shape in the Circle struct, the default implementation in the trait will be called, and a default message will be printed instead.

Implementing multiple traits

One can implement multiple traits on a struct type using multiple impl blocks, similar to how methods of a single trait are implemented. For example, if we have a struct named MyStruct and we want to implement traits named TraitOne and TraitTwo on it, we can use the following code snippet:

			struct MyStruct {

			    // fields

			}

			impl TraitOne for MyStruct {

			    // implementation of TraitOne methods

			}

			impl TraitTwo for MyStruct {

			    // implementation of TraitTwo methods

			}

Traits as function parameter

One can use traits as function parameters to allow different types that implement a specified trait to be passed to a function. There are two ways to specify traits as function parameters: using the impl trait syntax and the trait bound syntax.

impl trait syntax

Assuming we have multiple shapes, such as circles, rectangles, and triangles, all of which implement the ShapeUtils trait, we may need to execute code specific to each shape based on user input in our application. In this case, we can define a function called draw_shape that accepts a parameter of type &impl ShapeUtils. This parameter can be used to call the print_shape function specific to the selected shape. The following example demonstrates this:

			fn draw_shape(shape: &impl ShapeUtils) {

			    println!("Drawing the following shape:");

			    shape.print_shape();

			}

			fn main() {

			    let circle = Circle{

			        cx: 10.0,

			        cy: 2.0,

			        r : 5.0

			    };

			    draw_shape(&circle);

			}

Output of the code is shown in Figure 7.9:
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Figure 7.9: Invoking a draw_shape function that takes an argument of type impl ShapeUtils

The function draw_shape requires an argument of type &impl ShapeUtils. Nevertheless, in the function main, we pass a reference to an instance of the Circle struct. This illustrates that if you use the impl keyword followed by the name of a trait as the type of a function parameter, the function can accept any type that implements that trait.

Trait bound syntax

The trait bound syntax offers a more concise and simpler way to handle complex cases. In this syntax, you declare a generic type after a colon inside angle brackets following the function name. For instance, if a function named draw_shape requires a parameter of a type that implements the ShapeUtils trait, its signature can be written as fn draw_shape<T: ShapeUtils>(shape: &T).

Here is an example code that uses the trait bound syntax, using our previous implementations of the ShapeUtils trait and the Circle struct:

			// Using Trait bound syntax

			fn draw_shape<T: ShapeUtils>(shape: &T) {

			    println!("Drawing the following shape:");

			    shape.print_shape();

			}

			fn main() {

			    let circle = Circle{

			        cx: 10.0,

			        cy: 2.0,

			        r : 5.0

			    };

			    draw_shape(&circle);

			}

Output of the code is shown in Figure 7.10:
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Figure 7.10: Using trait bound syntax to implement draw_shape function

Multiple parameters of same trait

If a function accepts multiple parameters of the same trait type, you can specify the trait name using the impl keyword, followed by an ampersand & and the trait name for each parameter. For example, if we have a function called draw_shapes that accepts two parameters of type impl ShapeUtils, the function signature would look like this:

			fn draw_shapes(shape1: &impl ShapeUtils, shape2: &impl ShapeUtils){

			    // draw shape1

			    // draw shape2

			}

However, using the trait bound syntax, you can declare the generic type for each parameter after a colon inside angular brackets after the function name, like this:

			fn draw_shapes<T: ShapeUtils>(shape1: &T, shape2: &T){

			    shape1.print_shape();

			    shape2.print_shape();

			}

Parameters implementing multiple traits

Up until now, the function parameters we have used only implemented a single trait, such as ShapeUtils, in our previous examples. If a function needs to accept a parameter of a type that implements two or more traits, we can use the plus (+) syntax to specify that. For instance, suppose we have a function called foo that expects a parameter of type MyStruct, which implements both TraitOne and TraitTwo. In that case, using the impl trait syntax, we would define the foo function as follows:

			fn foo(st: &(impl TraitOne + TraitTwo)) {

			    // implementation code

			}

We can define the same function using the trait bound syntax as follows:

			fn foo<T: TraitOne + TraitTwo>(st: &T) {

			    // implementation code

			}

The choice between the two syntaxes is a matter of personal preference, but the trait bound syntax is generally considered to be cleaner and more concise.

Conclusion

This chapter delved into the topic of generics and traits in Rust programming language, illustrating how generic types can be leveraged to prevent redundancy of code logic in struct, enum, function, and method definitions. It also demonstrated how to define and implement traits and their methods, and how a struct type can implement methods of one or more traits. Additionally, the chapter covered how to define functions that accept traits as parameters.

In the next chapter, we will cover Rust’s handling of files and directories.

Questions


	What are generics in Rust, and how do they help in avoiding duplication of code?


	Explain the syntax for defining a generic type parameter in Rust.


	What is a trait in Rust? How do you define and implement a trait in Rust?


	Can a struct implement multiple traits in Rust? If yes, how?


	How do you define a function that accepts a trait as a parameter in Rust?


	What is the difference between the impl trait syntax and the trait bound syntax when defining a function parameter in Rust?


	How do you specify that a function parameter should implement multiple traits in Rust?


	Can you give an example of a scenario where using generics and traits in Rust can help in writing more concise and maintainable code?


	In Rust, how do you ensure that a function parameter implements a particular trait?



Points to remember


	Generics allow you to write code that can be used with different types and help you to avoid code duplication and write cleaner code.


	A generic type parameter in Rust is typically denoted by <T> and represents any valid type.


	Generic types can be used to define structs, enums, functions, methods, and traits.


	A function or method that uses generics can abstract over the types of its parameters as well as its return type, making it more flexible and reusable.


	Traits are a collection of methods defined for a specific type and can be likened to interfaces in Java and C# or abstract classes in C++.


	Traits in Rust can have both abstract methods, which are methods without a body, and default implementations, which are methods with a body. This is different from interfaces in some other programming languages, which typically only allow abstract methods.


	One or more methods can be associated with a trait.


	To implement a trait, a type must implement all the abstract methods defined in that trait. However, it has the flexibility to override the concrete methods with its own custom implementation.


	Multiple traits can be implemented for a single struct by adding multiple implementation blocks.


	Once a trait is implemented for a type, its methods can be called on that type, just like any other method defined for that type.


	One or more traits can be used as function parameters.


	Two syntaxes are available to specify traits as function parameters in Rust: the impl trait syntax and the trait bound syntax. The former syntax allows a function to accept any type that implements the specified trait. On the other hand, the later syntax declares a generic type after a colon inside angular brackets after the function name and specifies that the type implements the specified trait.


	A function that accepts a trait as a parameter can be invoked with any type that implements the specified trait.







CHAPTER 8Working with File Systems


Introduction

In this chapter, we will delve into the fundamentals of file systems in Rust. We will explore how Rust interacts with files and directories and gain a deeper understanding of how Unix/Linux manages files. Additionally, we will learn about the various functions provided by the Rust Standard Library for working with files, paths, links, and directories. By the end of this chapter, you will have a solid grasp of the tools and techniques required to effectively handle file systems in Rust.

Structure

This chapter covers the following topics:


	Linux system calls for file operations


	File input/output in Rust


	Directory and path operations


	Hard links, symbolic links, and performing queries



Objectives

By the end of this chapter, readers should have a solid understanding of how to use the Rust Standard Library to work with files, paths, links, and directories. You will understand how Rust interacts with files and directories on a Unix/Linux system. You will delve into the Linux system calls for file operations and explore the basics of how files are managed. You will also learn about file I/O in Rust, which involves reading and writing data to and from files. Additionally, you will study directory and path operations, which enable us to navigate and manipulate directories in our file system. Furthermore, you will cover hard links, symbolic links, and performing queries, which will allow us to create links to files and search for and filter files based on certain criteria.

Linux system calls for file operations

In Unix/Linux systems, the file operations are performed by a set of system calls provided by the kernel. These system calls include opening and closing files, reading from and writing to files, manipulating file attributes and permissions, creating and deleting files and directories, and working with links.

When a program needs to interact with a file, it typically starts by calling the open system call to obtain a file descriptor, a small integer representing the open file within the program. The open call takes as arguments the filename and a set of flags that specify the desired mode of access to the file. The flags can specify whether to open the file for reading, writing, or both, create the file if it does not exist, truncate the file if it already exists, and other options.

Once a file is open, the program can read from it or write to it using the read and write system calls, respectively. These calls take as arguments the file descriptor, a buffer to read or write data, and the number of bytes to read or write.

Other system calls can be used to manipulate file attributes, such as the chmod call to change permissions on a file and to create or delete files and directories. The link and symlink system calls can be used to create hard links and symbolic links, respectively, between files.

In Rust, these system calls are wrapped by the Rust Standard Library’s file I/O API, which provides functions and types for working with files, directories, paths, and links. The API provides a higher-level interface that abstracts away many of the low-level details of the system calls and provides safer and more ergonomic APIs for file operations.

File input/output in Rust

File input/output (I/O) is an essential aspect of programming. In Rust, we use the std::fs module to interact with files. The std::fs module provides several functions for creating, opening, reading, writing, and deleting files. The file type is used to represent files in Rust.

To create a new file, we use the File::create function, which returns a Result type that indicates whether the file was created successfully or not. For example, to create a new file named "example.txt", we can use the following code:

			use std::fs::File;

			fn main() -> std::io::Result<()> {

			    let _file = File::create("example.txt")?;

			    Ok(())

			}

The newly created file example.txt can be seen in Figure 8.1:
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Figure 8.1: Output showing new file example.txt created using File::create()

To open an existing file, we use the File::open function, which returns a Result type that contains a File object if the file was opened successfully. For example, to open a file named "example.txt", we can use the following code:

			use std::fs::File;

			fn main() -> std::io::Result<()> {

			    let file = File::open("example.txt")?;

			    Ok(())

			}

Once we have a File object, we can read from or write to the file using the Read and Write traits provided by the Rust standard library. The Read trait provides methods for reading bytes from a file, while the Write trait provides methods for writing bytes to a file.

For example, to read the contents of a file into a String, we can use the read_to_string method, which reads all bytes from the file and returns a Result type that contains a String if the read was successful. Since the newly generated file example.txt is empty, let us add a few lines of text to the file, as shown in Figure 8.2, before reading its contents:
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Figure 8.2: Contents of file example.txt

Now let us read the contents of "example.txt" using the read_to_string method, as shown in the following code snippet:

			use std::fs::File;

			use std::io::prelude::*;

			fn main() -> std::io::Result<()> {

			    let mut file = File::open("example.txt")?;

			    let mut contents = String::new();

			    file.read_to_string(&mut contents)?;

			    println!("File contents: {}", contents);

			    Ok(())

			}

The output of the preceding code snippet is shown in Figure 8.3:

[image: ]
Figure 8.3: Reading the contents of a file using read_to_string method

Similarly, to write data to a file, we can use the write or write_all methods provided by the Write trait. Here is an example:

			use std::fs::File;

			use std::io::prelude::*;

			fn main() -> std::io::Result<()> {

			    let mut file = File::create("example.txt")?;

			    file.write_all(b"Hello, world..!")?;

			    Ok(())

			}

The preceding code snippet creates a new file example.txt and writes a line of text to it, as shown in Figure 8.4:

[image: ]
Figure 8.4: Writing to a file using write_all method

In addition to reading and writing files, the std::fs module also provides functions for querying file metadata, such as file size, permissions, and timestamps. For example, to get the size of a file, we can use the metadata function to get a Metadata object, which contains information about the file, including its size. Let us read the size of the file example.txt, we just wrote to:

			use std::fs::metadata;

			fn main() -> std::io::Result<()> {

			    let metadata = metadata("example.txt")?;

			    let file_size = metadata.len();

			    println!("File size: {} bytes", file_size);

			    Ok(())

			}

The output of the code is shown in Figure 8.5:
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Figure 8.5: Finding the size of a file in bytes using the len() method

Overall, Rust provides a rich set of functions and types for working with files, making it easy to perform common file I/O operations.

Directory and path operations

Directories and paths are important for efficient and effective file management in Rust. A directory is a collection of files, while a path is the string representation of a file’s location in a file system. Rust provides a robust set of APIs for working with directories and paths, allowing for tasks such as creating and deleting directories, navigating paths, and performing operations on files within a directory. In this chapter, we will explore the basics of directory and path operations in Rust, along with advanced concepts such as symbolic and hard links and performing queries on directories and files.

Working with directories in Rust

In this section, we will cover how to work with directories in Rust. Directories are essential to file systems and contain files and other directories. We will learn how to create, delete, and manage directories using Rust’s standard library functions. Additionally, we will also cover how to traverse a directory tree and perform operations on the files and directories contained within it.

Creating directories

The Rust Standard Library provides a function called create_dir that creates a new directory at the provided path. If the directory already exists, create_dir returns an error. To create a directory and all its missing parent directories at once, we can use the create_dir_all function. This function creates all missing parent directories as well as the target directory. We will explore both functions in this section with example code snippets.

Here is an example code snippet that demonstrates how to create a directory in Rust using the std::fs module:

			use std::fs;

			fn main() {

			    let result = fs::create_dir("example_dir");

			    match result {

			        Ok(()) => println!("Directory created successfully!"),

			        Err(e) => println!("Error creating directory: {:?}", e),

			    }

			}

The output of the code says Directory created successfully, as shown in Figure 8.6:
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Figure 8.6: Output showing successful creation of directory using create_dir

In this example, we import the std::fs module and call the create_dir function, passing the name of the directory we want to create as an argument. The function returns a Result<(), std::io::Error> object, which we then match against to check if the directory was created successfully or not. If the directory was created successfully, we print a success message; otherwise, we print the error message. In our case, the directory was created without any error, as can be seen in Figure 8.7:

[image: ]
Figure 8.7: Output showing newly created directory example_dir

Here is an example code snippet that uses the create_dir_all function to create a directory and its parent directories recursively:

			use std::fs;

			fn main() -> std::io::Result<()> {

			    let path = "tmp/my/nested/directory";

			    // Create the directory and its parent directories recursively

			    fs::create_dir_all(path)?;

			    Ok(())

			}

In this example, the create_dir_all function is called with the path to the directory to be created (tmp/my/nested/directory). If any of the parent directories of the specified path do not exist, the function will create them recursively. If the specified directory already exists, the function will return an error. The created directories are shown in Figure 8.8:

[image: ]
Figure 8.8: Output showing nested folders created using create_dir_all

Removing directories

Removing directories in Rust can be achieved using the std::fs::remove_dir function. This function takes a path to a directory as its argument and deletes the directory if it is empty. If the directory is not empty, the function will return an error. Here is an example:

			use std::fs;

			fn main() {

			    match fs::remove_dir("mydir") {

			        Ok(()) => println!("Directory removed successfully"),

			        Err(e) => println!("Error removing directory: {}", e),

			    }

			}

To delete a non-empty directory, we can use the std::fs::remove_dir_all function. This function recursively deletes a directory and all its contents, including subdirectories and files. Here is an example:

			use std::fs;

			fn main() {

			    match fs::remove_dir_all("mydir") {

			        Ok(()) => println!("Directory removed successfully"),

			        Err(e) => println!("Error removing directory: {}", e),

			    }

			}

In both examples, we use the match statement to handle the result returned by the remove_dir or remove_dir_all function. If the operation is successful, we print a success message. If an error occurs, we print an error message including the information.

Renaming directories

Renaming a directory is a common operation when managing files and directories. In Rust, the fs::rename() function renames a directory. The rename() function takes two arguments: the current name of the directory and the new name.

Here is an example that demonstrates how to rename a directory:

			use std::fs;

			fn main() -> std::io::Result<()> {

			    // Create a directory

			    fs::create_dir("mydir")?;

			    // Rename the directory

			    fs::rename("mydir", "newdir")?;

			    Ok(())

			}

In this example, the create_dir() function creates a new directory named "mydir". The rename() function is then used to rename the directory to "newdir".

			
				
					
				
				
					
							
				Note: The function will return an error if a directory with the new name already exists.

						
					

				
			

It is also possible to move a directory to a different location using the rename() function. For example:

			use std::fs;

			fn main() -> std::io::Result<()> {

			    // Create a directory

			    fs::create_dir("mydir")?;

			    // Move the directory to a different location

			    fs::rename("mydir", "/tmp/mydir")?;

			    Ok(())

			}

In this example, the rename() function is used to move the "mydir" directory to the "/tmp" directory with a new name, "mydir". Note that the second argument of the rename() function is an absolute path.

Reading directories

This section covers how to list the contents of a directory using Rust. This can be useful for tasks such as finding all files of a certain type or processing a batch of files.

The read_dir function provided by the std::fs module returns an iterator that produces directory entries. Each directory entry contains a file name and metadata, represented by a DirEntry struct.

Here is an example of how to use read_dir to list the contents of a directory:

			use std::fs;

			fn main() -> std::io::Result<()> {

			    let path = "/path/to/directory";

			    for entry in fs::read_dir(path)? {

			        let dir_entry = entry?;

			        let file_name = dir_entry.file_name();

			        let file_type = dir_entry.file_type()?;

			        println!(

			            "File name: {:?}, File type: {:?}",

			            file_name,

			            file_type

			        );

			    }

			    Ok(())

			}

In this example, read_dir is called with a path to a directory as an argument. The resulting iterator produces DirEntry structs, which are then used to retrieve the file name and file type information. The ? operator is used to propagate any errors that might occur.

			
				
					
				
				
					
							
				Note: The file_type method returns a std::io::Result<FileType>, representing the file type. The FileType struct provides methods to query the file type, such as is_dir and is_file.

						
					

				
			

This example can be easily modified to perform actions on the files, such as deleting or processing their contents.

Working with paths in Rust

Working with paths in Rust is essential to interacting with the file system. A path is a string that represents the location of a file or directory in the file system tree. Paths can be either absolute (starting from the root of the file system) or relative (starting from the current directory). In this section, we will explore various path-related operations in Rust, such as path joining, normalization, extension extraction, and more.

Creating paths

The section covers various ways of creating and manipulating paths using Rust’s standard library. Rust provides a Path type for working with paths, and it has a method called new() that can be used to create a path from a string. This method is useful when creating a path from scratch.

Rust also provides a method called join() that can be used to join two paths together. This method can be used to create a path that is a combination of two or more paths.

Here is an example of using Path::new() to create a new path:

			use std::path::Path;

			fn main() {

			    let path = Path::new("/home/user/Documents");

			    println!("Path: {:?}", path);

			}

The above code will create a path representing /home/user/Documents and print it. To join two or more paths together, we can use the join() method like this:

			use std::path::Path;

			fn main() {

			    let path1 = Path::new("/home/user");

			    let path2 = Path::new("Documents");

			    let new_path = path1.join(path2);

			    println!("New Path: {:?}", new_path);

			}

The above code will create a new path that represents /home/user/Documents and print it. The join() method can be used to join multiple paths together.

Parsing paths

This section is concerned with the process of parsing a string into a Path or PathBuf type in Rust. This can be useful when working with file or directory paths provided as user input or when reading paths from a configuration file or database.

In Rust, the Path type represents a path to a file or directory, while the PathBuf type is used to build and manipulate paths. Both types are provided by the std::path module.

To parse a path string into a Path or PathBuf object, we can use the Path::new or PathBuf::from methods, respectively. These methods take a string as input and return a Path or PathBuf object.

Here is an example code snippet that demonstrates how to parse a path string into a PathBuf object:

			use std::path::PathBuf;

			fn main() {

			    let path_string = "/home/user/documents/file.txt";

			    let path_buf = PathBuf::from(path_string);

			    println!("Parsed path: {:?}", path_buf);

			}

This code creates a PathBuf object from the string "/home/user/documents/file.txt" using the PathBuf::from method. The resulting PathBuf object is then printed to the console using the println! macro.

In addition to the Path::new and PathBuf::from methods, the Path and PathBuf types also provide a number of other methods for working with paths, such as Path::parent, Path::file_name, and Path::extension, among others.

Concatenating paths

In Rust, concatenating paths is a common operation when working with file paths. This operation allows you to join two or more path segments into a single path. Rust provides several methods for concatenating paths, including the join method, which can be used to join a path segment to an existing path.

To use the join method, first, create a PathBuf object representing the existing path. Then call the join method on this object, passing the path segment you wish to join as an argument. The method will return a new PathBuf object representing the concatenated path.

Here is an example of concatenating paths using the join method:

			use std::path::PathBuf;

			fn main() {

			    let base_path = PathBuf::from("/home/user");

			    let new_path = base_path.join("documents");

			    println!("{:?}", new_path); // prints "/home/user/documents"

			}

In this example, we create a PathBuf object representing the base path "/home/user". We then call the join method on this object, passing the path segment "documents" as an argument. The method returns a new PathBuf object representing the concatenated path "/home/user/documents".

Normalizing paths

This section is focused on transforming paths into a standard form, which can be useful when working with paths that have redundant or inconsistent components. For example, a path with a double slash // or extra periods . and ...

The Rust standard library provides the std::path::PathBuf struct, which has a canonicalize method that normalizes the path by removing any redundant components and symbolic links.

Here is an example:

			use std::path::PathBuf;

			fn main() {

			    let path = PathBuf::from("/home/user/dir/../file.txt");

			    let canonicalized = path.canonicalize().unwrap();

			    println!("{:?}", canonicalized);

			}

In this example, the original path /home/user/dir/../file.txt is normalized to /home/user/file.txt.

If the path is not valid, the canonicalize method will return an Err. Therefore, it is important to handle errors properly.

Comparing paths

This section covers how to compare two paths to check if they refer to the same file or directory. The std::fs::canonicalize function can be used to resolve the paths, after which they can be compared. It is important to note that paths can be considered equal even if they are expressed differently (for example, /path/to/dir and /path/./to/../to/dir).

Here is an example code snippet:

			use std::fs::canonicalize;

			fn compare_paths() {

			    let path1 = "/path/to/file";

			    let path2 = "/path/./to/../to/file";

			    

			    // Canonicalize the paths to resolve them to their absolute paths

			    let abs_path1 = canonicalize(path1).unwrap();

			    let abs_path2 = canonicalize(path2).unwrap();

			    

			    // Compare the absolute paths

			    if abs_path1 == abs_path2 {

			        println!("Paths refer to the same file/directory");

			    } else {

			        println!("Paths refer to different files/directories");

			    }

			}

In this example, the paths /path/to/file and /path/./to/../to/file are resolved to their absolute paths (/path/to/file), which are then compared. If the paths refer to the same file or directory, the output will be "Paths refer to the same file/directory". Otherwise, the output will be "Paths refer to different files/directories".

Hard links, symbolic links, and performing queries

When working with files and directories, it is often necessary to create links between different files or to query information about them. In Rust, there are two types of links that can be created: hard links and symbolic links. Hard links allow multiple filenames to refer to the same underlying file on disk, while symbolic links create a special type of file that points to another file or directory.

In addition to creating links, it is also important to be able to perform queries on files and directories to obtain information about their properties, such as permissions, ownership, size, and modification time. Rust provides several functions for performing queries on files and directories, making it easy to retrieve and manipulate this information programmatically.

Hard links

In Rust, a hard link is a file system object that associates a name with an existing file. A hard link allows multiple directory entries to refer to the same file on disk. Unlike symbolic links, a hard link points directly to the file’s data on disk, not to a separate data structure. Thus, changing the contents of the file via one hard link also changes it via any other hard link.

Creating a hard link in Rust is similar to creating a symbolic link. The std::fs::hard_link() function is used to create a hard link, which takes two arguments: the source file and the destination file. The source file must already exist, and the destination file must not already exist.

Here is an example of creating a hard link in Rust:

			use std::fs;

			fn main() -> std::io::Result<()> {

			    fs::hard_link("original_file.txt", "hard_link.txt")?;

			    Ok(())

			}

In this example, the hard_link() function creates a hard link named hard_link.txt that points to the existing file named original_file.txt.

One important thing to note about hard links is that they cannot point to directories. This is because directories have a hierarchical structure that is incompatible with the flat namespace used by hard links.

Symbolic links

In Rust, a symbolic link (also called a symlink or a soft link) is a special type of file that acts as a reference to another file or directory. Unlike a hard link, a symbolic link does not create a new inode entry in the file system; instead, it simply contains the path of the file or directory it points to. Symbolic links can be used to create aliases or shortcuts to files and directories located elsewhere in the file system.

To create a symbolic link in Rust, we can use the std::os::unix::fs::symlink function. This function takes two arguments: the path of the original file or directory and the path where the symlink should be created. Here is an example:

			fn main() -> std::io::Result<()> {

			    // Create a symbolic link to a file

			    std::os::unix::fs::symlink("original.txt", "link.txt")?;

			    

			    // Create a symbolic link to a directory

			    std::fs::symlink("original_directory", "link_directory")?;

			    

			    Ok(())

			}

In this example, we create a symbolic link to a file called `original.txt` and another symbolic link to a directory called `original_directory`.

To follow a symbolic link and access the file or directory it points to, we can use the std::fs::read_link function. This function takes the path of the symbolic link as an argument and returns a std::io::Result<PathBuf> representing the path of the file or directory it points to. Here is an example:

			use std::fs;

			fn main() -> std::io::Result<()> {

			    // Create a symbolic link to a file

			    fs::symlink("original.txt", "link.txt")?;

			    

			    // Follow the symbolic link and print the path it points to

			    let path = fs::read_link("link.txt")?;

			    println!("Link points to: {}", path.display());

			    

			    Ok(())

			}

In this example, we create a symbolic link to a file called original.txt and then follow the link using read_link to print the path it points to.

One important thing to note is that if the file or directory that a symbolic link points to is moved or renamed, the symbolic link will no longer work correctly since it simply stores a path to the original file or directory.

Performing queries

The Rust standard library provides several functions to perform queries on files and directories. Let us discuss some of the commonly used functions.

Metadata queries

Metadata queries provide information about files and directories, such as the file size, creation time, modification time, and file permissions. The std::fs::metadata function returns a Metadata struct that contains metadata information about the specified file or directory.

Here is an example:

			use std::fs;

			fn main() {

			    let metadata = fs::metadata("file.txt").expect("Failed to get metadata");

			    println!("File size: {} bytes", metadata.len());

			    println!("Created: {:?}", metadata.created());

			    println!("Modified: {:?}", metadata.modified());

			    println!("Permissions: {:?}", metadata.permissions());

			}

Existence queries

Existence queries check whether a file or directory exists or not. The std::fs::metadata function can be used to check for the existence of a file or directory. If the file or directory does not exist, this function returns an error. Here is an example:

			use std::fs;

			fn main() {

			    if let Err(_) = fs::metadata("file.txt") {

			        println!("File does not exist");

			    } else {

			        println!("File exists");

			    }

			}

Alternatively, the std::path::Path::exists method can also be used to check for the existence of a file or directory. Here is an example:

			use std::path::Path;

			fn main() {

			    let path = Path::new("file.txt");

			    if path.exists() {

			        println!("File exists");

			    } else {

			        println!("File does not exist");

			    }

			}

Type queries

Type queries check whether a file or directory is a regular file, directory, or symbolic link. The std::fs::metadata function returns a Metadata struct that contains information about the file type. Here is an example:

			use std::fs;

			fn main() {

			    let metadata = fs::metadata("file.txt").expect("Failed to get metadata");

			    if metadata.is_file() {

			        println!("File");

			    } else if metadata.is_dir() {

			        println!("Directory");

			    } else if metadata.file_type().is_symlink() {

			        println!("Symbolic link");

			    } else {

			        println!("Other");

			    }

			}

Alternatively, the std::path::Path::is_file, std::path::Path::is_dir, and std::fs::symlink_metadata methods can also be used to check the file type. Here is an example:

			use std::fs;

			fn main() {

			    let path = "file.txt";

			    if fs::metadata(path)

			        .map(|m| m.is_file())

			        .unwrap_or(false)

			    {

			        println!("File");

			    } else if fs::metadata(path)

			        .map(|m| m.is_dir())

			        .unwrap_or(false)

			    {

			        println!("Directory");

			    } else if fs::symlink_metadata(path)

			        .map(|m| m.file_type().is_symlink())

			        .unwrap_or(false)

			    {

			        println!("Symbolic link");

			    } else {

			        println!("Other");

			    }

			}

Permission queries

Permission queries check the permissions of a file or directory. The std::fs::metadata function returns a Metadata struct that contains information about the file permissions. Here is an example:

			use std::os::unix::fs::PermissionsExt;

			fn main() {

			    let metadata = std::fs::metadata("/path/to/file").unwrap();

			    // Check if the current user can read the file

			    let is_readable = metadata.permissions().readonly();

			    // Check if the current user can write to the file

			    let is_writable = metadata.permissions().readonly();

			    // Check if the file is executable

			    let is_executable = metadata.permissions().mode() & 0o100 != 0;

			    println!("Readable: {}", is_readable);

			    println!("Writable: {}", is_writable);

			    println!("Executable: {}", is_executable);

			}

This code demonstrates how to check various permissions on a file using Rust’s Metadata struct and its associated methods.

Timestamp queries

In Rust, timestamp queries are used to obtain information about the time-related attributes of a file, such as when it was created, modified, or accessed. These timestamps are represented using the SystemTime type, which is returned by the metadata() method of the std::fs::Metadata struct.

The Metadata struct provides three methods to access the file’s timestamps:


	modified(): Returns the time the file was last modified.


	accessed(): Returns the time the file was last accessed.


	created(): Returns the time the file was created.



Each of these methods returns a Result<SystemTime>, which can be converted to a Duration or a DateTime using the appropriate conversion method.

Here is an example that demonstrates how to use these methods to obtain the last modification time of a file:

			use std::fs;

			fn main() -> std::io::Result<()> {

			    let metadata = fs::metadata("file.txt")?;

			    let modified = metadata.modified()?;

			    println!("Last modified: {:?}", modified);

			    Ok(())

			}

This code reads the metadata for the file file.txt, obtains the last modification time using the modified() method, and prints it to the console.

Ownership queries

Ownership queries in Rust allow you to determine the owner of a file or directory. The ownership of a file or directory is determined by the user and group that owns the file or directory. In Rust, you can use the Metadata struct to retrieve the owner of a file or directory. The Metadata struct has methods to retrieve both the user and group owner of a file or directory.

To retrieve the user owner of a file or directory, you can use the Metadata::uid method, which returns the user ID of the owner as a u32. You can then use the users crate to convert the user ID to a username. Here is an example:

			use std::{fs, os::unix::fs::MetadataExt};

			fn main() {

			    let metadata = fs::metadata("file.txt").unwrap();

			    let uid = metadata.uid();

			    let username = users::get_user_by_uid(uid).unwrap().name().to_string_lossy();

			    println!("The file is owned by user {}", username);

			}

To retrieve the group owner of a file or directory, you can use the Metadata::gid method, which returns the group ID of the owner as a u32. You can then use the users crate to convert the group ID to a group name. Here is an example:

			use std::{fs, os::unix::fs::MetadataExt};

			fn main() {

			    let metadata = fs::metadata("file.txt").unwrap();

			    let gid = metadata.gid();

			    let group_id = users::get_group_by_gid(gid).unwrap();

			    let groupname = group_id.name().to_string_lossy();

			    println!("The file is owned by group {}", groupname);

			}

			
				
					
				
				
					
							
				Note: These examples assume that the users crate is added to the project’s dependencies.

						
					

				
			

Size queries

Size queries return information about the size of a file or directory in bytes. The size of a file can be obtained using the metadata method on a std::fs::File object, which returns a Metadata struct containing information about the file, including its size. The len() method can be called on the Metadata struct to obtain the size of the file in bytes.

For directories, the size query returns the size of the directory entry, which is typically very small since it only contains information about the directory itself and not its contents. To obtain the total size of a directory and its contents, the contents of the directory must be recursively traversed, and the size of each file within the directory must be added together.

Here is an example that calculates the size of a file in bytes:

			use std::fs;

			fn main() -> std::io::Result<()> {

			    let file = fs::File::open("example.txt")?;

			    let metadata = file.metadata()?;

			    let size = metadata.len();

			    println!("Size of file: {} bytes", size);

			    Ok(())

			}

You might face with a permission error while running the code. It can be fixed by running the command: "chmod +r path/to/file". Here is an example that calculates the total size of a directory and its contents:

			use std::fs;

			use std::path::Path;

			fn main() -> std::io::Result<()> {

			    let mut total_size = 0;

			    let path = Path::new(".");

			    let dir_entries = fs::read_dir(path)?;

			    for entry in dir_entries {

			        let entry = entry?;

			        let path = entry.path();

			        if path.is_dir() {

			            // Recursively calculate the size of subdirectories

			            let size = get_dir_size(&path)?;

			            total_size += size;

			        } else {

			            // Add the size of files to the total

			            let metadata = entry.metadata()?;

			            let size = metadata.len();

			            total_size += size;

			        }

			    }

			    println!("Total size: {} bytes", total_size);

			    Ok(())

			}

			fn get_dir_size(path: &Path) -> std::io::Result<u64> {

			    let mut total_size = 0;

			    let dir_entries = fs::read_dir(path)?;

			    for entry in dir_entries {

			        let entry = entry?;

			        let path = entry.path();

			        if path.is_dir() {

			            // Recursively calculate the size of subdirectories

			            let size = get_dir_size(&path)?;

			            total_size += size;

			        } else {

			            // Add the size of files to the total

			            let metadata = entry.metadata()?;

			            let size = metadata.len();

			            total_size += size;

			        }

			    }

			    Ok(total_size)

			}

Disk space queries

Disk space queries are used to determine the amount of disk space used and available in a file system. In Rust, you can use the sys-info crate to obtain information about the file system, you need to include the sys-info crate inside the dependencies section.

			[dependencies] sys-info = "*"

Here is an example of using sys-info to get disk space information:

			use std::path::Path; 

			use sys_info::{disk_info, DiskInfo};  

			fn get_disk_space_info<P: AsRef<Path>>(_path: P) -> Result<DiskInfo, sys_info::Error> 

			{     

				disk_info() 

			}  

			fn main() {     

				let path = "/"; // Replace with the path you want to query      

				match get_disk_space_info(path) 

				{         

					Ok(disk) => {             

						println!("Total space: {} MB", disk.total / 1024);             			println!("Free space: {} MB", disk.free / 1024);         

					}

					Err(e) => eprintln!("Failed to retrieve disk info: {}", e),     

				} 

			}

sys_info::disk_info function returns information about the disk for the specified path, including total, free space in kilo bytes.

Conclusion

In this chapter, we covered the basics of how Rust interacts with files and directories. We explored Linux system calls for file operations and learned how to perform various file I/O operations in Rust using the standard library. We also discussed various path and directory operations, including creating and removing directories, parsing and normalizing paths, concatenating paths, and comparing paths. Additionally, we learned about hard links and symbolic links and how to perform various queries related to file attributes. By understanding these concepts, we can build robust and efficient file system applications in Rust. In the next chapter, we will cover the features available in Rust for text processing.

Questions


	What is the difference between a hard link and a symbolic link in Rust?


	How do you create a new file in Rust, and what common flags can be used when opening a file?


	What are the various types of queries that can be performed on a file’s metadata in Rust?


	How can you recursively delete a directory and all its contents in Rust?


	How do you read the contents of a directory in Rust, and what information can you obtain from each entry?


	How can you obtain the size of a file in Rust?


	How do you create a new directory in Rust, and what is the difference between create_dir and create_dir_all?


	What are some common operations you can perform on Rust paths, such as concatenation, parsing, and normalization?


	How do you perform permission checks on a file or directory in Rust?


	How can you determine the amount of disk space available on the current file system in Rust?



Points to remember


	Rust provides a standard library module std::fs, that can be used to interact with the file system.


	std::fs module provides functions for file and directory creation, deletion, renaming, copying, and file I/O operations.


	Rust has native support for both hard links and symbolic links, which can be created using std::fs::hard_link() and std::os::unix::fs::symlink(), respectively.


	std::fs::Metadata type provides information about the metadata of a file, such as file permissions, size, modified time, etc.


	std::fs::DirEntry type represents an entry in a directory and provides methods to access the metadata and file name of the entry.


	Rust’s Path type provides a platform-independent way to work with file and directory paths, and the std::path module provides various methods to manipulate paths.


	PathBuf type is used for owned, mutable paths and provides additional methods for working with paths, such as push(), pop(), etc.


	Rust’s OsString type represents strings in a platform-specific way and is used for interacting with file system APIs that take and return platform-specific strings.


	Rust’s std::io module provides several types of buffers that can be used for efficient file I/O, such as BufReader and BufWriter.


	Rust’s std::env module provides functions for working with environment variables, such as std::env::var() and std::env::set_var().
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CHAPTER 9Text Processing


Introduction

In this chapter, we will cover the fundamental concepts of text processing in Rust. We will start by exploring how to represent text data in Rust and then move on to understanding the basic macros in Rust, such as println! and format!. We will also cover the unwrap() method in Rust and learn how to perform text operations such as splitting and joining strings. Finally, we will discuss pattern matching in Rust and how it can be used to manipulate text data.

Structure

This chapter covers the following topics:


	Representing text data in Rust


	Unwrap () method


	Println! and format! macros


	Performing text operations


	Pattern matching



Objectives

By the end of this chapter, you will understand how to work with text data in Rust programming language. You will learn about the different ways of representing text data in Rust and how to use the println! and format! macros to print text to the console. You will also learn about the unwrap() method and how to use it to handle errors when working with text data. Additionally, you will learn how to perform various text operations, such as searching and replacing text, converting between different text formats, and parsing text input. Finally, you will learn about pattern matching, a powerful Rust feature that allows you to match patterns in text data and perform different actions based on the matched pattern.

Representing text data in Rust

Text data is an essential part of any programming language, and Rust is no exception. Rust provides a rich set of tools and libraries for working with text data. In Rust, text data is represented using the String and &str types. The String type is a growable, heap-allocated string data structure that can be modified at runtime, while the &str type is an immutable view into a sequence of UTF-8 bytes. Understanding how to work with these types is crucial for any Rust programmer who wants to handle text data efficiently and safely. In this section, we will explore the String and &str types and their associated operations. We will also discuss the differences between these two types and how to choose the right one for your use case.

String and &str types in Rust

In Rust, String and &str are two important types for representing text data. String represents an owned, growable, mutable UTF-8 encoded string, while &str represents a borrowed, immutable UTF-8 encoded string slice.

String type can be created by calling its String::new method, and then using the push_str method to append text to it. For example:

			fn main() {

			    let mut my_string = String::new();

			    my_string.push_str("Hello");

			    my_string.push_str(", ");

			    my_string.push_str("world!");

			    println!("{}", my_string);

			}

The output of the program is:

			Hello, world!

In contrast, &str type is often created by referencing a String using the & operator, or by slicing a string literal using the .. range operator. For example:

			fn main() {

			    let my_string = String::from("Hello, world!");

			    let slice1 = &my_string[..5]; // "Hello"

			    let slice2 = &my_string[7..]; // "world!"

			    println!("{}, {}", slice1, slice2);

			}

The output of the program is:

			Hello, world!

One important thing to note is that &str type represents borrowed data, and, therefore cannot be mutated. This is different from String type, which can be modified in place.

Unicode and UTF-8 in Rust

Unicode is a character set that provides a unique identifier, or code point, for every character in every language in the world. UTF-8 is a variable-length encoding that can represent any Unicode code point using one to four bytes. In Rust, Unicode support is built into the language. Rust’s char type is a 32-bit Unicode scalar value, meaning it can represent any Unicode code point. The standard library provides several Unicode-related types and functions, including char, str, and String.

UTF-8 is the default string encoding in Rust. Rust strings are represented as a sequence of UTF-8-encoded bytes. This means that any Unicode code point can be represented in a Rust string by encoding it as a sequence of one to four bytes in UTF-8.

Here is an example of creating a Rust string with some Unicode characters:

			fn main() {

			    let s = "Hello, 세계!"; // Korean

			    println!("s = {}", s);

			}

The output of the program is:

			s = Hello, 세계!

In this example, the string s contains the English greeting Hello, followed by the Korean characters for world!.

Rust also provides a char::from_u32 function that can be used to create a char from a Unicode code point:

			fn main() {

			    let c = char::from_u32(0x1F600).unwrap();

			    println!("c = {}", c);

			}

The output of the program is:

			c = [image: ]

In this example, the char::from_u32 function is used to create a char with the Unicode code point 0x1F600, which corresponds to the grinning face emoji. The unwrap method is used to extract a value from an Option or Result, but it will cause the program to panic if the code point does not correspond to a valid Unicode character.

Unwrap () method

In Rust, the unwrap() method is used to extract the value inside a Result or Option type. The Result type is used to handle operations that can either succeed or fail, while the Option type is used to handle situations where a value may or may not be present. When a Result or Option value is unwrapped using the unwrap() method, Rust assumes that the value is present and returns the inner value. If the value is not present, such as when an Err variant is returned by a Result, or when a None value is returned by an Option, the program will panic and exit.

Here is an example of using the unwrap() method to extract a value from a Result type:

			fn main() {

			    let result: Result<i32, &str> = Ok(42);

			    let value = result.unwrap();

			    println!("The value is {}", value);

			}

The output of the program is:

			The value is 42

In this example, the result variable is of type Result<i32, &str>, which means it can either hold an Ok variant containing an i32 value, or an Err variant containing a &str error message. The unwrap() method is called on result, which returns the inner value if it is an Ok variant. In this case, the value 42 is returned and stored in the value variable, which is then printed to the console.

Here is an example of using the unwrap() method to extract a value from an Option type:

			fn main() {

			    let maybe_name: Option<&str> = Some("Shreyansh");

			    let name = maybe_name.unwrap();

			    println!("Hello, {}!", name);

			}

The output of the program is:

			Hello, Shreyansh!

In this example, the maybe_name variable is of type Option<&str>, which means it can either hold a Some variant containing a &str value, or a None variant indicating that no value is present. The unwrap() method is called on maybe_name, which returns the inner value if it is a Some variant. In this case, the value "Shreyansh" is returned and stored in the name variable, which is then used to print a greeting to the console. If maybe_name had been a None value, the program would have panicked and exited.

However, it is important to note that calling unwrap() on a None value will result in a panic:

			fn main() {

			    let option: Option<&str> = None;

			    let value = option.unwrap();

			    println!("Value: {}", value); // This line will panic

			}

The output of the program is shown in Figure 9.1:

[image: ]
Figure 9.1: Output showing panic due to calling unwrap() on a None value

In this example, the option variable contains a None value, and calling unwrap() on it will result in a panic at runtime. Therefore, it is important to use unwrap() with caution and ensure that the value is not None before calling it. Alternatively, you can use unwrap_or() or unwrap_or_else() to provide a default value in case the Option is None.

Println! and format! macros

The println! and format! macros are used for printing output to the console in Rust. The println! macro adds a newline character at the end of the output, while the format! macro does not. Both macros take a format string as their first argument, which can contain placeholders for values that will be substituted in the output. These placeholders start with a percent sign (%) and are followed by a letter that specifies the type of value to be printed. For example, %s is used to print a string, %d is used to print an integer and %f is used to print a floating-point number. The values to be printed are passed as additional arguments to the macro in the order that they appear in the format string.

println!

The println! macro in Rust is used to print output to the console, similar to the standard printf function in C. It is a macro because it takes a format string as an argument and can be used with a variable number of arguments. Here is an example:

			fn main() {

			    let x = 42;

			    let s = "hello";

			    println!("The value of x is {} and s is {}", x, s);

			}

The output of this program is:

			The value of x is 42 and s is hello

The format string The value of x is {} and s is {} contains two placeholders {} that are replaced by the values of x and s, respectively. The println! macro automatically converts the values to strings and prints them to the console. 

The println! macro also supports a number of formatting options, such as specifying the width and precision of numbers, left- or right-alignment, and adding leading zeros or spaces. For example:

			fn main() {

			    let x = 100.54321;

			    println!("x = {:.2}", x);

			}

The output of the program is:

			x = 100.54

The format string x = {:.2} specifies that the value of x should be formatted with two digits after the decimal point.

format!

In Rust, the format! macro is used for creating formatted strings. It works in a similar way to the println! macro, except it returns a formatted string instead of printing it to the console. The format! macro uses format strings to define the output format. The format string is a string literal that contains placeholders for the values that will be inserted into the string. The placeholders are identified by braces {} and can contain format specifiers that define how the value should be formatted. Here is an example of using the format! macro:

			fn main() {

			    let name = "Shaurya";

			    let age = 8;

			    let message = format!("{} is {} years old.", name, age);

			    println!("{}", message);

			}

The output of the program is:

			Shaurya is 8 years old.

In this example, the format! macro is used to create a formatted string that contains the name and age of a person. The placeholders {} are used to specify where the values should be inserted, and the variables name and age are passed as arguments to the format! macro. The resulting formatted string is stored in the message variable and printed to the console using the println! macro.

The format string can contain various format specifiers that define how the values should be formatted. For example, the {:>10} format specifier can be used to right-align a value within a field that is 10 characters wide:

			fn main() {

			    let value = 69;

			    let message = format!("{:>10}", value);

			    println!("{}", message);

			}

The output of the program is:

			69

In this example, the value 69 is right-aligned within a field that is 10 characters wide, resulting in the output 69.

The format! macro is a powerful tool for creating formatted strings in Rust, and it is widely used in many Rust programs.

Performing text operations

Performing text operations in Rust refers to manipulating and transforming text data using various methods and functions provided by the standard library or third-party crates. Some of the most common text operations include splitting strings, concatenating strings, replacing substrings, converting to uppercase or lowercase, and more. Here are some examples of performing text operations in Rust:


	Splitting a string: The split() method can be used to split a string into multiple parts based on a delimiter. The result is an iterator that can loop over the individual parts. For example:

fn main() {

    let sentence = "The quick brown fox";

    let words: Vec<&str> = sentence.split(" ").collect();

    for w in words{

        println!("{}", w);

    }

}

The output of the program is shown in Figure 9.2:

[image: ]
Figure 9.2: Output showing words of a string separated using split() function


	Replacing a substring: The replace() method can be used to replace all occurrences of a substring with another string. For example:

fn main() {

let sentence = "The quick brown fox";

let new_sentence = sentence.replace("brown", "red");

println!("{}", new_sentence);

}

The output of the program is shown in Figure 9.3:

[image: ]
Figure 9.3: Replacing a substring using replace() method


	Converting to uppercase: The to_uppercase() method can be used to convert all characters in a string to uppercase. For example:

fn main() {

let sentence = "The quick brown fox";

let uppercase_sentence = sentence.to_uppercase();

println!("{}", uppercase_sentence);

}

The output of the program is shown in Figure 9.4:

[image: ]
Figure 9.4: Converting a string to uppercase using the to_uppercase() function


	Removing whitespace: The trim() method can be used to remove whitespace (spaces, tabs, newlines) from the beginning and end of a string. For example:

fn main() {

let sentence = "   The quick brown fox   ";

let trimmed_sentence = sentence.trim();

println!("{}", trimmed_sentence);

}

The output of the program is shown in Figure 9.5:

[image: ]
Figure 9.5: Removing whitespaces using the trim() method


	Concatenating strings: In Rust, we can concatenate two or more strings using the + operator or using the format! macro. The + operator takes ownership of both operands and returns a new String that contains the concatenated result. Here is an example:

fn main() {

let s1 = String::from("Hello");

let s2 = String::from("world!");

let s3 = s1 + " " + &s2; // s1 has been moved and can no longer be used

println!("{}", s3);

}

The output of the code is shown in Figure 9.6:

[image: ]
Figure 9.6: Concatenating strings using the + operator

In the above example, we first create two String values s1 and s2, and then concatenate them using the + operator to create a new String s3. Note that s1 is moved when we concatenate it with " ", which is a &str slice, because the + operator takes ownership of both operands.

Alternatively, we can use the format! macro to concatenate strings without taking ownership of any operands. Here is an example:

fn main() {

    let s1 = String::from("Hello");

    let s2 = String::from("world!");

    

    let s3 = format!("{} {}", s1, s2); // s1 and s2 can still be used

    

    println!("{}", s3);

}

The output is same as earlier, as shown in Figure 9.6.

In this example, we use the format! macro to create a new String s3 that contains the concatenated result of s1 and s2. Unlike the + operator, the format! macro does not take ownership of any operands, so s1 and s2 can still be used after the concatenation.


	Splitting a string into lines: The lines() method returns an iterator over the lines of a string. Here is an example:

fn main() {

let text = "Hello\nWorld\n!";

for line in text.lines() {

println!("{}", line);

}

}

The output of the program is shown in Figure 9.7:

[image: ]
Figure 9.7: Splitting a string into lines using the lines() method



These are just a few examples of the many text operations that can be performed in Rust. The Rust standard library provides many more functions and methods for working with text data.

Pattern matching

Pattern matching is a feature in Rust that allows us to match values against a pattern and execute code based on the matched pattern. It is a powerful feature that can be used for a variety of purposes, including control flow, error handling, and de-structuring data structures.

The syntax for pattern matching in Rust uses the match keyword, followed by an expression that we want to match against patterns. We then define one or more patterns using the match arm syntax, which consists of a pattern on the left side of the arrow (=>) and the code that should be executed on the right side.

Here is an example of pattern matching in Rust:

			fn main() {

			    let number = 5;

			    match number {

			        0 => println!("zero"),

			        1 => println!("one"),

			        2..=9 => println!("between two and nine"),

			        _ => println!("something else"),

			    }

			}

The output of the program is shown in Figure 9.8:

[image: ]
Figure 9.8: Pattern matching in Rust

In this example, we match the value of number against a series of patterns. The first pattern matches if number is equal to 0, and the second pattern matches if number is equal to 1. The third pattern matches if number is between 2 and 9 (inclusive), and the underscore matches any other value that does not match the previous patterns.

Pattern matching can also be used with Enum types. Here is an example:

			#[allow(dead_code)]

			fn main() {

			    enum Direction {

			        North,

			        South,

			        East,

			        West,

			    }

			    

			    let direction = Direction::North;

			    

			    match direction {

			        Direction::North => println!("heading north"),

			        Direction::South => println!("heading south"),

			        Direction::East => println!("heading east"),

			        Direction::West => println!("heading west"),

			    }    

			}

The output of the program is shown in Figure 9.9:

[image: ]
Figure 9.9: Output showing pattern matching on enum type

In this example, we match the value of direction against each of the possible values of the Direction enum type. If direction matches one of the variants, we execute the corresponding code.

Pattern matching can also be used to de-structure data structures, such as tuples and structs. Here is an example:

			fn main() {

			    let point = (3, 4);

			    match point {

			        (0, 0) => println!("origin"),

			        (x, 0) => println!("x-axis, x = {}", x),

			        (0, y) => println!("y-axis, y = {}", y),

			        (x, y) => println!("({}, {})", x, y),

			    }

			}

The output of the code is shown in Figure 9.10:

[image: ]
Figure 9.10: Output showing pattern matching on tuple

In this example, we match the value of point against a series of patterns that de-structure the tuple into its individual components. If point matches one of the patterns, we execute the corresponding code.

Conclusion

In this chapter, we studied text processing in Rust, starting with representing text data in Rust using Unicode and UTF-8 encoding. We then explored the String and &str types in Rust and learned about the println! and format! macros for printing text to the console. We also discussed the unwrap() method and its usage in Rust. In addition, we covered several text operations such as splitting a string, replacing a substring, converting to uppercase, and removing whitespace, and provided code examples for each. Finally, we delved into pattern matching in Rust and its various applications. By the end of this chapter, we have gained a comprehensive understanding of how to work with text data in Rust and perform various operations using the built-in functionalities provided by the language.

In the next chapter, we will see how Rust handles concurrency and parallelism.

Questions


	What is the difference between String and &str types in Rust?


	How can you represent Unicode and UTF-8 in Rust?


	What are the uses of the println! and format! macros in Rust?


	What is the syntax of the format! macro in Rust?


	How can you split a string in Rust?


	What is the unwrap() method in Rust and how can it be used?


	How can you replace a substring in a Rust string?


	What is pattern matching in Rust and how can it be used with strings?


	How can you convert a Rust string to uppercase?


	How can you remove whitespace from a Rust string?



Points to remember


	Rust represents text data as Unicode and uses UTF-8 encoding by default.


	Strings in Rust are dynamically sized and allocated in the heap.


	&str in Rust is a slice of a string and can be a view of a string slice or a part of a string.


	The println! macro is used to print formatted text to the console and supports various formatting options.


	The format! macro allows you to format strings without printing them to the console.


	The unwrap() method is used to extract the value of an Option type and panic if the value is None.


	To split a string in Rust, you can use the split() method, which returns an iterator over the substrings.


	To replace a substring in Rust, you can use the replace() method, which returns a new string with the replacement performed.


	To convert a string to uppercase in Rust, you can use the to_uppercase() method, which returns a new string in uppercase.


	To remove whitespace from a string in Rust, you can use the trim() method, which returns a new string with leading and trailing whitespace removed.


	Pattern matching in Rust is a powerful tool for working with complex data structures and allows you to match against specific patterns.


	You can use match expressions to perform pattern matching in Rust.







CHAPTER 10Concurrency and Parallelism


Introduction

Rust prioritizes safe and efficient concurrent programming as a key objective. With the increasing prevalence of multi-core processors, concurrent and parallel programming have become essential for leveraging computational power. Concurrent programming allows independent execution of program parts, while parallel programming enables simultaneous execution. Rust aims to simplify the management of concurrency and parallelism compared to other languages, empowering developers to write robust and efficient concurrent code. In this chapter, we will explore the realm of concurrency and parallelism in Rust. We will delve into using threads to run code simultaneously, leveraging message-passing concurrency, managing shared-state concurrency, and understanding the Sync and Send traits. Through these topics, we will gain insights into how Rust enables safe and efficient concurrent programming, allowing us to harness the power of multi-core processors effectively.

Structure

This chapter covers the following topics:


	An overview of processes and threads


	Using threads to run pieces of code simultaneously


	Message-passing concurrency


	Shared-state concurrency


	Sync and Send traits



Objectives

By the end of this chapter, you will have a solid grasp of how to leverage threads, message-passing, and shared-state concurrency in Rust, along with insights into the Sync and Send traits for safe and efficient concurrent programming.

An overview of processes and threads

A process is an independent instance of a program in execution, containing its own memory space, code, data, and resources. When you run a program, the operating system creates a process that can perform tasks independently from other processes. Each process has its own address space, meaning it cannot directly access the memory of other processes without explicit mechanisms like inter-process communication (IPC).

A thread is a smaller unit of execution within a process. Multiple threads can exist within a single process, sharing the same memory space and resources. Threads allow for concurrent execution of tasks within a single process, which can lead to more efficient use of resources.

Using threads to run pieces of code simultaneously

Concurrency is a fundamental concept in modern programming, enabling the execution of multiple tasks simultaneously. In Rust, concurrency is achieved through the use of threads, which allow different pieces of code to run concurrently. By leveraging threads, we can unlock the potential of multi-core processors and improve the performance and responsiveness of our applications. We will dive into the concepts of creating and managing threads, understanding thread synchronization, and exploring the Rust abstractions and mechanisms available for effective concurrent programming.

Creating threads in Rust

Creating threads in Rust allows us to spawn multiple concurrent units of execution within a program. Rust provides a straightforward way to create threads using the std::thread module. To create a new thread, we use the std::thread::spawn function and provide it with a closure or a function to be executed in the new thread. The closure or function represents the code that will run concurrently. Here is an example:

			use std::thread;

			fn main() {

			    // Create a new thread and spawn it

			    let handle = thread::spawn(|| {

			        // Code to be executed in the new thread

			        println!("Hello from a new thread!");

			    });

			    // Wait for the new thread to finish executing

			    handle.join().expect("Failed to join the thread.");

			}

The output of the above code is:

			Hello from a new thread!

In this example, we create a new thread using thread::spawn and pass a closure that prints a message. The join method is used to wait for the thread to finish its execution before the main thread continues. The expected method is used to handle any errors that may occur while joining the thread.

It is important to note that threads in Rust have their stack and can execute independently. They can run in parallel if the hardware supports them or execute concurrently by utilizing the available CPU resources efficiently.

Thread synchronization and communication

Thread synchronization and communication are crucial aspects of concurrent programming in Rust. As multiple threads can run simultaneously, there is a need to synchronize their access to shared resources and enable communication between them. Rust provides several mechanisms to achieve thread synchronization and communication, such as mutexes, condition variables, and channels.

Mutexes

Mutexes, short for mutual exclusion, allow only one thread to access a shared resource at a time. This prevents data races and ensures safe concurrent access. Here is an example:

			use std::sync::{Arc, Mutex};

			use std::thread;

			fn main() {

			    // Create a shared mutable data protected by a mutex

			    let counter = Arc::new(Mutex::new(0));

			    // Spawn multiple threads to increment the counter

			    let handles: Vec<_> = (0..5)

			        .map(|_| {

			            let counter = Arc::clone(&counter);

			            thread::spawn(move || {

			                // Acquire the mutex lock

			                let mut num = counter.lock().unwrap();

			                // Modify the shared data

			                *num += 1;

			            })

			        })

			        .collect();

			    // Wait for all threads to finish

			    for handle in handles {

			        handle.join().unwrap();

			    }

			    // Print the final value of the counter

			    println!("Counter: {}", *counter.lock().unwrap());

			}

The output of the program is:

			Counter: 5

In this code, we create a shared mutable data counter protected by a Mutex wrapped in an Arc. Each thread acquires the lock using lock(), performs the necessary operations on the shared data, and releases the lock automatically when the MutexGuard is dropped.

Here is the brief explanation of the code. First a counter is created, wrapped in Arc to allow shared ownership among threads. Five threads are spawned and each thread gets a cloned reference to the shared counter. Inside each thread, the counter is locked, ensuring that only one thread can modify it at a time. Each thread increments the counter by 1. The main thread waits for all spawned threads to finish. Once all threads have finished, the main thread locks the counter again to print its final value which will be 5 since five threads incremented the counter.

Channels

Another mechanism for thread synchronization and communication in Rust is channels. Channels allow threads to send and receive messages between each other. Here is an example code that demonstrates the usage of channels:

			use std::sync::mpsc;

			use std::thread;

			fn main() {

			    // Create a channel

			    let (sender, receiver) = mpsc::channel();

			    // Spawn a thread to send messages

			    thread::spawn(move || {

			        let messages = vec!["Hello", "from", "another", "thread"];

			        for msg in messages {

			            sender.send(msg).unwrap();

			            thread::sleep(std::time::Duration::from_secs(1));

			        }

			    });

			    // Receive messages in the main thread

			    for received in receiver {

			        println!("Received: {}", received);

			    }

			}

The output of the program is shown in Figure 10.1:

[image: ]
Figure 10.1: Output showing use of channels in Rust

In this code, we create a channel using mpsc::channel(). One end of the channel is used to send messages (sender), and the other end is used to receive messages (receiver). We spawn a thread that sends messages through the sender end, and in the main thread, we receive the messages using a loop.

Thread safety and data races

Rust focuses on ensuring that concurrent programs are free from data races, which can lead to undefined behavior and bugs. Rust provides several mechanisms and guarantees to help programmers write thread-safe code. One of the key principles in Rust is ownership, borrowing, and lifetimes, which enables the compiler to enforce thread safety at compile-time. By following Rust’s ownership rules, we can prevent data races and ensure safe concurrent access to shared data.

Let us consider an example that demonstrates the importance of thread safety and how Rust helps prevent data races:

			use std::thread;

			fn main() {

			    let mut counter = 0;

			    let handle1 = thread::spawn(move || {

			        for _ in 0..1_000_000 {

			            counter += 1;

			        }

			    });

			    let handle2 = thread::spawn(move || {

			        for _ in 0..1_000_000 {

			            counter += 1;

			        }

			    });

			    handle1.join().unwrap();

			    handle2.join().unwrap();

			    println!("Counter: {}", counter);

			}

In this code, we have two threads (handle1 and handle2) that simultaneously increment a shared counter variable. However, this code is not thread-safe and can lead to data races. If executed multiple times, the result of counter may vary and produce incorrect values due to concurrent access without proper synchronization.

To ensure thread safety, we can use synchronization primitives like Mutex, RwLock, or Atomic types provided by the Rust standard library. Here is an example of using Mutex to make the code thread-safe:

			use std::sync::{Arc, Mutex};

			use std::thread;

			fn main() {

			    let counter = Arc::new(Mutex::new(0));

			    let handle1 = thread::spawn({

			        let counter = Arc::clone(&counter);

			        move || {

			            for _ in 0..1_000_000 {

			                let mut num = counter.lock().unwrap();

			                *num += 1;

			            }

			        }

			    });

			    let handle2 = thread::spawn({

			        let counter = Arc::clone(&counter);

			        move || {

			            for _ in 0..1_000_000 {

			                let mut num = counter.lock().unwrap();

			                *num += 1;

			            }

			        }

			    });

			    handle1.join().unwrap();

			    handle2.join().unwrap();

			    println!("Counter: {}", *counter.lock().unwrap());

			}

The output of the program:

			Counter: 2000000

In this updated code, a counter is wrapped in an Arc to allow multiple threads to share and modify it. Two threads are spawned. Each thread gets a cloned reference to the shared counter. Inside each thread, a loop runs 1,000,000 times, locking the Mutex and incrementing the counter by 1. The Mutex ensures that only one thread at a time can modify the counter, preventing race conditions. The main thread waits for both threads to finish by calling join function on their handles. After both threads complete, the final value of the counter is printed, which should be 2,000,000, since both threads increment it 1,000,000 times.

By leveraging Rust’s ownership model and synchronization primitives like Mutex, we can write thread-safe code and prevent data races, ensuring correct and predictable behavior in concurrent programs.

Handling thread termination and joining

When working with threads, it is important to ensure that all threads have completed their execution before the main thread continues or exits. In Rust, we use the join method to wait for a thread to finish its execution and synchronize with it. The join method blocks the calling thread until the target thread has terminated. This allows us to perform clean-up tasks or obtain the result produced by the thread.

Let us consider an example that demonstrates the usage of join to synchronize with a thread:

			use std::thread;

			use std::time;

			fn main() {

			    let handle = thread::spawn(|| {

			        // Perform some work in the thread

			        println!("Thread started");

			        for i in 1..=5 {

			            println!("Count: {}", i);

			            thread::sleep(time::Duration::from_millis(1000));

			        }

			        println!("Thread finished");

			    });

			    // Wait for the thread to finish

			    handle.join().unwrap();

			    println!("Main thread finished");

			}

The output of the code is shown in Figure 10.2:
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Figure 10.2: Using join() to wait for a thread to finish execution

In this code, we create a new thread using thread::spawn and provide a closure that represents the code to be executed in the thread. The closure contains a simple countdown loop that prints numbers and sleeps for one second between each iteration. After spawning the thread, we call join on the handle to wait for the thread to finish. The join method returns a Result containing the result produced by the thread, if any. In this case, we ignore the result by using unwrap since our thread does not produce any meaningful output. By calling join, the main thread will block until the spawned thread completes its execution. This ensures that both threads synchronize their termination, and the main thread will print the "Main thread finished" message after the spawned thread has finished counting.

Properly handling thread termination and joining is crucial to ensure that all threads complete their tasks before continuing with subsequent operations or exiting the program. The join method provides a simple and effective way to achieve this synchronization in Rust.

Message-passing concurrency

In message-passing concurrency, threads communicate by sending and receiving messages through channels. This communication model provides a safe and structured way to share data between threads without directly accessing shared memory, reducing the likelihood of data races and other concurrency issues.

In Rust, the std::sync::mpsc module provides the necessary abstractions for message-passing concurrency. It offers two types of channels: Sender and Receiver. The Sender is used to send messages, while the Receiver is used to receive messages, as illustrated in Figure 10.3:
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Figure 10.3: Message passing channel

To send a message, the Sender has a send() method that takes the message as an argument and sends it through the channel. The method returns a Result indicating whether the message was successfully sent or if an error occurred.

On the receiving side, the Receiver has a recv() method that blocks until a message is available to be received. It returns the received message wrapped in a Result. If the channel is closed and no more messages can be received, the recv() method returns an Err.

Here is an example that demonstrates message passing using channels:

			use std::sync::mpsc;

			use std::thread;

			fn main() {

			    let (sender, receiver) = mpsc::channel();

			    // Spawn two threads, each sending a message

			    for i in 0..2 {

			        let sender_clone = sender.clone();

			        thread::spawn(move || {

			            sender_clone.send(i).unwrap();

			        });

			    }

			    // Receive the messages in the main thread

			    for _ in 0..2 {

			        let received_message = receiver.recv().unwrap();

			        println!("Received: {}", received_message);

			    }

			}

The output of the code is shown in Figure 10.4:
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Figure 10.4: Using channels for message-passing concurrency

In this example, we create a channel using mpsc::channel() and obtain a Sender and Receiver pair. We then spawn two threads, each with a clone of the Sender, and send a message (in this case, an integer) through the channel. In the main thread, we use a loop to receive the messages using the recv() method and print them.

Channels in Rust are designed for multiple producers and single consumer (MPSC) communication. Multiple threads can send messages through the same Sender, and the Receiver can safely receive messages from multiple senders.

It is important to handle errors when sending or receiving messages. The send() method returns a Result, and any potential errors should be handled appropriately. Similarly, the recv() method also returns a Result, and checking for errors is necessary, especially when the channel is closed. Message-passing concurrency with channels provides a clear and structured approach to coordinate communication between threads in Rust, promoting safer and more manageable concurrent programming.

Shared-state concurrency

Shared-state concurrency in Rust refers to the concurrent execution of multiple threads that share access to common data or resources. It involves coordinating the access and modification of shared data to ensure correctness and avoid data races. To demonstrate shared-state concurrency in Rust, let us consider an example where multiple threads increment a shared counter variable. We will use the atomic reference counting (ARC) and Mutex types provided by the std::sync module to safely share and synchronize access to the counter. Here is an example code that showcases shared-state concurrency:

			use std::sync::{Arc, Mutex};

			use std::thread;

			fn main() {

			    // Create a shared counter variable

			    let counter = Arc::new(Mutex::new(0));

			    // Spawn multiple threads to increment the counter

			    let mut handles = vec![];

			    for _ in 0..5 {

			        let counter_ref = Arc::clone(&counter);

			        let handle = thread::spawn(move || {

			            // Acquire the lock on the counter

			            let mut counter = counter_ref.lock().unwrap();

			            // Increment the counter

			            *counter += 1;

			        });

			        handles.push(handle);

			    }

			    // Wait for all threads to complete

			    for handle in handles {

			        handle.join().unwrap();

			    }

			    // Print the final value of the counter

			    let counter = counter.lock().unwrap();

			    println!("Final counter value: {}", *counter);

			}

The output of the program is:

			Final counter value: 5

In this code, we first create a shared counter variable using Arc<Mutex<i32>>. Arc provides reference counting for shared ownership, and Mutex provides mutual exclusion to ensure only one thread can access the counter at a time. We then spawn multiple threads using thread::spawn to concurrently increment the counter. Each thread acquires a lock on the Mutex using the lock method, which returns a guard that grants exclusive access to the counter. Inside the thread’s closure, we can safely modify the counter by dereferencing the guard. Finally, we wait for all threads to complete using the join method on each thread handle. After that, we acquire another lock on the counter to print its final value. The use of Mutex ensures that only one thread can modify the counter at a time, preventing data races. Other threads will block when attempting to acquire the lock until it becomes available.

It is important to note that shared-state concurrency requires careful synchronization to avoid issues like deadlocks or lock contention. Rust’s type system and ownership model, along with synchronization primitives like Mutex, help ensure safe and correct shared-state concurrency in your programs.

Sync and Send traits

In Rust, the Sync and Send traits are fundamental to concurrent and parallel programming. They provide guarantees and restrictions around sharing and transferring ownership of data between threads. The Send trait indicates that a type is safe to transfer ownership across thread boundaries. Types that implement Send can be freely moved between threads, allowing for thread ownership transfers. The Sync trait, on the other hand, indicates that a type is safe for concurrent access from multiple threads. Types that implement Sync can be safely shared among threads, allowing for concurrent read-only access.

Send trait

The Send trait is automatically implemented for types where it is safe to transfer ownership across threads. This includes types that consist of Send types only. Let us see the following code example:

			fn main() {

			    let data = "Hello, World!".to_string();

			    let thread = std::thread::spawn(move || {

			        println!("Data received: {}", data);

			    });

			    thread.join().unwrap();

			}

The output of the above code is:

Data received: Hello, World!

In this code, we create a new thread using thread::spawn and pass a closure that takes ownership of the data string. The closure is moved to the new thread, and the Send trait ensures that it is safe to transfer the ownership of data across threads.

Sync trait

The Sync trait is automatically implemented for types where it is safe to share references among multiple threads. This typically includes immutable types that do not have any internal mutable state. Let us see the following code example:

			use std::sync::Arc;

			fn main() {

			    let shared_data = Arc::new(vec![1, 2, 3]);

			    let threads: Vec<_> = (0..3).map(|_| {

			        let shared_data = Arc::clone(&shared_data);

			        std::thread::spawn(move || {

			            println!("Shared data: {:?}", shared_data);

			        })

			    }).collect();

			    for thread in threads {

			        thread.join().unwrap();

			    }

			}

The output of the above program is shown in Figure 10.5:
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Figure 10.5: Accessing shared data from multiple threads

In this code, we create a shared reference to a vector shared_data using Arc. The Arc type allows multiple threads to share ownership of the vector, and the Sync trait ensures that it can be safely accessed from multiple threads without data races.

By default, most types in Rust are Send and Sync, unless they contain internal references or mutable state that makes them unsafe to be transferred or shared across threads. The Rust compiler enforces these traits to prevent data races and ensure thread safety. Understanding and utilizing the Send and Sync traits properly is crucial for writing safe and efficient concurrent and parallel Rust code. They provide strong guarantees about the behavior of data in a multi-threaded environment and help prevent common concurrency issues.

Conclusion

In this chapter, we explored the fascinating world of concurrency and parallelism in Rust. We started by understanding the importance of safe and efficient concurrent programming and how Rust simplifies the handling of concurrency and parallelism. We covered various topics, including using threads to run code simultaneously, message-passing concurrency, shared-state concurrency, and the Sync and Send traits. We learned how to create threads, synchronize and communicate between threads using mutexes and channels, handle thread termination and joining, and ensure thread safety by avoiding data races. Throughout the chapter, we saw code examples that demonstrated the concepts and principles of concurrent programming in Rust. By mastering these concepts, you will be equipped to write efficient, scalable, and thread-safe programs in Rust, harnessing the full power of concurrent and parallel execution.

In the next chapter, we will learn how to manage I/O in Unix/Linux using the Rust’s Standard library.

Questions


	What is the goal of safe and efficient concurrent programming in Rust?


	What is the difference between concurrent programming and parallel programming?


	How does Rust simplify the handling of concurrency and parallelism compared to other languages?


	What is the role of threads in achieving concurrent execution in Rust?


	How do you create threads in Rust? Provide an example.


	What is thread synchronization, and why is it important in concurrent programming?


	Explain how mutexes can be used to achieve thread synchronization in Rust. Provide an example.


	What is thread communication, and why is it necessary in concurrent programming?


	How can channels be used for message-passing concurrency in Rust? Provide an example.


	What are the Sync and Send traits in Rust, and what role do they play in concurrent programming?


	How can you ensure thread safety and avoid data races in Rust?


	What is the purpose of thread termination and joining in concurrent programming? Explain with an example.


	How can you handle thread termination and joining in Rust? Provide code examples.


	What is the difference between shared-state concurrency and message-passing concurrency?


	How do the concepts of ownership, borrowing, and lifetimes in Rust relate to concurrent programming?



Points to remember


	Concurrency and parallelism are important concepts in modern computing, and Rust provides powerful features to handle them efficiently and safely.


	Rust simplifies the handling of concurrency and parallelism compared to many other programming languages.


	Threads can be used in Rust to achieve concurrent execution of code segments.


	Mutexes provide a mechanism for thread synchronization, ensuring that only one thread can access a shared resource at a time.


	Channels are a useful tool for message-passing concurrency in Rust, enabling communication and synchronization between threads.


	The Sync trait in Rust ensures that a type can be shared safely across multiple threads.


	The Send trait in Rust allows a type to be transferred between threads.


	Thread safety is crucial to prevent data races and ensure correct concurrent execution in Rust programs.


	Rust’s ownership, borrowing, and lifetimes concepts play a significant role in enforcing thread safety and preventing data races.


	Proper synchronization mechanisms, such as locks and atomic operations, are essential for maintaining thread safety.


	The Arc type in Rust enables shared data ownership across multiple threads.


	Rust’s std::sync module provides synchronization primitives, including mutexes, condition variables, and semaphores.


	When working with concurrent code, reasoning about shared mutable states and choosing appropriate synchronization mechanisms is important.


	Proper design and understanding of concurrency and parallelism concepts in Rust can lead to efficient and scalable programs.
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CHAPTER 11Device Input/Output Handling


Introduction

Device input/output (I/O) is a fundamental aspect of system programming that plays a crucial role in monitoring and controlling a wide range of devices, such as keyboards, mice, printers, and pen drives, connected to a computer. Rust, with its focus on safety and performance, provides robust support for managing device operations efficiently. In this chapter, we will explore the capabilities offered by Rust’s Standard Library to handle device I/O in Unix/Linux environments. From understanding the basics of device, I/O to implementing buffered reads and writes, we will delve into the intricacies of working with input and output devices. Additionally, we will explore error handling techniques and develop a program to detect and obtain information about connected USB devices. By the end of this chapter, you will have a comprehensive understanding of how to interact with devices through Rust, making your system-level programs more powerful and reliable. So, let us dive into the world of device I/O handling with Rust and explore the opportunities it brings forth.

Structure

This chapter covers the following topics:


	Device input/output basics in Linux/Unix


	Buffered reads and writes


	Standard input/output


	Error handling


	Detecting connected USB devices



Objectives

By the end of this chapter, our primary objectives are to equip you with a thorough understanding of device I/O handling in Rust within a Unix/Linux environment. You will learn the foundational concepts of device I/O and how to interact with various input and output devices efficiently. We will explore the significance of buffered reads and writes, enabling you to optimize data transfer operations. Understanding error handling mechanisms will be emphasized, ensuring that your programs can gracefully handle unexpected situations. Moreover, we will delve into the process of detecting connected USB devices, empowering you to gather essential information from these peripherals programmatically. Armed with this knowledge, you will be able to develop robust, device-aware applications using Rust, enhancing your system programming capabilities and fostering software reliability.

Device input/output basics in Linux/Unix

In this section, we will explore the fundamental concepts of device input and output in Linux/Unix systems and how to interact with devices using Rust. Device I/O in Unix-based systems is typically accomplished through special files located in the /dev directory. These files represent various devices, and reading from or writing to them allows communication with the corresponding hardware. Common devices, such as terminals, keyboards, and USB devices, are accessed through these special files.

Reading from a device

To read data from a device, we use the file type from the Rust Standard Library. The File type provides methods for reading data from the device into a buffer. Here is a simple example of reading from a file, specifically from a device file representing a keyboard:

			use std::fs::File;

			use std::io::{Read, Result};

			fn read_from_device() -> Result<String> {

			    let mut file = File::open("/dev/input/event0")?; // Replace 'event0' with the appropriate device file

			    let mut buffer = [0u8; 1024]; // Create a buffer to hold the read data

			    let bytes_read = file.read(&mut buffer)?; // Read data from the device into the buffer

			    // Convert the read bytes into a string

			    let data = String::from_utf8_lossy(&buffer[..bytes_read]).to_string();

			    Ok(data)

			}

Writing to a device

Writing data to a device is similar to reading, where we use the File type and its associated methods to perform the write operation. Here is a basic example of writing data to a file representing a printer:

			use std::fs::File;

			use std::io::{Result, Write};

			fn write_to_device(data: &[u8]) -> Result<()> {

			    let mut file = File::create("/dev/lp0")?; // Replace 'lp0' with the appropriate device file

			    file.write_all(data)?; // Write data to the device

			    Ok(())

			}

Asynchronous input/output

In certain situations, especially when dealing with multiple devices simultaneously, asynchronous I/O can improve performance and responsiveness. Rust provides asynchronous I/O support through its async/await syntax and the tokio or async-std libraries. Here is a high-level overview of how you can use async I/O for reading from a device:

			// Example using async-std

			use async_std::fs::File;

			use async_std::io::{ReadExt, Result};

			use async_std::task;

			async fn read_async() -> Result<String> {

			    let mut file = File::open("/dev/input/event2").await?;

			    let mut buffer = [0u8; 1024];

			    let bytes_read = file.read(&mut buffer).await?;

			    let data = String::from_utf8_lossy(&buffer[..bytes_read]).to_string();

			    Ok(data)

			}

			fn main() {

			    let data = task::block_on(read_async());

			    match data {

			        Ok(data) => println!("Read data: {}", data),

			        Err(e) => eprintln!("Error: {}", e),

			    }

			}

The above code is an asynchronous Rust program that demonstrates reading from a device file asynchronously using the async-std library. The main purpose is to read data from a specific device file, /dev/input/event2 in this case, and then convert the read bytes into a String. The output of the code is shown below:
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Figure 11.1: Reading from a device file asynchronously

Buffered reads and writes

In this section, we will explore buffered reads and writes in Rust. Buffered I/O is a technique that involves using an intermediate buffer to store data before it is read from or written to a device. This approach can significantly improve performance by reducing the number of system calls and data transfers. We will demonstrate how to use buffered I/O with Rust’s BufReader and BufWriter types, and provide a complete example to read data from a file and write it to another file using buffered I/O.

Buffered reads with BufReader

BufReader is a type provided by the Rust Standard Library that wraps around a reader and buffers the data read from it. This can be particularly useful when reading small chunks of data at a time from a device, reducing the overhead of frequent small reads. Let us see an example of reading from a file input.txt using BufReader:

			use std::fs::File;

			use std::io::{self, BufRead, BufReader};

			fn read_file_using_bufreader(filename: &str) -> io::Result<()> {

			    let file = File::open(filename)?;

			    let reader = BufReader::new(file);

			    for line in reader.lines() {

			        println!("{}", line?);

			    }

			    Ok(())

			}

			fn main() {

			    if let Err(err) = read_file_using_bufreader("input.txt") {

			        eprintln!("Error: {}", err);

			    }

			}

Let us say the input.txt file has the following content:

			Line 1

			Second line

The output of the above code is shown in Figure 11.2:
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Figure 11.2: Reading from a File using BufReader

Data flow for reading a file using BufReader in Rust can be represented as shown in Figure 11.3:
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Figure 11.3: Representation of the data flow for reading a file using BufReader

Buffered writes with BufWriter

BufWriter is another type provided by the Rust Standard Library that wraps around a writer and buffers the data before writing it to the underlying device. Buffered writes are beneficial when writing small chunks of data frequently, as it reduces the number of actual write operations. Let us see an example of writing to a file using BufWriter:

			use std::fs::File;

			use std::io::{self, BufWriter, Write};

			fn write_to_file_using_bufwriter(filename: &str) -> io::Result<()> {

			    let file = File::create(filename)?;

			    let mut writer = BufWriter::new(file);

			    for i in 1..=10 {

			        writeln!(writer, "Line {}", i)?;

			    }

			    Ok(())

			}

			fn main() {

			    if let Err(err) = write_to_file_using_bufwriter("output.txt") {

			        eprintln!("Error: {}", err);

			    }

			}

The above code creates a file output.txt and writes the following content to it:

			Line 1

			Line 2

			Line 3

			Line 4

			Line 5

			Line 6

			Line 7

			Line 8

			Line 9

			Line 10

Data flow for writing to a file using BufWriter in Rust can be represented as shown in Figure 11.4:
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Figure 11.4: Writing to a File using BufWriter

Standard input/output

In this section, we will explore standard input and output in Rust. Standard input (stdin) and standard output (stdout) are standard communication channels between a program and the user or the environment. They allow a program to receive input from the user and produce output that can be displayed to the user or redirected to a file or another program. We will demonstrate how to read input from the user and display output using Rust’s std::io module.

Reading from standard input

Rust provides the std::io::stdin() function to read user input from the terminal. It returns a handle to the standard input, which can then be used with other Read trait methods to get input from the user. Let us see an example of reading input from the user:

			use std::io;

			fn read_input() -> io::Result<String> {

			    let mut input = String::new();

			    println!("Enter your name:");

			    io::stdin().read_line(&mut input)?;

			    Ok(input.trim().to_string())

			}

			fn main() {

			    match read_input() {

			        Ok(name) => println!("Hello, {}!", name),

			        Err(err) => eprintln!("Error: {}", err),

			    }

			}

The output of the code is shown in Figure 11.5:
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Figure 11.5: Reading an input from user

Writing to standard output

Rust provides the std::io::stdout() function to access the standard output. It returns a handle to the standard output, which can then be used with other Write trait methods to display output to the user. Let us see an example of writing output to the user:

			use std::io::{self, Write};

			fn print_greeting(name: &str) -> io::Result<()> {

			    let message = format!("Hello, {}!", name);

			    io::stdout().write_all(message.as_bytes())?;

			    Ok(())

			}

			fn main() {

			    let name = "Abhishek";

			    match print_greeting(name) {

			        Ok(()) => println!(),

			        Err(err) => eprintln!("Error: {}", err),

			    }

			}

The output of the code is shown in Figure 11.6:
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Figure 11.6: Writing output to user

Reading input and writing output

Let us combine both reading input from the user and writing output to the user as shown in the following code snippet:

			use std::io::{self, Write};

			fn read_input() -> io::Result<String> {

			    let mut input = String::new();

			    print!("Enter your name: ");

			    io::stdout().flush()?; // Flush stdout to ensure prompt is displayed

			    io::stdin().read_line(&mut input)?;

			    Ok(input.trim().to_string())

			}

			fn print_greeting(name: &str) -> io::Result<()> {

			    let message = format!("Hello, {}!", name);

			    io::stdout().write_all(message.as_bytes())?;

			    Ok(())

			}

			fn main() {

			    match read_input() {

			        Ok(name) => {

			            println!(); // Move to the next line after reading input

			            match print_greeting(&name) {

			                Ok(()) => println!(),

			                Err(err) => eprintln!("Error: {}", err),

			            }

			        }

			        Err(err) => eprintln!("Error: {}", err),

			    }

			}

The output of the code is shown in Figure 11.7:
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Figure 11.7: Reading input and writing output

In this example, we first read input from the user and then display a greeting message to the user based on the entered name.

Error handling

Error handling is a critical aspect of writing robust and reliable programs. Rust provides a powerful and expressive error handling mechanism through its result and error types. In this section, we will explore error handling in Rust and demonstrate how to handle errors gracefully using the result type along with complete example codes.

The result type

In Rust, functions that can potentially encounter errors return a value of the Result<T, E> type. The Result type is an enumeration with two variants:


	Ok(T): Represents a successful operation with the value T.


	Err(E): Represents an error with the associated error value E.



Let us see an example of using Result to return a resultant value:

			fn divide(a: i32, b: i32) -> Result<i32, String> {

			    if b == 0 {

			        return Err("Division by zero!".to_string());

			    }

			    Ok(a / b)

			}

			fn main() {

			    let dividend = 10;

			    let divisor = 2;

			    match divide(dividend, divisor) {

			        Ok(result) => println!("Result: {}", result),

			        Err(err) => eprintln!("Error: {}", err),

			    }

			}

The output of the code is shown in Figure 11.8:
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Figure 11.8: Using result to return a resultant value

Propagating errors with ?

Rust provides a convenient way to propagate errors up the call chain using the ? operator. If an error occurs within a function, you can use ? to return the error early to the calling function, avoiding the need for multiple nested match statements. Let us see an example of propagating errors using ?:

			use std::fs;

			fn read_file_contents(filename: &str) -> Result<String, std::io::Error> {

			    let content = fs::read_to_string(filename)?;

			    Ok(content)

			}

			fn main() {

			    let filename = "data.txt";

			    match read_file_contents(filename) {

			        Ok(content) => println!("File Contents: {}", content),

			        Err(err) => eprintln!("Error: {}", err),

			    }

			}

The output of the code is shown in Figure 11.9:
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Figure 11.9: Propagating errors with ?

Detecting connected USB devices

Detecting connected USB devices in Rust typically involves interacting with the operating system’s USB subsystem or using a library that provides a higher-level interface for USB device discovery. In this section, we will explore a simple example using the rusb crate, which provides an interface to the USB subsystem in Rust. We will demonstrate how to use rusb to detect connected USB devices and retrieve information about them.

First, let us set up the project and add the rusb crate as a dependency to the Cargo.toml file:

			[dependencies]

			rusb = "0.8.0"

Now, let us create a Rust program to detect connected USB devices and print some basic information about them:

			use rusb::{Context, Device, UsbContext};

			fn print_device_info(device: &Device<Context>) -> rusb::Result<()> {

			    let device_desc = device.device_descriptor()?;

			    let product_string = device_desc.product_string_index();//.unwrap_or("Unknown".to_string());

			    println!("Device: {:?}", product_string);

			    println!("Vendor ID: {:04x}", device_desc.vendor_id());

			    println!("Product ID: {:04x}", device_desc.product_id());

			    println!("Bus Number: {}", device.bus_number());

			    println!("Device Address: {}", device.address());

			    println!("----------------------------------");

			    Ok(())

			}

			fn main() {

			    let context = Context::new().expect("Error initializing USB context");

			    let devices = context.devices().expect("Error getting device list");

			    if devices.is_empty() {

			        println!("No USB devices found.");

			        return;

			    }

			    println!("Connected USB Devices:");

			    for device in devices.iter() {

			        if let Err(err) = print_device_info(&device) {

			            eprintln!("Error: {}", err);

			        }

			    }

			}

The output of the code is shown in Figure 11.10:
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Figure 11.10: Finding information about connected USB devices

When you run the program, it will display information about the connected USB devices. The output will include the device name, vendor ID, product ID, bus number, and device address for each connected USB device. If no USB devices are detected, it will print No USB devices found.

Conclusion

In this chapter, we studied essential aspects of device I/O handling in Rust, exploring its support for managing various devices in the Unix/Linux environment. We began by understanding the basics of device I/O in Linux/Unix and explored buffered reads and writes using Rust’s BufReader and BufWriter. We then delved into standard input and output, learning how to interact with users through the terminal and display output messages. Additionally, we covered error handling in Rust, utilizing the Result type and ? operator to gracefully handle potential errors and propagate them up the call chain. Lastly, we discovered how to detect connected USB devices using the rusb crate, enabling us to retrieve essential information about these devices. With this knowledge, readers can confidently develop Rust applications that efficiently handle device I/O, provide user interaction, and manage errors effectively.

In the next chapter, we will learn how to build terminal applications in Rust.

Questions


	What is the significance of device I/O handling in system programming, and how does it enable interaction with various devices?


	How can buffered reads and writes improve the performance of I/O operations in Rust? Provide an example demonstrating the use of BufReader and BufWriter.


	Explain how Rust’s std::io module facilitates standard input and output operations, allowing interaction with users through the terminal.


	In error handling, what is the purpose of the Result type, and how does it handle success and error scenarios in Rust programs?


	How does the ? operator in Rust help propagate errors efficiently up the call chain, avoiding nested match statements?


	Describe the steps to detect connected USB devices in Rust using the rusb crate and display basic information about each device.


	In the context of rusb, what does the DeviceDescriptor struct represent, and how can we retrieve essential information about a USB device using it?


	How can Rust programs gracefully handle the scenario when no USB devices are detected? Suggest an approach for informative user feedback.


	Compare and contrast buffered reads and standard input (stdin) in Rust. In which situations would you prefer using one over the other?


	What are the benefits of using custom error types in Rust’s error handling approach, and how can they be implemented to handle specific error scenarios?


	Describe the data flow from a USB device through the rusb crate to the Rust program during the process of detecting connected USB devices.


	Provide an example of a complete Rust program that reads user input, performs error handling, and displays output, incorporating various concepts covered in this chapter.



Points to remember


	Device I/O in Rust enables monitoring and controlling various devices like keyboards, mice, printers, and pen drives attached to a computer.


	Rust’s Standard Library provides support for handling device I/O in Unix/Linux environments.


	Buffered reads and writes can significantly improve I/O performance by reducing the number of system calls and data transfers.


	Use BufReader to wrap around a reader and buffer data while reading from a device in Rust.


	Use BufWriter to wrap around a writer and buffer data before writing it to a device in Rust.


	Rust’s standard input (stdin) allows reading user input from the terminal, and standard output (stdout) facilitates displaying output to the user.


	The Result type in Rust is used for error handling, representing either a successful result (Ok) or an error (Err).


	Use the ? operator to propagate errors up the call chain, reducing the need for nested match statements.


	Properly handle custom error types to differentiate between different error scenarios and provide meaningful error messages to users.


	The rusb crate in Rust allows interaction with the operating system’s USB subsystem to detect connected USB devices.


	The Context type from rusb is used to initialize and interact with the USB context.


	The DeviceList from rusb provides a list of connected USB devices, which can be iterated to gather information.


	The device_descriptor() method from rusb allows retrieving the device descriptor for connected USB devices, containing vital information like vendor and product IDs.


	Utilize BufReader and BufWriter to efficiently handle read and write operations with connected USB devices.


	Employ proper error handling techniques, such as Result and ?, when working with USB devices to handle potential errors gracefully and provide a robust user experience. 
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CHAPTER 12Working with Terminals


Introduction

In this chapter, we embark on a journey to master the art of crafting terminal applications using the Rust programming language. The terminal, that unassuming gateway between users and computers, holds remarkable potential for creating powerful and interactive command-line interfaces. In this chapter, we will delve into the intricacies of terminal input and output, unravelling the fundamentals that underlie the dynamic interaction between a Rust application and the terminal emulator. We will explore how to manipulate cursors, infuse vibrant colors and styles, and seize control of keyboard and mouse inputs, all while harnessing the expressive prowess of Rust’s syntax and abstractions. So, whether you are a seasoned Rustacean looking to expand your skill set or a newcomer eager to explore the captivating world of terminal-based applications, this chapter will equip you with the knowledge and tools to bring your ideas to life in the realm of the terminal. Let us dive in and uncover the wonders of terminal-based user interfaces, where code and creativity converge in the most textually immersive way.

Structure

This chapter covers the following topics:


	Fundamentals of terminal input/output


	Working with Terminal UI


	Processing keyboard and mouse inputs



Objectives

By the end of this chapter, you will have a comprehensive understanding of terminal I/O in Rust, enabling you to construct sophisticated and engaging terminal applications. You will be equipped with the skills to seamlessly navigate the intricacies of terminal UI, effectively manipulating cursor positions, applying vivid colors and text styles to enhance user experiences. Moreover, you will be able to harness the power of Rust to process keyboard and mouse inputs, transforming your applications into interactive and responsive tools that effortlessly bridge the gap between user intentions and program behavior. Whether you are crafting command-line tools, text-based games, or interactive utilities, the knowledge gained from this chapter will empower you to breathe life into your terminal-based projects with confidence and creativity.

Fundamentals of terminal input/output

Terminal input/output (I/O) forms the backbone of creating interactive and dynamic terminal applications. In this section, we will embark on a journey to uncover the core concepts that govern how Rust interacts with the terminal emulator. From understanding the terminal as a text-based interface to mastering the essentials of terminal control sequences, you will gain a strong foundation for building robust and responsive applications.

Terminal as a text-based interface

A terminal emulator is a software that replicates the functionality of old-fashioned hardware terminals. It provides a textual interface to interact with the computer, allowing users to input commands and receive textual responses. In the context of terminal I/O, your Rust application communicates with the terminal emulator using streams: standard input (stdin) for receiving user input, standard output (stdout) for displaying information, and standard error (stderr) for displaying error messages. Rust provides abstractions like the std::io module to facilitate this communication, making it easy to read and write data to and from the terminal.

Terminal control sequences

Terminal control sequences are special sequences of characters that carry commands to the terminal emulator. These commands instruct the terminal to perform various actions, such as changing cursor positions, applying colors and styles, clearing the screen, and more. Understanding and utilizing these sequences is key to creating visually appealing and interactive terminal applications. Rust provides libraries like crossterm and termion that abstract the complexities of these control sequences, enabling you to focus on the functionality and aesthetics of your application.

Reading user input

Interacting with users is a fundamental aspect of terminal applications. Rust’s standard library offers functions to read user input from the terminal, allowing your application to respond to commands and queries. The std::io module provides utilities like stdin().read_line() to capture lines of text input, and libraries like crossterm and termion extend this capability by enabling you to capture individual keypresses and even mouse events. This input data empowers your application to adapt and respond dynamically to user actions. Here is a simple code example that demonstrates how to read user input in Rust using the standard library’s std::io module:

			use std::io;

			fn main() {

			    println!("Please enter your name:");

			    let mut input = String::new();

			    io::stdin().read_line(&mut input).expect("Failed to read line");

			    println!("Hello, {}!", input.trim());

			}

If you run this program, it prints the text Please enter your name: and waits for user-input, as shown in Figure 12.1:

[image: ]
Figure 12.1: Adding user input to standard input

Once you enter a text (your name) and press return key, it says Hello, followed by your name as shown in Figure 12.2:

[image: ]
Figure 12.2: Reading user input from standard input

The io::stdin().read_line(&mut input) line reads the user’s input from the terminal and stores it in the input string. The expect method is used to handle any errors that might occur during the reading process.

Writing to the terminal

Displaying information in a well-formatted manner is crucial for a user-friendly experience. Rust offers a range of methods to output data to the terminal, from simple text rendering to more sophisticated layouts and styles. The println! macro and the write! macro are versatile tools for writing formatted text to the terminal. Additionally, libraries like crossterm and termion provide utilities to control cursor movements, apply colors, and format text, all of which enhance the visual appeal and clarity of your application’s output.

Here is a code example that demonstrates how to write to the terminal in Rust using the println! macro for basic output and the crossterm crate for more advanced terminal control. First, make sure to add the crossterm crate to your Cargo.toml file:

[dependencies]

crossterm = "0.27.0"

Then, you can use the following code example:

			use crossterm::{

			    execute,

			    cursor::{MoveTo, MoveToNextLine},

			    style::{Color, Print, SetForegroundColor},

			};

			use std::io;

			fn main() {

			    // Basic output using println!

			    println!("Hello, Rustaceans!");

			    // Advanced terminal control using crossterm

			    execute!(

			        io::stdout(),

			        MoveTo(5, 5),

			        SetForegroundColor(Color::Yellow),

			        Print("This is a colored message!"),

			        MoveToNextLine(1),

			    )

			    .expect("Failed to execute crossterm commands");

			}

The output of the program is:
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Figure 12.3: Writing to terminal in Rust

In this example, we first use the println! macro to write a basic greeting message to the terminal. Next, we utilize the crossterm crate to perform more advanced terminal control. The execute! macro takes a series of terminal commands, executes them, and manages any potential errors. In this case, we use cursor::MoveTo to move the cursor to a specific position, style::Print to print colored text, and cursor::MoveToNextLine to move the cursor to the next line.

By delving into the fundamentals of terminal I/O, you will acquire the knowledge necessary to seamlessly connect your Rust applications with the terminal emulator. This understanding serves as the bedrock for creating engaging, interactive, and visually captivating terminal-based experiences. As we proceed to explore more advanced topics in subsequent sections, keep these foundational concepts in mind, they will be the cornerstone of your terminal application development journey.

Working with terminal UI

Creating interactive and visually appealing user interfaces within the confines of the terminal is an art that combines both functionality and aesthetics. In this section, we will explore techniques for building terminal user interfaces using Rust. We will delve into cursor manipulation, styling text, and utilizing layout strategies to design effective UIs that engage users and deliver a seamless experience.

Cursor manipulation

Precise control over the cursor’s position is crucial for crafting well-structured terminal UIs. The crossterm and termion libraries provide functions to move the cursor to specific coordinates, enabling you to position it exactly where you want within the terminal window. This is particularly useful for building menus, forms, and other interactive components. Let us take a look at an example:

			use crossterm::{cursor, execute};

			use std::io;

			fn main() {

			    // Move the cursor to row 10, column 20

			    execute!(io::stdout(), cursor::MoveTo(20, 10))

			        .expect("Failed to move cursor");

			    println!("Cursor moved!");

			}

The output of the program is shown in Figure 12.4:
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Figure 12.4: Moving cursors using crossterm

In this example, the cursor::MoveTo(20, 10) command moves the cursor to row 10 and column 20. The execute! macro combines multiple terminal actions into a single execution, ensuring error handling is managed.

Styling text

Adding colors, formatting, and styles to text enhances the visual appeal of terminal UIs. The crossterm and termion libraries offer utilities to change text colors, apply text attributes, and even control the background color. Consider the following example:

			use crossterm::style::{Color, Attribute, Stylize};

			fn main() {

			    let styled_hello = "Hello "

			        .with(Color::Red)

			        .on(Color::Cyan)

			        .attribute(Attribute::Bold);

			    

			    let styled_rustacean = "Rustacean"

			        .with(Color::Green)

			        .on(Color::Red)

			        .attribute(Attribute::Bold);

			    println!("{}{}", styled_hello, styled_rustacean);

			}

The output of the program is shown in Figure 12.5:
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Figure 12.5: Output showing stylized texts using crossterm

In the above example, two strings, styled_hello and styled_rustacean, are defined with applied styles. Each string is created using method chaining, where the with(), on(), and attribute() methods are used to apply specific styles and colors. The with() method sets the text color, the on() method sets the background color for the text, and attribute(Attribute::Bold) applies the bold attribute to the text.

Layout strategies

Layout strategies refer to the techniques and principles used to organize and position various components within a terminal user interface. Proper layout is essential to create visually appealing, organized, and functional terminal applications. Although terminal UIs lack the flexibility of graphical interfaces, mastering layout strategies allows you to make the most out of the available space and deliver a seamless user experience. Here are some key aspects of layout strategies for terminal UIs:


	Grid-based layouts: They divide the terminal space into a grid of rows and columns, creating a structured framework for placing components. Each cell in the grid can hold a UI element, such as text, buttons, or input fields. This approach simplifies alignment and helps maintain a consistent structure.


	Flexibility: While terminal UIs may not offer the fluidity of graphical interfaces, flexibility is achieved by adapting the layout to the available terminal dimensions. Dynamic resizing and responsive design ensure that your UI remains usable and visually appealing across various terminal sizes.


	Box model: Similar to web design, the box model involves encapsulating UI elements within boxes. Boxes can have borders, padding, and margins, which contribute to spacing and visual separation between components.


	Widget libraries: They are like Text User Interface for Rust (tui-rs), provide pre-built components such as tables, lists, buttons, and text boxes. These widgets simplify the process of creating complex layouts and handling user interactions.


	Relative positioning: Instead of relying solely on absolute coordinates, use relative positioning to define the position of components based on other components’ locations. This ensures that components maintain their alignment even when the terminal size changes.


	Alignment and spacing: Maintain consistent alignment and spacing between components to enhance visual coherence. Properly aligned text and elements contribute to a polished and professional appearance.



Focus management

Incorporate a focus management system to allow users to navigate through interactive elements using keyboard input. This enhances accessibility and usability.

Let us see a simple example using the tui-rs library's Table widget to create a basic layout. Make sure to add the following under dependencies of Cargo.toml file:

			[dependencies]

			tui = "0.19"

			crossterm = "0.25"

Now, create a Rust source file and add the following code to it:

			use tui::{

			    widgets::{Block, Borders, Table, Row, Cell},

			    layout::{Layout, Constraint, Direction},

			    Terminal,

			    backend::CrosstermBackend,

			    style::{Style, Color}

			};

			use std::io;

			fn main() -> Result<(), io::Error> {

			    // Set up terminal and backend

			    let backend = CrosstermBackend::new(io::stdout());

			    let mut terminal = Terminal::new(backend)?;

			    // Create rows for the table

			    let rows = vec![

			        Row::new(vec!["Abhishek", "35", "India"]),

			        Row::new(vec!["Vijay", "73", "India"]),

			    ];

			    let _style = Style::default().bg(Color::Blue);

			    let header_cells = ["Name", "Age", "Country"]

			        .iter()

			        .map(|h| Cell::from(*h).style(Style::default().fg(Color::Red)));

			    let header = Row::new(header_cells)

			        .style(_style)

			        .height(1)

			        .bottom_margin(1);

			    // Create a table with the rows

			    let table = Table::new(rows)

			        .header(header)

			        .block(Block::default().title("Sample Table").borders(Borders::ALL))

			        .widths(&[

			            Constraint::Percentage(30),

			            Constraint::Length(20),

			            Constraint::Min(10),

			        ]);

			    // Define layout

			    

			    terminal.draw(|f| {

			        let layout = Layout::default()

			            .constraints([Constraint::Percentage(100)].as_ref())

			            .direction(Direction::Vertical)

			            .margin(5)

			            .split(f.size());

			

			        f.render_widget(table, layout[0]);

			    })?;

			

			    Ok(())

			}

This code uses the tui-rs library to create a simple table layout within the terminal. It defines rows of data, adds a header row, and places them in a table widget. The terminal is set up using CrosstermBackend, allowing the program to render TUI components. Two rows of data are created, each with a name, age, and country. A styled header row with Name, Age, and Country is defined. The text is styled with a red foreground color, and the row has a blue background. The table is created using the Table widget, which includes the header and the rows. It also has borders and title styling. The table is rendered in a layout that fills 100% of the terminal screen vertically, with a margin of 5. it is drawn onto the terminal using terminal.draw(), and the rendered table is displayed in the allocated layout section. When you run this code, it should display a terminal window with the table layout, including headers and data rows, as shown in Figure 12.6. Remember that the appearance may vary based on the terminal emulator and font settings you are using. Refer to Figure 12.6:
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Figure 12.6: A terminal window with a table layout using tui

By mastering cursor manipulation, text styling, and layout strategies, you will be well-equipped to construct sophisticated and user-friendly terminal UIs using Rust. These techniques form the basis for creating engaging applications that captivate users with both functionality and aesthetics. As you delve further into the world of terminal UI development, remember that balance between form and function is key to delivering exceptional user experiences.

Processing keyword and mouse inputs

Interacting with users via keyboard and mouse inputs is a crucial aspect of building dynamic terminal applications. In this section, we will explore how to handle keyboard and mouse inputs using the crossterm and termion libraries in Rust. We will cover capturing individual keypresses, detecting special key combinations, and even incorporating mouse interactions to create intuitive and responsive user experiences.

Handling keyboard inputs

Capturing keyboard inputs enables users to interact with your terminal application effectively. Both crossterm and termion offer ways to read individual keypresses and interpret special key combinations. Let us explore a basic example of reading a single keypress:

			use crossterm::{

			    event::KeyEvent, terminal,

			};

			fn main() {

			    terminal::enable_raw_mode().expect("Failed to enable raw mode");

			    let key_event = crossterm::event::read().expect("Failed to read event");

			    terminal::disable_raw_mode().expect("Failed to disable raw mode");

			    match key_event {

			        crossterm::event::Event::Key(KeyEvent {

			            code,

			            modifiers,

			            state,

			            ..

			        }) => {

			            println!("Key pressed: {:?}", code);

			            println!("Modifiers: {:?}", modifiers);

			            println!("State: {:?}", state);

			        }

			        _ => println!("Other event"),

			    }

			}

The output of the program is:
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Figure 12.7: Capturing key press

In this example, we use terminal::enable_raw_mode() to enable raw mode, which allows us to capture key events without requiring Enter to be pressed. We read the event using crossterm::event::read() and then disable raw mode with terminal::disable_raw_mode().

Handling mouse inputs

Incorporating mouse interactions adds another layer of interactivity to your terminal applications. With the help of crossterm or termion, you can capture mouse clicks and even mouse movement. Let us look at a simple example of detecting a mouse click:

			use crossterm::{

			    event::{Event, MouseEvent, MouseButton, MouseEventKind},

			    terminal,

			};

			fn main() {

			    terminal::enable_raw_mode().expect("Failed to enable raw mode");

			    let event = crossterm::event::read().expect("Failed to read event");

			    terminal::disable_raw_mode().expect("Failed to disable raw mode");

			    match event {

			        Event::Mouse(MouseEvent {

			            kind,

			            row,

			            column,

			            .. /*modifiers,*/

			        }) => {

			            match kind {

			                MouseEventKind::Down(MouseButton::Left) => {

			                    println!("Left mouse button clicked at row {}, column {}", row, column);

			                }

			                _ => println!("Other mouse event"),

			            }

			        }

			        _ => println!("Other event"),

			    }

			}

The output if the program is:
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Figure 12.8: Capturing mouse events

In this example, we are matching against the MouseEvent struct’s fields, using kind, row, column, and modifiers to capture mouse input events. This code handles mouse input and prints out the appropriate messages based on the kind of mouse event detected.

By understanding how to handle keyboard and mouse inputs, you can create interactive and responsive terminal applications that provide users with a seamless and intuitive experience. The combination of capturing individual keypresses, recognizing special key combinations, and incorporating mouse interactions empowers you to design applications that cater to a wide range of user interactions and preferences.

Conclusion

In this chapter, we embarked on a journey into the realm of building terminal applications in Rust, uncovering the fundamental concepts that underpin their construction. We delved into the intricate world of terminal input and output, grasping how to both read user input and present information to the user. Exploring terminal UIs, we unraveled the art of cursor manipulation, text styling, and crafting layouts that utilize limited screen real estate effectively. Our exploration extended to processing keyboard and mouse inputs, infusing interactivity into our applications. As we close this chapter, we have gained the knowledge and tools to not only create functional terminal programs but also design immersive and user-friendly experiences that leverage the power of Rust’s capabilities within the terminal environment.

In the next chapter, we will learn about processes and their life cycle in Rust, how they are started and terminated.

Questions


	What is the significance of understanding terminal I/O when building terminal applications?


	How can you enable raw mode in the terminal using the crossterm library, and why is it useful?


	Explain how you can read user input in Rust using the crossterm library. Provide an example.


	What are some common cursor manipulation operations you can perform using the crossterm or termion libraries?


	How can you apply text styling, such as changing colors and attributes, to text in the terminal using crossterm or termion?


	Describe the process of creating grid-based layouts for terminal user interfaces. Why are they useful?


	What is the role of the box model in terminal UI layout design, and how can it help in creating visually appealing interfaces?


	How does the tui-rs library simplify the process of designing complex layouts and interactive widgets?


	Explain the concept of relative positioning in terminal UI layout design. Why is it beneficial?


	How can you handle keyboard inputs in Rust using the crossterm or termion libraries? Provide an example.


	Describe the steps involved in processing mouse inputs using the crossterm library. Include a code example.


	What are some factors that might affect the rendering and appearance of a terminal UI created using the tui-rs library?



Points to remember


	Understanding terminal I/O is vital for managing text-based input and output within terminal applications.


	User input can be obtained from the terminal using the std::io::stdin() function.


	Read user input line by line using the read_line() method, enabling interaction with the application.


	Display text effectively in the terminal using macros like print!() and println!().


	To ensure immediate output, make use of std::io::stdout().flush().


	Utilizing libraries such as crossterm and termion, you can manipulate the cursor’s position with precision.


	The accurate placement of the cursor is crucial for structuring terminal user interfaces.


	Libraries like crossterm provide the capability to apply styles, colors, and attributes to text.


	Enhance user interfaces by creating responsive designs that adapt seamlessly to varying terminal sizes.


	Explore widget libraries such as tui-rs to leverage pre-designed UI components and streamline development.


	Design interfaces with flexibility to ensure usability across a range of terminal dimensions.


	Implement the box model concept for consistent spacing and visual distinction between UI elements.


	Capture mouse interactions, including clicks and movement, using libraries like crossterm.


	Elevate user experience by enabling keyboard navigation with focus management in your applications.


	Combine the robust capabilities of Rust with terminal functionalities to construct interactive, efficient, and engaging user interfaces.
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CHAPTER 13Processes and Signal Handling


Introduction

In this chapter, we embark on a journey into the realm of Processes and Signal Handling in Rust, where we delve deep into the fundamental aspects of managing and controlling the execution of programs. We will explore the intricacies of processes and system calls, gaining insights into how they are created and terminated. Additionally, we will unravel the art of spawning new processes in Rust, mastering the handling of I/O operations, and effectively managing errors and signals. As we progress, we will culminate our knowledge by constructing a basic shell program in Rust, applying the skills we acquire throughout this chapter to create a practical project that demonstrates the power and versatility of Rust in process management and signal handling.

Structure

This chapter covers the following topics:


	Processes and system calls


	Spawning a new process in Rust


	Handling input/output


	Handling errors, and signals


	Writing a basic shell program in Rust 



Objectives

By the end of this chapter, you will have a comprehensive understanding of the intricacies surrounding processes and signal handling in Rust. You will be equipped with the knowledge and skills to initiate and manage processes using system calls, proficiently spawn new processes, and adeptly handle input and output operations within them. Moreover, you will become adept at managing errors and responding to signals effectively, ensuring the robustness and reliability of your Rust programs. Lastly, you will have the opportunity to apply your newfound expertise by undertaking a practical project in which you will construct a basic shell program, consolidating your grasp of these critical concepts and techniques.

Processes and system calls

In the realm of operating systems, a process is a fundamental concept. It represents the execution of a program, and it comprises a variety of data, such as code, memory, registers, and more. Processes enable computers to multitask and execute multiple programs simultaneously. Understanding processes and how to interact with them is crucial for systems programming in Rust.

System calls are the interface between user-level programs and the operating system. They provide a way for programs to request services from the kernel, such as process creation, file manipulation, and input/output operations. In Rust, you can utilize system calls through its standard library and external libraries like libc.

Let us explore some core concepts related to processes and system calls using Rust:

Process creation

In Rust, you can create a new process using the std::process::Command struct. Here is a simple example that spawns a new process to execute a command:

			use std::process::Command;

			fn main() {

			    let output = Command::new("ls")

			        .arg("-l")

			        .output()

			        .expect("Failed to execute process");

			    let text_output = String::from_utf8_lossy(&output.stdout);

			    println!("Output:\n{}", text_output);

			}

In this code, we use the ls command with the -l flag to list the files and directories in the current directory in long format. We then capture the output and convert it to a readable string using String::from_utf8_lossy. When you run this code on a Linux system, it will execute the ls command and display the list of files and directories in a readable format as shown in Figure 13.1:
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Figure 13.1: Output of ls -l command from a Rust process on Linux

If you are using Windows, you can replace the ls command to dir as shown below:

			let output = Command::new("dir")

			        .arg("-l")

			        .output()

			        .expect("Failed to execute process");

Process ID

Every process in a Unix-like operating system, including Linux, is uniquely identified by a numeric value called the Process ID (PID). The PID serves as a crucial reference for managing and interacting with processes. In the provided Rust code, the std::process::id() function is utilized to retrieve and display the PID of the current process, offering insight into the identity of the running program within the system’s process hierarchy.

			fn main() {

			    let current_pid = std::process::id();

			    println!("Current PID: {}", current_pid);

			}

If you run the above code, you should get an output like the one shown in Figure 13.2:
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Figure 13.2: Printing process ID of the current process from Rust

Process termination

In the context of Rust and systems programming, process termination is a pivotal concept, encompassing the graceful completion or forced termination of a subprocess. In Rust, you can use the std::process::Child struct to manage child processes and wait for them to complete, as shown in the following code snippet:

			use std::process::Command;

			fn main() {

			    let mut child = Command::new("sleep")

			        .arg("5")

			        .spawn()

			        .expect("Failed to start child process");

			    let status = child.wait().expect("Failed to wait for child process");

			    println!("Child process exited with: {:?}", status);

			}

The output of the code is shown in Figure 13.3:
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Figure 13.3: Output showing the exit status of process

The preceding code snippet exemplifies this by utilizing the std::process::Command struct to spawn a child process running the sleep 5 command. Subsequently, the code waits for the child process to complete, capturing its exit status. This demonstrates the essential mechanism for monitoring and managing subprocesses, ensuring orderly execution within complex systems.

Process environment

Processes have their own environment variables. You can access and modify environment variables for a process in Rust using the std::env module. Environment variables are key-value pairs that can store configuration information, user settings, or other data relevant to a program’s execution. Understanding how to work with environment variables is essential for configuring and customizing the behavior of Rust applications in various runtime environments. The following Rust code demonstrates how to both retrieve the value of an environment variable, such as HOME, and set a new environment variable, MY_VARIABLE within the context of a Rust program. Refer to the following code:

			use std::env;

			fn main() {

			    // Get the value of the HOME environment variable

			    if let Some(home_dir) = env::var("HOME").ok() {

			        println!("Home directory: {}", home_dir);

			    }

			    // Set a new environment variable

			    env::set_var("MY_VARIABLE", "Hello, Rust!");

			    // Uncomment the following lines to print the new environment variable.

			    // if let Some(my_var) = env::var("MY_VARIABLE").ok() {         

			       // println!("MY_VARIABLE: {}", my_var);     

			    //}

			}

The output of the program is shown in Figure 13.4:
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Figure 13.4: Printing the value of an environment variable from Rust

Understanding processes and how to interact with them via system calls is a foundational skill for systems programming in Rust. It allows you to control the execution of programs, manage resources, and build complex applications that interact with the underlying operating system efficiently.

Spawning a new process in Rust

Spawning a new process in Rust refers to the creation of a child process from the current process. This child process can run a different program or execute a different portion of the same program independently. Spawning new processes is a fundamental concept in systems programming and is often used to achieve various goals, such as parallelism, task distribution, or running external commands.

In Rust, you can spawn a new process using the std::process::Command struct, which provides a convenient and platform-independent way to interact with processes. Here is a detailed explanation of how to spawn a new process in Rust:

Creating a command

To spawn a new process, you start by creating a Command object. This object represents the program you want to run and its arguments. You can use the Command::new method to create a new Command object, specifying the program’s name as a string and any additional arguments as necessary, as shown in the following code snippet:

			use std::process::Command;

			fn main() {

			    let mut cmd = Command::new("ls");

			    cmd.arg("-l");

			    // ...

			}

Modifying the command

You can modify the Command object by adding arguments, setting environment variables, configuring working directories, and more. Use methods like arg, env, and current_dir to customize the child process’s behavior, as shown in the following code snippet:

			use std::process::Command;

			fn main() {

			    let mut cmd = Command::new("ls");

			    cmd.arg("-l").current_dir("/path/to/directory");

			    // ...

			}

Spawning the process

Once you have configured the Command object to your liking, you can spawn the child process by calling the spawn method. This method returns a std::process::Child object, which represents the running child process. Refer to the following code:

			use std::process::Command;

			fn main() {

			    let mut cmd = Command::new("ls");

			    cmd.arg("-l").current_dir("/path/to/directory");

			    let child = cmd.spawn().expect("Failed to start child process");

			    // ...

			}

Managing the child process

You can interact with the child process by waiting for it to complete or by communicating with it through standard input, output, and error streams. The Child object provides methods like wait, stdin, stdout, and stderr for this purpose. Let us see the following code snippet:

			use std::process::{Command, Stdio};

			fn main() {

			    let mut cmd = Command::new("echo");

			    cmd.arg("Hello, Rust!")

			        .stdout(Stdio::piped());

			    let child = cmd.spawn().expect("Failed to start child process");

			    let output = child.wait_with_output().expect("Failed to wait for child process");

			    println!("Child process exited with: {:?}", output.status);

			    println!("Child process output: {}", String::from_utf8_lossy(&output.stdout));

			}

The preceding code snippet demonstrates how to interact with a spawned child process. After spawning a child process using the spawn method, the code waits for the child process to complete using wait_with_output(). It then captures the child process’s output, including its exit status and standard output, allowing you to access and process the results of the child process’s execution. The output of the program is shown in Figure 13.5:
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Figure 13.5: Capturing the exit status and output of child process from Rust code

Spawning new processes in Rust is a powerful capability that enables you to perform a wide range of tasks, from running external commands to orchestrating concurrent computations. Understanding the std::process::Command struct and its methods is essential for effective process management in Rust.

Handling input/output

Handling I/O operations is a fundamental aspect of systems programming, and it is crucial for interacting with files, standard I/O, and external processes in Rust. In this section, we will delve into the concept of I/O operations and how Rust provides powerful tools for managing various aspects of I/O.

Standard streams

Rust provides three standard I/O streams: stdin for reading input, stdout for writing normal output, and stderr for writing error output. These streams are represented by the std::io::Stdin, std::io::Stdout, and std::io::Stderr types, respectively. These streams serve as fundamental channels for input and output operations, providing a standardized way to interact with a program’s environment. We explore how to access and manipulate these streams using Rust’s standard library, enabling the reading of user input, displaying output, and handling errors. Understanding standard streams is essential for building robust and interactive command-line applications in Rust, facilitating user interactions and data exchange with the operating system and other processes.

Reading input

To read input from the standard input stream, you can use the std::io::stdin() function. You can then use methods like read_line to read lines of text or read_to_string to read the entire input as a string. This foundational skill is essential for building interactive programs that can accept user input and respond accordingly. Let us see the following Rust code which captures user input from the standard input stream, represented by stdin(), and stores it in a mutable string variable for further processing, allowing the program to accept and respond to user-provided data. Let us see the following code snippet:

			use std::io;

			fn main() {

			    let mut input = String::new();

			    println!("Please enter your name: ");

			    io::stdin().read_line(&mut input).expect("Failed to read line");

			    println!("Hello, {}!", input.trim());

			}

The output of the program is shown in Figure 13.6:
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Figure 13.6: Accepting user input from standard input stream

Writing output

To write output to the standard output or error streams, you can use the std::io::stdout() and std::io::stderr() functions. You can then use methods like write or writeln to output text. Mastering this aspect of I/O is fundamental for communicating results, messages, or data to users or other systems. Let us see the following Rust program that utilizes the standard output stream (stdout) to write a line of text, "This is a line of text" effectively displaying a message to the user or redirecting output to other processes or files as needed. Let us see the following code snippet:

			use std::io::{self, Write};

			fn main() {

			    let stdout = io::stdout();

			    let mut handle = stdout.lock();

			    writeln!(handle, "This is a line of text").expect("Failed to write to stdout");

			}

The lock() method is called on the standard output, and it locks the access to stdout. This is useful when you want to perform multiple writes in a synchronized manner, ensuring no other code can write to stdout while you are using the lock. The output of the program is shown in Figure 13.7:
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Figure 13.7: Writing to standard output stream

File input/output

Rust provides robust support for working with files. You can open, read, write, and manipulate files using the std::fs module. Use File::open to open a file for reading and File::create to open a file for writing. You can then use methods like read_to_string and write_all to perform I/O operations. Understanding file I/O is crucial for applications that need to work with persistent data, configuration files, or any form of external storage. Let us see a code example to demonstrate basic file creation, writing, and reading operations. Let us see the following code snippet:

			use std::fs::File;

			use std::io::{self, Read, Write};

			fn main() -> io::Result<()> {

			    let mut file = File::create("example.txt")?;

			    file.write_all(b"Hello, Rust!")?;

			    let mut contents = String::new();

			    File::open("example.txt")?.read_to_string(&mut contents)?;

			    println!("File contents: {}", contents);

			    Ok(())

			}

The preceding Rust program creates a new text file called "example.txt", writes the text "Hello, Rust!" into it, and subsequently reads the file’s contents, displaying "File contents: Hello, Rust!" to the console. The output of the program is shown in Figure 13.8:
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Figure 13.8: File creation, writing and reading operations in Rust

Process input/output

When you spawn a child process, you can communicate with it through its standard input, output, and error streams. You can redirect these streams or access them using the stdin, stdout, and stderr methods of the std::process::Child object. The following code example demonstrates how to interact with and capture the output of external processes executed from within a Rust program:

			use std::process::{Command, Stdio};

			use std::io::{self, Read};

			fn main() -> io::Result<()> {

			    let mut cmd = Command::new("echo")

			        .arg("Hello, Rust!")

			        .stdout(Stdio::piped())

			        .spawn()?;

			    let mut output = String::new();

			    cmd.stdout.take().unwrap().read_to_string(&mut output)?;

			    println!("Child process output: {}", output);

			    Ok(())

			}

The preceding code spawns a child process running the echo command with the argument Hello, Rust! and captures the child process’s standard output. It then reads and displays the child process’s output. The output of the program is shown in Figure 13.9:
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Figure 13.9: Capturing the output of processes executed from within a Rust program

Understanding how to handle I/O operations is essential for building practical and interactive applications in Rust. Whether you are dealing with user input, file manipulation, or inter-process communication, Rust’s I/O facilities provide a robust foundation for managing data flows and interactions.

Handling errors and signals

In this section we will focus on strategies for gracefully managing errors and handling signals in Rust applications. Errors are unexpected or exceptional conditions that can occur during program execution, while signals are asynchronous notifications sent to a process, often to indicate events or errors. Effective error and signal handling is essential for building robust, reliable, and responsive software.

Error handling

In Rust, errors are typically handled using a combination of the Result and Option types along with the match or unwrap constructs. The Result type is used to represent the result of a computation that can return an error, while Option is used for values that may be absent or have no meaningful value. Let us say, we have a text file `example.txt` containing a couple of lines of text:


	Line 1 of text.


	Line 2 of text.



Now let us read the contents of this file as shown in the following code snippet:

			use std::fs::File;

			use std::io::{self, Read};

			fn read_file_contents(filename: &str) -> Result<String, io::Error> {

			    let mut file = File::open(filename)?;

			    let mut contents = String::new();

			    file.read_to_string(&mut contents)?;

			    Ok(contents)

			}

			fn main() {

			    match read_file_contents("example.txt") {

			        Ok(contents) => println!("File contents: {}", contents),

			        Err(err) => eprintln!("Error: {}", err),

			    }

			}

This code demonstrates how to read the contents of a file while handling potential errors gracefully using the Result type and match. The output of the program is shown in Figure 13.10:
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Figure 13.10: Reading contents of a file in Rust

Handling signals

Signals are used in Unix-like operating systems to notify processes about various events. In Rust, you can handle signals using libraries like nix or platform-specific APIs. You need to add the nix crate to your project’s dependencies in your Cargo.toml file, as shown below:

			[dependencies]

			nix = "0.18.0" # Specify the desired version

Let us see the following code example for handling the SIGINT signal (Ctrl+C):

			#[cfg(unix)]

			extern crate nix;

			#[cfg(unix)]

			use nix::sys::signal;

			#[cfg(unix)]

			fn main() {

			    // Handle the SIGINT signal (Ctrl+C)

			    unsafe {

			        signal::signal(signal::Signal::SIGINT, signal::SigHandler::Handler(signal_handler)).unwrap();

			    }

			    // Your application logic here

			    loop {

			        // Your application's main loop

			    }

			}

			#[cfg(unix)]

			extern "C" fn signal_handler(_signal: i32) {

			    println!("Received Ctrl+C signal");

			    // Custom signal handling logic

			}

In the preceding code snippet, we handle the SIGINT signal (Ctrl+C) by registering a signal handler function that will be invoked when the signal is received. The extern "C" code is designed to handle operating system signals, specifically in the context of foreign function interface (FFI) with C.

The output of the program is shown in Figure 13.11:
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Figure 13.11: Handling signals using signal handlers

Error propagation

Rust provides mechanisms like the ? operator and the Result type to propagate errors up the call stack. This allows you to handle errors at an appropriate level in your application and decide how to respond to them. Let us see the following code snippet:

			use std::fs::File;

			use std::io::{self, Read};

			fn read_file_contents(filename: &str) -> Result<String, io::Error> {

			    let mut file = File::open(filename)?;

			    let mut contents = String::new();

			    file.read_to_string(&mut contents)?;

			    Ok(contents)

			}

			fn process_file(filename: &str) -> Result<(), io::Error> {

			    let contents = read_file_contents(filename)?;

			    // Process file contents here

			    Ok(())

			}

This code demonstrates how errors can be propagated from lower-level functions to higher-level functions using the Result type.

Effective error and signal handling is a critical aspect of writing production-ready Rust applications. It ensures that your programs gracefully handle unexpected situations, recover from errors when possible, and provide informative feedback to users or administrators when errors occur. Additionally, signal handling allows you to respond to external events that may impact your program’s execution.

Writing a basic shell program in Rust 

Creating a basic shell program in Rust is a comprehensive task, but we will see a simplified example to get you started. In this example, we will create a minimal shell that can execute simple commands. Please note that this is a basic illustration and lacks many features of a fully-fledged shell. Let us see the following code as an example of writing a basic shell program in Rust:

			use std::io::{self, Write};

			use std::process::{Command, Stdio};

			fn main() {

			    loop {

			        print!("> ");

			        io::stdout().flush().expect("Failed to flush stdout");

			        let mut input = String::new();

			        io::stdin()

			            .read_line(&mut input)

			            .expect("Failed to read line");

			        let input = input.trim();

			        if input.is_empty() {

			            continue; // Ignore empty input

			        }

			        if input == "exit" {

			            break; // Exit the shell

			        }

			        execute_command(input);

			    }

			}

			fn execute_command(command: &str) {

			    let mut parts = command.split_whitespace();

			    let cmd = parts.next().expect("No command specified");

			    let output = Command::new(cmd)

			        .args(parts)

			        .stdout(Stdio::inherit())

			        .stderr(Stdio::inherit())

			        .output()

			        .expect("Failed to execute command");

			    if !output.status.success() {

			        eprintln!("Error: Command failed with code {:?}", output.status.code());

			    }

			}

The preceding shell program does the following:


	The program enters a loop to continuously read user input.


	It prompts the user with "> " and reads their input.


	The input is trimmed to remove leading and trailing whitespace.


	If the input is empty, it continues to the next iteration (ignoring empty input).


	If the input is exit it breaks out of the loop and terminates the shell.


	Otherwise, it calls the execute_command function to run the user’s input as a command.


	In the execute_command function, we split the input into parts (command and arguments), and execute the command using Command::new() from the std::process module.


	We also specify that the command’s stdout and stderr should be inherited from the parent process to display the command’s output and errors in the shell.


	Finally, we check if the command executed successfully, and if not, we print an error message.



Let us run the program and enter a few commands, as shown in Figure 13.12:
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Figure 13.12: Entering commands into shell program

In the output shown in Figure 13.12, we run the ls command to list files and directories. Then we run the echo command to print a message. Then we enter exit to exit the shell, terminating the program.

This basic shell provides a foundation for you to build upon, adding features like environment variable support, path resolution, and more advanced command handling as needed for your specific use case.

Conclusion

In this chapter, we embarked on a journey through the world of processes, signals, I/O operations, error handling, and even ventured into creating a basic shell program in Rust. We explored the fundamental concepts of process management, signal handling, and the crucial role of I/O operations in Rust applications. We learned how to gracefully handle errors and even took our newfound knowledge to craft a simplified shell that can execute commands. Armed with these skills, readers are now equipped to dive deeper into the world of systems programming with Rust, ready to build more complex and robust applications in this versatile language.

In the next chapter, we will learn how we can work with SQL and NoSQL databases in Rust, with the specific examples of SQLite and MongoDB databases.

Questions


	What is the role of processes in systems programming, and how do they relate to system calls?


	How can you spawn a new process in Rust, and what is the purpose of the Command struct?


	Explain the concept of standard input, standard output, and standard error streams in Rust.


	How do you read user input from the standard input stream in Rust, and what is the purpose of the read_line method?


	Describe the use of the Result type in error handling and provide an example of its usage.


	What is the significance of the ? operator in Rust error handling, and how does it simplify error propagation?


	In the context of file I/O in Rust, what methods are available for opening, reading, and writing to files?


	What is signal handling, and why is it important in systems programming? How can you handle signals in Rust?


	Explain the purpose of the nix crate in signal handling and provide an example of its usage.


	How can you handle errors when executing external commands in a Rust program?


	What are some potential enhancements or additional features you could add to the basic shell program to make it more robust and versatile?



Points to remember


	Processes are independent program units with their own memory and resources.


	System calls are APIs provided by the operating system for processes to interact with the system.


	Rust uses the std::process::Command struct to manage processes and execute system commands.


	Standard input (stdin), standard output (stdout), and standard error (stderr) are fundamental streams for input and output in Rust.


	You can read user input from stdin using io::stdin() and write output to stdout and stderr using io::stdout() and io::stderr().


	Rust provides methods like read_line, read_to_string, write, and writeln for working with I/O.


	Rust uses the Result and Option types for error handling. Result is often used for functions that may return an error.


	The `?` operator simplifies error propagation by automatically converting Result values into the Ok variant or returning early on an Err.


	Effective error handling includes providing informative error messages and deciding how to respond to errors.


	Rust’s std::fs module offers methods for working with files, such as File::open, File::create, read_to_string, and write_all.


	Signals are asynchronous notifications sent to processes, often indicating events or errors.


	The nix crate in Rust facilitates signal handling, allowing processes to respond to signals like SIGINT (Ctrl+C).


	A basic shell program can accept user commands, execute them as processes, and display their output.


	To create a simple shell in Rust, you can use the std::process::Command struct to spawn child processes.


	A basic shell program typically includes a loop for user input, command execution, and error handling, as well as features like command history and exit handling.







CHAPTER 14Working with Databases


Introduction

Databases are an integral part of any application that stores data across sessions. In this chapter, we will explore the fundamental aspects of database management within the Rust programming language. Databases are the backbone of modern applications and understanding how to interact with Structured Query Language (SQL) and NoSQL databases is crucial for any developer. We will explore the widely used SQLite database for local storage and dive into the flexible world of MongoDB for NoSQL data management. By the end of this chapter, you will have a solid foundation for incorporating robust database functionality into your Rust applications.

Structure

This chapter covers the following topics:


	SQL and NoSQL databases


	SQLite database


	Working with SQLite database


	MongoDB database


	Working with MongoDB database



Objectives

By the end of this chapter, you will gain a comprehensive understanding of working with databases in Rust, both SQL and NoSQL. The objectives of this chapter were to equip you with the knowledge and practical skills to effectively interact with SQLite, a robust SQL database, and MongoDB, a versatile NoSQL database, within Rust applications. You should now be well-prepared to create, query, update, and delete data in databases, addressing the diverse needs of your projects and ensuring data integrity and consistency.

SQL and NoSQL databases

Databases are essential components of virtually every software application and come in various flavors. Two primary categories of databases are SQL and NoSQL databases. Each has its characteristics and use cases, making it crucial for developers to understand their differences.

SQL databases

SQL databases are relational databases that store data in a structured, tabular format. They follow a schema, which means the data is organized into tables with predefined columns and data types. SQL databases are known for their strong consistency and support for Atomicity, Consistency, Isolation, Durability (ACID) transactions. They are excellent for applications with complex relationships between data and where data integrity is of utmost importance.

For example, consider a simple SQL database for an e-commerce application. It could have tables for customers, products, orders, and items. Each table would have predefined columns with specific data types. For instance, the Customers table might have columns like "customer_id", "name", "email" and "address".

NoSQL databases

On the other hand, NoSQL databases are non-relational databases that provide more flexibility in storing and retrieving data. They do not adhere to a fixed schema and can handle unstructured, semi-structured, or structured data. NoSQL databases are designed for high scalability and can easily adapt to changing data requirements. They are a good choice for applications where data structures evolve rapidly, and horizontal scaling is essential.

For example, imagine a social media platform that uses a NoSQL database to handle user profiles. Users might have different attributes, and each user’s profile could vary significantly. A NoSQL database can accommodate this flexibility without requiring a predefined schema.

SQL vs. NoSQL

Let us see some of the key differences between SQL and NoSQL databases:

			
				
					
					
					
				
				

							
							
							SQL

						
							
							NoSQL

						
					


							
							Data structure

						
							
							Structured, tabular format

						
							
							Flexible data structure (key-value, document-based, column-family graph)

						
					


							
							Schema

						
							
							Rigid, predefined schema

						
							
							Dynamic or schema-less structure

						
					


							
							Query language

						
							
							SQL 

						
							
							Database-specific query languages

						
					


							
							Data consistency

						
							
							Strong consistency, ACID compliance

						
							
							Tunable consistency, often based on the CAP theorem

						
					


							
							Scalability

						
							
							Vertical scaling, limited horizontal scaling

						
							
							Excellent horizontal scaling for handling large data and traffic

						
					


							
							Use cases

						
							
							Complex relationships, data integrity, transactions

						
							
							Rapidly changing data structures, high scalability, evolving data requirements

						
					


							
							Example

						
							
							E-commerce database with fixed tables (Customers, products, orders)

						
							
							Social media platforms handling user profiles with varying attributes

						
					

				
			

Table 14.1: Differences between SQL and NoSQL databases

The choice between SQL and NoSQL databases depends on the specific requirements of your project. Some applications may benefit from combining both SQL databases for structured, transactional data and NoSQL databases for flexible, unstructured data.

Understanding these fundamental distinctions is the first step in making informed decisions when working with databases in Rust. In the upcoming sections of this chapter, we will explore how to work with SQL (SQLite) and NoSQL (MongoDB) databases, providing you with the tools to leverage these database systems effectively in your Rust applications.

SQLite database

SQLite is a lightweight, embedded, file-based, and self-contained SQL database engine that is widely used in various software applications, including those written in Rust. It is part of the standard library in Rust, making it exceptionally convenient for local data storage and management. SQLite offers a rich set of features strong ACID compliance, and is a great choice for small to medium-sized applications.

Using SQLite in Rust

Using SQLite in Rust is straightforward and highly accessible. By adding the rusqlite library as a dependency, you can easily establish connections to SQLite databases, create tables, execute SQL queries, and leverage Rust’s error handling mechanisms to ensure smooth data management and storage within your Rust applications:


	Dependencies: To use SQLite in Rust, add the rusqlite library to your project’s Cargo.toml file. You can do this by adding the following line to the [dependencies] section:

[dependencies]

rusqlite = { version = "0.29.0", features = ["bundled"] }


	Opening a database connection: To work with an SQLite database, you need to open a connection to the database file. Here is an example of how to open a connection:

use rusqlite::Connection;

fn main() {

			    let connection = Connection::open("my_database.db").expect("Failed to open database");

}


	Creating tables and executing queries: SQLite supports standard SQL syntax. You can create tables and execute queries like INSERT, SELECT, UPDATE, DELETE, etc. Below is an example of creating a users table and inserting data into it:

use rusqlite::Connection;

fn main() {

			    let connection = Connection::open("my_database.db").expect("Failed to open database");

    connection.execute(

			        "CREATE TABLE users (id INTEGER PRIMARY KEY, name TEXT, age INTEGER)",

        [],

    ).expect("Table creation failed");

    connection.execute(

        "INSERT INTO users (name, age) VALUES (?1, ?2)",

        &[&"Alice", &"30"],

    ).expect("Insertion failed");

}

If you are using Visual Studio Code, you can use SQLite viewer extension for viewing data. After executing this code, the users table of the database my_database.db should contain the following data:
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Figure 14.1: The contents of users table


	Querying data: You can retrieve data using SELECT queries and work with the results. Here is an example of fetching data from the users table:

use rusqlite::{Connection, Result};

#[derive(Debug)]

#[allow(dead_code)] 

struct User {

    id: i32,

    name: String,

    age: i32,

}

fn main() -> Result<()> {

			    let connection = Connection::open("my_database.db").expect("Failed to open database"); //

			    let mut stmt = connection.prepare("SELECT id, name, age FROM users").expect("Query failed");

			

    let user_iter = stmt.query_map([], |row| {

        Ok(User {

            id: row.get(0)?,

            name: row.get(1)?,

            age: row.get(2)?,

        })

    })?;

    for user in user_iter {

        println!("Found user {:?}", user.unwrap());

    }

    Ok(())

}

In the preceding code snippet, a User struct represents the data retrieved from the users table. The code opens a connection to the database, prepares an SQL query to select user data, and maps the results to instances of the User struct using the query_map method. It then iterates through the fetched data, printing each user’s details, and utilizes Rust’s error handling by returning a Result to handle any potential errors.

The output of the program is shown in Figure 14.2:
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Figure 14.2: Querying data from the users table


	Transactions: SQLite supports transactions, ensuring data integrity. You can control transactions by using the begin, commit, and rollback methods.


	Error handling: Rust’s error handling mechanisms, including Result and expect, are used to handle database-related errors.



SQLite is a versatile, lightweight database that works well for Rust applications’ embedded and local storage needs. Its simplicity and ACID compliance make it an excellent choice for various use cases, ranging from mobile applications to desktop software.

Working with SQLite database

This section will delve deeper into working with SQLite databases in Rust, expanding on the fundamental concepts we have already covered and exploring various operations in detail. While we briefly touched on creating tables and inserting/querying data in the previous section, we will now provide a more comprehensive understanding of interacting with an SQLite database.

SQLite operations in Rust

SQLite operations in Rust encompass a range of essential database interactions. These operations include inserting data, querying for information, updating existing records, and deleting data from an SQLite database. Transactions can be utilized to maintain data integrity and consistency during complex operations involving multiple database changes.

Inserting data

You can use the execute method to insert data into an SQLite database. Here is a detailed example of inserting a new row to the users table of our database my_database.db:

			use rusqlite::Connection;

			fn main() {

			    let connection = Connection::open("my_database.db").expect("Failed to open database");

			    connection.execute(

			        "INSERT INTO users (name, age) VALUES (?1, ?2)",

			        &[&"Abhishek", &"34"]

			    ).expect("Insertion failed");

			}

Now, the contents of the users table should look like the one shown in Figure 14.3:
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Figure 14.3: Contents of users table

Querying data

To retrieve data from the database, you can prepare and execute SELECT queries. Here is a detailed example:

			use rusqlite::{Connection, Result};

			#[derive(Debug)]

			#[allow(dead_code)] 

			struct User {

			    id: i32,

			    name: String,

			    age: i32,

			}

			fn main() -> Result<()> {

			    let connection = Connection::open("my_database.db").expect("Failed to open database"); //

			    let mut stmt = connection.prepare("SELECT id, name, age FROM users").expect("Query failed");

			    

			    let user_iter = stmt.query_map([], |row| {

			        Ok(User {

			            id: row.get(0)?,

			            name: row.get(1)?,

			            age: row.get(2)?,

			        })

			    })?;

			    for user in user_iter {

			        println!("Found user {:?}", user.unwrap());

			    }

			    Ok(())

			}

The output of the program is shown in Figure 14.4:
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Figure 14.4: Querying users table of my_database

Updating data

Updating data in an SQLite database is accomplished using the execute method with an SQL UPDATE statement:

			use rusqlite::{Connection, params};

			fn main() {

			    let connection = Connection::open("my_database.db").expect("Failed to open database");

			    connection.execute(

			        "UPDATE users SET age = ?1 WHERE name = ?2",

			        params![35, "Alice"]

			    ).expect("Update failed");

			}

The age of user with the name "Alice" is updated accordingly, as shown in Figure 14.5:

[image: ]
Figure 14.5: Updating age field of users table

Deleting data

Deleting data from the database can be achieved with the execute method and an SQL DELETE statement:

			use rusqlite::Connection;

			fn main() {

			    let connection = Connection::open("my_database.db").expect("Failed to open database");

			    connection.execute(

			        "DELETE FROM users WHERE age > ?1",

			        &[&34],

			    ).expect("Deletion failed");

			}

In the preceding code snippet, we are deleting all the users for age over 34. In the users table of our database my_database.db, only Alice has an age greater than 34. So, after executing the preceding code, the entry corresponding to Alice is removed from the table, as shown in Figure 14.6:
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Figure 14.6: Deleting data from users table using DELETE statement

Transactions

In the context of SQLite databases in Rust, transactions are crucial in maintaining data consistency and integrity during complex database operations. Using the begin, commit, and rollback methods, you can group multiple database changes into a single atomic transaction, ensuring that all changes are applied or none of them, thus preventing data corruption in case of errors or interruptions. Transactions are essential for reliable and robust database management in Rust applications. Let us see the following code example to understand various methods used to control transactions:

			use rusqlite::{Connection, Result, params};

			fn main() -> Result<()> {

			    let mut connection = Connection::open("my_database.db")?;

			    // Begin a transaction

			    let transaction = connection.transaction()?;

			    // Perform database operations within the transaction

			    transaction.execute(

			        "INSERT INTO users (name, age) VALUES (?1, ?2)",

			        params!["Alice", 25],

			    ).expect("Insert failed");

			    transaction.execute(

			        "UPDATE users SET age = ?1 WHERE name = ?2",

			        params![50, "Alice"],

			    )?;

			    

			    // Commit the transaction

			    transaction.commit()?;

			    // If there's an error, the transaction will be rolled back automatically

			    Ok(())

			}

In the preceding code, we insert a user "Alice" with age 25. Then, we updated the age of the user "Alice" to 50 and committed the transaction. The changes are correctly reflected in the users table, as shown in Figure 14.7:
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Figure 14.7: State of the users table before and after executing a transaction

This section provides a comprehensive overview of the essential operations of working with an SQLite database in Rust, including inserting, querying, updating, and deleting data. It also highlights the use of transactions for maintaining data consistency and integrity.

MongoDb database

MongoDB is a popular NoSQL database that provides flexibility and scalability for data storage and retrieval. It stores data in a document-based format, making it suitable for handling unstructured or semi-structured data. MongoDB is often used for applications with rapidly changing data requirements, such as web applications and large-scale systems. In this section, we will explore MongoDB and its usage in Rust, offering an overview of its key features and considerations.

Key features of MongoDB

Let us see some of the key features of MongoDB that make it a popular choice for NoSQL database solutions, including its flexible document-based storage, scalability, rich query language, and robust support for replication and high availability:


	Document-based storage: MongoDB stores data in Binary JSON (BSON) documents. Each document can have a flexible schema, allowing for variations in data structure.


	Scalability: MongoDB supports horizontal scaling, making it ideal for applications with growing datasets. It can distribute data across multiple servers or clusters.


	NoSQL query language: MongoDB has a rich query language, including support for complex filtering, aggregation, and geospatial queries.


	Replication and high availability: MongoDB supports automatic replication for data redundancy and high availability. It can automatically promote a secondary server to a primary in case of a primary node failure.


	Sharding: Sharding allows MongoDB to distribute data across multiple servers, enabling horizontal scaling and efficient handling of large datasets.



Using MongoDB in Rust

To work with MongoDB in Rust, first follow the official instructions for setting up MongoDB on your local machine, available at https://www.mongodb.com/docs/manual/installation/ or use the Atlas version which is fully managed MongoDB in the cloud. You can use libraries such as mongodb or async-std, which provide Rust-native interfaces for interacting with MongoDB:


	Dependencies: Add the mongodb library to your project’s Cargo.toml:

[dependencies]

mongodb = "2.7.0"


	Connecting to MongoDB: To connect to a MongoDB server, you can use the following code:

use mongodb::{Client, options::ClientOptions};

#[tokio::main]

async fn main() -> Result<(), Box<dyn std::error::Error>> {

			    let client_options = ClientOptions::parse("mongodb://localhost:27017").await?;

    let client = Client::with_options(client_options)?;

    Ok(())

}


	Working with collections: MongoDB stores data in collections similar to tables in a relational database. Here is how you can interact with collections:

use mongodb::{Client, Database};

#[tokio::main]

async fn main() -> Result<(), Box<dyn std::error::Error>> {

			    let client = Client::with_uri_str("mongodb://localhost:27017").await?;

    let database: Database = client.database("mydb");

    // Access a collection within the database

    let collection = database.collection("mycollection");

    // Perform CRUD operations on the collection

			    // (More details will be provided in the "Working with MongoDB Database" section)

			    

    Ok(())

}



MongoDB is a versatile and powerful NoSQL database that can be effectively integrated with Rust applications.

Working with MongoDB database

In this section, we will explore how to work with the MongoDB database in Rust. MongoDB, a NoSQL database, is known for its flexibility and scalability, making it an excellent choice for applications with dynamic data requirements. We will cover key operations such as connecting to a MongoDB server, creating, querying, updating, and deleting documents in collections, and utilizing Rust libraries to interact with MongoDB.

Connecting to MongoDB

In connecting to MongoDB in Rust, you connect to the MongoDB server using the mongodb library, as we introduced earlier. This connection is established with a string specifying the hostname or IP address and port where MongoDB is running. Once connected, you gain access to the MongoDB database and its collections, allowing you to perform various operations on the data. Here is how to establish a connection:

			use mongodb::{Client, options::ClientOptions};

			#[tokio::main]

			async fn main() -> Result<(), Box<dyn std::error::Error>> {

			    let client_options = ClientOptions::parse("mongodb://localhost:27017").await?;

			    let _client = Client::with_options(client_options)?;

			    Ok(())

			}

Creating and accessing collections

In MongoDB, collections are analogous to tables in relational databases and serve as containers for documents. To create and access collections in Rust, you first establish a connection to your MongoDB server, then select a database, and from there, you can access and manipulate collections, as shown in the following code snippet:

			use mongodb::{Client, Database, Collection, bson::Document};

			#[tokio::main]

			async fn main() -> Result<(), Box<dyn std::error::Error>> {

			    let client = Client::with_uri_str("mongodb://localhost:27017").await?;

			    let database: Database = client.database("mydb");

			    // Specify the type explicitly as Collection<Document>

			    let _collection: Collection<Document> = database.collection("mycollection");

			    Ok(())

			}

Inserting documents

In MongoDB, inserting documents is fundamental for adding data to a collection. Using the insert_one or insert_many methods, you can add individual documents or multiple documents at once to a MongoDB collection. These documents are typically represented as BSON objects, providing flexibility to store structured or semi-structured data, and are a crucial part of building and maintaining your database in MongoDB. You can insert documents into a collection as shown in the following code snippet:

			use mongodb::{Client, Database, Collection, bson::{doc, Document}};

			#[tokio::main]

			async fn main() -> Result<(), Box<dyn std::error::Error>> {

			    let client = Client::with_uri_str("mongodb://localhost:27017").await?;

			    let database: Database = client.database("mydb");

			    let collection: Collection<Document> = database.collection("mycollection");

			    let document = doc! { "name": "Abhishek", "age": 35 };

			    collection.insert_one(document, None).await?;

			    Ok(())

			}

If you open MongoDB Compass on your system, you can see that a document has been inserted in the collection "mycollection" of the database "mydb", as shown in Figure 14.8:
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Figure 14.8: State of mydb.mycollection after inserting a document

Querying documents

In the context of MongoDB in Rust, querying documents is a fundamental operation for retrieving data from collections based on specific criteria, as shown in the following code snippet:

			use mongodb::{Client, Database, Collection, bson::{doc, Document}};

			#[tokio::main]

			async fn main() -> Result<(), Box<dyn std::error::Error>> {

			    let client = Client::with_uri_str("mongodb://localhost:27017").await?;

			    let database: Database = client.database("mydb");

			    let collection: Collection<Document> = database.collection("mycollection");

			    let filter = doc! { "name": "Abhishek" };

			    let result = collection.find_one(Some(filter), None).await?;

			    if let Some(document) = result {

			        println!("{:?}", document);

			    }

			    Ok(())

			}

The output of the program is shown in Figure 14.9:
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Figure 14.9: Querying documents in a MongoDb collection

By using filters and queries, you can locate and retrieve documents that match specific conditions, allowing you to access and work with data that meets your application’s requirements. MongoDB’s rich query language provides a versatile set of tools for data retrieval, empowering Rust developers to fetch and manipulate data stored in MongoDB collections efficiently.

Updating and deleting documents

You can update and delete documents in a collection as needed using update and delete operations, which allow you to modify and remove specific records.

By following these examples and principles, you can effectively work with MongoDB in Rust, handling data insertion, querying, updating, and deleting within your Rust applications. MongoDB’s flexibility and scalability make it a powerful database choice for various projects, and its integration with Rust is seamless through libraries like mongodb.

Conclusion

In this chapter, we embarked on a comprehensive exploration of database management in Rust, covering both SQL and NoSQL database systems. We began by distinguishing between SQL and NoSQL databases, delving into the intricacies of SQLite, a lightweight SQL database, and its seamless integration with Rust. Subsequently, we ventured into the dynamic world of MongoDB, a NoSQL database, understanding its unique features and how to interact with it using Rust. Through practical examples and insights into fundamental database operations, we have equipped readers with the knowledge and tools to effectively work with databases in Rust, catering to various application requirements. Whether structured data in SQLite or flexible documents in MongoDB, this chapter has provided a solid foundation for Rust developers to tackle diverse database needs. In the next chapter, we will learn about network programming using Rust.

Questions


	What are the key differences between SQL and NoSQL databases, and how do they impact database selection for Rust projects?


	In Rust, how do you open a connection to an SQLite database, and what steps are involved in creating and managing tables in SQLite?


	Explain how to perform SQL queries in Rust with SQLite, including SELECT, INSERT, UPDATE, and DELETE operations.


	What is a transaction in SQLite databases, and why is it important for data management?


	How do you handle error conditions when working with SQLite in Rust, and what is the significance of Result types in error handling?


	Describe the core features of MongoDB that make it a popular NoSQL database and how it handles data storage.


	In Rust, how can you connect to a MongoDB server, and what is the role of a connection string in this process?


	What is a collection in MongoDB, and how do you create, access, and perform CRUD operations on collections using Rust?


	Explain the process of inserting documents into a MongoDB collection and how to perform document queries in Rust.


	What are some common troubleshooting steps for resolving connection errors, such as ‘No available servers’ when working with MongoDB in Rust?



Points to remember


	Databases come in two main categories: SQL and NoSQL, each with distinct data storage and retrieval methods.


	SQLite is a lightweight and embedded SQL database part of Rust’s standard library, making it suitable for local data storage and management.


	In Rust, you can open a connection to an SQLite database using the rusqlite library by adding it as a dependency in your Cargo.toml file.


	You can create tables, execute SQL queries, and use standard SQL statements like SELECT, INSERT, UPDATE, and DELETE to manage data in SQLite databases.


	SQLite supports transactions to ensure data integrity and consistency when performing multiple database operations.


	Rust’s error-handling mechanisms, including Result types, are crucial for managing errors when working with SQLite.


	MongoDB is a popular NoSQL database for its flexibility, scalability, and document-based data storage format.


	To use MongoDB in Rust, you can add the mongodb library as a dependency in your Cargo.toml file.


	MongoDB stores data in collections, similar to tables in SQL databases, and offers rich query capabilities, including filtering and aggregation.


	In Rust, you can insert, query, update, and delete documents within MongoDB collections, leveraging the mongodb library.


	Properly configuring connection strings and ensuring MongoDB server availability is vital when connecting from Rust.


	Troubleshooting connection errors, verifying server availability, and using the correct dependencies are essential when working with MongoDB in Rust.
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CHAPTER 15Network Programming


Introduction

Networking is a fundamental cornerstone of modern computing, enabling communication and data exchange between devices across the vast expanse of the internet. Just as bridges and highways connect physical locations, network protocols, and programming provide the digital infrastructure for information to flow. In this chapter, we will explore network programming in Rust, where we will understand how to build networked applications. From understanding the networking basics in Linux to harnessing the capabilities of Rust’s Standard Library for network-centric operations, we will explore how this powerful programming language empowers developers to create efficient and robust networked solutions. With a focus on both Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) communication, we will equip you with the knowledge and tools to construct secure, high-performance, and reliable networked applications in Rust. So, let us explore the digital highways and byways and discover the art of network programming in the Rust ecosystem.

Structure

This chapter covers the following topics:


	Networking basics in Linux


	Networking support in Rust’s standard library


	Programming with TCP and UDP in Rust



Objectives

By the end of this chapter, you should have a comprehensive understanding of network programming in Rust. You will have explored the networking basics in Linux, gained insight into Rust’s support for network programming through its standard library, and delved into advanced concepts like asynchronous networking with Tokio. The practical examples of TCP and UDP server-client implementations in Rust will equip you with the skills to create robust and scalable networked applications.

Networking basics in Linux

As an operating system, Linux boasts robust networking capabilities integral to its design. It operates based on the TCP/IP protocol suite, forming the backbone of communication across networks. The networking stack in Linux is structured as a series of layers, each responsible for specific tasks in handling data transmission.

Networking components in Linux

In Linux, networking components form the infrastructure for data transmission. Network interfaces encompass physical or virtual connections managed through tools like ifconfig or ip. IP addressing and subnetting involve assigning numerical labels to devices, enhancing efficiency through subnet division. Routing governs the path data takes between networks, with the Linux kernel maintaining a routing table. The support for various network protocols, such as TCP and UDP, ensures versatile communication, while ICMP handles error reporting.

Network interfaces

Network interfaces in Linux serve as the gateway between a system and the broader network. These interfaces are pivotal in facilitating communication, whether physical (such as Ethernet cards or Wi-Fi adapters) or virtual. Configuration and management of these interfaces, achieved through commands like ifconfig or ip, are essential for ensuring seamless connectivity and data exchange across diverse network topologies. Understanding the intricacies of network interfaces is foundational for effective networking in the Linux environment.

IP addressing and subnetting

IP addressing is a foundational element of networking in Linux, assigning unique numerical identifiers to devices within a network. These addresses, categorized into IPv4 or IPv6, facilitate communication and routing. Subnetting further refines network organization by dividing it into smaller, manageable segments. This enhances efficiency, optimizes resource utilization, and creates distinct sub-networks, each with its unique range of addresses. Understanding IP addressing and subnetting is crucial for configuring networks, ensuring proper connectivity, and managing address space effectively.

Routing

Routing in Linux is a pivotal aspect of network communication, determining the path data takes between different networks. The Linux kernel’s routing table is central, storing information about network destinations and the corresponding routes. Efficient routing ensures that data packets reach their destinations across diverse network topologies, contributing to reliable and optimized network communication. Administrators often manipulate routing tables to control traffic flow and manage network connectivity effectively. Routing table can be viewed using the commands netstat, route, and ip route.

Network protocols

Network protocols in Linux form the communication foundation, facilitating the seamless data exchange between devices. The Linux kernel supports diverse protocols, including the reliable and connection-oriented TCP and the lightweight, connectionless UDP. Essential protocols like ICMP handle critical functions like error reporting and network diagnostics. This array of protocols provides the versatility required for building robust, efficient, and secure networked applications in the Linux environment. Understanding their characteristics and use cases is pivotal for crafting effective solutions in Linux network programming.

Configuration and management

Efficient configuration and management are paramount in Linux networking. This section covers essential aspects such as defining network settings in configuration files, utilizing network utilities for diagnostics, and implementing robust firewalls to enhance system security.

Network configuration files

Linux relies on designated configuration files, such as /etc/network/interfaces or /etc/sysconfig/network-scripts/ifcfg-<interface>, to specify network settings. These files provide a structured approach to defining parameters for network interfaces, ensuring systematic and consistent configuration across the system.

Networking utilities

Linux offers a suite of powerful networking utilities that aid administrators in diagnostics and monitoring. Tools like ping for checking connectivity, traceroute for path analysis, netstat for viewing network statistics, and tcpdump for packet analysis contribute to effective network troubleshooting and maintenance.

Firewalls and security

As network security tools, firewalls oversee and screen both inbound and outbound traffic according to specified security criteria. They serve as a shield, segregating internal private networks from external entities like the internet. The core objective of a firewall is to permit harmless traffic while obstructing potentially harmful or undesired data flows safeguarding computers against viruses and malicious attacks. It is illustrated in Figure 15.1:
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Figure 15.1: Block diagram showing firewall between internal and public network

Linux provides robust solutions for network security through tools like iptables and firewalld. Administrators can control incoming and outgoing traffic, define access rules, and enhance system security. Understanding these firewall mechanisms is crucial for creating a secure network environment and safeguarding against unauthorized access and potential threats.

Advanced concepts

This section covers critical aspects such as socket programming for application-level network communication, understanding the kernel networking stack, and exploring networking integration within virtualized environments and containers.

Socket programming

Socket programming enables applications to communicate over networks through endpoints called sockets. Understanding socket types, protocols (TCP, UDP), and socket APIs in Linux, such as the Berkeley Sockets API, empowers developers to create versatile and robust networked applications, efficiently managing data transfer and connections.

Kernel networking stack

The kernel networking stack serves as the heart of network communication in Linux, managing the flow of data packets between network interfaces and applications. Exploring its inner workings involves understanding components like network drivers, protocols, packet processing, and the interaction between the kernel and user-space applications, offering insights into optimizing network performance and handling network-related tasks.

Virtualization and containers

In virtualization and containerization, Linux offers powerful networking capabilities. Network namespaces provide isolated network environments, enabling multiple applications or containers to have their own virtualized network stack. Exploring technologies like Docker, Kubernetes, and network namespaces unveils how Linux efficiently manages networking within these virtualized environments, ensuring secure and efficient communication while maintaining isolation between different entities.

Understanding these advanced concepts in Linux networking not only broadens one’s knowledge but also equips developers and administrators with the expertise to create scalable, secure, and efficient network architectures while leveraging the capabilities of the Linux ecosystem.

Networking support in Rust’s Standard Library

With its emphasis on performance, safety, and concurrency, Rust provides robust support for network programming through its Standard Library. This section explores the key components and functionalities Rust offers developers to build networked applications.

Socket programming in Rust

Socket programming in Rust is facilitated by the std::net module, allowing developers to create, configure, and utilize sockets for communication between processes or across networks. Sockets serve as endpoints for sending and receiving data, forming the backbone of network communication. Let us delve into the details of socket programming in Rust with a basic TCP example:

			use std::net::{TcpListener};

			use std::io::{Read, Write};

			fn main() {

			    // Create a TCP listener bound to address 127.0.0.1:8080

			    let listener = TcpListener::bind("127.0.0.1:8080").expect("Failed to bind");

			    println!("Server listening on 127.0.0.1:8080...");

			    // Accept incoming connections

			    for stream in listener.incoming() {

			        match stream {

			            Ok(mut tcp_stream) => {

			                // Handle the connection

			                println!("Accepted connection from: {:?}", tcp_stream.peer_addr());

			                // Read and write data to the client

			                let mut buffer = [0; 1024];

			                tcp_stream.read(&mut buffer).expect("Failed to read from socket");

			                tcp_stream.write_all(b"Hello from server!").expect("Failed to write to socket");

			            }

			            Err(e) => {

			                eprintln!("Error: {}", e);

			            }

			        }

			    }

			}

In this example, the line TcpListener::bind("127.0.0.1:8080") creates a TCP listener bound to the localhost address 127.0.0.1 on port 8080. The expect("Failed to bind") ensures that if the binding fails (e.g. port is unavailable), the program will print an error message and terminate. Then each stream in incoming loop, listens for incoming TCP connections. Each connection is represented as a TcpStream so if a connection is accepted, the server prints the client’s address with tcp_stream.peer_addr(). Then, it reads data from the client using tcp_stream.read() into a buffer. Finally, the server responds by sending the message "Hello from server!" to the client using tcp_stream.write_all(). If there is an issue with accepting a connection, the Err(e) branch will print the error, as shown in Figure 15.2:
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Figure 15.2: Output showing TCP server listening for connection

Now, let us write a simple example of a TCP client that connects to the above server, as shown in the following code snippet:

			use std::io::{self, Read, Write};

			use std::net::TcpStream;

			fn main() -> io::Result<()> {

			    // Connect to the server at 127.0.0.1:8080

			    let mut stream = TcpStream::connect("127.0.0.1:8080")?;

			    // Send data to the server

			    stream.write_all(b"Hello from client!")?;

			    // Read the server's response

			    let mut buffer = [0; 1024];

			    let bytes_read = stream.read(&mut buffer)?;

			    // Trim the buffer to remove trailing null bytes

			    let response = String::from_utf8_lossy(&buffer[..bytes_read]);

			    // Print the trimmed response

			    println!("Server response: {:?}", response);

			    Ok(())

			}

This client code establishes a TCP connection with the server listening on 127.0.0.1:8080. It sends a message to the server, reads the server’s response into a buffer, and then prints the received response, as shown in Figure 15.3:
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Figure 15.3: Printing server response from the client

This client code complements the TCP server code, demonstrating basic bidirectional communication between a Rust TCP server and client. Now that a connection was established between the server and a client, the server’s output would look like the one shown in Figure 15.4:
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Figure 15.4: Output of TCP Server after a client accepted connection

Working with UDP

Working with UDP in Rust involves utilizing the std::net::UdpSocket module for creating, binding, and interacting with UDP sockets. UDP is a connectionless, lightweight protocol ideal for scenarios where low overhead and simplicity are prioritized over reliability. Let us explore UDP in Rust with a simple example:

			use std::net::UdpSocket;

			fn main() {

			    // Create a UDP socket bound to address 127.0.0.1:8888

			    let socket = UdpSocket::bind("127.0.0.1:8888").expect("Failed to bind");

			    println!("UDP server listening on 127.0.0.1:8888...");

			    // Receive data from clients

			    loop {

			        let mut buffer = [0; 1024];

			        let (size, source) = socket.recv_from(&mut buffer).expect("Failed to receive data");

			        // Handle the received data

			        let received_data = &buffer[..size];

			        let received_str = String::from_utf8_lossy(received_data);

			        println!("Received {} bytes from {}: {}", size, source, received_str);

			        // Send a response back to the client

			        socket

			            .send_to(b"Hello from UDP server!", &source)

			            .expect("Failed to send response");

			    }

			}

In this example, a UDP server binds to the address "127.0.0.1:8888". It continuously listens for incoming UDP packets, as shown in Figure 15.5:
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Figure 15.5: UDP server listening for connection

Now, let us write a basic UDP client that sends a message to the UDP server:

			use std::net::UdpSocket;

			fn main() {

			    // Create a UDP socket

			    let socket = UdpSocket::bind("127.0.0.1:0").expect("Failed to bind");

			    // Send a message to the server

			    socket

			        .send_to(b"Hello from UDP client!", "127.0.0.1:8888")

			        .expect("Failed to send message");

			    // Receive the response from the server

			    let mut buffer = [0; 1024];

			    let (size, _) = socket.recv_from(&mut buffer).expect("Failed to receive response");

			    // Print the server's response

			    println!("Server response: {:?}", String::from_utf8_lossy(&buffer[..size]));

			}

The client’s output should look like the one shown in Figure 15.6:
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Figure 15.6: UDP client’s output

Now, the UDP server’s output should change to the one shown in Figure 15.7:

[image: ]
Figure 15.7: UDP server’s output

Async networking with Tokio

Tokio is an asynchronous runtime for Rust that enables efficient handling of concurrent tasks. It is well-suited for network programming where many connections may need to be managed simultaneously without blocking. Using Tokio allows developers to write asynchronous, non-blocking code, enhancing the scalability and responsiveness of networked applications. Let us explore the basics of async networking in Rust with Tokio.

Let us first write a TCP server example using tokio, as shown in the following code snippet:

			use tokio::net::TcpListener;

			use tokio::io::{self, AsyncReadExt, AsyncWriteExt};

			#[tokio::main]

			async fn main() -> io::Result<()> {

			    // Create a TCP listener bound to address 127.0.0.1:8080

			    let listener = TcpListener::bind("127.0.0.1:8080").await?;

			    println!("Async TCP server listening on 127.0.0.1:8080...");

			    // Accept and handle incoming connections asynchronously

			    while let Ok((mut stream, _)) = listener.accept().await {

			        tokio::spawn(async move {

			            // Read data from the client

			            let mut buffer = [0; 1024];

			            if let Ok(size) = stream.read(&mut buffer).await {

			                // Handle the received data

			                let received_data = &buffer[..size];

			                let received_str = String::from_utf8_lossy(received_data);

			                println!(

			                    "Received {} bytes from {}: {}",

			                    size,

			                    stream.peer_addr().unwrap(),

			                    received_str

			                );

			                // Send a response back to the client

			                if let Err(e) = stream.write_all(b"Hello from async TCP server!").await {

			                    eprintln!("Error sending response: {}", e);

			                }

			            }

			        });

			    }

			    Ok(())

			}

Let us also write the TCP client code using tokio, as shown in the following code snippet:

			use tokio::net::TcpStream;

			use tokio::io::{self, AsyncReadExt, AsyncWriteExt};

			#[tokio::main]

			async fn main() -> io::Result<()> {

			    // Connect to the server at 127.0.0.1:8080

			    let mut stream = TcpStream::connect("127.0.0.1:8080").await?;

			    // Send a message to the server

			    stream.write_all(b"Hello from async TCP client!").await?;

			    // Read the server's response

			    let mut buffer = [0; 1024];

			    let size = stream.read(&mut buffer).await?;

			    // Print the server's response

			    println!(

			        "Server response: {:?}",

			        String::from_utf8_lossy(&buffer[..size])

			    );

			    Ok(())

			}

Ensure to include tokio under dependencies in the Cargo.toml file, as shown below:

			[package]

			name = "network5"

			version = "0.1.0"

			edition = "2021"

			# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/manifest.html

			[dependencies]

			tokio = { version = "1", features = ["full"] }

Now, let us start the server and run the client. In this example, a Tokio-based asynchronous TCP server is created. It listens on the address "127.0.0.1:8080", accepts incoming connections asynchronously, and handles each connection in a separate asynchronous task. The server reads data from the client, prints the received data, and sends a response back to the client. The output of the server should look like the one shown in Figure 15.8:
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Figure 15.8: Output of tokio TCP server

The output of the client should look similar to the one shown in Figure 15.9:
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Figure 15.9: Output of Tokio TCP client

This example demonstrates the asynchronous nature of Tokio, allowing the server to handle multiple connections concurrently without blocking. Each incoming connection is processed in a separate asynchronous task, enabling efficient utilization of system resources.

Additional network utilities

Rust’s Standard Library provides additional network utilities beyond basic socket programming. This section will explore functionalities such as DNS resolution and how to leverage them in Rust. You can use the to_socket_addrs method to perform DNS resolution in Rust. This method returns an iterator over socket addresses for a given host and port, as shown in the following code snippet:

			use std::net::ToSocketAddrs;

			fn main() {

			    // Hostname to be resolved

			    let hostname = "www.google.com";

			    // Perform DNS resolution for the given hostname

			    match (hostname, 80).to_socket_addrs() {

			        Ok(socket_addrs) => {

			            for socket_addr in socket_addrs {

			                println!("Resolved address: {}", socket_addr);

			            }

			        }

			        Err(e) => {

			            eprintln!("Failed to perform DNS resolution: {}", e);

			        }

			    }

			}

In this example, to_socket_addrs is used with a tuple of the hostname and port. It returns an iterator over possible socket addresses. The resolved addresses are then printed.

The output shows the resolved IP addresses for the given hostname www.google.com, as shown in Figure 15.10:
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Figure 15.10: DNS lookup using to_socket_addrs

Programming with TCP and UDP in Rust

This section will focus on practical examples of programming with TCP and UDP in Rust. We will explore how to create TCP and UDP clients and servers, demonstrating bidirectional communication between them. This hands-on approach will illustrate the concepts discussed earlier in the chapter.

TCP server and client

In TCP communication, Rust easily facilitates the creation of both servers and clients. The TCP server example showcases the establishment of a server listening to a specified address and concurrently handling incoming connections in separate threads. The accompanying TCP client code demonstrates connecting to the server, sending a message, and receiving a response. This bidirectional communication forms the backbone of many networked applications, emphasizing Rust’s capability in crafting robust and scalable TCP-based solutions.

Let us implement a concurrent server in Rust, as shown in the following code snippet:

			use std::io::{Read, Write};

			use std::net::{TcpListener, TcpStream};

			fn handle_client(mut stream: TcpStream) {

			    // Read data from the client

			    let mut buffer = [0; 1024];

			    let size = stream.read(&mut buffer).expect("Failed to read from client");

			    // Handle the received data

			    let received_data = &buffer[..size];

			    let received_str = String::from_utf8_lossy(received_data);

			    println!("Received {} bytes from {}: {}", size, stream.peer_addr().unwrap(), received_str);

			    // Send a response back to the client

			    stream.write_all(b"Hello from TCP server!").expect("Failed to write to client");

			}

			fn main() {

			    // Create a TCP listener bound to address 127.0.0.1:8080

			    let listener = TcpListener::bind("127.0.0.1:8080").expect("Failed to bind");

			    println!("TCP server listening on 127.0.0.1:8080...");

			    // Accept and handle incoming connections

			    for stream in listener.incoming() {

			        match stream {

			            Ok(stream) => {

			                // Spawn a new thread to handle the connection

			                std::thread::spawn(|| handle_client(stream));

			            }

			            Err(e) => {

			                eprintln!("Error: {}", e);

			            }

			        }

			    }

			}

Using TcpListener, the server binds to a specified address and continuously accepts incoming connections. For each connection, a new thread is spawned to handle the communication. The example code showcases how Rust’s concurrency features can be leveraged to manage multiple TCP connections concurrently, making it well-suited for scenarios with numerous clients.

Let us also create a TCP client in Rust, as shown in the following code snippet:

			use std::io::{self, Read, Write};

			use std::net::TcpStream;

			fn main() -> io::Result<()> {

			    // Connect to the server at 127.0.0.1:8080

			    let mut stream = TcpStream::connect("127.0.0.1:8080")?;

			    // Send a message to the server

			    stream.write_all(b"Hello from TCP client!")?;

			    // Read the server's response

			    let mut buffer = [0; 1024];

			    let size = stream.read(&mut buffer)?;

			    // Print the server's response

			    println!(

			        "Server response: {:?}",

			        String::from_utf8_lossy(&buffer[..size])

			    );

			    Ok(())

			}

Using TcpStream, the client connects to a designated server address, sends a message, and reads the server’s response. The example code showcases the simplicity of establishing a TCP connection and engaging in bidirectional communication.

The output of the TCP server should look like the one shown in Figure 15.11:
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Figure 15.11: The output of TCP server

The output of the TCP client should look like the one shown in Figure 15.12:
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Figure 15.12: The output of TCP client

UDP server and client

The UDP paradigm in Rust is exemplified by creating UDP servers and clients. The UDP server is designed to listen on a specific address, handling incoming datagrams asynchronously. On the client side, Rust enables initiating a connection to the UDP server, sending a message, and receiving a response. The simplicity and efficiency of UDP communication, as demonstrated in these examples, make it suitable for scenarios where low overhead and rapid data transmission are paramount. With its expressive syntax and powerful abstractions, the Rust language empowers developers to seamlessly implement UDP-based solutions.

Let us create a Rust server using UdpSocket to listen for datagrams on a specified address, as shown in the following code snippet:

			use std::io;

			use std::net::UdpSocket;

			fn main() -> io::Result<()> {

			    // Create a UDP socket bound to address 127.0.0.1:8888

			    let socket = UdpSocket::bind("127.0.0.1:8888")?;

			    println!("UDP server listening on 127.0.0.1:8888...");

			    // Receive data from clients

			    loop {

			        let mut buffer = [0; 1024];

			        let (size, source) = socket.recv_from(&mut buffer)?;

			        // Handle the received data

			        let received_data = &buffer[..size];

			        let received_str = String::from_utf8_lossy(received_data);

			        println!(

			            "Received {} bytes from {}: {}",

			            size,

			            source,

			            received_str

			        );

			        // Send a response back to the client

			        socket

			            .send_to(b"Hello from UDP server!", &source)

			            .expect("Failed to send response");

			    }

			}

The server receives and handles incoming UDP packets, responding to each client asynchronously. The example code showcases Rust’s capability to handle lightweight, connectionless communication in scenarios where low latency and simplicity are priorities.

Now, let us create a Rust client that connects to a UDP server using UdpSocket, as shown in the following code snippet:

			use std::io;

			use std::net::UdpSocket;

			fn main() -> io::Result<()> {

			    // Create a UDP socket

			    let socket = UdpSocket::bind("127.0.0.1:0")?;

			    // Send a message to the server

			    socket

			        .send_to(b"Hello from UDP client!", "127.0.0.1:8888")?;

			    // Receive the response from the server

			    let mut buffer = [0; 1024];

			    let (size, _) = socket.recv_from(&mut buffer)?;

			    // Print the server's response

			    println!(

			        "Server response: {:?}",

			        String::from_utf8_lossy(&buffer[..size])

			    );

			    Ok(())

			}

The client sends a message to the server and receives a response, demonstrating the straightforward nature of UDP communication in Rust. This example illustrates how Rust’s features make it well-suited for building efficient and responsive applications that leverage the simplicity of UDP for certain networking scenarios.

The output of the UDP server should look like the one shown in Figure 15.13:

[image: ]
Figure 15.13: The output of UDP server

The output of the UDP client should look like the one shown in Figure 15.14:
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Figure 15.14: The output of UDP client

Conclusion

In this chapter, we delved into the foundations of network programming in Rust, covering essential concepts and practical implementations. From understanding networking basics in Linux to exploring Rust’s standard library support for TCP and UDP, we navigated the intricacies of socket programming. The chapter provided detailed insights into advanced topics like async networking with Tokio and additional network utilities, empowering developers to create robust and scalable networked applications in Rust. By dissecting TCP and UDP server-client examples, we showcased the language’s capabilities in handling connection-oriented and connectionless communication, offering a comprehensive overview of network programming with Rust. In the next chapter, we will learn how to write programs in unsafe mode in Rust to get extra control when required.

Questions


	What are the key networking components in Linux, and how do they contribute to network functionality?


	How does Rust’s standard library support network programming, particularly in the context of TCP and UDP?


	Explain the process of configuring and managing networks in Linux, highlighting the significance of network interfaces and IP addressing.


	What are routing tables in Linux, and how can they be configured to enable communication between systems?


	Describe the role of firewalls in network security and how they contribute to protecting computers from malicious traffic.


	What is socket programming, and how can it be implemented in Rust to facilitate communication between processes?


	How does the kernel networking stack in Linux store information about IP packet routing, and why is it crucial for computer communication?


	Discuss the role of virtualization and containers in advanced networking concepts and how they impact network functionality in Linux.


	What are the primary network protocols, and how do they facilitate communication between devices on a network?


	Explain the process of DNS resolution in Rust, emphasizing the use of the to_socket_addrs method.


	How does Tokio contribute to asynchronous networking in Rust, and what are the advantages of using Tokio for handling concurrent tasks?


	Walk through the practical examples of TCP and UDP server-client communication in Rust, highlighting the key features and demonstrating bidirectional data exchange.



Points to remember


	Networking in Linux involves key components like network interfaces, IP addressing, routing, and network protocols.


	Rust’s standard library provides robust network programming support, offering TCP and UDP communication modules.


	Configuration and management of networks in Linux involve understanding and manipulating network interfaces, IP addressing, and routing tables.


	Firewalls play a crucial role in network security by monitoring and filtering incoming and outgoing traffic based on defined rules.


	Socket programming in Rust enables communication between processes using sockets, facilitating data exchange.


	The kernel networking stack in Linux stores information about IP packet routing in routing tables, which is essential for effective communication.


	Advanced networking concepts in Linux include socket programming, the kernel networking stack, and container virtualization.


	Key network protocols like TCP/IP are essential for sending messages between computers on a network.


	DNS resolution in Rust is achieved using the to_socket_addrs method, providing a modern alternative to the deprecated lookup_host.


	Asynchronous networking with Tokio in Rust allows for efficiently handling concurrent tasks, enhancing scalability and responsiveness.


	TCP servers in Rust can be implemented using TcpListener, handling incoming connections concurrently in separate threads.


	TCP clients in Rust connect to a specified server address using TcpStream, enabling bidirectional communication.


	UDP servers in Rust leverage UdpSocket to listen for datagrams, handling incoming packets asynchronously.


	UDP clients in Rust connect to a UDP server using UdpSocket, demonstrating lightweight, connectionless communication.







CHAPTER 16Unsafe Rust


Introduction

Rust programs can be written in the default mode, safe mode, and unsafe mode. In the default mode, Rust provides various safety features to protect your code from potential errors, ensuring memory safety and preventing data races. However, there are situations where developers require extra control and are willing to take on the responsibility of ensuring safety themselves. This is where Unsafe Rust comes into play. The unsafe keyword in Rust unlocks a set of operations and capabilities considered unsafe in the default mode. This chapter explores the unsafe keyword and delves into operations allowed in this mode. From dereferencing raw pointers to accessing mutable static variables, from employing unsafe functions/methods to dealing with unsafe traits and unions, this chapter equips developers with the knowledge to wield the power of unsafe Rust judiciously and efficiently.

Structure

This chapter covers the following topics:


	The unsafe keyword


	Operations allowed in unsafe Rust



Objectives

By the end of this chapter, you will have gained a comprehensive understanding of the unsafe keyword in Rust and its pivotal role in unlocking advanced features and low-level control. You can navigate the complexities of working with raw pointers, employ unsafe functions/methods for interfacing with external code or low-level operations, access and modify mutable static variables responsibly, define and use unsafe traits for flexible interfaces, and handle unions with caution for memory manipulation. You will develop a nuanced appreciation for the balance between the safety guarantees of Rust’s default mode and the controlled flexibility provided by unsafe Rust.

The unsafe keyword

In Rust, the unsafe keyword is a powerful tool that allows developers to bypass some of the language’s safety checks. While Rust is designed to be memory-safe and free of data races in its default mode, certain situations call for a higher level of control that goes beyond what safe Rust permits. The unsafe keyword acts as a signal to the compiler, indicating that the enclosed code requires scrutiny from the developer. When you use unsafe, you are essentially telling the compiler, you have got this. It is a declaration that, as a developer, you are responsible for ensuring that the code inside the unsafe block adheres to Rust’s safety guarantees. Inside an unsafe block, Rust relaxes some of its usual restrictions. Developers gain the ability to perform operations that are considered risky, like dereferencing raw pointers or accessing mutable static variables. This flexibility allows for low-level manipulations that are crucial in certain scenarios.

Basic syntax

The unsafe keyword in Rust is a powerful tool, enabling developers to navigate beyond the standard safety features provided in the default mode. Its application extends to code blocks and annotations for various items, explicitly signaling that the enclosed code may exhibit behavior beyond the compiler’s ability to verify safety. Let us delve into the basic syntax to comprehend how the unsafe keyword creates blocks, allowing developers to venture into territories where additional control and responsibility are paramount. Consider the following example:

			fn main() {

			    unsafe {

			        // Unsafe code block

			    }

			}

In this fundamental example, the unsafe block serves as a gateway to operations beyond Rust’s default safety guarantees, emphasizing the need for a deliberate and cautious approach when dealing with potentially risky code. Understanding the basic syntax of the unsafe keyword is foundational for any Rust developer aiming to harness its capabilities effectively.

Example: Dereference raw pointers

Delving into the application of the unsafe keyword, one prominent use case arises when dealing with raw pointers. In the secure confines of safe Rust, the compiler rigorously verifies the validity of pointer operations, upholding the language’s commitment to memory safety. However, introducing raw pointers unveils a realm where these stringent checks are circumvented, thereby entrusting the programmer with heightened responsibility.

Consider a scenario where low-level memory manipulation or interaction is imperative, demanding the utilization of raw pointers. Here, the unsafe keyword becomes an indispensable tool, allowing developers to bypass the compiler’s safety nets and directly engage with the intricacies of memory at a granular level. This deliberate choice to venture raw pointers underscores the significance of the unsafe keyword, as it empowers developers to take control while emphasizing the need for careful consideration and validation to prevent potential pitfalls. Thus, understanding the example of dereferencing raw pointers becomes crucial in mastering the judicious use of unsafe in Rust programming. Consider the following example:

			fn main() {

			    let mut num = 10;

			    // Creating a raw pointer from a mutable reference

			    let raw_ptr: *mut i32 = &mut num;

			    unsafe {

			        // Dereferencing a raw pointer

			        *raw_ptr += 10;

			    }

			    println!("Modified value: {}", num);

			}

Output of the program:

			Modified value: 20

In this example, the unsafe block must dereference the raw pointer and modify the value it points to.

Using unsafe in Rust is a deliberate choice, emphasizing the importance of careful consideration and thorough testing when employing potentially risky operations. The subsequent sections of this chapter will delve into specific operations and constructs enabled by the unsafe keyword, providing detailed insights into their applications and best practices.

Operations allowed in unsafe Rust

In the expansive domain of unsafe Rust, developers find themselves equipped with a toolkit of operations and constructs extending well beyond the default mode’s secure confines. This grants access to a spectrum of capabilities, inviting developers to engage in low-level manipulations, intricate memory management, and interactions that demand a profound understanding of the Rust language. At the heart of this access lies the unsafe keyword, serving as the gateway to operations that push the boundaries of safety assurances.

One notable operation within unsafe Rust is the permission to dereference raw pointers. This capability allows developers to interact with memory at a level deeper than what safe Rust typically permits. It provides a crucial avenue for scenarios where direct memory manipulation is indispensable, albeit requiring a meticulous approach to ensure correctness and safety.

Another facet of unsafe Rust unfolds with the ability to declare functions or methods as unsafe. This declaration becomes pertinent when the behavior of a function or method eludes the static verification capabilities of the compiler. Particularly valuable in scenarios involving external code or demanding low-level operations, this feature empowers developers with the responsibility to validate the correctness and safety of the enclosed code.

Mutable static variables enter the arena of unsafe Rust, offering a mechanism for a shared mutable state. While mutable statics enable communication across different program parts, the unsafe keyword reminds of the need for careful synchronization. This operation, while powerful, necessitates a cautious approach to prevent potential data races and uphold program integrity.

Traits, the defining elements of behavior in Rust, also become unsafe when certain behaviors defy static verification by the compiler. Including unsafe in trait declarations accommodates scenarios where additional caution is warranted, enabling developers to implement and use traits with explicit consideration for safety.

Unions, representing a type capable of holding various fields, find their place in unsafe Rust. While the language permits access and manipulation of union fields, the potential for undefined behavior looms large. This operation, encapsulated within the unsafe keyword, demands an extra layer of care due to the intricate nature of unions.

Each operation in the arsenal of unsafe Rust comes laden with its considerations and risks. As we venture into subsequent sub-sections, a detailed exploration awaits. These segments will unravel the intricacies of dereferencing raw pointers, declaring and utilizing unsafe functions/methods, accessing and modifying mutable static variables, marking traits as unsafe, and navigating unions’ fields. Along this journey, insights into use cases, potential pitfalls, and best practices will be unveiled, guiding developers toward safe and responsible coding practices within unsafe Rust.

Dereference raw pointers

Dereferencing raw pointers emerges as a pivotal capability within the Rust programming language, facilitated by the unsafe keyword. While the default, safe mode in Rust diligently ensures the validity and safety of all pointer operations, specialized scenarios demand a more direct and low-level approach to memory manipulation. Raw pointers, devoid of the ownership and borrowing semantics enforced by the borrow checker in safe references, step into the spotlight as a potent yet potentially hazardous tool, requiring developers to exercise caution and shoulder the responsibility for memory safety to avert undefined behavior.

In Rust, a raw pointer is a straightforward, unmanaged pointer that operates independently of the ownership and borrowing mechanisms ingrained in safe references. The borrow checker’s lack of strict enforcement distinguishes raw pointers from their safe counterparts. Two distinct flavors of raw pointers exist:


	*const T: An immutable raw pointer designed to point to a value of type T.


	*mut T: A mutable raw pointer tailored to point to a type T value.



The utility of raw pointers comes to the forefront when grappling with scenarios involving unsafe external code, such as invoking functions from a foreign language or engaging with hardware at a low level. Certain memory manipulation tasks, like the construction of intricate data structures or the implementation of memory allocators, necessitate the use of raw pointers. These pointers give developers direct control over memory, allowing for tailored and efficient manipulation in contexts that demand precision.

However, it is imperative to underscore the cautionary approach that must accompany raw pointers. Their unrestricted nature empowers developers but demands meticulous attention to prevent memory-related issues and undefined behavior. The subsequent sections will delve deeper into the nuanced considerations and best practices associated with dereferencing raw pointers, offering a comprehensive guide for responsible utilization within unsafe Rust.

The following example demonstrates the use of raw pointers in unsafe Rust to dereference and modify a value, showcasing their role in low-level memory manipulation with cautionary considerations for memory safety:

			fn main() {

			    let mut num = 10;

			    // Creating a mutable reference

			    let reference: &mut i32 = &mut num;

			    // Creating a raw pointer from a mutable reference

			    let raw_ptr: *mut i32 = reference;

			    unsafe {

			        // Dereferencing and modifying the value through the raw pointer

			        *raw_ptr += 5;

			    }

			    // Accessing the modified value through the original reference

			    println!("Modified value: {}", num);

			}

The output of the program is shown in Figure 16.1:
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Figure 16.1: Dereferencing raw pointers in unsafe Rust

In the preceding example, a raw pointer raw_ptr is created from a mutable reference. The unsafe block allows the dereferencing of the raw pointer to modify the value it points to. After the unsafe operation, the modified value is accessed through the original reference.

It is essential to note that using raw pointers requires careful consideration to maintain memory safety. Incorrect dereferencing or invalid pointer operations can lead to undefined behavior, emphasizing the importance of responsible usage when dealing with raw pointers in unsafe Rust.

Unsafe functions/methods

Within Rust programming, the unsafe keyword extends its influence beyond the confines of code blocks, spanning the entirety of functions or methods. This broadened application proves particularly invaluable when confronted with scenarios where the behavior of a function eludes static verification by the compiler, necessitating manual assurances from the developer. Unsafe functions/methods emerge as a potent tool, empowering developers to interface with external code, engage in low-level operations, and navigate situations that demand a heightened level of explicit control and responsibility.

Unsafe functions or methods serve as a gateway to encapsulate sections of code that intentionally deviate from the customary safety guarantees ingrained in the Rust language. By affixing the unsafe marker to a function or method, developers willingly shoulder the responsibility for ensuring the correctness and safety of the enclosed code. This deliberate choice becomes especially relevant when integrating with external libraries or foreign language interfaces, where the need to encapsulate unsafe operations is paramount for maintaining program integrity.

The versatility of unsafe functions is further underscored in scenarios demanding certain low-level operations, such as pointer arithmetic or memory manipulation. These operations, while powerful, often transcend the static guarantees provided by the compiler in safe Rust. The ability to mark functions or methods as unsafe thus becomes a crucial mechanism for handling situations where a more flexible and nuanced approach is warranted.

As developers tread into the terrain of unsafe functions/methods, a profound awareness of the associated responsibilities becomes imperative. The subsequent sections will dive deep into the intricacies of utilizing unsafe functions/methods, offering insights into best practices, potential pitfalls, and the judicious application of explicit control within the dynamic landscape of unsafe Rust.

The following example illustrates the declaration and usage of an unsafe function in Rust, showcasing its role in encapsulating code that falls outside the language’s standard safety guarantees, with the function invoked within an unsafe block to emphasize explicit developer responsibility:

			// Declaration of an unsafe function

			unsafe fn unsafe_function() {

			    // Unsafe function body

			    println!("Executing unsafe function");

			}

			fn main() {

			    // Calling the unsafe function within an unsafe block

			    unsafe {

			        unsafe_function();

			    }

			}

The output of the program is shown in Figure 16.2:
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Figure 16.2: Using unsafe functions in Rust

In the preceding example, an unsafe function named unsafe_function is declared, and its body contains code that the compiler cannot statically verify for safety. The function is then invoked within an unsafe block in the main function. This showcases how unsafe functions/methods can be encapsulated and called within the scope of an unsafe block, emphasizing the need for explicit developer oversight.

While using unsafe functions/methods grants additional flexibility, it comes with the responsibility of ensuring the safety and correctness of the enclosed code. Careful consideration and thorough testing are crucial when employing unsafe functions/methods in Rust.

Access/Modify mutable static variables

In the Rust programming language, the access and modification of mutable static variables serve as a compelling capability gated behind the unsafe keyword. By default, static variables in Rust are imbued with immutability for safety reasons, a feature meticulously upheld by the language. However, certain scenarios necessitate the existence of a mutable global state, and it is precisely in these instances that the unsafe keyword becomes the key to unlocking this capability.

Mutable static variables in Rust embody the concept of a global mutable state, transcending the usual confines of ownership and borrowing. This characteristic permits the sharing of data across threads or functions, fostering communication and collaboration among different program segments. To signal the unique nature of these variables—static yet mutable—the combination of the static mut keywords is employed. This signifies not only the static persistence of the variable but also its mutability, allowing for dynamic modifications.

The utility of mutable static variables becomes particularly evident in scenarios where a shared mutable state is essential for effective program execution. This facilitation of communication and data sharing among disparate components contributes to the cohesion and functionality of the program. These variables are invaluable for storing global configurations or states that necessitate dynamic modifications throughout the program’s execution.

While introducing mutable static variables with the aid of unsafe opens doors to powerful possibilities, it simultaneously accentuates the need for caution and a diplomatic approach. The subsequent sections will delve deeper into the intricacies of accessing and modifying mutable static variables, unraveling the considerations, best practices, and potential pitfalls of this aspect of unsafe Rust programming.

The following example demonstrates the usage of the unsafe keyword to access and modify mutable static variables in Rust, showcasing its role in enabling global mutable state with explicit developer responsibility:

			// Declaration of a mutable static variable

			static mut COUNTER: i32 = 0;

			fn main() {

			    unsafe {

			        // Accessing and modifying the mutable static variable

			        COUNTER += 1;

			        println!("Counter: {}", COUNTER);

			    }

			}

The output of the program is shown in Figure 16.3:
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Figure 16.3: Accessing and modifying static variables using unsafe keyword

In the preceding example, COUNTER is declared a mutable static variable using static mut. Inside the main function, the unsafe block allows the modification of COUNTER, incrementing its value by one. This showcases how unsafe enables the manipulation of a global mutable state, emphasizing the need for explicit developer handling and responsibility.

Using mutable static variables requires caution due to the potential for data races and undefined behavior. It is crucial to synchronize access to mutable static variables across multiple threads or functions to ensure correctness and safety in Rust programs.

Unsafe trait

Within the Rust programming language, the influence of the unsafe keyword extends beyond functions and methods to encompass traits, introducing the concept of unsafe traits. This unique feature empowers developers to explicitly mark traits as unsafe, signaling to the compiler that their behaviors defy static verification. An unsafe trait may encompass operations or guarantees that transcend the standard safety bounds of Rust, necessitating meticulous consideration and explicit handling by the programmer.

Unsafe traits, in essence, are trait declarations that serve as a beacon for the compiler, indicating that the associated methods or behaviors may involve unsafe operations or assumptions demanding additional scrutiny. Dealing unsafe traits becomes particularly relevant when crafting low-level abstractions or interfaces that delve into the intricacies of memory interaction or operations that escape the safety checks imposed by the compiler. These traits function as a powerful tool for exposing APIs where the compiler’s guarantee of correctness is uncertain, entrusting the responsibility to ensure safety directly to the developer.

As developers engage with unsafe traits, they embark on a journey that demands a heightened awareness of the potential risks and complexities associated with unsafe operations. The subsequent sections will explore the utilization of unsafe traits, providing insights into best practices, potential pitfalls, and the responsible implementation of interfaces that traverse safety boundaries within unsafe Rust.

The following example illustrates the usage of an unsafe trait in Rust, demonstrating how traits marked as unsafe can define interfaces with operations requiring explicit handling by the developer, as seen in the implementation of an unsafe method within an unsafe block:

			// Declaration of an unsafe trait

			unsafe trait UnsafeTrait {

			    fn unsafe_method(&self);

			}

			struct Example;

			unsafe impl UnsafeTrait for Example {

			    fn unsafe_method(&self) {

			        // Implementation of unsafe method

			        println!("Executing unsafe method");

			    }

			}

			fn main() {

			    let example = Example;

			    // Calling the unsafe method within an unsafe block

			    example.unsafe_method();

			}

The output of the program is shown in Figure 16.4:
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Figure 16.4: Using unsafe trait in Rust

In the preceding example, an unsafe trait named UnsafeTrait is declared with an associated method unsafe_method. The example struct then implements this unsafe trait. Methods within an unsafe trait do not require unsafe blocks unless those methods themselves are explicitly marked as unsafe. Using unsafe traits in Rust allows developers to define interfaces involving unsafe operations, requiring careful attention and validation during implementation.

Access fields of unions

In Rust, unions emerge as a type capable of accommodating one among several distinct fields, allowing developers to overlay multiple types within a singular memory space. The unsafe keyword is pivotal in enabling access to the fields nestled within unions, facilitating operations involving potentially hazardous memory manipulation. Mishandling these operations can yield undefined behavior, underscoring the criticality of employing caution and precision.

As a construct within Rust, unions introduce a mechanism where different types share a communal memory space, fostering efficient memory manipulation and offering a versatile means of data representation. However, navigating the fields within unions necessitates a cautious approach owing to the complexities arising from potential aliasing and layout complications. These constructs are harnessed primarily when interpreting memory in diverse ways becomes imperative, typically in contexts demanding low-level intricacies or where performance sensitivity is paramount.

Their utility transcends simple memory representation, finding significant application in scenarios requiring bit-level manipulations. Unions excel in facilitating operations where different segments of a value necessitate discrete access or interpretation, offering developers a tailored and efficient means to maneuver through complex data structures.

Exploring unions in programming demands a nuanced comprehension of memory intricacies, an essential aspect for developers navigating this specific area of the language. The following sections will understand the navigation of union fields, unveiling the intricacies, considerations, and best practices essential for responsible usage within the dynamic landscape of unsafe Rust.

The following example demonstrates the utilization of the unsafe keyword to access fields of unions in Rust, showcasing its role in enabling low-level memory manipulation and emphasizing the need for caution and responsibility when working with union types:

			// Declaration of a union

			#[allow(dead_code)]

			union MyUnion {

			    i: i32,

			    f: f32,

			}

			#[allow(dead_code)]

			fn main() {

			    let my_union = MyUnion { i: 10 };

			    unsafe {

			        // Accessing a field of the union

			        println!("Union field value: {}", my_union.i);

			    }

			}

The output of the program is shown in Figure 16.5:
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Figure 16.5: Accessing fields of unions in unsafe Rust

In the preceding example, a union MyUnion is declared with two fields: i of type i32 and f of type f32. Inside the main function, the i field of the my_union instance is accessed within an unsafe block. This showcases how unsafe enables the manipulation of union fields, emphasizing the need for caution due to the potential for undefined behavior when working with unions in Rust.

Accessing fields of unions requires careful consideration to ensure the correct interpretation of memory and types, making it a feature that demands responsibility and meticulous handling by the developer.

Conclusion

In this chapter, we discussed unsafe Rust, exploring the capabilities unleashed by the unsafe keyword. We examined how developers gain access to a set of operations and constructs that surpass the safety guarantees of the default, safe mode. By dissecting specific use cases, such as dereferencing raw pointers, employing unsafe functions/methods, accessing mutable static variables, defining unsafe traits, and accessing unions’ fields, we uncovered the power and flexibility afforded by unsafe Rust. However, this newfound freedom comes with a profound responsibility, emphasizing the need for meticulous handling, thorough testing, and an acute awareness of potential pitfalls. As we navigate further, it becomes evident that with great power in unsafe Rust comes an equally great need for caution and diligence to maintain the integrity and safety of our code. In the next chapter, we will learn about the mechanisms provided by Rust for Foreign Function Interface (FFI).

Questions


	What is the primary purpose of the unsafe keyword in Rust, and when might developers choose to use it?


	Describe the role of raw pointers in unsafe Rust and provide a scenario where using them is necessary.


	How does the unsafe keyword extend to functions/methods in Rust, and what are some common use cases for unsafe functions?


	Explain the significance of mutable static variables and how the unsafe keyword facilitates their access and modification in Rust.


	What are unsafe traits in Rust, and in what situations might it be appropriate to mark a trait as unsafe?


	In the context of unions, why is access to fields considered unsafe, and what precautions should developers take when working with union types?


	How does unsafe Rust provide developers with low-level control over memory manipulation, and what are the potential risks associated with this level of control?


	When might raw pointers or unsafe functions become essential in Rust programming, and what precautions should be taken to ensure safety?


	Why does Rust enforce a safe mode by default, and what are the trade-offs between safety and control offered by unsafe Rust?


	In the provided example code for accessing mutable static variables, why is it necessary to use the unsafe block, and what risks should be considered when modifying the global mutable state?



Points to remember


	The unsafe keyword in Rust unlocks a set of operations and constructs beyond the safety guarantees of the default, safe mode.


	Raw pointers in Rust, created using *const T or *mut T, allow low-level memory manipulation and are essential in certain scenarios.


	Unsafe functions/methods in Rust enable developers to encapsulate code that cannot be statically verified for safety, which is often necessary when interfacing with external code or performing low-level operations.


	Accessing and modifying mutable static variables is possible in Rust using the unsafe keyword, providing a mechanism for shared mutable state.


	Static variables marked as static mut signify mutable global state, and their usage demands careful synchronization to prevent data races.


	Unsafe traits in Rust are declared when certain behaviors cannot be statically verified by the compiler, allowing developers to define interfaces with additional flexibility and responsibility.


	Unions in Rust represent a type that can hold one of several different fields, and accessing these fields requires unsafe use due to potential layout and memory manipulation issues.


	Dereferencing raw pointers in unsafe Rust involves using the * operator to access the data they point to, and this operation requires an unsafe block.


	Interfacing with external code, low-level memory manipulation, and scenarios where the compiler’s static guarantees are insufficient are common use cases for unsafe Rust.


	Using raw pointers and unsafe functions/methods demands explicit developer responsibility to ensure memory safety and correctness.


	When working with mutable static variables, it is crucial to synchronize access across multiple threads or functions to prevent data races.


	Unsafe traits provide a means to define interfaces with operations that require additional scrutiny, emphasizing the need for careful implementation.


	Accessing unions’ fields in Rust involves using the unsafe keyword due to potential aliasing and layout complications.


	The power and flexibility provided by unsafe Rust come with the responsibility of meticulous handling, thorough testing, and an acute awareness of potential pitfalls.


	The default, safe mode in Rust ensures memory safety and prevents data races, but developers may choose to leverage unsafe Rust for scenarios where additional control and flexibility are necessary.







CHAPTER 17Foreign Function Interface


Introduction

In this chapter, we will discuss Rust’s Foreign Function Interface (FFI), a crucial aspect of integrating Rust code with other programming languages. The extern keyword takes center stage as we explore its role in exposing Rust functions to external languages and facilitating Rust’s interaction with functions and variables from beyond its domain. Our journey continues as we examine the seamless calling of Rust functions from C or C++, unravel the complexities of passing strings, structs, and arrays between Rust and C++, and address the nuances of error handling and exception safety in cross-language environments. Furthermore, we embark on creating a C interface for a Rust library, showcasing the bidirectional adaptability of Rust in diverse software ecosystems. The chapter concludes with a practical exploration of invoking Rust code from Python, demonstrating Rust’s versatility and interoperability to the with non-Rust software.

Structure

This chapter covers the following topics:


	The extern keyword


	Calling foreign functions


	Call Rust functions from C or C++


	Passing strings, structs, and arrays between Rust and C++


	Error handling and exception safety


	Creating a C interface for a Rust library



Objectives

By the end of this chapter, we aim to comprehensively understand FFI in Rust, exploring essential concepts such as the extern keyword, calling foreign functions, and passing strings, structs, and arrays between Rust and C++. We will delve into error handling and exception safety in the context of cross-language integration. Moreover, we will learn to create a C interface for a Rust library, facilitating seamless interoperability with C and other languages supporting C bindings.

The extern keyword

The extern keyword in Rust is used to declare functions that are implemented in other languages, such as C or C++, or in external libraries (like dynamic libraries). For functions implemented in other Rust crates, you can directly call them through module imports without using extern. Here is an example showcasing the use of 'extern' with a simple function:

			// Declaration of an external function using 'extern'

			extern "C" {

			    fn external_function(x: i32) -> i32;

			}

			fn main() {

			    let result = unsafe {

			        external_function(10)

			    };

			    println!("Result from external function: {}", result);

			}

In this example, extern "C" specifies the Application Binary Interface (ABI), informing Rust to use the C ABI for this function. This is crucial for compatibility when calling functions written in other languages. fn external_function(x: i32) -> i32; declares the function signature without providing its implementation. The implementation will be resolved externally, either in another Rust crate or a foreign language’s codebase.

Using 'extern' with variables allows Rust to link to and access variables defined outside Rust, such as those declared in C code. Here is a simple demonstration:

			extern {

			    static EXTERN_VAL: i32;

			}

			fn main() {

			    unsafe {

			        println!("External value: {}", EXTERN_VAL);

			    }

			}

In the preceding code snippet, `extern` is used to declare that EXTERN_VAL is defined externally and can be accessed from Rust code. static EXTERN_VAL: i32; declares the existence of EXTERN_VAL without defining its value. The actual value will be resolved when linked with the external code. However, note that using `extern` introduces unsafe code blocks because it interacts with items that Rust cannot guarantee as safe during compile-time. Hence, the unsafe block is necessary when calling functions or accessing variables declared with `extern`.

Understanding and utilizing the `extern` keyword is fundamental when working with FFI in Rust, enabling seamless integration with code written in other languages and external libraries.

Calling foreign functions

Let us explore the nuances of invoking functions implemented in languages beyond Rust, a fundamental proficiency for seamlessly integrating with external codebases. Our journey will encompass fundamental function calls, the intricacies of managing pointers, and the incorporation of callbacks into the Rust ecosystem. Central to this interaction is the ‘extern’ keyword, serving as a linchpin in facilitating the seamless interplay between Rust and foreign functions.

Basic function call

To initiate a call to a foreign function from Rust, the 'extern' keyword comes into play, allowing us to declare the function’s signature and specify the appropriate ABI. Let us consider a practical example by calling a simple C function from Rust. Let us first create a C file with a function add_numbers defined in it, as shown in the following code snippet:

			// File: extern_example.c

			// Function definition

			int add_numbers(int a, int b) {

			    return a + b;

			}

Save this C code in a file named extern_example.c.

Then, compile the C code into a shared library. Use the following command in the terminal:

			gcc -c -o extern_example.o extern_example.c

			gcc -shared -o libextern_example.so extern_example.o

This creates a shared library named libextern_example.so from the C code.

Now, let us call the C function add_numbers from a rust file, as shown in the following code snippet:

			// File: main.rs

			// Declaration of the external C function

			extern "C" {

			    fn add_numbers(a: i32, b: i32) -> i32;

			}

			fn main() {

			    // Calling the external function

			    let result = unsafe {

			        add_numbers(5, 6)

			    };

			    // Printing the result

			    println!("Result of adding numbers: {}", result);

			}

Create a build.rs file in the root of the project. This file is a special build script in Rust that allows you to run custom code during the build process of your project. It is typically used for tasks like linking external libraries (such as C/C++ libraries or system libraries).

			// File: build.rs

			fn main() {

			    // Get current directory of the build script     

			    let current_dir = std::env::current_dir().unwrap();

			    //  Tell Cargo to link with the library

			    println!("cargo:rustc-link-lib=dylib=extern_example");

			   // Tell Cargo where to find the library.

			   println!("cargo:rustc-link-search=native={}/src/", current_dir.display());

			}

Now, compile the Rust code, linking it with the shared library using the following command:

			Cargo run

After successful compilation, the Rust program is calling the C function and displaying the result:

			Result of adding numbers: 11

Ensure that the C and Rust files are in the same directory or adjust the compilation commands accordingly based on the file locations.

Handling pointers

When working with foreign functions that involve pointers, we need to handle them within unsafe blocks. Let us examine an example demonstrating the interaction with a C function that manipulates pointers. Let there be a function modify_values defined in a C file, as shown in the following code snippet:

			// File: extern_pointer_example.c

			#include <stdio.h>

			// Function definition that modifies two integer values through pointers

			void modify_values(int* x, int* y) {

			    *x *= 2;

			    *y += 3;

			}

The C function modify_values takes two integer pointers and modifies the values they point to.

Now, let us call this function from Rust code to modify the values of integers, as shown in the following code snippet:

			// File: main.rs

			// Declaration of the external C function

			extern "C" {

			    fn modify_values(x: *mut i32, y: *mut i32);

			}

			fn main() {

			    // Initialize two integers

			    let mut a = 5;

			    let mut b = 7;

			    // Display the initial values

			    println!("Before modification: a = {}, b = {}", a, b);

			    // Call the external function to modify the values through pointers

			    unsafe {

			        modify_values(&mut a, &mut b);

			    }

			    // Display the modified values

			    println!("After modification: a = {}, b = {}", a, b);

			}

The Rust code declares the C function modify_values and demonstrates calling it with two mutable references to integers. The output of the program is shown in Figure 17.1:
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Figure 17.1: Calling C function from Rust to manipulate pointers

The output demonstrates that the Rust code successfully passed mutable references to integers to the C function, and the function modified the values through pointers. After the modification, the Rust program prints the updated values of a and b.

Handling callbacks

Rust’s FFI capabilities extend to handling callbacks, allowing for interaction with foreign functions that expect callback functions. Here is an example where a Rust closure is passed as a callback to a C function:

			// C code: extern_callback_example.c

			// void perform_operation(int a, int b, void (*callback)(int));

			// Rust code

			extern "C" {

			    fn perform_operation(a: i32, b: i32, callback: extern "C" fn(i32));

			}

			fn main() {

			    // Callback function

			    extern "C" fn callback_function(result: i32) {

			        println!("Callback result: {}", result);

			    }

			    unsafe {

			        perform_operation(10, 5, callback_function);

			    }

			}

This example demonstrates how Rust can seamlessly pass a callback function, to a foreign function, showcasing Rust’s flexibility and adaptability in handling diverse scenarios. As always, the use of unsafe blocks serves as a visual cue to the developer, indicating areas where Rust’s safety guarantees cannot be ensured during compile-time.

Call Rust functions from C or C++

Calling Rust functions from C or C++ involves creating a bridge between Rust code and C/C++ code, allowing C/C++ programs to utilize functionality implemented in Rust. This process involves generating a C-compatible interface for Rust functions and using appropriate compiler directives to link the Rust library with C/C++ code.

Let us see an example demonstrating how to call Rust functions from C. First, create a Rust file called lib.rs that defines a simple function add that takes two integers and returns their sum, as shown in the following code snippet:

			// File: lib.rs

			#[no_mangle]

			pub extern "C" fn add(a: i32, b: i32) -> i32 {

			    a + b

			}

The #[no_mangle] attribute ensures that the function name remains unchanged in the compiled object file, allowing external languages like C to find and call it.

Add the following to the Cargo.toml file to specify that the Rust code will be compiled into a dynamic library suitable for use by other languages:

			[lib]

			name = "rust_library"

			crate-type = ["cdylib"]

Now, use Cargo to build the Rust code into a dynamic library:

			cargo build --release

This generates a dynamic library file, typically named librust_library.so on Unix-like systems.

Now, create the C source file that uses the external add function defined in the Rust library we created, as shown in the following code snippet:

			// File: main.c

			#include <stdio.h>

			// Declaration of the Rust function

			extern int add(int a, int b);

			int main() {

			    int result = add(5, 6);

			    printf("Result of adding numbers: %d\n", result);

			    return 0;

			}

The C code includes a declaration for the Rust function add and calls it with two integers. The external function call is linked to the Rust library generated earlier. Then, compile the C code while linking it with the Rust library:

			gcc -o main main.c -L/path/to/rust_library/target/release/ -lrust_library

Ensure that you replace /path/to/rust_library with the actual path to the Rust library generated by Cargo.

If you run the compiled C executable, you should see the following output:

			Result of adding numbers: 11

Passing strings, structs, and arrays between Rust and C++

Passing strings, structs, and arrays between Rust and C++ involves handling different data types and memory management to ensure seamless interaction between the two languages. It involves intricate interactions where Rust and C++ code interoperate, sharing string data, composite structures (like structs), and arrays efficiently. This interoperability requires careful handling of memory management, ensuring data coherence and alignment between Rust’s safety features and C++’s performance-oriented nature. By bridging Rust’s memory safety with C++’s performance capabilities, this process showcases the versatility and compatibility achievable in cross-language development, enabling powerful and cohesive software solutions.

Passing strings

The process of passing strings between Rust and C++ forms a fundamental aspect of cross-language interoperability, enabling seamless communication between the two programming environments. This entails navigating the nuances of string representations in both languages and adopting strategies to safely exchange data. In this context, Rust’s CString type proves invaluable, allowing for secure handling and conversion of C-compatible strings.

Let us understand the details of passing strings between Rust and C++ with an example. First, create a Rust file lib.rs with the following code:

			// File: lib.rs

			use std::ffi::CString;

			use std::os::raw::c_char;

			#[no_mangle]

			pub extern "C" fn process_string(input: *const c_char) -> *mut c_char {

			    // Convert the input C-style string to a Rust CString

			    let input_str = unsafe { CString::from_raw(input as *mut c_char) };

			    // Extract the original string from the CString

			    let original_string = input_str.to_str().unwrap();

			    

			    // Process the string (reverse it in this example)

			    let processed_string = original_string.chars().rev().collect::<String>();

			    

			    // Convert the processed string to a CString and return the raw pointer

			    CString::new(processed_string).unwrap().into_raw()

			}

In the preceding code, we import the CString type to manage C-compatible strings. We also import the c_char type, representing a C-style character. The #[no_mangle] attribute indicates that the following function should have the same name in the compiled object file as it does in the Rust code. This is essential for external languages to find and call the function. The code CString::from_raw(input as *mut c_char) converts the input C-style string to a Rust CString using the from_raw method. This transfers ownership of the input string to the CString and ensures proper memory management. Then, we extract the original string from the CString by converting it to a Rust string using to_str(). Then, we reverse the original string using original_string.chars().rev().collect::<String>(). Finally, we convert the processed string back to a CString and return its raw pointer using into_raw(). This transfers ownership of the processed string to the C++ code.

Now let us create a C++ file named main.cpp, which calls the Rust function process_string as shown in the following example:

			// File: main.cpp

			#include <iostream>

			#include <cstring>

			extern "C" {

			    char* process_string(const char* input);

			}

			int main() {

			    const char* input = "Hello, Rust!";

			    char* processed_string = process_string(input);

			    std::cout << "Original string: " << input << std::endl;

			    std::cout << "Processed string: " << processed_string << std::endl;

			    return 0;

			}

The C++ code calls the Rust function process_string with the input string "Hello, Rust!". The Rust function processes the string (in this case, reverses it) and returns the processed string. The C++ code prints both the original and processed strings. The output is shown in Figure 17.2:
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Figure 17.2: Output showing processing string in Rust and using it in C++

Passing structs

Passing structs between Rust and C++ involves creating a bridge that facilitates the exchange of structured data between the two languages. This process requires careful consideration of data layout and memory alignment and ensures a compatible representation on both sides. Let us explore this concept with a practical example. Let us define a struct MyStruct and a function process_struct in a Rust file, as shown in the following example:

			// File: lib.rs

			use std::os::raw::c_int;

			#[repr(C)]

			pub struct MyStruct {

			    pub x: c_int,

			    pub y: c_int,

			}

			#[no_mangle]

			pub extern "C" fn process_struct(input: MyStruct) -> c_int {

			    // Process the struct (return the sum of x and y in this example)

			    input.x + input.y

			}

In the preceding code snippet, the #[repr(C)] attribute ensures that the Rust struct is represented in memory in the same way as a corresponding C struct, ensuring compatibility. Now let us create a C++ file that works with an instance of MyStruct, as shown in the following C++ code:

			// File: main.cpp

			#include <iostream>

			extern "C" {

			    struct MyStruct {

			        int x;

			        int y;

			    };

			    int process_struct(MyStruct input);

			}

			int main() {

			    MyStruct input{3, 5};

			    int result = process_struct(input);

			    std::cout << "Result of processing struct: " << result << std::endl;

			    return 0;

			}

The output of the preceding C++ code is:

			Result of processing struct: 8

Passing arrays

Passing C++ arrays to Rust slices involves efficiently exchanging contiguous blocks of memory that represent arrays in both languages. The key considerations include defining a compatible representation of the array elements and ensuring proper memory management. Let us explore this concept with a practical example. Let us define a function process_array in Rust that takes a pointer to a C-style array, as shown in the following Rust code:

			// File: lib.rs

			use std::os::raw::c_int;

			#[no_mangle]

			pub extern "C" fn process_array(input: *const c_int, len: usize) -> c_int {

			    // Process the array (return the sum of its elements in this example)

			    let slices = unsafe { std::slice::from_raw_parts(input, len) };

			    slices.iter().sum()

			}

In the preceding code, the process_array function takes a pointer to a C-style array of c_int and its length, processes the array (returns the sum of its elements in this example), and returns the result.

Now, let us use the process_array function from C++ code as shown in the following code snippet:

			// File: main.cpp

			#include <iostream>

			extern "C" {

			    int process_array(const int* input, size_t len);

			}

			int main() {

			    const int input[] = {1, 2, 3, 4, 5};

			    size_t len = sizeof(input) / sizeof(input[0]);

			    int result = process_array(input, len);

			    std::cout << "Result of processing array: " << result << std::endl;

			    return 0;

			}

In the preceding C++ code, the Rust function process_array is called with the input array. The output is:

			Result of processing array: 15

This example illustrates how arrays can be efficiently passing array data from C++ to Rust, showcasing interoperability by seamlessly working with contiguous blocks of memory representing slices of data in both languages.

Error handling and exception safety

Error handling and exception safety are crucial aspects of cross-language integration, especially when dealing with functions that may encounter errors during execution. In Rust, error handling typically involves the Result type, while in C++, exceptions are commonly used. Let us explore how to handle errors across Rust and C++ in a compatible manner. We define a function safe_divide in Rust, as shown in the following code snippet:

			// File: lib.rs

			use std::os::raw::c_int;

			#[no_mangle]

			pub extern "C" fn safe_divide(dividend: c_int, divisor: c_int) -> Result<c_int, &'static str> {

			    if divisor == 0 {

			        Err("Division by zero is not allowed")

			    } else {

			        Ok(dividend / divisor)

			    }

			}

In the preceding code snippet, the safe_divide function takes two integers as input, attempts to perform division, and returns a Result containing either the result of the division or an error message. Now let use the safe_divide function from C++:

			// File: main.cpp

			#include <iostream>

			#include <stdexcept>

			extern "C" {

			    int safe_divide(int dividend, int divisor);

			}

			int main() {

			    try {

			        int result = safe_divide(10, 2);

			        std::cout << "Result of safe division: " << result << std::endl;

			        // Uncomment the line below to trigger a division by zero error

			        // int error_result = safe_divide(5, 0);

			    } catch (const std::exception& ex) {

			        std::cerr << "Exception: " << ex.what() << std::endl;

			    }

			    return 0;

			}

The safe_divide function is called within a try block, and any exceptions thrown are caught and handled. The C++ code calls the safe_divide function from the Rust library with valid input (dividing 10 by 2), and the result is printed.

			Result of safe division: 5

If you uncomment the line attempting to divide by zero (int error_result = safe_divide(5, 0);), it will trigger a division by zero error in Rust, and the exception will be caught in the C++ catch block, printing an error message.

Creating a C interface for a Rust library

Creating a C interface for a Rust library involves exposing Rust functions in a way that they can be seamlessly used by C or any other language supporting C bindings. This process often includes using the extern "C" modifier in Rust to ensure C-compatible naming and calling conventions. Let us walk through an example demonstrating how to create a C interface for a Rust library. Let us define two functions, add and subtract, in Rust, as shown in the following code snippet:

			// File: lib.rs

			use std::os::raw::c_int;

			#[no_mangle]

			pub extern "C" fn add(a: c_int, b: c_int) -> c_int {

			    a + b

			}

			#[no_mangle]

			pub extern "C" fn subtract(a: c_int, b: c_int) -> c_int {

			    a - b

			}

Now, let us use these functions in C, as shown in the following code snippet:

			// File: main.c

			#include <stdio.h>

			// Declaration of Rust functions using the C interface

			extern int add(int a, int b);

			extern int subtract(int a, int b);

			int main() {

			    int result_add = add(5, 3);

			    int result_subtract = subtract(10, 4);

			    printf("Result of addition: %d\n", result_add);

			    printf("Result of subtraction: %d\n", result_subtract);

			    return 0;

			}

The output of the program is shown in Figure 17.3:
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Figure 17.3: Calling Rust functions from C

This example illustrates the process of creating a C interface for a Rust library, allowing Rust functions to be seamlessly called from C code. This interoperability enables the integration of Rust’s functionality into existing C projects or any other languages that support C bindings.

Conclusion

In this chapter, we explored the intricacies of FFI in Rust, uncovering the mechanisms that enable interaction between Rust and other languages. The 'extern' keyword proved instrumental in exposing Rust functions to external languages, facilitating bidirectional communication. Demonstrating the versatility of FFI, we discussed practical examples, showcasing the exchange of data such as strings, structs, and arrays between Rust and C++. Error handling and exception safety considerations were addressed, ensuring robust cross-language development. Moreover, the chapter concluded by demonstrating the creation of a C interface for a Rust library, emphasizing the flexibility and interoperability achieved through thoughtful design and implementation of FFI in Rust.

In the next chapter, we will learn how to use Rust for embedded applications by running Rust code on a development board.

Questions


	What is the role of the extern keyword in Rust’s FFI?


	How does Rust handle the passing of strings between Rust and C++ in FFI?


	Explain the significance of the #[no_mangle] attribute in Rust FFI.


	In Rust, how are errors typically handled when interfacing with other languages, and what type is commonly used for this purpose?


	Illustrate the process of calling a Rust function from C++ with a practical example.


	Why is proper memory management crucial when passing data, such as strings and arrays, between Rust and C++ in FFI?


	What is the purpose of the repr(C) attribute in Rust, and where is it commonly used in FFI?


	Demonstrate the steps involved in creating a C interface for a Rust library, providing examples of Rust and C code.


	How does Rust handle exception safety, and how can C++ catch exceptions thrown by Rust functions in FFI?


	Explain the concept of interoperability between Rust and C++ in the context of passing structs between the two languages.


	In FFI, how can Rust functions return meaningful errors to C++ code, and how can C++ handle these errors?


	Discuss the importance of careful data type considerations when designing FFI between Rust and C++ and provide examples to illustrate this concept.



Points to remember


	The 'extern' keyword in Rust is crucial for exposing Rust functions to other languages and establishing interoperability.


	Rust uses the 'Result' type for error handling, while C++ relies on exceptions, requiring careful consideration in cross-language integration.


	C-compatible interfaces are created in Rust using the 'extern "C"' modifier to ensure consistent naming and calling conventions.


	String data between Rust and C++ is effectively exchanged using C-compatible representations, such as Rust’s CString type and C-style strings in C++.


	Structs can be passed between Rust and C++ by aligning their memory representations, typically achieved through the 'repr(C)' attribute in Rust.


	Arrays are efficiently exchanged between Rust and C++ by managing contiguous blocks of memory and ensuring compatible data representations.


	The 'no_mangle' attribute in Rust ensures that the compiler does not mangle function names, maintaining compatibility with external languages.


	Error handling in Rust’s FFI involves returning 'Result' types, allowing C++ to handle errors gracefully through exception handling.


	Callbacks between Rust and C++ can be implemented by defining function pointers in Rust and invoking them from C++.


	Creating a C interface for a Rust library involves declaring functions with 'extern "C"', enabling seamless integration into C or any language supporting C bindings.


	Rust’s 'Cargo.toml' file can be configured to generate dynamic libraries suitable for use with external languages by specifying 'crate-type = ["cdylib"]'.


	Memory safety is a crucial consideration when working with FFI, requiring careful management of pointers and ownership between Rust and other languages.


	Practical examples, such as adding and subtracting integers, demonstrate the bidirectional functionality achieved through Rust’s FFI.


	Rust’s 'CString' type plays a vital role in safely managing C-compatible strings, ensuring proper memory handling, and preventing common pitfalls.


	Successful FFI implementation in Rust enables developers to leverage Rust’s safety features in conjunction with the performance benefits of languages like C and C++.
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CHAPTER 18Embedded Rust


Introduction

In this chapter, we will discuss programming with Rust, focusing on its application on the versatile Arduino Uno development board. As we explore embedded systems, you will discover the fundamental concepts essential for programming microcontrollers and interfacing with hardware peripherals. By exploring the AVR-Rust toolchain and leveraging the hardware abstraction layer (HAL), you will gain insights into writing efficient and reliable embedded Rust code tailored for Atmel AVR microcontrollers. Join us as we unlock the potential of Rust in the realm of embedded applications, beginning with the Arduino Uno as our learning platform of choice.

Structure

This chapter covers the following topics:


	Introduction to embedded programming


	Microcontrollers


	Hardware abstraction layer


	Project setup


	AVR-Rust toolchain


	Writing code



Objectives

By the end of this chapter, you will have gained a comprehensive understanding of using Rust programming language for embedded applications, specifically targeting the Arduino Uno development board. You will learn about the fundamental concepts of embedded programming, including microcontrollers, the HAL, and project setup. You will explore the AVR-Rust toolchain and its components, enabling you to write efficient and reliable embedded Rust code for Atmel AVR microcontrollers. Through hands-on examples and explanations, you will be equipped with the knowledge and skills to develop embedded systems using Rust on the Arduino Uno platform.

Introduction to embedded programming

Embedded programming is a specialized field of computer programming that deals with designing and writing code for embedded systems. These systems are dedicated computing devices that are designed to perform specific functions within larger systems or products. Examples of embedded systems include microcontrollers found in household appliances, automotive systems, industrial machines, and electronic devices.

Embedded systems typically consist of three main components:


	Microcontroller/Microprocessor: This is the central processing unit of the embedded system. It contains the CPU core, memory (RAM and ROM), and various peripherals such as timers, communication interfaces (UART, SPI, I2C), and analog-to-digital (ADC) converters.


	Sensors and actuators: These are devices that interact with the external environment. Sensors detect physical or environmental conditions (temperature, pressure, light) and convert them into electrical signals, while actuators receive electrical signals and perform actions such as movement, heating, or signaling.


	Firmware/Software: This is the code that runs on the microcontroller and controls its behavior. It is responsible for managing inputs from sensors, processing data, and controlling outputs to actuators.



Characteristics of embedded systems

Embedded systems have several unique characteristics that differentiate them from general-purpose computing systems:


	Real-time constraints: Many embedded systems operate in real-time environments where tasks must be completed within strict timing constraints. For example, in an automotive anti-lock braking system, the system must respond to wheel speed changes within milliseconds to prevent skidding.


	Resource constraints: Embedded systems often have limited resources in terms of memory, processing power, and energy consumption. Developers must optimize their code to make efficient use of available resources.


	Dedicated functionality: Embedded systems are designed for specific tasks and have dedicated functionality tailored to their intended application. This contrasts with general-purpose computers, which are capable of running a wide range of software.



Examples of embedded systems

Embedded systems play a crucial role in various industries, enabling automation, control, and monitoring functions in a wide range of devices and equipment. These systems are designed to perform specific tasks efficiently and reliably, often in real-time environments. Let us explore some common examples of embedded systems:


	Automotive systems: Embedded systems are extensively used in automobiles for tasks such as engine management, transmission control, anti-lock braking, and airbag deployment. These systems ensure optimal performance, safety, and comfort for vehicle occupants.


	Consumer electronics: Many everyday devices rely on embedded systems for their operation, including smartphones, digital cameras, home appliances like microwaves and refrigerators, and wearable devices such as fitness trackers and smartwatches. Embedded systems in consumer electronics enable features like user interfaces, connectivity, and sensor data processing.


	Industrial automation: In industrial settings, embedded systems are vital for automation and control in manufacturing plants, power plants, and infrastructure systems. These systems manage processes, monitor equipment status, and collect data for analysis, contributing to improved efficiency and productivity in industrial operations.



Examples of embedded programming languages

The choice of programming language plays a significant role in embedded development, considering factors such as performance, resource utilization, and ease of development. Several languages are commonly used for embedded programming:


	C/C++: Traditionally, C and C++ have been preferred for their efficiency and low-level control over hardware. They allow direct manipulation of memory and registers, making them suitable for resource-constrained environments.


	Assembly language: In situations where fine-grained control over hardware is necessary or when optimizing for performance, developers may choose to write code directly in assembly language. Assembly language instructions map closely to machine code, providing precise control over hardware resources.


	Rust: Rust is gaining popularity in embedded development due to its memory safety guarantees, high-level abstractions, and low-level control. It offers a balance between performance and safety, making it suitable for developing reliable and secure embedded systems. Rust targets almost all architectures supported by LLVM, although at the moment of writing this book it supports GCC targets as well but, it is not mature yet.



Microcontrollers

Microcontrollers are integral components of embedded systems, serving as the brain of the device. They are specialized integrated circuits designed to execute specific tasks and interact with the system’s peripherals. In this section, we will discuss the key aspects of microcontrollers, including their architecture, peripherals, and common features.

Microcontroller architecture

Microcontrollers, like other computing devices, are based on fundamental architectural principles that define how they operate and interact with their environment. Two commonly encountered architectures in microcontrollers are the Harvard architecture and the Von Neumann architecture.

Harvard architecture

In the Harvard architecture, the microcontroller’s memory is divided into separate physical address spaces for program instructions and data. This separation allows simultaneous access to program instructions and data, leading to improved performance and throughput. The microcontrollers with Harvard architecture are called RISC microcontrollers. The key characteristics of the Harvard architecture include:


	Separate memory spaces: The program instructions are stored in a dedicated memory space known as program memory or flash memory, while the data is stored in another memory space called data memory or RAM. This separation prevents conflicts between instruction fetches and data accesses.


	Parallel access: Since the program memory and data memory have separate buses for accessing data, the Harvard architecture enables simultaneous instruction fetching and data operations, enhancing overall system performance.



Harvard architecture is illustrated in Figure 18.1:
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Figure 18.1: Harvard architecture of microcontrollers

Von Neumann architecture

In the Von Neumann architecture, the microcontroller uses a unified memory space for both program instructions and data. This means that program instructions and data share the same memory address space, and they are accessed using a single bus. The microcontrollers with Von Neumann architecture are called CISC microcontrollers. The key characteristics of the Von Neumann architecture include:


	Unified memory: Unlike the Harvard architecture, where program instructions and data reside in separate memory spaces, the Von Neumann architecture uses a single memory space for both instructions and data.


	Single bus: In this architecture, there is a single bus for fetching instructions and accessing data. As a result, the CPU core alternates between fetching instructions and performing data operations, leading to potential bottlenecks in performance.



Von Neumann architecture is illustrated in Figure 18.2:

[image: ]
Figure 18.2: Von Neumann architecture of microcontrollers

Harvard architecture provides improved performance due to simultaneous access to program instructions and data. However, it requires separate memory spaces for instructions and data, which may lead to increased complexity and cost. Von Neumann architecture is simpler in design as it uses a unified memory space for both instructions and data. However, it may suffer from performance limitations due to the shared bus for instruction fetching and data access. In microcontroller systems, the choice between Harvard and Von Neumann architectures depends on factors such as performance requirements, cost considerations, and design constraints.

Microcontroller peripherals

Peripherals expand the capabilities of microcontrollers and enable them to interface with the external environment. Common peripherals found in microcontrollers include:


	Timers/Counters: These peripherals generate precise time delays, measure time intervals, or count external events. They are used for tasks such as generating Pulse Width Modulation (PWM) signals, controlling motor speed, and implementing time-based operations.


	Communication interfaces: Microcontrollers feature various communication interfaces such as Universal Asynchronous Receiver-Transmitter (UART), Serial Peripheral Interface (SPI), and Inter-Integrated Circuit (I2C). These interfaces facilitate communication with other devices, such as sensors, displays, and external microcontrollers.


	Analog-to-Digital Converter (ADC): ADC peripherals convert analog signals from sensors or external devices into digital values that the microcontroller can process. This enables the microcontroller to measure physical quantities such as temperature, pressure, or light intensity.


	Digital-to-Analog Converter (DAC): DAC peripherals convert digital values into analog signals, allowing the microcontroller to generate analog output voltages. This is useful for tasks such as audio generation, waveform synthesis, and controlling analog actuators.



Microcontroller selection

Choosing the right microcontroller for a specific embedded application involves considering various factors such as:


	Processing power: The CPU’s performance and clock speed should match the application’s computational requirements.


	Memory requirements: The microcontroller should have sufficient flash memory for storing program code and RAM for data storage.


	Peripheral integration: Evaluate the availability and type of peripherals required for interfacing with external devices and sensors.


	Power consumption: Consider the microcontroller’s power consumption characteristics, especially for battery-powered or energy-efficient applications.


	Cost: Balance the performance and features of the microcontroller with the project’s budget constraints.



Hardware abstraction layer

HAL is a crucial component in embedded programming that provides a standardized interface between the software and the underlying hardware. It abstracts the intricacies of hardware interaction, allowing developers to write portable and maintainable code across different microcontroller architectures. In this section, we will explore the role of the HAL, its key features, and how it facilitates cross-platform development.

Role of the HAL

The primary purpose of the HAL is to abstract the low-level details of hardware interaction, enabling developers to write code without directly dealing with specific microcontroller registers or hardware nuances. It acts as a bridge between the application code and the hardware, providing a consistent and uniform interface.

Key features of the HAL

The main features of HAL are:


	Portability: The HAL ensures code portability across different microcontroller platforms. Developers can write code using the HAL functions without worrying about the underlying hardware details, making it easier to switch between microcontrollers.


	Scalability: As embedded systems evolve and new hardware platforms emerge, the HAL can be adapted or extended to support additional features or peripherals without major changes to the application code.


	Abstraction of hardware details: Developers can use HAL functions to interact with peripherals, GPIO pins, timers, and other hardware components without needing in-depth knowledge of the microcontroller’s register-level details.



Example: GPIO abstraction with HAL

Let us consider a common scenario where an embedded system needs to toggle a GPIO pin. Without the HAL, developers would typically write code specific to the microcontroller, involving direct manipulation of register values, as shown in the following code snippet:

			// Without HAL (Direct register manipulation)

			unsafe fn toggle_gpio_pin_direct() {

			    // Assuming a hypothetical microcontroller register for GPIO

			    let gpio_register = 0x4000_0000 as *mut u32;

			    // Toggle the GPIO pin

			    *gpio_register ^= 1 << 5;

			}

With the HAL, the process becomes abstract and portable, as shown in the following code snippet:

			// With HAL (Abstraction)

			fn toggle_gpio_pin_with_hal(hal: &HAL) {

			    // Use HAL function to toggle GPIO pin

			    hal.toggle_gpio_pin(5);

			}

In the preceding example, the toggle_gpio_pin function abstracts the details of GPIO pin manipulation. The actual implementation of this function is specific to the microcontroller, but the application code remains portable.

Implementing the HAL

HAL implementations are typically provided by microcontroller manufacturers or the embedded development community. These implementations include functions for initializing peripherals, reading sensor data, and interacting with hardware components. When switching to a new microcontroller, developers can replace the HAL implementation while keeping the application code unchanged.

Project setup

In this section, we will guide you through the essential steps involved in setting up an embedded project using the Arduino Uno development board and Rust programming language.

Selecting the development environment

Before setting up the project, choose a development environment that supports Rust programming for embedded systems. Platforms like Visual Studio Code with the Rust analyzer plugin or the Rust-specific IDE, CLion, are popular choices. Ensure that the selected environment provides tools for building, flashing, and debugging embedded Rust code.

Initializing a Rust project

Open a terminal and navigate to the desired project directory. Run the following commands to initialize a new Rust project:

			# Initialize a new Rust project

			cargo new my_embedded_project --bin

Configuring Cargo.toml

From the project directory, open the Cargo.toml file in a text editor and configure it for embedded development. Add dependencies, specify the target architecture, and set compilation options. Our Cargo.toml for an Arduino Uno project might look like this:

			[package]

			name = "my_embedded_project"

			version = "0.1.0"

			edition = "2021"

			[dependencies]

			# Add dependencies for embedded development

			cortex-m = "0.7.0"

			cortex-m-rtic = "0.6.0"

			panic-halt = "0.2.0"

			[build]

			# Specify the target architecture for AVR (read more at https://doc.rust-lang.org/rustc/platform-support.html and https://doc.rust-lang.org/rustc/target-tier-policy.html)

			target = "avr-atmega328p.json"

Target specification 

Create a target specification file (avr-atmega328p.json) to define the architecture and compilation options for the AVR microcontroller on Arduino Uno. This file specifies features like the memory layout and entry point, as shown in the following example:

			{

			  "arch": "avr",

			  "data-layout": "e-P1-p1:8:8-i8:8-i16:16-i32:16-n8",

			  "linker-flavor": "ld",

			  "executables": true,

			  "linker": "avr-gcc",

			  "pre-linker-args": ["-mmcu=atmega328p"],

			  "relocation-model": "static",

			  "target-endian": "little",

			  "target-pointer-width": "16",

			  "cpu": "avr5",

			  "features": "-mmcu=atmega328p",

			  "eliminate-frame-pointer": false,

			  "requires-corporate-license": false

			}

Writing embedded code

Begin writing your embedded Rust code in src/main.rs. Import necessary libraries, initialize peripherals using the HAL, and implement the application logic. For our case, we will toggle an LED on pin 13 on the Arduino uno board. The board along with a simplified block diagram of the board is shown in Figure 18.3:
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Figure 18.3: Arduino Uno board and its block diagram

Now, let us connect an LED and a resistor between pin 13 and ground, as shown in Figure 18.4:

[image: ]
Figure 18.4: Connection required for toggling LED on pin 13

Once the connections are done, write the code as shown in the following example:

			// Import necessary libraries

			use avr_hal::prelude::*;

			// Entry point

			fn main() {

			    // Initialize peripherals

			    let dp = atmega328p::Peripherals::take().unwrap();

			    let mut pins = atmega328p::Pins::new(dp.PORTB, dp.DDRB, dp.PINB);

			    // Configure pin 13 as an output

			    let mut led = pins.d13.into_output(&mut pins.ddrb);

			    // Main application loop

			    loop {

			        // Toggle the LED

			        led.toggle().unwrap();

			        // Delay for a while

			        cortex_m::asm::delay(1000000);

			    }

			}

Use the following commands to build and flash the code to the Arduino Uno:

			# Build the project

			cargo build --target avr-atmega328p.json

			# Flash the code to the Arduino Uno

			cargo objcopy --target avr-atmega328p.json -- -O ihex target/avr-atmega328p/debug/my_embedded_project flash.hex

			Make sure get the avrdude from https://github.com/avrdudes/avrdude and run the following command:

			avrdude -v -patmega328p -carduino -P/dev/ttyACM0 -b115200 -D -Uflash:w:flash.hex:i

Replace /dev/ttyACM0 with the appropriate serial port for your Arduino Uno.

AVR-Rust toolchain

The AVR-Rust toolchain is a set of tools and libraries that enable developers to write embedded Rust code for Atmel AVR microcontrollers, including those used in the Arduino Uno development board. In this section, we will delve into the components of the AVR-Rust toolchain, its installation process, and how it facilitates embedded Rust development on AVR microcontrollers.

Components of AVR-Rust toolchain

The AVR-Rust toolchain comprises several essential components that enable developers to write embedded Rust code for Atmel AVR microcontrollers, including those used in the Arduino Uno development board. These components include the Rust programming language, LLVM compiler infrastructure, LLVM AVR backend, AVR-Libc, and the AVR-Device crate. Each component plays a crucial role in providing the necessary tools, libraries, and abstractions for efficient embedded development on AVR microcontroller platforms.


	Rust programming language: The AVR-Rust toolchain leverages the Rust compiler (rustc) to compile Rust code for AVR microcontrollers.


	LLVM: The LLVM compiler infrastructure is used as the backend for generating machine code from Rust source code. LLVM provides optimizations and code generation capabilities tailored for the AVR architecture.


	LLVM AVR backend: The LLVM AVR backend is responsible for translating LLVM intermediate representation (IR) into AVR assembly language. It targets specific AVR microcontroller models and generates optimized machine code.


	AVR-Libc: AVR-Libc is a C library specifically designed for AVR microcontrollers. It provides low-level functions and definitions necessary for interacting with AVR hardware peripherals and registers.


	AVR-device crate: The AVR-Device crate is a Rust crate that provides device-specific definitions and abstractions for various AVR microcontroller models. It enables Rust code to interact with AVR peripherals and features in a safe and efficient manner.



Installation process

To set up the AVR-Rust toolchain for embedded development on AVR microcontrollers, follow these steps:


	Install AVR toolchain: Install the AVR-GCC toolchain, which includes compilers, linkers, and utilities for AVR microcontrollers, if you are using a Debian-based operating system, you can use the following command:

sudo apt-get install gcc-avr avr-libc

On macOS, you can use Homebrew, and on Windows, the Chocolatey package manager is a good option.


	Install AVR-Rust toolchain components: Install additional components required for AVR-Rust development, including LLVM and AVR-Device crate:

cargo install avr-llvm avr-device


	Configure Cargo Target: Configure Cargo to use the AVR target for compiling Rust code:

rustup target add avr-atmega328p.json



Example usage

Once the AVR-Rust toolchain is installed, you can create, build, and flash embedded Rust projects for AVR microcontrollers. Here is an example of compiling and flashing a Rust program for Arduino Uno:

			# Create a new Rust project

			cargo new --bin my_avr_project

			# Navigate to the project directory

			cd my_avr_project

			# Edit Cargo.toml to specify AVR target

			# Build the project

			cargo build --target avr-atmega328p.json

			# Flash the compiled binary to Arduino Uno

			cargo objcopy --target avr-atmega328p.json -- -O ihex target/avr-atmega328p/debug/my_avr_project flash.hex

			avrdude -v -patmega328p -carduino -P/dev/ttyACM0 -b115200 -D -Uflash:w:flash.hex:i

Replace /dev/ttyACM0 with the appropriate serial port for your Arduino Uno.

The AVR-Rust toolchain empowers developers to harness the power of Rust programming language for embedded development on AVR microcontrollers, enabling safer, more reliable, and more efficient embedded systems.

Writing code

In this section, we will explore the process of writing embedded Rust code for the Arduino Uno development board. We will cover the basic structure of an embedded Rust program, interacting with peripherals using the HAL and implementing functionality tailored to the Arduino Uno’s hardware.

Basic structure of an embedded Rust program

An embedded Rust program typically follows a structure similar to other Rust programs but includes an additional initialization code for setting up microcontroller peripherals. Here is a basic structure for an embedded Rust program targeting the Arduino Uno:

			// Import necessary libraries

			use arduino_uno::prelude::*;

			// Entry point

			fn main() {

			    // Initialize peripherals

			    let dp = arduino_uno::Peripherals::take().unwrap();

			    let mut pins = dp.PORTB.split();

			    // Configure pin 13 as an output

			    let mut led = pins.d13.into_output();

			    // Main application loop

			    loop {

			        // Toggle the LED

			        led.toggle().unwrap();

			        // Delay for a while

			        arduino_uno::delay_ms(1000);

			    }

			}

In this example, we import the necessary libraries from the arduino_uno crate, initialize the peripherals, configure pin 13 as an output, and toggle the LED in a loop with a delay.

Interacting with peripherals using HAL

HAL provides a unified interface for interacting with microcontroller peripherals, such as GPIO pins, timers, and communication interfaces. HAL functions abstract the low-level details of hardware interaction, making it easier to write portable and maintainable code. Here is an example of interacting with a GPIO pin using the HAL:

			use arduino_uno::prelude::*;

			fn main() {

			    let dp = arduino_uno::Peripherals::take().unwrap();

			    let mut pins = dp.PORTB.split();

			    let mut led = pins.d13.into_output();

			    // Toggle the LED in a loop

			    loop {

			        led.toggle().unwrap();

			        arduino_uno::delay_ms(1000);

			    }

			}

In this example, we use the into_output() method to configure pin 13 as an output and the toggle() method to toggle the state of the LED.

Implementing functionality for Arduino Uno

The Arduino Uno development board features various hardware components, including digital and analog pins, communication interfaces (UART, SPI, I2C), and analog-to-digital converters. Developers can leverage the HAL to interact with these peripherals and implement custom functionality tailored to the Arduino Uno’s hardware. For example, reading from an analog pin using the ADC:

			use arduino_uno::adc::Adc;

			use arduino_uno::prelude::*;

			fn main() {

			    let dp = arduino_uno::Peripherals::take().unwrap();

			    let mut adc = Adc::new(dp.ADC);

			    // Read from analog pin A0

			    let analog_value: u16 = adc.read(&mut dp.PORTC, adc::channel::Adc0).unwrap();

			    // Process the analog value

			    // (e.g., convert to a physical quantity)

			}

In this example, we initialize the ADC peripheral, read from analog pin A0, and process the analog value as needed.

Writing embedded Rust code for the Arduino Uno involves understanding the basic structure of an embedded program, leveraging the HAL to interact with peripherals, and implementing custom functionality tailored to the Arduino Uno’s hardware features. With the right tools and libraries, developers can create robust and efficient embedded applications for a wide range of use cases.

Conclusion

In this chapter, we explored the fundamentals of using Rust for embedded programming, focusing on the Arduino Uno development board as a platform for learning embedded applications. We discussed the essential concepts of embedded programming, including microcontrollers, HAL, and project setup. We also delved into the AVR-Rust toolchain, which provides a set of tools and libraries for writing embedded Rust code targeting Atmel AVR microcontrollers. Through examples and explanations, we demonstrated the process of writing embedded Rust code, interacting with peripherals, and implementing custom functionality tailored to the Arduino Uno’s hardware features.

In the next chapter, we will develop a web application for authenticating username and password.

Questions


	What is the role of HAL in embedded programming, and how does it facilitate code development for microcontrollers?


	Can you describe the key characteristics of embedded systems and how they differ from general-purpose computing systems?


	What are some common examples of embedded systems, and how do they impact various industries?


	How does the AVR-Rust toolchain enable developers to write embedded Rust code for Atmel AVR microcontrollers, and what are its core components?


	Explain the difference between Harvard architecture and Von Neumann architecture in the context of microcontrollers.


	What are the essential components of a microcontroller, and how do they contribute to the device’s functionality?


	Walk us through the process of setting up an embedded project for the Arduino Uno development board using Rust programming language.


	How does the Rust programming language ensure safety and efficiency in embedded development compared to traditional languages like C/C++?


	Can you describe the basic structure of an embedded Rust program and how it interacts with peripherals using the HAL?


	What are some common functionalities implemented in embedded Rust code for the Arduino Uno, and how do developers leverage the AVR-Rust toolchain to achieve them?



Points to remember


	Embedded systems are specialized computing devices designed to perform specific tasks, often in real-time, and are prevalent in industries such as automotive, consumer electronics, and industrial automation.


	HAL provides a standardized interface for software to interact with hardware peripherals, abstracting low-level hardware details and enhancing code portability.


	Microcontrollers serve as the brains of embedded systems, consisting of a CPU, memory, peripherals, and a clock source, and are integral to executing tasks efficiently.


	The choice between the Harvard architecture and Von Neumann architecture in microcontrollers determines how program instructions and data are stored and accessed.


	The AVR-Rust toolchain enables developers to write embedded Rust code for Atmel AVR microcontrollers, leveraging the Rust programming language’s safety and efficiency features.


	Common components of the AVR-Rust toolchain include the Rust programming language, LLVM compiler infrastructure, AVR-Libc, and the AVR-Device crate.


	Setting up an embedded project for the Arduino Uno involves initializing a Rust project configuring the Cargo.toml file and specify the target architecture.


	Rust’s memory safety features, such as ownership and borrowing, ensure secure memory management in embedded systems, reducing the risk of memory-related bugs.


	Interacting with peripherals in embedded Rust code involves using HAL functions to configure pins, read sensor data, and implement custom functionality tailored to the hardware.


	Writing efficient embedded Rust code for Arduino Uno often involves leveraging HAL abstractions for GPIO manipulation, timer configuration, and communication interfaces.


	Leveraging the AVR-Rust toolchain allows developers to access and utilize existing AVR libraries and codebases written in C or C++, expanding the ecosystem of available resources for embedded development.


	Through a structured approach to embedded Rust programming, developers can unlock the potential of Rust’s safety, efficiency, and expressiveness in developing robust and reliable embedded systems.
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CHAPTER 19Running Rust from Web Browsers


Introduction

In this chapter, we will explore the world of running Rust code in web browsers using WebAssembly (Wasm). We will understand the fundamentals of Wasm and its integration with Rust, laying the groundwork for developing powerful web applications with enhanced performance and security. Throughout the chapter, we will explore setting up the development environment, leveraging tools like wasm-pack and npm to build, test, and deploy Rust-generated Wasm code. With practical examples and hands-on exercises, we will create web applications ranging from simple Hello-Web projects to more complex user authentication systems, showcasing the seamless integration of Rust and JavaScript to deliver robust and efficient web experiences. Through this exploration, readers will gain valuable insights into harnessing the combined power of Rust and Wasm to build high-performance web applications that push the boundaries of traditional web development.

Structure

This chapter covers the following topics:


	WebAssembly


	Getting setup ready


	Creating Hello-Web application


	User authentication web application



Objectives

By the end of this chapter, you will have gained proficiency in harnessing the capabilities and efficiency of Rust within JavaScript code, thereby unlocking the potential for achieving near-native performance. You will have acquired the skills to incorporate Rust-generated Wasm binaries into your web projects, effectively organizing and utilizing Rust functions within your web applications.

WebAssembly

Wasm, often abbreviated as wasm, is a binary instruction format that serves as a portable compilation target for high-level programming languages. It is designed to enable execution at near-native speed in web browsers, providing a more efficient alternative to traditional JavaScript for certain tasks. This section will delve into the fundamental aspects of Wasm, exploring its purpose, interoperability with various programming languages, and the performance advantages it offers.

Knowing WebAssembly

Wasm is a low-level bytecode that can be executed on a virtual machine, allowing developers to run code written in languages like Rust, C, and C++ directly in web browsers. Its primary goal is to bring high-performance applications to the web, enabling a level of efficiency that goes beyond what JavaScript can achieve. This section will provide an in-depth understanding of Wasm’s role in the web development landscape, outlining its key features and use cases. To illustrate the interoperability aspect of Wasm, let us see the following function written in Rust, which can be called from JavaScript:

			// Rust code to add two numbers

			#[no_mangle]

			pub extern "C" fn add(a: i32, b: i32) -> i32 {

			    a + b

			}

The preceding example demonstrates a simple Rust function that adds two numbers. The #[no_mangle] attribute ensures that the function name is not mangled during compilation, making it easily accessible from other languages.

Rust and WebAssembly

With its focus on memory safety and zero-cost abstractions, Rust is particularly well-suited for Wasm. Let us see the following example to understand why Rust is a compelling choice for Wasm development, examining features like ownership and borrowing that contribute to creating efficient and secure Wasm modules:

			// Rust code demonstrating ownership

			fn main() {

			    let data = String::from("Hello, WebAssembly!");

			    process_data(data);

			    // The ownership of 'data' has been transferred to process_data

			    // 'data' is no longer accessible here

			}

			fn process_data(data: String) {

			    // Process the data

			    println!("{}", data);

			}

The preceding example showcases Rust’s ownership system, where the ownership of the data string is transferred to the process_data function. This ownership model aligns well with the memory management requirements of Wasm, providing a secure and efficient way to handle data.

The following sections will explore how to set up Rust for Wasm development and create a basic Hello-Web application.

Getting setup ready

Before diving into Wasm development with Rust, setting up the development environment appropriately is crucial. This section will guide you through the steps, from installing Rust and configuring the Wasm toolchain to setting up development tools for a smooth workflow.

Installing Rust

To start working with Rust for Wasm, the first step is to install the Rust programming language using rustup, the official Rust toolchain installer. If you have not already installed rustup, you can do so with the following command:

			curl --proto '=https' --tlsv1.2 -sSf https://sh.rustup.rs | sh

Now, add Rust to the system PATH to ensure that the Rust compiler (rustc) and package manager (cargo) are accessible from the command line.

			source $HOME/.cargo/env

Now, check for Rust installation using the following commands:

			rustc --version

			cargo –version

You shall see and output as shown in Figure 19.1:
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Figure 19.1: Verifying installation of Rust

Setting up WebAssembly toolchain

With Rust installed, the next step is to set up the Wasm toolchain, particularly using wasm-pack. wasm-pack simplifies working with Rust and Wasm, handling tasks such as building, testing, and publishing Wasm crates. To install wasm-pack using its installer script, you can run the following command:

			cargo install wasm-pack

Alternatively, you can use the following command:

			curl https://rustwasm.github.io/wasm-pack/installer/init.sh -sSf | sh

For detailed installation instructions based on your operating system or in case you encounter any issues during the installation process, you can consult the following page: https://rustwasm.github.io/wasm-pack/installer/.

This resource provides step-by-step guidance and additional information to ensure a smooth setup of wasm-pack, a crucial tool for managing Wasm projects in Rust.

To check wasm-pack installation, run the following command:

			wasm-pack --version

Once installed, wasm-pack becomes a valuable tool for managing Wasm projects in Rust, streamlining the development workflow.

Cargo-generate

You also have the option to install the cargo-generate tool, facilitating a swift setup for a new Rust project by utilizing a predefined Git repository as a template. To install cargo-generate, execute the following command:

			cargo install cargo-generate

npm

npm, a package manager designed for JavaScript, installs and runs a JavaScript bundler along with a development server. Our compiled .wasm files will be published to the npm registry. To install npm, employ the subsequent command:

			sudo apt install npm

To verify the installed npm version, execute the command:

			npm –version

Ensure that npm is up to date on your system by running the following command if it is already installed:

			npm install npm@latest -g

Creating a Hello-Web application

With our environment prepared, let us create a straightforward hello-web project. Let us call it hello-wasm:


	Employing cargo generate, we can establish a new Rust project based on a predefined template:

cargo generate --git https://github.com/rustwasm/wasm-pack-template

Executing the above command will prompt you to input the desired project name, as illustrated in Figure 19.2:
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Figure 19.2: Creating a project with cargo generate


	Specify the project name as hello-wasm, and the tool will generate the project along with its associated files in a predefined template, as depicted in the following diagram:
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Figure 19.3: New project generated using cargo generate


	Upon navigating into the hello-wasm project, its structure is presented as depicted in the following diagram:

[image: ]
Figure 19.4: Structure of hello-wasm project


	Within the Cargo.toml file, you will find the specifications for dependencies and metadata crucial for cargo, Rust’s package manager, and build tool. Upon inspecting the contents of the Cargo.toml file, you will observe that it inherently includes a wasm-bindgen dependency, as illustrated below:

[dependencies]

wasm-bindgen = "0.2.63"


	In the src/lib.rs file, wasm-bindgen is employed to establish communication with JavaScript. This file imports the window.alert JavaScript function and exports the greet Rust function. The greet function, as depicted in the ensuing code snippet, triggers an alert with a welcoming message:

#[wasm_bindgen]

extern "C" {

    fn alert(s: &str);

}

#[wasm_bindgen]

pub fn greet() {

    alert("Hello, hello-wasm!");

}


	Following that, we compile the hello-wasm project by executing the wasm-pack build command, illustrated in the diagram below:
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Figure 19.5: Compiling the hello-wasm project with wasm-pack


	Upon the completion of the build process, its output is stored in the pkg directory, featuring the following components:

├── pkg/

│ ├── package.json

│ ├── README.md

│ ├── hello_wasm_bg.js

│ ├── hello_wasm_bg.wasm

│ ├── hello_wasm_bg.wasm.d.ts

│ ├── hello_wasm.d.ts

│ └── hello_wasm.js

The .wasm file, specifically hello-wasm/pkg/hello_wasm_bg.wasm, is the Wasm binary crafted by the Rust compiler from our Rust source code. This file encapsulates the wasm versions of all Rust functions and data. Notably, it includes an exported greet function, among others.


	The .js file, located at hello-wasm/pkg/hello_wasm_bg.js, is produced by wasm-bindgen. It facilitates the importation of DOM and JavaScript functions into Rust while exposing APIs to the Wasm functions for JavaScript consumption. Within this file, the greet function encapsulates the greet function exported from the Wasm module, as depicted in the code snippet below:

import * as wasm from './hello_wasm_bg.wasm';

// ...

export function greet() {

    wasm.greet();

}


	The package.json file located at hello-wasm/pkg/package.json contains metadata about the generated JavaScript and Wasm package:

{

  "name": "hello-wasm",

  "collaborators": [

    "Abhishek Kumar <your.email@example.com>"

  ],

  "version": "0.1.0",

  "files": [

    "hello_wasm_bg.wasm",

    "hello_wasm.js",

    "hello_wasm_bg.js",

    "hello_wasm.d.ts"

  ],

  "module": "hello_wasm.js",

  "types": "hello_wasm.d.ts",

  "sideEffects": false

}


	To incorporate our hello-wasm package into a web page, we execute the following command within the hello-wasm directory:

npm init wasm-app www

Running the command should show the output shown in Figure 19.6:
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Figure 19.6: Running hello-wasm from a web page


	It should create a new directory www with the following content:

./www

    ├── bootstrap.js

    ├── index.html

    ├── index.js

    ├── LICENSE-APACHE

    ├── LICENSE-MIT

    ├── package.json

    ├── package-lock.json

    ├── README.md

    └── webpack.config.js


	The www/index.html file serves as the main HTML file for the web page. It incorporates bootstrap.js, a wrapper around index.js, as illustrated below:

<!DOCTYPE html>

<html>

<head>

<meta charset="utf-8">

<title>Hello wasm-pack!</title>

</head>

<body>

<noscript>This page contains webassembly and javascript content, please enable javascript in your browser.</noscript>

<script src="./bootstrap.js"></script>

</body>

</html>


	The www/package.json file serves as the primary configuration file. Rather than relying on the hello-wasm-pack package from npm, we aim to utilize our local hello-wasm package. Thus, we will include the following entry under devDependencies in www/package.json:

"devDependencies": {

  "hello-wasm": "file:../pkg",

  ...

}


	The www/index.js file is the primary entry point for our web page’s JavaScript functionality. It imports the hello-wasm-pack npm package and invokes the greet function from hello-wasm-pack, as depicted in the code snippet below:

import * as wasm from "hello-wasm-pack";

wasm.greet();


	We adjust www/index.js to import hello-wasm instead of the hello-wasm-pack package, as demonstrated in the code snippet below:

import * as wasm from "hello-wasm";

wasm.greet();


	To install the local development server and its dependencies, navigate to the hello-wasm/www subdirectory and execute the following command:

npm install

Upon running this command, you will observe a console output resembling the one depicted in the following screenshot:
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Figure 19.7: Using npm install to install dependencies


	Our web page is now prepared and ready to be served. To initiate a local server, execute the following command from the hello-wasm/www directory:

npm run start


	Upon navigating to http://localhost:8080/, you should encounter an alert message, as illustrated in the diagram below:
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Figure 19.8: Output of hello-wasm project in a browser



User authentication web application

Now that we have gained familiarity with the package structure utilizing Rust in a JavaScript project, let us proceed to develop our primary user login web application for authenticating usernames and passwords within a web browser:


	We will adhere to the same template utilized for the hello-wasm project:

cargo generate —git https://github.com/rustwasm/wasm-pack-template


	Specify the project name as wasm-login and navigate into the wasm-login directory:

cd wasm-login


	Compile the project using wasm-pack:

wasm-pack build


	Initialize a new npm project for the web application:

npm init wasm-app www


	Navigate into the www directory:

cd www




	Include the following entry under devDependencies within www/package.json:

"devDependencies": {

  "wasm-login": "file:../pkg",

  ...

}


	Update the www/index.js file as follows:

import * as wasm from "hello-wasm-pack";


	Install project dependencies:

npm install


	Initiate the local server:

npm run start


	Accessing http://localhost:8080/ in your web browser will display the following screen:
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Figure 19.9: Alert displayed by the wasm-login project in the web browser

Next, we will enhance the www/index.html file to craft our login application’s primary user interface (UI). This entails incorporating a login form featuring fields for the username and password, along with Login and Reset buttons. You can modify the www/index.html file as depicted in the following code snippet:

<!DOCTYPE html>

<html>

<head>

	<meta charset="utf-8">

	<title>Login Application</title>

</head>

<body>

	<h2 id="login_heading">Login Page</h2>

	<div class="login_container" id="login_container">

		<form id="login_form" method="get" action="login.php">

			<label id="username_label">

				<b>User Name</b>

			</label>

			<input type="text" name="username" id="username">

			<br><br>

			<label id="password_label">

				<b>Password</b>

			</label>

			<input type="password" name="password" id="password">

			<br><br>

			<input type="button" name="login_button" id="login_button" value="Log In">

			<input type="button" name="reset_button" id="reset_button" value="Reset">

			<br>

		</form>

	</div>

	<script src="./bootstrap.js"></script>

</body>

</html>


	Upon navigating to http://localhost:8080/ in your browser, you will be presented with the following output:
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Figure 19.10: Display of the UI for the wasm-login application along with an alert window


	Furthermore, we will eliminate the wasm.greet() function invocation from www/index.js to prevent the alert message from appearing on top of the UI. As a result, accessing http://localhost:8080/ will yield the following output:
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Figure 19.11: Result displaying the UI of the wasm-login application devoid of any styling


	With the removal of the alert window, the UI appears unpolished. Each field appears aligned to the left within the browser, resulting in excessive space on the right side and below the form. To address this issue, let us craft a CSS file named www/style.css and apply some styling to enhance our login form. The contents of the www/style.css file should resemble the following:

.div_login {

    width: 382px;

    overflow: hidden;

    margin: auto;

    margin-top: 20px;

    margin-right: 0;

    margin-bottom: 0;

    margin-left: 450px;

    padding: 80px;

    background-color: #e4ebe9;

    border-radius: 15px;

}

h2 {

    text-align: center;

    padding: 20px;

}

			

#Uname,

#Pass {

    width: 300px;

    height: 30px;

    border-radius: 3px;

    padding-left: 8px;

}

#btn_login {

    float: left;

}

			

#btn_reset {

    float: right;

}


	We must include a reference to the style.css file we have recently crafted in the www/index.html file, as depicted in the following code snippet:

<head>

<meta charset="utf-8">

<title>Login Application</title>

<link rel="stylesheet" type="text/css" href="style.css">

</head>

Let us open http://localhost:8080/ in the web browser and examine the appearance of the UI:
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Figure 19.12: Result demonstrating the UI of the wasm-login application enhanced with styling

The UI now boasts an improved appearance. While we have successfully designed the UI for our web application, it is important to note that the Log In and Reset buttons currently lack functionality as we have not implemented any logic to handle them.


	Initially, we will adjust the www/index.js file to incorporate click events for the login and reset buttons. We will define two functions, click_login and click_reset, corresponding to the login and reset buttons. This is demonstrated in the following code snippet:

document.getElementById('btn_login').addEventListener('click', ev => click_login());

document.getElementById('btn_reset').addEventListener('click', ev => click_reset());

Within the click_login function, we retrieve the values entered by the user for both the username and password. Subsequently, we invoke the login function defined in the Rust source file wasm-login/src/lib.rs, which employs wasm-bindgen to interact with JavaScript. Although we could have incorporated the logic to authenticate user login directly within JavaScript, we delegate this task to Rust for demonstration. The definition of the login function within src/lib.rs is presented in the subsequent code snippet:

#[wasm_bindgen]

pub fn login(uname: &str, passwd: &str) -> bool {

    if uname == "abhishek" && passwd == "rust" {

        return true;

    } else {

        return false;

    }

}

In the above code snippet, we compare the provided username and password against predetermined values of "abhishek" and "rust" respectively. If the values match, the function returns true, indicating successful authentication; otherwise, it returns false.

In the click_reset function, we simply reset the values of the username and password fields.

The final contents of the file www/index.js looks like:

import * as wasm from "wasm-login";

document.getElementById('btn_login').addEventListener('click', ev => click_login());

document.getElementById('btn_reset').addEventListener('click', ev => click_reset());

function click_login() {

    let isLogin = true;

    if (document.getElementById("btn_login").value == "Log In") {

        let uname = document.getElementById("Uname").value;

        let pwd = document.getElementById("Pass").value;

        console.log("Username = ", uname);

        if (wasm.login(uname, pwd)) {

			            document.getElementById("lbl_uname").style.visibility = "hidden";

			            document.getElementById("lbl_pwd").style.visibility = "hidden";

			            document.getElementById("Uname").style.visibility = "hidden";

			            document.getElementById("Pass").style.visibility = "hidden";

			            document.getElementById("btn_reset").style.visibility = "hidden";

			            document.getElementById("btn_login").value = "Log Out";

			            document.getElementById("h2_login").innerHTML = "Hello, ".concat(uname);

        } else {

            wasm.login_failure();

        }

    } else {

			        document.getElementById("lbl_uname").style.visibility = "visible";

			        document.getElementById("lbl_pwd").style.visibility = "visible";

			        document.getElementById("Uname").style.visibility = "visible";

        document.getElementById("Pass").style.visibility = "visible";

        document.getElementById("btn_login").value = "Log In";

			        document.getElementById("btn_reset").style.visibility = "visible";

        document.getElementById("Pass").value = "";

        document.getElementById("h2_login").innerHTML = "Login Page";

    }

}

function click_reset() {

    document.getElementById("Uname").value = "";

    document.getElementById("Pass").value = "";

}


	Next, execute the following command from the root directory wasm-login/ to compile the project:

wasm-pack build


	Afterwards, navigate to the www directory and install the dependencies by running the following command:

npm install


	Finally, initiate the server by executing the following command:

npm run start


	Now, open your browser and navigate to http://localhost:8080/. You will observe the same screen as before, as there have been no modifications to the UI. Therefore, the displayed screen should resemble the one depicted in the diagram below:
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Figure 19.13: The login interface of the wasm-login project


	Let us experiment with various login scenarios using our web application. Initially, we will input an incorrect username and click on Log In. This action should trigger an alert window displaying the message Invalid credentials !!! Try again…, as illustrated in the following diagram:
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Figure 19.14: Result displayed when an incorrect username or password is entered


	Now, input the correct username abhishek and password rust, then click on the Log In button, as depicted in the following diagram:
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Figure 19.15: The correct username and password values in the login form


	Upon clicking the Log In button, you will receive a greeting Hello, abhishek. The username and password fields will vanish, and the Log In button will transform into a Log Out button, as illustrated in the following diagram:
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Figure 19.16: Result depicting the successful login screen


	Upon clicking the Log Out button, you will revert to the original login screen, as illustrated in the following diagram:
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Figure 19.17: Login screen displayed after logging out of the application



Within our wasm-login web application, we relied on hard-coded values abhishek and rust to validate the username and password entered by the user. If the provided values matched, we returned true, indicating successful authentication; otherwise, we returned false. However, in real-world scenarios, applications typically serve multiple users, and it is neither feasible nor secure to embed user details within the code. Instead, user and application data should be stored in a database, with the code fetching data as needed. Consequently, updating the login logic to retrieve details from the database is essential.

Conclusion

In this chapter, you learned to run Rust from web browsers, exploring the potential of Wasm to execute Rust code in web environments. You understood the fundamentals of Wasm, followed by setting up the necessary environment for web development with Rust. By creating a simple Hello-Web application, you gained practical experience compiling Rust code into Wasm and integrating it into web applications. You ventured into developing a user authentication web application, demonstrating the process of interfacing Rust with JavaScript and crafting a functional user interface. By exploring the intricacies of handling user authentication and discussing the importance of secure data management, you acquired insights into the practical considerations of building robust web applications with Rust and Wasm.

In the next chapter, we will learn about Rhai—a fast embedded scripting language that lets you add scripting to your Rust applications.

Questions


	How does Wasm facilitate running Rust code in web browsers?


	What steps are involved in setting up the environment for running Rust code in web browsers?


	Develop a web application capable of receiving two numbers and a binary operator as input from the user and displaying the result on the screen. The functions executing the binary operations should be implemented in Rust and invoked from the JavaScript code.


	How can user authentication be implemented in a web application using Rust and Wasm?


	Explain the role of cargo-generate in quickly setting up a new Rust project from a pre-existing Git repository.


	What is the purpose of npm in the context of running Rust code in web browsers?


	How can you incorporate CSS styling into a web application using Rust and Wasm?


	Discuss the significance of delegating performance-intensive code logic to Rust in web applications.


	What steps are involved in compiling a Rust project into Wasm using wasm-pack?


	How can user data be securely managed in a web application developed with Rust and Wasm?



Points to remember


	Wasm enables running compiled code in web browsers alongside JavaScript, providing enhanced performance and flexibility.


	With its strong memory safety guarantees and high-performance capabilities, Rust is well-suited for Wasm development.


	The wasm-bindgen tool facilitates seamless interaction between Rust and JavaScript, allowing for smooth integration of Rust code into web applications.


	Cargo is Rust’s package manager and build tool, essential for managing dependencies and building Rust projects for Wasm.


	Cargo-generate is a useful tool for quickly setting up new Rust projects from existing Git repositories, streamlining the project setup process.


	Wasm-pack is a tool for building, testing, and publishing Rust-generated Wasm, simplifying the development workflow.


	npm, a package manager for JavaScript, is instrumental in managing dependencies and running JavaScript-based tools and libraries.


	Integrating CSS styling into web applications developed with Rust and Wasm enhances the user experience and visual appeal.


	Delegating performance-intensive code logic to Rust in web applications can significantly improve overall application performance and efficiency.


	It is crucial to securely manage user data in web applications developed with Rust and Wasm, considering potential security risks.


	Testing and debugging are integral parts of the development process, and tools like npm and cargo provide functionalities for testing and debugging Rust and JavaScript code.


	Continuously updating and maintaining dependencies is essential to ensure compatibility, security, and optimal performance of web applications built with Rust and Wasm.
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CHAPTER 20Working with Rhai: An Embedded Scripting for Rust


Introduction

In this chapter, we will discuss Rhai, a lightning-fast embedded scripting language designed to integrate with Rust applications. Rhai empowers developers to incorporate scripting capabilities into their Rust projects, enabling them to enhance flexibility and adaptability. With Rhai, the robust core functionalities of your application can be implemented in Rust and effortlessly exposed to the scripting environment for dynamic execution. Through exploring various aspects such as data types, variables, operators, conditional expressions, loops, functions, and interoperation between Rust and Rhai, we will unlock the full potential of this powerful combination for building dynamic and versatile applications.

Structure

The chapter covers the following topics:


	Introduction to Rhai


	Data types in Rhai scripting language


	Variables and constants


	Operators


	Conditional expressions


	Loops


	Functions


	Running Rhai script from Rust


	Rhai script files


	Calling Rust functions from Rhai


	Calling Rhai functions from Rust


	Using Rust types in Rhai script


	Exporting Rust modules and functions to Rhai with plugins



Objectives

By the end of this chapter, you will have a comprehensive understanding of Rhai and its integration with Rust, enabling you to harness the full potential of embedded scripting in your Rust applications. You can confidently manipulate data types, define variables and constants, utilize operators, implement conditional expressions and loops, and create functions within Rhai scripts. Furthermore, you will learn how to run Rhai scripts from within Rust, handle Rhai script files, and establish bidirectional communication by calling Rust functions from Rhai and vice versa. You will gain proficiency in utilizing Rust types within Rhai scripts and exporting Rust modules and functions to Rhai using plugins, equipping you with the skills to leverage Rhai effectively for dynamic scripting needs in your Rust projects.

Introduction to Rhai

Rhai stands out as a powerful and efficient embedded scripting language for Rust, tailored to integrate with Rust applications seamlessly. Its lightweight design and focus on speed make it an ideal choice for scenarios where dynamic scripting capabilities are required without compromising performance. Rhai introduces developers to the flexibility of incorporating scriptable elements into Rust projects, allowing for dynamic adjustments without sacrificing the robustness of Rust’s core functionalities.

At its core, Rhai provides a familiar scripting syntax, resembling a subset of JavaScript, making it accessible even to those unfamiliar with Rust. The language supports various data types, including integers, floats, Booleans, strings, arrays, and maps, providing the versatility needed for diverse scripting scenarios. Rhai’s syntax encourages concise and expressive scripting, fostering code readability and maintainability.

One of the critical advantages of Rhai is its ability to execute scripts swiftly, offering a bridge between Rust’s statically typed, compiled nature and the dynamic world of scripting. This chapter will explore the fundamental building blocks of Rhai, including an in-depth examination of data types, variables, constants, operators, conditional expressions, loops, and functions. As we progress, we will uncover the seamless integration of Rhai with Rust, paving the way for a comprehensive understanding of how these two languages collaborate to create dynamic and adaptable software solutions.

Data types in Rhai scripting language

Rhai, as a scripting language, supports various data types crucial for manipulating and storing information within scripts. Understanding these data types is fundamental for effective script development. Here, we will explore the core data types supported by Rhai.

Integers and floats

Rhai supports both integer and floating-point number types. Integers are whole numbers without any decimal point. Rhai supports both signed and unsigned integers. Signed integers can represent positive, negative, or zero values, while unsigned integers represent only non-negative values. Examples of integer literals in Rhai include 42, -10, 0, u32::MAX (maximum value for a 32-bit unsigned integer), etc. Floats, also known as floating-point numbers, represent numbers with a decimal point or in exponential form. Rhai supports single-precision (f32) and double-precision (f64) floating-point numbers. Examples of float literals in Rhai include 3.14, 1.0e3, 1.5f32, etc. Let us see the following code snippet to understand how to work with integers and float in Rhai:

			let integer_num = 42; // Integer

			let float_num = 3.14; // Float

Booleans

Booleans represent either true or false logical values and are essential for controlling the execution flow within scripts through conditional expressions and loop conditions. The following code snippet illustrates how to work with Booleans:

			let is_true = true;

			let is_false = false;

Strings

Strings are sequences of characters enclosed within double quotes and are used to represent textual data in Rhai scripts. They support various operations, such as concatenation and slicing. The following code snippet illustrates how to work with strings:

			let greeting = "Hello, ";

			let name = "Alice";

			let message = greeting + name; // Concatenation

Arrays

Arrays are ordered collections of elements of the same type, allowing for storing and manipulating multiple values within a single variable. They are indexed starting from zero and support operations like element access, iteration, and modification. The following example illustrates how to work with arrays:

			let numbers = [1, 2, 3, 4, 5];

			let first_element = numbers[0]; // Accessing the first element

Maps

Maps, dictionaries, or hash tables are unordered collections of key-value pairs. Keys are unique within a map; each key is associated with a value. Maps are defined using curly braces {} with key-value pairs separated by commas. They help associate data and perform efficient lookups based on keys. The following example illustrates how to work with maps:

			let person = {

			    "name": "John",

			    "age": 30,

			    "city": "New York"

			};

			let person_name = person["name"]; // Accessing value by key

Understanding these fundamental data types equips developers with the tools to manipulate data effectively within Rhai scripts, facilitating the creation of dynamic and versatile applications.

Variables and constants

Variables and constants are pivotal in programming languages like Rhai, allowing developers to store and manipulate data efficiently. In Rhai, variables are placeholders for values that can change during the execution of a script, while constants are placeholders for values that remain constant throughout the script’s execution. Let us delve into the details of variables and constants in Rhai.

Declaring variables

In Rhai, variables are declared using the let keyword followed by the variable name and an optional type annotation. Rhai is dynamically typed, so the variable type is inferred based on the assigned value. Variables can be reassigned to different values of compatible types. For example:

			let x = 42;  // Integer variable

			let y: f64 = 3.14;  // Float variable with type annotation

			let message = "Hello, Rhai!";  // String variable

Declaring constants

Constants in Rhai are declared using the const keyword followed by the constant name and its value. Constants must be assigned a value at the time of declaration and cannot be reassigned later in the script. Constants are often used for values that remain unchanged throughout the script’s execution. For example:

			const PI: f64 = 3.14159265359;  // Constant for Pi

			const MAX_SIZE = 100;  // Constant for maximum size

Mutability

By default, variables in Rhai are immutable, meaning their values cannot be changed once assigned. However, the mut keyword can be used to declare mutable variables, allowing their values to be modified during the script’s execution. For example:

			let mut counter = 0;  // Mutable variable

			counter += 1;  // Modifying the value of a mutable variable

Scope and lifetime

Variables and constants in Rhai have a scope that defines where they are accessible within the script. Variables declared inside a block or function are scoped to that block or function and are not accessible outside it. Rhai follows lexical scoping rules, where variables declared in an outer scope are accessible within inner scopes but not vice versa. For example:

			{

			    let inner_variable = 42;  // Scoped to this block

			}  // inner_variable goes out of scope here

Shadowing

Rhai supports variable shadowing, allowing developers to declare a new variable with the same name as an existing one within the same scope. This feature enables reusing variable names without conflicting with existing variables. When shadowing occurs, the inner variable shadows the outer one, and the outer variable remains inaccessible within the scope of the inner one. For example:

			let x = 10;

			{

			    let x = 20;  // Shadowing the outer variable x

			    println!("Inner x: {}", x);  // Output: Inner x: 20

			}

			println!("Outer x: {}", x);  // Output: Outer x: 10

Understanding variables and constants in Rhai, including their declaration, mutability, scope, and shadowing, is fundamental for effectively managing data within Rhai scripts. Utilizing variables and constants appropriately enables developers to create more robust and maintainable Rhai scripts for their Rust applications.

Operators

Operators are essential components of any programming language, including Rhai, enabling developers to perform various operations on data and variables. Rhai supports various operators, including arithmetic, assignment, comparison, logical, and bitwise. Let us explore each category of operators in detail.

Arithmetic operators

Rhai supports standard arithmetic operators for performing mathematical calculations. These operators include addition +, subtraction -, multiplication *, division /, and modulus %. Rhai supports the exponentiation operator ^ for raising a number to a power. For example:

			let result = 10 + 5;  // Addition

			let difference = 20 - 8;  // Subtraction

			let product = 4 * 6;  // Multiplication

			let quotient = 15 / 3;  // Division

			let remainder = 10 % 3;  // Modulus

			let power = 2 ^ 3;  // Exponentiation (2 raised to the power of 3)

Assignment operators

Rhai supports various assignment operators for assigning values to variables and modifying their values. These operators include the simple assignment = and compound assignment operators such as +=, -=, *=, /=, and %=. Compound assignment operators combine an arithmetic operation with the assignment. For example:

			let mut num = 10;

			num += 5;  // Equivalent to: num = num + 5;

			num -= 3;  // Equivalent to: num = num - 3;

			num *= 2;  // Equivalent to: num = num * 2;

			num /= 4;  // Equivalent to: num = num / 4;

			num %= 3;  // Equivalent to: num = num % 3;

Comparison operators

Rhai supports comparison operators for comparing values and determining their relationship. These operators include equality ==, inequality !=, greater than >, less than <, greater than or equal to >=, and less than or equal to <=. Comparison operators return a Boolean value (true or false) based on the comparison result. For example:

			let a = 10;

			let b = 5;

			let is_equal = a == b;  // false

			let is_greater = a > b;  // true

			let is_less_or_equal = b <= 5;  // true

Logical operators

Rhai supports logical operators for combining multiple Boolean expressions and determining their truth value. These operators include logical AND &&, logical OR ||, and logical NOT !. Logical operators are commonly used in conditional expressions and control flow statements. For example:

			let x = true;

			let y = false;

			let logical_and = x && y;  // false

			let logical_or = x || y;  // true

			let logical_not = !x;  // false

Bitwise operators

Rhai also supports bitwise operators for performing bitwise operations on integers. These operators include bitwise AND &, bitwise OR |, bitwise XOR ^, bitwise NOT !, left shift <<, and right shift >>. Bitwise operators manipulate individual bits within integer values. For example:

			let a = 0b1100;  // Binary representation of 12

			let b = 0b1010;  // Binary representation of 10

			let bitwise_and = a & b;  // Binary representation of 8 (0b1000)

			let bitwise_or = a | b;  // Binary representation of 14 (0b1110)

			let bitwise_xor = a ^ b;  // Binary representation of 6 (0b0110)

Understanding and effectively utilizing operators in Rhai enables developers to perform various operations, from simple arithmetic calculations to complex bitwise manipulations. By mastering these operators, developers can write more concise and expressive Rhai scripts for their Rust applications, enhancing readability and efficiency.

Conditional expressions

Conditional expressions are fundamental constructs in programming languages like Rhai, enabling developers to control the execution flow based on specified conditions. Rhai supports various conditional expressions, including if statements, if-else statements, if-else-if chains, and ternary expressions. Let us explore each type of conditional expression in detail.

If statements

If statements in Rhai allow developers to execute a code block if a specified condition is evaluated as true. The syntax of an if statement in Rhai is straightforward:

			if condition { 

			code_block 

			}

If the condition is true, the code block is executed; otherwise, it is skipped. For example:

			let x = 10;

			if x > 5 {

			    println!("x is greater than 5");

			}

If-else statements

If-else statements extend the functionality of if statements by providing an alternative code block to execute if the condition evaluates to false. The syntax of an if-else statement in Rhai is:

			if condition { 

			   code_block1 

			} else { 

			   code_block2 

			}. 

If the condition is true, code_block1 is executed; otherwise, code_block2 is executed. For example:

			let x = 3;

			if x > 5 {

			    println!("x is greater than 5");

			} else {

			    println!("x is less than or equal to 5");

			}

If-else-if chains

Rhai supports if-else-if chains for handling multiple conditions sequentially. This construct allows developers to specify a series of conditions and associated code blocks, with each condition being evaluated in order until one evaluates to true. The syntax of an if-else-if chain in Rhai is:

			if condition1 { 

			   code_block1 

			} else if condition2 { 

			   code_block2 

			} else { 

			   code_block3 

			}

Let us see the following code snippet to understand if-else-if chains:

			let x = 3;

			if x > 5 {

			    println!("x is greater than 5");

			} else if x == 5 {

			    println!("x is equal to 5");

			} else {

			    println!("x is less than 5");

			}

Ternary expressions

Ternary expressions provide a concise way to express conditional logic with a single line of code. The syntax of a ternary expression in Rhai is: condition ? value_if_true : value_if_false. If the condition is true, the value_if_true expression is evaluated; otherwise, the value_if_false expression is evaluated. Ternary expressions are useful for assigning values based on conditions. For example:

			let x = 10;

			let message = if x > 5 { "x is greater than 5" } else { "x is less than or equal to 5" };

			println!("{}", message);

Proficiency in comprehending and adeptly applying conditional expressions in Rhai empowers developers to introduce dynamic control flow logic within their scripts, fostering enhanced flexibility and responsiveness in Rust applications. The mastery of these conditional constructs equips developers with the capability to craft succinct and efficient Rhai scripts, thereby augmenting their Rust projects’ overall functionality and adaptability.

Loops

Loops are indispensable constructs in programming languages, enabling developers to iterate over data collections or execute a block of code repeatedly until a specified condition is met. Rhai provides various loops, including for, while, and loop loops, each serving different looping scenarios. Let us explore each type of loop in detail.

For loops

For loops in Rhai are used to iterate over a sequence of values, such as arrays or ranges. The syntax of a for loop in Rhai is:

			for element in iterable { 

			   code_block 

			}

Where element represents the current value being iterated over, and iterable is the collection of values. For example:

			let numbers = [1, 2, 3, 4, 5];

			for num in numbers {

			    println!("{}", num);  // Prints each number in the array

			}

While loops

While loops in Rhai execute a block of code repeatedly as long as a specified condition evaluates to true. The syntax of a while loop in Rhai is:

			while condition { 

			   code_block 

			}

Where condition is the Boolean expression determining whether to continue executing the loop. For example:

			let mut counter = 0;

			while counter < 5 {

			    println!("{}", counter);  // Prints numbers from 0 to 4

			    counter += 1;

			}

Loop loops

Loop loops in Rhai execute a block of code repeatedly indefinitely until explicitly terminated using a break statement. The syntax of a loop in Rhai is:

			loop { 

			   code_block 

			}

Loop loops are useful when the number of iterations is unknown, or the loop should continue until a specific condition is met. For example:

			let mut num = 0;

			loop {

			    println!("{}", num);  // Prints numbers indefinitely

			    num += 1;

			    if num == 5 {

			        break;  // Terminates the loop when num reaches 5

			    }

			}

Loop control statements

Rhai provides loop control statements such as break and continue to modify the execution flow within loops. The break statement exits the loop prematurely, while the continue statement skips the rest of the current iteration and proceeds to the next iteration. These control statements provide flexibility in controlling loop behavior based on specific conditions. For example:

			let mut counter = 0;

			while counter < 10 {

			    if counter == 5 {

			        break;  // Exits the loop when counter is 5

			    }

			    if counter % 2 == 0 {

			        continue;  // Skips even numbers

			    }

			    println!("{}", counter);

			    counter += 1;

			}

Comprehending the various types of loops and their specific applications in Rhai empowers developers to iterate efficiently over data collections, establish conditional looping behaviors, and manage loop execution flow. Proficiency in loop constructs and control statements enables developers to craft more expressive and streamlined Rhai scripts, thereby improving the functionality and performance of their Rust applications.

Functions

Functions are essential building blocks in programming languages, allowing developers to encapsulate reusable blocks of code and modularize their applications. Rhai supports declaration and invocating functions, enabling developers to define custom functionalities within their scripts. Let us explore the various functions of Rhai.

Function declaration

Functions in Rhai are declared using the fn keyword followed by the function name, parameter list (if any), and optional return type annotation. The syntax of a function declaration in Rhai is: fn function_name(parameter1: type1, parameter2: type2) -> return_type { code_block }. For example:

			fn add(a: i32, b: i32) -> i32 {

			    return a + b;

			}

Function invocation

Functions in Rhai are invoked by specifying the function name followed by the arguments enclosed within parentheses. Rhai allows both positional and named arguments when invoking functions. For example:

			let result = add(10, 20);  // Positional arguments

			let result = add(b = 20, a = 10);  // Named arguments

Return values

Rhai functions can return values using the return keyword followed by the value to be returned. If the return type is specified in the function declaration, the returned value must match the specified type. If the return keyword is omitted, the last expression evaluated in the function block is implicitly returned. For example:

			fn multiply(a: i32, b: i32) -> i32 {

			    a * b  // Implicit return

			}

Function parameters

Rhai functions can have parameter placeholders for values passed to the function when invoked. Parameters are defined within the parentheses following the function name in the function declaration. Rhai supports both mandatory and optional parameters, as well as default parameter values. For example:

			fn greet(name: &str) {

			    println!("Hello, {}", name);

			}

Function scope

Variables declared within a function in Rhai are scoped to that function and are not accessible outside it. This encapsulation ensures that variables defined within a function do not interfere with variables in other parts of the script. Rhai follows lexical scoping rules, where variables declared in an outer scope are accessible within inner scopes but not vice versa. For example:

			fn inner_function() {

			    let inner_variable = 42;  // Scoped to this function

			}  // inner_variable goes out of scope here

Grasping the fundamentals of function declaration, invocation, return values, parameters, and scope in Rhai empowers developers to architect modular and maintainable scripts. Through adept utilization of functions, developers gain the capacity to structure their code more efficiently, elevating both the readability and reusability of their Rust applications.

Running Rhai script from Rust

Integrating dynamic scripting capabilities into Rust applications becomes seamlessly achievable by executing Rhai scripts directly from within Rust. With an accessible and user-friendly API provided by Rhai, developers gain the ability to run scripts effortlessly, unlocking the potential for dynamic and adaptable functionality. This section delves into the intricate process of incorporating Rhai scripts within Rust applications, demonstrating the steps to execute scripts, pass variables between Rust and Rhai, and gracefully handle errors. By embracing the symbiosis of Rust and Rhai, developers can enhance the versatility of their applications, enabling them to execute complex logic defined in Rhai scripts while maintaining the robust performance of their Rust codebase.

Setting up Rhai in Cargo.toml

To incorporate the Rhai crate into your Rust project, add it to your Cargo.toml file under the [dependencies] section. Simply include the line rhai = "0.15" in your Cargo.toml to declare Rhai as a dependency. This step ensures that Rhai is appropriately installed and accessible within your Rust project, enabling you to leverage its features seamlessly. Once added, Rhai can be imported and utilized within your Rust codebase, facilitating the execution of Rhai scripts directly from Rust. The contents of the Cargo.toml file should include:

			[dependencies]

			rhai = "0.15"

Executing Rhai scripts

Once Rhai is included as a dependency, you can use its API to execute Rhai scripts from within your Rust code. The Engine struct from the Rhai crate provides a simple script execution interface. Here is an example of how to execute a simple Rhai script from Rust:

			use rhai::{Engine, EvalAltResult};

			fn main() -> Result<(), Box<EvalAltResult>> {

			    let engine = Engine::new();

			    let result = engine.eval::<i64>("40 + 2")?;

			    println!("Result: {}", result);

			    Ok(())

			}

Output of the program is:

			Result: 42

Passing variables from Rust to Rhai

You can pass variables from Rust to Rhai scripts using Rhai’s register_global_module function. This function allows you to expose Rust variables to Rhai scripts. Here is an example demonstrating how to pass a variable from Rust to a Rhai script:

			use rhai::{Engine, Scope};

			fn main() {

			    let engine = Engine::new();

			    let mut scope = Scope::new();

			    

			    let x = 42;

			    scope.push("x", x);

			    engine.eval_with_scope::<()>(&mut scope, "print(x);").unwrap();

			}

The output of the program is:

			42

Handling errors

When executing Rhai scripts from Rust, it is essential to handle errors gracefully. Rhai provides error-handling mechanisms through the EvalAltResult enum, which represents different types of evaluation errors. It is essential to handle these errors to ensure the robustness of your Rust application. Here is an example demonstrating error handling when executing a Rhai script:

			use rhai::{Engine, EvalAltResult};

			fn main() {

			    let engine = Engine::new();

			    match engine.eval::<i64>("invalid syntax") {

			        Ok(result) => println!("Result: {}", result),

			        Err(err) => println!("Error: {}", err),

			    }

			}

Running Rhai scripts from within Rust provides developers with the flexibility to incorporate dynamic scripting capabilities seamlessly into their Rust applications, enhancing versatility and adaptability. By leveraging Rhai’s API for executing scripts, developers can execute complex logic defined in Rhai scripts while maintaining the performance and reliability of their Rust applications.

Rhai script files

Rhai script files are external files containing Rhai code that can be executed within Rust applications. These files provide a convenient way to organize and manage Rhai scripts separately from Rust code, enhancing modularity and maintainability. Let us explore the process of working with Rhai script files in Rust applications.

Creating Rhai script files

Rhai script files typically have a .rhai extension and contain Rhai code written in the Rhai scripting language. These files can include variable declarations, function definitions, and executable code. For example, a simple Rhai script file named example.rhai might contain the following code:

			// example.rhai

			let message = "Hello from Rhai script!";

			print(message);

Loading Rhai script files in Rust

Rhai script files can be loaded and executed in Rust using the Rhai engine. The engine struct from the Rhai crate provides methods for loading and executing Rhai script files. Here is an example of how to load and execute a Rhai script file named example.rhai from within a Rust application:

			use rhai::{Engine, EvalAltResult};

			fn main() -> Result<(), Box<EvalAltResult>> {

			    let engine = Engine::new();

			    // Load and execute the Rhai script file

			    engine.eval_file("example.rhai")?;

			    Ok(())

			}

Output of the program:

			Hello from Rhai script!

Passing variables to Rhai script files

Rust applications can pass variables to Rhai script files using the Rhai engine’s register_global_module function. This function exposes Rust variables to Rhai scripts, enabling seamless interaction between Rust and Rhai code. For example, a Rust application can pass a variable named name to a Rhai script file named greet.rhai as follows:

			use rhai::{Engine, Scope};

			fn main() {

			    let mut engine = Engine::new();

			    let mut scope = Scope::new();

			    

			    let name = "John";

			    scope.push("name", name);

			    engine.eval_file_with_scope::<()>(&mut scope, "greet.rhai").unwrap();

			}

			Let greet.rhai contains:

			// greet.rhai

			print("Hello, ${name}!");

The output of the preceding code example should look like:

			Hello, John!

Handling errors in Rhai script files

When executing Rhai script files from within Rust, it is essential to handle errors gracefully. Rhai provides error handling mechanisms through the EvalAltResult enum, which represents different types of evaluation errors. Proper error handling ensures the robustness and reliability of Rust applications that execute Rhai script files. For example:

			use rhai::Engine;

			use std::fs; 

			fn main() {

			    let engine = Engine::new();

			    

			    // Read the script file contents     

			    let script = fs::read_to_string("invalid_script.rhai").expect("Unable to read script file");

			    // Evaluate the script     

			    match engine.eval::<()>(&script) {         

			      Ok(_) => println!("Script executed successfully"),         

			      Err(err) => println!("Error: {}", err),     

			    }

			}

If invalid_script.rhai contains invalid Rhai code, the output of the preceding code example should look like:

			Error: Could not parse script file 'invalid_script.rhai'

Utilizing Rhai script files within Rust applications provides developers a versatile and modular method for integrating dynamic scripting functionalities. By loading and executing Rhai script files, seamlessly passing variables between Rust and Rhai, and proficiently managing errors, developers can easily integrate Rhai scripts into their Rust projects. This enhances the adaptability and flexibility of their applications, enabling them to cater to evolving requirements efficiently.

Calling Rust functions from Rhai

Calling Rust functions from Rhai scripts enables developers to leverage existing Rust functionalities within their Rhai scripts, enhancing the capabilities of their applications. Rhai provides mechanisms to register Rust functions as callable from Rhai scripts, allowing integration between Rust and Rhai codebases. Let us explore the process of calling Rust functions from Rhai scripts.

Registering Rust functions

To make a Rust function callable from Rhai, developers must register it with the Rhai engine using the register_fn method. This method uses the function’s name, signature, and the Rust function as arguments. Once registered, the Rust function becomes accessible from Rhai scripts. Here is an example of registering a Rust function named add that adds two integers:

			use rhai::{Engine, RegisterFn};

			fn add(a: i64, b: i64) -> i64 {

			    a + b

			}

			fn main() {

			    let mut engine = Engine::new();

			    engine.register_fn("add", add);

			}

Calling Rust functions from Rhai scripts

After registering Rust functions, developers can call them from Rhai scripts using their registered names. Rhai scripts can invoke registered Rust functions as if they were native Rhai functions. Here is an example of calling the add function from a Rhai script:

			use rhai::{Engine, EvalAltResult};

			fn main() -> Result<(), Box<EvalAltResult>> {

			    let mut engine = Engine::new();

			    engine.register_fn("add", add);

			    // Execute Rhai script calling the Rust function

			    let result = engine.eval::<i64>("add(10, 20)")?;

			    println!("Result: {}", result); 

			    Ok(())

			}

Output of the program is:

			Result: 30

Passing Rust types as arguments

Rust functions registered with Rhai can accept and return Rust types as arguments and return values. Rhai supports common Rust types like integers, floats, strings, and booleans. Developers can seamlessly pass these types between Rust and Rhai functions. For example:

			use rhai::{Engine, RegisterFn};

			fn greet(name: String) -> String {

			    format!("Hello, {}!", name)

			}

			fn main() {

			    let mut engine = Engine::new();

			    engine.register_fn("greet", greet);

			}

Handling errors

When calling Rust functions from Rhai scripts, it is essential to handle errors gracefully. Rhai provides error handling mechanisms through the EvalAltResult enum, allowing developers to handle errors returned by Rust functions during script execution. Proper error handling ensures the robustness and reliability of Rust applications incorporating Rhai scripts.

Integrating Rust functions into Rhai scripts empowers developers to leverage the full potential of Rust’s ecosystem within their dynamic scripting environment. By registering and calling Rust functions from Rhai scripts, developers can seamlessly integrate Rust and Rhai codebases, enhancing the functionality and performance of their applications.

Calling Rhai functions from Rust

Enabling Rust code to call Rhai functions offers developers the flexibility to leverage dynamic scripting capabilities within their Rust applications. Rhai provides mechanisms to define and execute Rhai functions, allowing Rust code to interact with and execute Rhai-defined functionalities. Let us explore the process of calling Rhai functions from Rust.

Defining Rhai functions

Rhai functions are defined within Rhai script files or directly in Rhai code. These functions can accept parameters and return values like standard Rust functions. Here is an example of defining a Rhai function named square within a Rhai script file:

			// square.rhai

			fn square(x) {

			    x * x

			}

Loading and executing Rhai scripts

In Rust, Rhai scripts containing Rhai functions can be loaded and executed using the Rhai engine. The Engine struct from the Rhai crate provides methods for loading and executing Rhai script files. Here is an example of loading and executing a Rhai script file named square.rhai from within a Rust application:

			use rhai::{Engine, EvalAltResult};

			fn main() -> Result<(), Box<EvalAltResult>> {

			    let mut engine = Engine::new();

			    // Load and execute the Rhai script file

			    engine.eval_file("square.rhai")?;

			    Ok(())

			}

Calling Rhai functions from Rust

Once the Rhai script containing the desired functions is executed, Rust code can call Rhai functions using the Rhai engine’s call_fn method. This method takes the name of the Rhai function and any required arguments as arguments. Here is an example of calling the square Rhai function from Rust:

			use rhai::{Engine, EvalAltResult};

			fn main() -> Result<(), Box<EvalAltResult>> {

			    let mut engine = Engine::new();

			    engine.eval_file("square.rhai")?;

			    // Call the Rhai function 'square' from Rust

			    let result = engine.call_fn("square", (5,))?;  // Passing 5 as argument

			    println!("Result: {}", result); 

			    Ok(())

			}

The output of the program is:

			Result: 25

Handling errors

It is crucial to handle errors when calling Rhai functions from Rust to ensure the robustness of the application. Rhai provides error handling mechanisms through the EvalAltResult enum, allowing developers to handle errors returned by Rhai functions during execution. Proper error handling ensures the reliability and stability of Rust applications integrating Rhai functionalities.

Calling Rhai functions from Rust enables developers to blend the power and performance of Rust with the dynamic scripting capabilities of Rhai, enhancing the versatility and functionality of their applications. Developers can seamlessly integrate dynamic scripting functionalities into their Rust projects by leveraging Rhai’s engine to load, execute, and call Rhai functions.

Using Rust types in Rhai script

Incorporating Rust types into Rhai scripts enhances the flexibility and extensibility of Rhai-based dynamic scripting functionalities within Rust applications. Rhai provides mechanisms to work with Rust types seamlessly within Rhai scripts, allowing developers to leverage the full power of Rust’s type system. Let us delve into the process of using Rust types in Rhai scripts.

Defining Rust structs

Rust structs can be defined to represent complex data structures, which can then be utilized within Rhai scripts. These structs can include fields of various Rust types, such as integers, strings, enums, or even other structs. For example, let us define a simple Person struct in Rust:

			struct Person {

			    name: String,

			    age: u32,

			}

Registering Rust types with Rhai

Before using Rust types in Rhai scripts, developers must register them with the Rhai engine using the register_type method. This method takes the name of the type and a list of associated methods as arguments. Here is how to register the Person struct with Rhai:

			use rhai::{Engine, RegisterFn};

			struct Person {

			    name: String,

			    age: u32,

			}

			impl Person {

			    fn new(name: String, age: u32) -> Self {

			        Person { name, age }

			    }

			}

			fn main() {

			    let mut engine = Engine::new();

			    engine.register_type::<Person>();

			}

Using Rust types in Rhai scripts

Once Rust types are registered with Rhai, they can be utilized within Rhai scripts like any other Rhai types. Rhai provides seamless integration for working with Rust types, allowing developers to create instances of Rust structs, access their fields, and call associated methods. For example, here is how to use the Person struct in a Rhai script:

			let person = Person::new("Alice", 30);

			println(person.name);

			println(person.age);

			Output of the program is:

			Alice

			30

Passing Rust types as arguments

Rhai scripts can also accept Rust types as arguments when calling Rhai functions. This enables Rhai scripts to operate on Rust data structures directly, enhancing the interoperability between Rust and Rhai codebases. For example, let us define a Rhai function that takes a Person struct as an argument:

			fn print_person(person: Person) {

			    println("Name: ${person.name}, Age: ${person.age}");

			}

By integrating Rust types into Rhai scripts, developers can harness the full capabilities of Rust’s type system within dynamic scripting environments. This enables seamless interaction between Rust and Rhai codebases, fostering enhanced flexibility and extensibility in Rust applications.

Exporting Rust modules and functions to Rhai with plugins

Exporting Rust modules and functions to Rhai with plugins enables developers to extend Rhai’s functionality by integrating custom Rust code directly into Rhai scripts. Rhai provides a plugin system that allows developers to expose Rust modules and functions as native Rhai functions, enhancing the flexibility and extensibility of Rhai-based scripting environments within Rust applications. Let us explore exporting Rust modules and functions to Rhai with plugins.

Creating a Rust plugin

To export Rust modules and functions to Rhai, developers must create a Rust plugin using the rhai_plugin crate. This crate provides macros and utilities for defining and registering Rust modules and functions with the Rhai engine. Here is an example of creating a Rust plugin named my_plugin:

			use rhai::{plugin::*, Engine};

			#[export_module] 

			pub(crate) mod my_plugin {      

			   pub fn module() -> rhai::Shared<rhai::Module> {         

			   	rhai::exported_module!(my_plugin).into()     

			   }      

			   pub fn hello_world() -> String {

			   	"Hello, world!".to_string()     

			   } 

			}

			fn main() {

			    let mut engine = Engine::new();

			    engine.register_global_module(my_plugin::module().into());

			}

Exporting Rust functions

Rust functions can be exported to Rhai by defining them within a Rust module annotated with the #[export_module] attribute. Rhai’s plugin system automatically exposes functions defined within exported modules as native Rhai functions, making them callable from Rhai scripts. For example, the hello_world function defined in the my_plugin module above can be called directly from a Rhai script.

Registering the plugin with Rhai engine

Once the Rust plugin is defined, developers must register it with the Rhai engine using the register_global_module method. This method takes the exported Rust module as an argument and makes its functions accessible from Rhai scripts. In the above example, the my_plugin module is registered as a global module with the Rhai engine.

Using exported functions in Rhai scripts

After registering the plugin with the Rhai engine, exported Rust functions can be called directly from Rhai scripts. Rhai’s plugin system seamlessly integrates Rust functions into Rhai scripts, allowing developers to leverage Rust’s performance and capabilities within dynamic scripting environments. For example, the hello_world function exported from the my_plugin module can be called from a Rhai script as follows:

			let message = hello_world();

			print(message);

			Output of the program is:

			Hello, world!

By exporting Rust modules and functions to Rhai with plugins, developers can extend Rhai’s functionality with custom Rust code, enabling the seamless integration of Rust and Rhai within Rust applications. This approach enhances the flexibility and extensibility of Rhai-based scripting environments, empowering developers to build dynamic and adaptable applications.

Conclusion

This chapter explored integrating the Rhai scripting language into Rust applications, unlocking many dynamic scripting capabilities. We introduced Rhai, a fast-embedded scripting language, and delved into its core features, such as data types, variables, operators, conditional expressions, loops, and functions. Furthermore, we discussed the process of running Rhai scripts from Rust, including loading script files, passing variables, and handling errors. We then explored bidirectional communication between Rust and Rhai, demonstrating how to call Rust functions from Rhai scripts and vice versa. We examined how Rust types can be utilized within Rhai scripts, enabling developers to work seamlessly with complex data structures. Finally, we discussed exporting Rust modules and functions to Rhai with plugins, enhancing the extensibility and flexibility of Rhai-based scripting environments within Rust applications. Through these topics, developers can harness the combined power of Rust and Rhai to build versatile and adaptable applications with dynamic scripting capabilities.

Questions


	What is Rhai, and how does it contribute to Rust applications?


	Explain the process of running Rhai scripts from within Rust applications.


	How can variables be passed between Rust and Rhai scripts?


	Describe the steps involved in calling Rust functions from Rhai scripts.


	How are Rust types utilized within Rhai scripts, and why is it beneficial?


	What are the advantages of exporting Rust modules and functions to Rhai with plugins?


	How does Rhai handle errors when executing scripts from Rust?


	Can you provide examples of utilizing conditional expressions and loops in Rhai scripts?


	What role do Rust structs play in Rhai scripting, and how are they registered with the Rhai engine?


	How does bidirectional communication between Rust and Rhai enhance the functionality of Rust applications?



Points to remember


	Rhai is a fast-embedded scripting language that seamlessly integrates into Rust applications, offering dynamic scripting capabilities.


	Rhai supports various data types, including integers, floats, strings, and Booleans, providing flexibility in scripting.


	Variables and constants in Rhai enable developers to store and manipulate data within scripts.


	Operators such as arithmetic, comparison, and logical operators allow for the performing of various operations in Rhai scripts.


	Conditional expressions, including if-else statements, enable dynamic control flow logic within Rhai scripts.


	Loops such as while and for loops facilitate iterative operations over data collections in Rhai scripts.


	Functions in Rhai enable developers to encapsulate reusable blocks of code, enhancing modularity and maintainability.


	Rhai scripts can be executed directly from Rust applications using the Rhai engine’s API.


	Rhai script files provide a convenient way to organize and manage Rhai code separately from Rust code within applications.


	Bidirectional communication between Rust and Rhai allows calling Rust functions from Rhai scripts and vice versa.


	Rust types can be utilized within Rhai scripts, providing seamless interoperability between Rust and Rhai codebases.


	Exporting Rust modules and functions to Rhai with plugins extends Rhai’s functionality by integrating custom Rust code directly into Rhai scripts.


	Registering Rust types and functions with the Rhai engine’s plugin system enables seamless interaction between Rust and Rhai within Rust applications.


	Proper error handling is essential when working with Rhai scripts in Rust applications to ensure robustness and reliability.


	By leveraging the capabilities of both Rust and Rhai, developers can build versatile and adaptable applications with dynamic scripting capabilities.
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C:\rust_projects\network6>cargo run
Finished dev [unoptimized + debuginfo] target(s) in 0.25s
Running "target\debug\networks. exe™

Server response: "Hello from async TCP server!”
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PS C:\Users\abhis\rust-projects\hashmap3> cargo run
Compiling hashmap3 v@.1.0 (C:\Users\abhis\rust-projects\hashmap3)
Finished dev [unoptimized + debuginfo] target(s) in ©.69s
Running ~target\debug\hashmap3.exe™
India : New Delhi
England : London
United States : Washington DC
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PS C:\Users\abhis\rust-projects\string3> cargo run
Compiling string3 ve.1.8 (C:\Users\abhis\rust-projects\string3)
Finished dev [unoptimized + debuginfo] target(s) in @.35s
Running ~target\debug\string3.exe
str = Hello, World!
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PS C:\Users\abhis\rust-projects\text_processing 15> cargo run
Compiling text_processing 15 v@.1.8 (C:\Users\abhis\rust-projects\text_processing_15)
Finished dev [unoptimized + debuginfo] target(s) in 1.58s
Running "target\debug\text_processing 15.exe
The quick brown fox





OPS/images/Figure_10.2.png
C:\rust_projects\thread_6>cargo run
Finished dev [unoptimized + debuginfo] target(s) in @.01s
Running " target\debug\thread_6.exe"

Thread started

Count: 1

Count: 2

Count: 3

Count: 4

Count: 5

Thread finished

Main thread finished
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PS C:\Users\abhis\rust-projects\error_handling_3> cargo run
Compiling error_handling_3 v@.1.@ (C:\Users\abhis\rust-projects\error_handling_3)
Finished dev [unoptimized + debuginfo] target(s) in ©.83s
Running " target\debug\error_handling 3.exe
area of rectangle = @
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PS C:\Users\abhis\rust-projects\text_processing_17> cargo run
Compiling text_processing 17 ve.1. (C:\Users\abhis\rust-projects\text_processing_17)
Finished dev [unoptimized + debuginfo] target(s) in 8.66s
Running "target\debug\text_processing_17.exe"
heading north
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C:\rust_projects\networkl>cargo run
Finished dev [unoptimized + debuginfo] target(s) in @.49s
Running "target\debug\networkl.exe’

Server listening on 127.€.0.1:8080...

il
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abhishek $ ./main
Hello, world...
abhishek $
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PS C:\Users\abhis\rust-projects\string4> cargo run
Compiling string4 ve.1.8 (C:\Users\abhis\rust-projects\stringa)
Finished dev [unoptimized + debuginfo] target(s) in ©.98s
Running ~target\debug\stringa.exe
$3 = Hello, World!
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PS C:\Users\abhis\rust-projects\error_handling 9> $env:RUST_BACKTRACE-1; cargo run
Compiling error_handling 9 v0.1.8 (C:\Users\abhis\rust-projects\error_handLing 9)
Finished dev [unoptimized + debuginfo] target(s) in 0.495
Running " target\debug\error. handLing_9.exe”
thread "main’ panicked at "index out of bounds: the len is 3 but the index is 4, src\main.rs:3:38
stack backtrace
©: rust_begin_umind
at /rustc/69fOc3371c871Fc16acA5211281 670340943/ Library\std\src/panicking.
1: core: :panicking: :panic_fat
at /rustc/69foc3371c871c16acA45211281 6070340943/ Library\core\src/panicking. rs:65:14
2: core: :panicking: :panic_bounds_check
at /rustc/69foc33d71c871c16aca45211281c6e7a340943/ Library\core\src/panicking. rs:151:5
3: cusize as core::slice: index: :SliceIndex[T]>>: :index
at /rustc/69f9c3371c871c16aca45211281 6072340943\ Library\core\src\slice index.rs:259:10
Slic i
at /rustc/699c3371c871Fc16aca5211281c6070340943\ Library\core\src\slice/ index.rs:18:0
jec: Vec<T, > as core: :0ps: index: :Index<I>
at /rustc/699c3371c871c16aca85211281c6¢70340943\ Library\alloc\src\vec/mod. rs:2736:9
6 error.handling 9: :main
at .\src\main.rs.
ops: :function: :Fnonce: :call_once
at /rustc/69foc3371c871fc16acA85211281c6e7a340943\ Library\core\src\ops/function. rs:251:5
note: Some details are omitted, run with “RUST_BACKIRACE-full" for a verbose backtrace.
arror: process didn't exit successfully: "target\debug\error_handling 9.exe" (exit code: 101)

75:5

45 cor

5: calloc

7: cor
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root@ubuntu22: /rust_projects/process_8# cargo run
Compiling process_8 v0.1.0 (/rust_projects/process_8)
Finished dev [unoptimized + debuginfo] target(s) in 0.46s
Running "target/debug/process_8"
File contents: Hello, Rust!
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:\Users\lenovo>rustc --version
rustc 1.71.1 (eb26296b5 2023-08-03)

C:\Users\lenovo>cargo --version
cargo 1.71.1 (7f1d@4ce@ 2023-87-29)
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C:\rust_projects\network10>cargo run
Finished dev [unoptimized + debuginfo] target(s) in 0.03s
Running " target\debug\network10. exe™

UDP server Listening on 127.0.0.1:8888.

Received 22 bytes from 127.6.0.1:61650: Hello from UDP client!
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PS C:\rust_projects\terminal_2> cargo run
Compiling terminal_2 v@.1.8 (C:\rust_projects\terminal_2)
Finished dev [unoptimized + debuginfo] target(s) in @.76s
Running target\debug\terminal _2.exe"
Hello, Rustaceans!
This is a colored message!
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PS

58

C:\Users\abhis\rust-projects\vectorl> cargo run
Compiling vectorl v@.1.8 (C:\Users\abhis\rust-projects\vector1)
Finished dev [unoptimized + debuginfo] target(s) in ©.40s
Running " target\debug\vectori.exe™

[1, v2 = [2.5, 10.5, 1.0]

[5, 6, 7], v2 = [2.5, 10.5]
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PS C:\Users\abhis\rust-projects\modules2> cargo run
Compiling modules2 v@.1.0 (C:\Users\abhis\rust-projects\modules2)
Finished dev [unoptimized + debuginfo] target(s) in ©.94s

Running target\debug\modules2.exe™

Cooking some delicious food ...

spring rolls cooked. ..

Samosa cooked. ..

Ttalian pizza cooked...

Pasta cooked...
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root@Ubuntu22: /rust_projects/process_10# cargo run
Compiling process_16 v0.1.0 (/rust_projects/process_10)
Finished dev [unoptimized + debuginfo] target(s) in 0.32s
Running “target/debug/process_10"
File contents: Line 1 of text.
Line 2 of text.
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C:\rust_projects\unsafe3>cargo run
Finished dev [unoptimized + debuginfo] target(s) in 0.05s
Running ~target\debug\unsafe3. exe”

Executing unsafe function
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root@ubuntu22: /rust_projects/chapter_11_6# cargo run
Compiling chapter_11_6 v0.1.6 (/rust_projects/chapter_11_6)
Finished dev [unoptimized + debuginfo] target(s) in ©.33s
Running "target/debug/chapter_11_6"
Enter your name: Abhishek

Hello, Abhishek!
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abhishek $ rustup update
info: syncing channel updates for 'stable-x86_64-unknown-linux-gnu'
nfo: checking for self-updates

stable-x86_64-unknown-Linux-gnu unchanged - rustc 1.62.1 (e@92deb6b 2022-87-16)
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abhishek $ wasm-pack build
[INFO]: Checking for the Wasm target...
[INFO]: Compiling to Wasn...
Compiling proc-macro2 v1.8.36
Conpiling unicode-xid v8.2.2
Conpiling wasm-bindgen-shared v8.2.79
Conpiling log v8.4.14
Conpiling syn v1.0.86
Compiling cfg-if v1.6.8
Conpiling lazy_static v1.4.6
Conpiling bumpalo v3.9.1
Conpiling wasn-bindgen v8.2.79
Conpiling quote v1.6.15
Conpiling wasn-bindgen-backend v6.2.79
Compiling wasn-bindgen-macro-support v8.2.79
Conpiling wasm-bindgen-macro ve.2.79
Conpiling console_error_panic_hook v8.1.7
Conpiling hello-wasn v6.1.6 (Jhone/abhikunar/rust/hello-wasn)
warning: function s never used: °set_panic_hook®
-=> src/utils.rs:1:8

1
1| pub fn set_panic_hook() {
1 AAARAAAARRAAAA

I
= note: ‘#[warn(dead_code)]" on by default

“hello-wasm® (1ib) generated 1 warning

Installing wasn-bindgen. ..

[INFO]: Optinizing wasm binaries with ‘wasm-opt™
[INFO]: Optional fields missing from Cargo.toml:
These are not necessary, but recommended

[INFO]: :-) Done in 11.56s

Your wasm pkg is ready to publish at /home/abhikumar/rust/hello-wasm/pkg.

jescription’, 'repository’, and 'license’.
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C:\rust_projects\networké>cargo run
Compiling networkd v0.1.0 (C:\rust_projects\networks)
Finished dev [unoptimized + debuginfo] target(s) in 0.74s
Running "target\debug\networks. exe”
Server response: "Hello from UDP server!"
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PS C:\rust_projects\generics_3> cargo run

Compiling generics_3 v@.1.6 (C:\rust_projects\generics_3)
error[E@308]: mismatched types

--> src\main.rs:13:13

|
13 | r:2.5

| Ann expected integer, found floating-point number

For more information about this error, try “rustc --explain E0308 .
could not compile “generics 3° due to previous error
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PS C:\Users\abhis\rust-projects\error_handling 6> cargo run
Compiling error_handling 6 v8.1.0 (C:\Users\abhis\rust-projects\error._handling 6)
Finished dev [unoptinized + debuginfo] target(s) in 0.775
Running " target\debug\error._handling_6.exe
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root@ubuntu22: /rust_projects/chapter_11_2# cargo run
Finished dev [unoptimized + debuginfo] target(s) in 0.00s
Running "target/debug/chapter_11_2

Line 1

second line
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Table: (] users v

id name age

1 1 Alice 30
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PS C:\rust_projects\terminal_5> cargo run
Finished dev [unoptimized + debuginfo] target(s) in ©.15s
Running " target\debug\terminal_5.exe"

Key pressed: Enter

Modifiers: KeyModifiers(oxe)

State: KeyEventState(@x®)
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PS C:\Users\abhis\rust-projects\text_processing_15b> cargo run
Compiling text_processing 15b v8.1.0 (C:\Users\abhis\rust-projects\text_processing_15b)
Finished dev [unoptimized + debuginfo] target(s) in 2.60s
Running " target\debug\text_processing_15b.exe’
Hello world!
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PS C:\rust_projects\sqlite 2> cargo run
Finished dev [unoptimized + debuginfo] target(s) in @.32s
Running target\debug\sqlite_2.exe’

Found user User { id: 1, name: "Alice", age: 30 }
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C:\rust_projects\networki1>cargo run
Finished dev [unoptimized + debuginfo] target(s) in 0.03s
Running " target\debug\network11.exe"

Server response: "Hello from UDP server!”
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abhishek $ cargo run

Compiling move_2 v@.1.8 (/home/abhikumar/rust/Chapter@3/move_2)
error[E0382]: borrow of moved value: “s1
--> src/main.rs:8:25

|
2| let s1 = String::from("hello");

| -- move occurs because “s1° has type “String, which does not implement the
“Copy” trait

5| let s2 = s1; // assign sl to s2
| -- value moved here

| printlnl(“s1 = {}", s1);
| A~"value borrowed here after move
|

note: this error originates in the macro “$crate::format_args_nl® (in Nightly builds
, run with -Z macro-backtrace for more info)

For more information about this error, try “rustc --explain E@382".
error: could not compile ‘move 2" due to previous error
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abhishek $ tree .

': Cargo. toml
src

L— main.rs

1 directory, 2 files
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C:\rust_projects\thread_18>cargo run
Finished dev [unoptimized + debuginfo] target(s) in .04s
Running target\debug\thread_10.exe"

Shared data: [1, 2, 3]

Shared data: [1, 2, 3]

Shared data: [1, 2, 3]
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PS

Users\abhis\rust-projects\error_handling 4> cargo run
Compiling error_handling 4 v8.1.6 (C:\Users\abhis\rust-projects\error_handling 4)
Finished dev [unoptimized + debuginfo] target(s) in .76s
Running  target\debug\error_handling 4.exe"
thread 'main’ panicked at 'Error occurred: invalid digit found in string’, src\main.rs:
note: run with "RUST_BACKTRACE=1" environment variable to display a backtrace
error: process didn't exit successfully: target\debug\error_handling 4.exe’ (exit code: 161)

19
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PS C:\Users\abhis\rust-projects\hashmap2> cargo run
Compiling hashmap2 v@.1.0 (C:\Users\abhis\rust-projects\hashmap2)
Finished dev [unoptimized + debuginfo] target(s) in 1.42s
Running ~target\debug\hashmap2.exe™
Capital city of USA is: Some("Washington DC")
Capital city of china is: None
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PS C:\rust_projects\generics_1> cargo run
Compiling generics_1 ve.1.0 (C:\rust_projects\generics_1)
Finished dev [unoptimized + debuginfo] target(s) in 1.50s
Running "target\debug\generics_1.exe’
product = 15
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PS C:\Users\abhis\rust-projects\string2> cargo run
Compiling string2 ve.1.8 (C:\Users\abhis\rust-projects\string2)
Finished dev [unoptimized + debuginfo] target(s) in 0.42s
Running ~target\debug\string2.exe”
str = Hello!
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C:\rust_projects\thread_3>cargo run
Finished dev [unoptimized + debuginfo] target(s) in ©.1s
Running "target\debug\thread_3.exe"

Received: Hello

Received: from

Received: another

Received: thread
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root@ubuntu22: /rust_projects/process_7# cargo run
Compiling process_7 v@.1.0 (/rust_projects/process_7)
Finished dev [unoptimized + debuginfo] target(s) in 0.36s
Running "target/debug/process_7"
This is a line of text
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® localhost:8080
Hello, wasm-login!
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PS C:\Users\abhis\rust-projects\modules4> cargo run
Conpiling modulesa v0.1.6 (C:\Users\abhis\rust-projects\modulesd)
Finished dev [unoptimized + debuginfo] target(s) in 0.42s
Running " target\debug\nodulesd. exe™
Cooking some delicious food ...
Italian pizza cooked...
Pasta cooked.
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root@ubuntu22: /rust_projects/process_13# cargo run
Compiling process_13 v0.1.0 (/rust_projects/process_13)
Finished dev [unoptimized + debuginfo] target(s) in 6.20s

Running ‘target/debug/process_13"

> 1s

cargo.lock Cargo.toml src target

> echo Hello, Abhishek

Hello, Abhishek

> exit

root@Ubuntu22: /rust_projects/process_13#

root@Ubuntu22:/rust_projects/process_13#
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root@Ubuntu22:/rust_projects/process_1# cargo run
Compiling process_1 v0.1.0 (/rust_projects/process_1)
Finished dev [unoptimized + debuginfo] target(s) in 0.42s
Running "target/debug/process_1"
Output:
total 16
-rw-r--r-- 1 root root 153 Sep 14 13:37 Cargo.lock
-rw-r--r-- 1 root root 178 Sep 14 13:36 Cargo.toml
drwxr-xr-x 2 root root 4096 Sep 14 13:41 src
drwxr-xr-x 3 root root 4096 Sep 14 13:41 target
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PS C:\Users\abhis\rust-projects\file_systems_4> cargo run
Compiling file_systems_4 ve.1.@ (C:\Users\abhis\rust-projects\file_systems_4)
Finished dev [unoptimized + debuginfo] target(s) in 3.86s
Running “target\debug\file_systems_4.exe
File size: 15 bytes





OPS/images/Figure_2.3.png
abhishek $ cargo run

Compiling datatype 1 v@.1.8 (/home/abhikumar/rust/datatype 1)
error[E@282]: type annotations needed
--> src/main.rs:2:9

2| let x = "2".parse().unwrap();
| A consider giving “x* a type

For more information about this error, try “rustc --explain E@282".
error: could not compile “datatype_1° due to previous error
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C:\rust_projects\network2>cargo run
Finished dev [unoptimized + debuginfo] target(s) in 0.84s
Running "target\debug\network?. exe™

Server response: “Hello from server!"
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PS C:\Users\abhis\rust-projects\text_processing_12> cargo run
Compiling text_processing 12 v0.1.0 (C:\Users\abhis\rust-projects\text_processing 12)
Finished dev [unoptimized + debuginfo] target(s) in 1.e8s

Running "target\debug\text_processing_12.exe"

The

quick

brown

Fox
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Table: || users -

1 2 Abhishek 34
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root@Ubuntu22:/rust_projects/chapter_11_5# cargo run
Compiling chapter_11_5 v0.1.6 (/rust_projects/chapter_11_5)
Finished dev [unoptimized + debuginfo] target(s) in ®.21s
Running "target/debug/chapter_11_5"
Hello, Abhishek!
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C:\rust_projects\network7>cargo run
Finished dev [unoptimized + debuginfo] target(s) in 0.@3s
Running ~target\debug\network7.exe™

Resolved address: 142.250.193.132:80
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PS C:\Users\abhis\rust-projects\error_handling_8> cargo run
Compiling error_handling 8 v0.1.0 (C:\Users\abhis\rust-projects\error_handling 8)
Finished dev [unoptimized + debuginfo] target(s) in 0.61s
Running " target\debug\error_handling 8. exe"
thread " panicked at ‘a is less than 0.', src\main.rs:4:9
note: run with “RUST_BACKIRACE=1" environment variable to display a backtrace
error: process didn't exit successfully: target\debug\error_handling 8.exe™ (exit code: 101)
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Table: (1] users v Table: ] users v

id  name age

1 2 Ahhlshek 34

2 3 Allce 50

2 Abhishek 34
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PS C:\Users\abhis\rust-projects\text_processing_11> cargo run

Compiling text_processing 11 v@.1.@ (C:\Users\abhis\rust-projects\text_pro
cessing_11)

Finished dev [unoptimized + debuginfo] target(s) in ©.70s

Running " target\debug\text_processing 11.exe"

thread 'main' panicked at 'called “Option::unwrap()" on a “None™ value', src\
main.rs:3:24
note: run with “RUST_BACKTRACE=1" environment variable to display a backtrace
error: process didn't exit successfully: "target\debug\text_processing_11.exe
* (exit code: 101)





OPS/images/Figure_13.11.png
root@Ubuntu22: /rust_projects/process_11# cargo run
Compiling process_11 v0.1.0 (/rust_projects/process_11)
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Running ~target\debug\option enum.exe
10 / 2 = Some(5)
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Counter: 1
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error[E0369]: cannot multiply “T° by “T°
--> src\main.rs:2:11

|
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help: consider restricting type parameter 'T

|
|
|
|
|
1
|

1 | fn area_rectangle<T: std::ops::Mul<Output = T>>(length:T, width:T) -> T {
| PRI SR

For more information about this error, try “rustc --explain E@369".

error: could not compile “generics_4° due to previous error
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Compiling process_2 v@.1.0 (/rust_projects/process_2)
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Running " target\debug\network3. exe™

UDP server listening on 127.0.0.1:8888. ..

Received 22 bytes from 127.0.0.1:51924: Hello from UDP client!
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PS C:\Users\abhis\rust-projects\error_handling 5> cargo run
Conpiling error_handling 5 v.1.8 (C:\Users\abhis\rust-projects\error_handling 5)
Finished dev [unoptinized + debuginfo] target(s) in 0.86s
Running "target\debug\error_handling 5.exe"
Parsing was successful: Ok(19)
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Finished dev [unoptimized + debuginfo] target(s) in 8.01s
Running " target/debug/datatype_7"
thread 'main' panicked at 'index out of bounds: the len is 3 but the index is 3',
src/main.rs:4:20
note: run with "RUST_BACKTRACE=1" environment variable to display a backtrace
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Compiling process_6 v0.1.0 (/rust_projects/process_6)
Finished dev [unoptimized + debuginfo] target(s) in 0.96s
Running "target/debug/process_6"
Please enter your name:
Abhishek Kumar
Hello, Abhishek Kumar!
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Compiling text_processing 13 v8.1.6 (C:\Users\abhis\rust-projects\text_processing 13)
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PS C:\Users\abhis\rust-projects\hashmapl> cargo run
Compiling hashmapl v@.1.0 (C:\Users\abhis\rust-projects\hashmap1)
Finished dev [unoptimized + debuginfo] target(s) in ©.90s
Running ~target\debug\hashmap1.exe™
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Compiling file_systems_5 v@.1.0 (C:\Users\abhis\rust-projects\file_systems_5)
Finished dev [unoptimized + debuginfo] target(s) in 2.56s
Running " target\debug\file_ systems_5.exe"
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Finished dev [unoptimized + debuginfo] target(s) in @.03s
Running "target\debug\terminal_1.exe"

Please enter your name:

Abhishek Kumar
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Compiling variables_3 v@.1.8 (/home/abhikumar/rust/variables_3)
Finished dev [unoptimized + debuginfo] target(s) in @.39s
Running " target/debug/variables_3"
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PS C:\Users\abhis\rust-projects\error_handling 7> cargo run
ConpiLing error handLing 7 v0.1.0 (C:\Users\abhis\rust-projects\error. handling 7)
Finished dev [unoptinized + debuginfo] tanget(s) in 0.50
Running target\debug\error_handLing 7.exe"
thread "main’ panicked at 'Oops . invalid string found.: ParseIntError { kind: Invalidbigit }',
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note: run with “RUST_BACKTRACE-1" enviromsent variable to display a backtrace
error: process didn't exit successfully: "tanget\debug\error_handling 7.exe” (exit code: 101)
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error[E@596]: cannot borrow “*s’ as mutable, as it is behind a “& reference
--> src/main.rs:8:5
|
7 | fn update_string(s: &string) {
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: “&mut String’
8 | s.push_str(" rust");
| ARAARAAAAAAAAARAAAA

is a "& reference, so the data it refers to cannot be
borrowed as mutable

For more information about this error, try “rustc --explain E0596 .
error: could not compile ‘references_2' due to previous error
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Compiling process_3 v0.1.0 (/rust_projects/process_3)
Finished dev [unoptimized + debuginfo] target(s) in 0.34s
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Child process exited with: ExitStatus(unix_wait_status(e))
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Circle with center (10, 2) and radius 5
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root@ubuntu22:/rust_projects/chapter_11_8# cargo run
Compiling chapter_11_8 v0.1.0 (/rust_projects/chapter_11_8)
Finished dev [unoptimized + debuginfo] target(s) in ©.56s
Running "target/debug/chapter_11_8
File Contents: data 1
data 2
data 3
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abhishek $ cargo check
Checking hello_world_cargo v@.1.8 (/home/abhikumar/rust/hello_world_cargo)
Finished dev [unoptimized + debuginfo] target(s) in 8.56s
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C:\rust_projects\thread_7>cargo run
Finished dev [unoptimized + debuginfo] target(s) in @.01s
Running " target\debug\thread_7.exe"

Received: @

Received: 1
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PS C:\Users\abhis\rust-projects\structs> cargo run
Compiling struct5 ve.1.8 (C:\Users\abhis\rust-projects\structs)
Finished dev [unoptimized + debuginfo] target(s) in .60s
Running "target\debug\structs.exe™
Student name is : Abhishek
Student: name = Abhishek, age = 20, id = 2023EE5@401, class = 11
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root@ubuntu22: /rust_projects/process_5# cargo run
Compiling process_5 v0.1.0 (/rust_projects/process_5)
Finished dev [unoptimized + debuginfo] target(s) in 0.34s
Running "target/debug/process_5"
Child process exited with: ExitStatus(unix_wait_status(e))
Child process output: Hello, Rust!
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abhishek $ npm install

npm QG optional SKIPPING OPTIONAL DEPENDENCY: fsevents@l.2.9 (node_modules/fsevents):

npm QG0 notsup SKIPPING OPTIONAL DEPENDENCY: Unsupported platform for fsevents@l.2.9: wanted
{"os":"darwin","arch":"any"} (current: {"os":"linux","arch":"x64"})

added 587 packages from 362 contributors and audited 655 packages in 5.S3s

18 packages are looking for funding
run “npn fund® for details

found 75 vulnerabilities (3 low, 26 moderate, 46 high)
run ‘npm audit fix® to fix them, or *npm audit® for details
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PS C:\rust_projects\terminal 6> cargo run
Finished dev [unoptimized + debuginfo] target(s) in @.3@s
Running " target\debug\terminal_6.exe"

Other event
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abhishek $ cargo run
Finished dev [unoptimized + debuginfo] target(s) in 8.1s
Running °target/debug/datatype_ 5"

Third Element = 3@
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PS C:\Users\abhis\rust-projects\text_processing 14> cargo run
Compiling text_processing_14 v@.1.0 (C:\Users\abhis\rust-projects\text_processing_14)
Finished dev [unoptimized + debuginfo] target(s) in 1.22s
Running " target\debug\text_processing_14.exe"
THE QUICK BROWN FOX
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PS C:\rust_projects\sqlite_4> cargo run
Finished dev [unoptimized + debuginfo] target(s) in @.31s
Running "target\debug\sqlite_4.exe"

Found user User { id: 1, name: lice", age: 30 }

Found user User { id: 2, nam bhishek", age: 34 }
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PS C:\Users\abhis\rust-projects\string5> cargo run
Compiling string5 ve.1.8 (C:\Users\abhis\rust-projects\string5)
Finished dev [unoptimized + debuginfo] target(s) in 0.52s
Running ~target\debug\strings.exe”
str3 = Hello, world!
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PS C:\Users\abhis\rust-projects\error_handling 2> cargo run
Compiling error._handling 2 v8.1. (C:\Users\abhis\rust-projects\error_handling 2)
Finished dev [unoptimized + debuginfo] tanget(s) in 0.725
Running " target\debug\error._handling 2.exe"
thread ‘main’ panicked at 'called “Result::umurap()’ on an "Err’ value: ParselntError { kind:
Invalidbigit }', src\main.rs:3:31
note: run with "RUST_BACKTRACE=1" enviromment variable to display a backtrace
error: process didn't exit successfully: "target\debug\error_handling 2.exe' (exit cod

101)
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C:\rust_projects\network9>cargo run
Finished dev [unoptimized + debuginfo] target(s) in 0.84s
Running " target\debug\network9. exe™

Server response: “Hello from TCP server!
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PS C:\rust_projects\generics_7> cargo run
Finished dev [unoptimized + debuginfo] target(s) in ©.03s
Running " target\debug\generics_7.exe’

Circle with center (10, 2) and radius 5

78.53981633974483

31.41592653589793
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root@Ubuntu22: /rust_projects/process_9# cargo run
Compiling process_9 v0.1.0 (/rust_projects/process_9)
Finished dev [unoptimized + debuginfo] target(s) in 0.61s
Running "target/debug/process_9°
Child process output: Hello, Rust!
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abhishek $ rustc main.rs
abhishek $
abhishek $ tree .

|: main
main.rs

© directories, 2 files
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root@Ubuntu22:/rust_projects/chapter_11_9# cargo run
Compiling chapter_11_9 v0.1.0 (/rust_projects/chapter_11_9)
Finished dev [unoptimized + debuginfo] target(s) in 0.22s

Running "target/debug/chapter_11_9

Connected USB Devices:

Device: Some(2)

Vendor ID: 1deb

Product ID: 0001

Bus Number: 2

Device Address: 1

Device: Some(2)
Vendor ID: 1déb
Product ID: 0002
Bus Number: 1
Device Address: 1
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C:\rust_projects\unsafe2>cargo run
Finished dev [unoptimized + debuginfo] target(s) in .03s
Running " target\debug\unsafe2. exe™

Modified value: 15
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PS C:\rust_projects\generics_6> cargo run
Finished dev [unoptimized + debuginfo] target(s) in ©.01s
Running " target\debug\generics_6.exe"

Radius of circle = 2
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PS C:\Users\abhis\rust-projects\vector2> cargo run
Compiling vector2 v0.1.8 (C:\Users\abhis\rust-projects\vector2)
Finished dev [unoptimized + debuginfo] target(s) in ©.30s
Running " target\debug\vector2.exe™
The Second element = 10.5
The Second element = Some(10.5)
The Fourth element = None
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abhishek $ cargo generate --git https://github.com/rustwasm/wasn-pack-template
Unable to load config file: /home/abhikumar/.cargo/cargo-generate. tonl
& Project Name :
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abhishek $ cargo run
Compiling hello world_cargo v@.1.8 (/home/abhikumar/rust/hello_world_cargo)
Finished dev [unoptimized + debuginfo] target(s) in @.79s
Running "target/debug/hello_world_cargo’
Hello, world!
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abhishek $ rustup self uninstall

Thanks for hacking in Rust!

This will uninstall all Rust toolchains and data, and remove
$HOME/ . cargo/bin from your PATH environment variable.

Continue? (y/N) y

info: removing rustup home
info: removing cargo home
info: removing rustup binaries
info: rustup is uninstalled
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PS C:\rust_projects\terminal_3> cargo run
Finished dev [unoptimized + debuginfo] target(s) in .33s
Running " target\debug\terminal_3.exe"

Cursor moved!
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PS C:\Users\abhis\rust-projects\file_systems_2> cargo run
Compiling file_systems_2 v@.1.8 (C:\Users\abhis\rust-projects\file_systems_2)
Finished dev [unoptimized + debuginfo] target(s) in 1.3@s
Running "target\debug\file_systems_2.exe’
File contents: This is a sentence.
This is another sentence.
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C:\rust_projects\network3>cargo run
Finished dev [unoptimized + debuginfo] target(s) in 0.04s
Running " target\debug\network3. exe™

UDP server listening on 127.0.0.1:8888...
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PS C:\Users\abhis\rust-projects\my-library-crate> cargo run
Compiling my-library-crate v@.1.0 (C:\Users\abhis\rust-projects\my-library-crate)
Finished dev [unoptimized + debuginfo] target(s) in 3.06s
Running ~target\debug\main.exe”
Hello, from Binary crate ...
Hello, from library crate!
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® abhishek $ cargo run
Compiling variables_2 v@.1.@ (/home/abhikumar/rust/variables_2)
error[E0384]: cannot assign twice to immutable variable “x*
--> src/main.rs:4:5

2| let x = 2;

| -

| |

| first assignment to “x*

| help: consider making this binding mutable: “mut x*
EN| println!("x = {}", x);
4 I x = 3;

AAAAA cannot assign twice to immutable variable

For more information about this error, try “rustc --explain E384".
error: could not compile “variables_2" due to previous error
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root@Ubuntu22:/rust_projects/chapter_11_7# cargo run
Compiling chapter_11_7 v0.1.0 (/rust_projects/chapter_11_7)
Finished dev [unoptimized + debuginfo] target(s) in ©.26s
Running ‘target/debug/chapter_11_7
Result: 5
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PS C:\Users\abhis\rust-projects\error_handling 6> cargo run
Conpiling error_handling_6 v8.1.0 (C:\Users\abhis\rust-projects\error_handling 6)
Finished dev [unoptinized + debuginfo] target(s) in 1.77s
Running " target\debug\error._handling 6.exe”
i <:unrap()" on an “Err value: Parselnterror

* environnent variable to display a backtrace
error: process didn' exit successfully: " target\debug\error_handling 6.exe’ (exit co
da: 101)
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Before modification: a = 5, b = 7
After modification: a = 10, b = 10
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PS C:\Users\abhis\rust-projects\text_processing_18> cargo run
Compiling text_processing_18 v@.1.0 (C:\Users\abhis\rust-projects\text_processing_18)
Finished dev [unoptimized + debuginfo] target(s) in ©.84s
Running " target\debug\text_processing_18.exe"
(3, 4
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PS C:\Users\abhis\rust-projects\text_processing 16> cargo run
Compiling text_processing 16 v@.1.0 (C:\Users\abhis\rust-projects\text_processing_16)
Finished dev [unoptimized + debuginfo] target(s) in 3.32s
Running " target\debug\text_processing_16.exe"
between two and nine
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C:\rust_projects\nongodb_d>cargo run
Compiling mongodb_4 ve.1.8 (C:\rust_projects\mongodb_a)
Finished dev [unoptimized + debuginfo] target(s) in 6.18s
Running " target\debug\nongodb_4.exe"
Document ({"_id": ObjectTd("65334dad8cb34f28ef15bb03"), "name”: String("Abhishek”), "age": Int32(35)})
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PS C:\Users\abhis\rust-projects\hashmapa> cargo run
Compiling hashmapa v0.1.0 (C:\Users\abhis\rust-projects\hashmapa)
Finished dev [unoptimized + debuginfo] target(s) in 0.75s
Running " target\debug\hashmapa. exe™
capital_cities = {"India": , "United States
capital cities = {"India" ' "United States'

‘Washington DC", "England
‘Washington DC"}

“London"}
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PS C:\Users\abhis\rust-projects\struct6> cargo run
Compiling struct6 ve.1.8 (C:\Users\abhis\rust-projects\struct6)
Finished dev [unoptimized + debuginfo] target(s) in ©.29s
Running " target\debug\struct6.exe™
Student: name = Abhishek, age = 20, id = 2023FE50401, class = 10
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abhishek $ npm init wasm-app www
npx: installed 1 in 2.698s
4 Rust + EWasm = ®
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stable-x86_64-unknown-1inux-gnu installed - rustc 1.62.1 (e@92deb6b 2622-67-16)

Rust is installed now. Great!
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root@Ubuntu22:/rust_projects/process_4# cargo run
Compiling process_4 v0.1.0 (/rust_projects/process_4)
Finished dev [unoptimized + debuginfo] target(s) in 0.25s
Running “target/debug/process_4"
Home directory: /root
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C:\rust_projects\unsafe6>cargo run
Finished dev [unoptimized + debuginfo] target(s) in ©.83s
Running ~target\debug\unsafe6.exe”

Union field value: 10
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PS C:\rust_projects\generics_2> cargo run

c

Compiling generics_2 v@.1.8 (C:\rust_projects\generics_2)
Finished dev [unoptimized + debuginfo] target(s) in 0.92s
Running " target\debug\generics_2.exe’

Circle { cx: 5, cy: @, r: 2 }





