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Foreword
Databases underpin almost any application you use on an everyday basis, and without proper
database design, you can’t achieve optimal database performance and availability, despite
overspending on the database hardware or cloud fees. It is not uncommon to see 100x or more
difference in performance and efficiency between outstanding and mediocre database design.

Yet database design and modeling do not only impact database applications; they impact
development too. Poor database design will lead to a slow development pace, a higher volume of
bugs, and more difficulty in introducing new features, whereas with good database design, you can
build applications faster than your competition while maintaining higher quality and better user
experience.

In this book, Alkin and Ibrar examine two of the most popular open source databases – PostgreSQL
and MySQL. This is a fantastic choice because examining more than one technology allows the
authors to show their similarities and contrast the differences between them, helping you to take your
understanding to a level impossible to achieve by focusing on just one database.

I had the pleasure of working with both Ibrar and Alkin and can say they are not only fantastic
engineers, having helped countless customers design and run databases better, but also passionate
educators – having written books, spoken at countless conferences, and authored countless articles.
Coming together, they have experience, knowledge, and passion second to none.

In addition to covering MySQL and PostgreSQL as they are now, Alkin and Ibrar take us to the
future, covering both emerging developments in MySQL and PostgreSQL ecosystem as well as
general market trends, such as cloud databases and columnar databases – being aware of these trends
is absolutely essential for any well-rounded developer.

Whenever you are a database-intensive application developer or responsible for database operations,
this book can help you take your skills in essential areas of database design and modeling to the next
level.

Peter Zaitsev

Founder of Percona and a “MySQL Rockstar”
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Preface
The goal of Database Design and Modeling with PostgreSQL and MySQL is to provide you with a
comprehensive understanding of database design and modeling principles, techniques, and best
practices using the two most popular open source relational databases, MySQL and PostgreSQL. This
book covers essential topics such as understanding databases, designing databases, advanced
database design, scaling databases, using MySQL and PostgreSQL with web applications, and the
future of databases.

By the end of the book, you should have a solid understanding of the fundamental concepts of
database design and modeling, as well as some advanced topics.

This book’s ultimate goal is to help you create well-structured, efficient, and reliable databases using
the latest technologies and best practices in the field. It aims to equip you with the skills and
knowledge you need to become proficient in database design and modeling for MySQL and
PostgreSQL by providing practical guidance, real-world examples, and hands-on exercises.



Who this book is for
For a beginner who’s new to database design and modeling, this book is an excellent resource for
learning the field’s fundamental principles, techniques, and best practices. This book is aimed at
software developers, database administrators, and data analysts who want to improve their
knowledge and skills in designing, building, and managing databases; it is suitable for beginners who
have no or little experience in the field.

For experienced database developers, this book is a valuable tool for updating their knowledge,
learning new techniques, and becoming familiar with the latest technologies and best practices in the
field. The advanced topics are suitable for experienced database developers who want to stay up to
date with the latest developments in the field.



What this book covers
Chapter 1, SQL and NoSQL Databases: Characteristics, Design, and Trade-Offs, provides an
overview of SQL and NoSQL databases, discussing their unique characteristics, design principles,
and the trade-offs involved in choosing one over the other.

Chapter 2, Building a Strong Foundation for Database Design, covers the essential principles and
best practices for designing robust databases. This chapter covers key concepts such as
normalization, data modeling, and the importance of understanding business requirements when
creating efficient and scalable database structures.

Chapter 3, Getting Your Hands Dirty with PostgreSQL and MySQL, focuses on the practical aspects
of working with two of the most popular open source relational databases: PostgreSQL and MySQL.
You will gain hands-on experience with installation, configuration, and basic operations, laying the
groundwork for more advanced database tasks.

Chapter 4, Mastering the Building Blocks of Database Design and Modeling, explores the core
components of database design and modeling in depth. The topics covered in this chapter include
entity-relationship modeling, schema design, indexing strategies, and the use of constraints to ensure
data integrity and performance.

Chapter 5, Advanced Techniques for Advanced Databases, goes into advanced database techniques
such as query optimization, stored procedures, triggers, and views. You will learn how to use these
features to enhance the functionality and efficiency of your databases.

Chapter 6, Understanding Database Scalability, covers scalability, which is a critical aspect of
modern database design. This chapter examines different strategies for scaling databases, including
vertical and horizontal scaling, sharding, replication, and the use of distributed databases to handle
large-scale data processing.

Chapter 7, Best Practices for Building and Maintaining Your Database, provides a comprehensive
guide to the best practices for database maintenance, including backup and recovery strategies,
security measures, performance monitoring, and routine maintenance tasks to ensure the long-term
health and reliability of databases.

Chapter 8, The Future of Databases and Their Designs, looks ahead and explores emerging trends
and technologies in the database field. The topics in this chapter include the impact of artificial
intelligence and machine learning on database management, the rise of cloud-based databases, and
predictions for the future evolution of database design and technology.



To get the most out of this book
Before diving into this book, it is helpful to have a basic understanding of database concepts and
some familiarity with SQL. While no prior experience with PostgreSQL or MySQL is necessary, a
general knowledge of relational databases will allow you to grasp the more advanced topics.
Additionally, having basic proficiency in any programming language will be advantageous as we
explore practical examples and database interactions.

Software/hardware covered in the book Operating system requirements

MySQL 8.X or higher Windows, macOS, or Linux

PostgreSQL 15.X or higher

If you are using the digital version of this book, we advise you to type the code yourself or
access the code from the book’s GitHub repository (a link is available in the next section).
Doing so will help you avoid any potential errors related to the copying and pasting of code.

Download the example code fi les
You can download the example code files for this book from GitHub at
https://github.com/PacktPublishing/Database-Design-and-Modeling-with-PostgreSQL-and-MySQL.
If there’s an update to the code, it will be updated in the GitHub repository.

We also have other code bundles from our rich catalog of books and videos available at
https://github.com/PacktPublishing/. Check them out!

Conventions used
There are a number of text conventions used throughout this book.

Code in text: Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “We will
now introduce a unique identifier (though, in some cases, the combination of StudentID and Course
could itself act as a composite primary key).”

A block of code is set as follows:

CREATE SCHEMA IF NOT EXISTS `DesignAndModeling`

DEFAULT CHARACTER SET utf8mb4;

CREATE TABLE `StudentCourses` (

    `StudentID` int unsigned NOT NULL AUTO_INCREMENT,

https://github.com/PacktPublishing/Database-Design-and-Modeling-with-PostgreSQL-and-MySQL
https://github.com/PacktPublishing/


    `StudentNAME` varchar(45) DEFAULT NULL,

    `Courses` varchar(45) DEFAULT NULL,

    PRIMARY KEY (`StudentID`)

) ENGINE=InnoDB

DEFAULT CHARSET=utf8mb4

COLLATE=utf8mb4_0900_ai_ci;

Any command-line input or output is written as follows:

$ mysql –u root –p

mysql> \s

Bold: Indicates a new term, an important word, or words that you see onscreen. For instance, words
in menus or dialog boxes appear in bold. Here is an example: “Redis is a popular in-memory key-
value store known for its exceptional speed and versatility.”

TIPS OR IMPORTANT NOTES
Appear like this.

Get in touch
Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, email us at
customercare@packtpub.com and mention the book title in the subject of your message.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you have found a mistake in this book, we would be grateful if you would report this to us.
Please visit www.packtpub.com/support/errata and fill in the form.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would be
grateful if you would provide us with the location address or website name. Please contact us at
copyright@packt.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you
are interested in either writing or contributing to a book, please visit authors.packtpub.com.

Share Your Thoughts
Once you’ve read Database Design and Modeling with PostgreSQL and MySQL, we’d love to hear
your thoughts! Please click here to go straight to the Amazon review page for this book and share
your feedback.

Your review is important to us and the tech community and will help us make sure we’re delivering
excellent quality content.

mailto:customercare@packtpub.com
http://www.packtpub.com/support/errata
mailto:copyright@packt.com
http://authors.packtpub.com/
https://packt.link/r/1803233478
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Part 1: Introduction to Databases
In this part, you will get an overview of the fundamental differences between SQL and NoSQL
databases. You will learn about their unique characteristics, design principles, and the trade-offs
involved in choosing one over the other. Additionally, you will understand the essential principles
and best practices for designing robust databases, covering key concepts such as normalization, data
modeling, and understanding business requirements.

This section contains the following chapters:

Chapter 1, SQL and NoSQL Databases: Characteristics, Design, and Trade-Offs

Chapter 2, Building a Strong Foundation for Database Design



1

SQL and NoSQL Databases: Characteristics, Design,
and Trade-Offs
In the digital age, data has become the backbone of modern applications and businesses, driving
decision-making, personalization, and innovation. As the volume and complexity of data continue to
grow exponentially, the role of databases in efficiently storing, managing, and accessing information
has never been more critical. Over time, two primary paradigms for database management have
emerged: Structured Query Language (SQL) and NoSQL databases.

SQL databases have been the traditional data storage and retrieval workhorses for decades. They
adhere to the relational data model, organizing data into tables with rows and columns. These
databases offer strong consistency, transaction support, and a mature ecosystem, making them well
suited for many enterprise applications.

The relational data model is built on the principles of set theory and logic, providing a well-defined
structure for data storage. Each table represents an entity, with rows as individual records and
columns as attributes or properties of those records. Relationships between entities are established
through keys, such as primary keys and foreign keys, ensuring data and referential integrity.

NoSQL databases, on the other hand, are designed to address the scalability and flexibility challenges
posed by big data and real-time web applications. Unlike SQL databases, NoSQL databases do not
follow a strict relational model, and they come in various types to cater to different data models,
including document, key-value, wide-column, and graph databases. These databases are known for
their ability to handle large volumes of unstructured or semi-structured data, offering high
performance, easy replication support, and horizontal scalability. They provide a more flexible
schema or even schemaless data storage, which can be particularly advantageous for applications that
require rapid development and iterations. Additionally, NoSQL databases are often more suitable for
distributed systems, given their focus on availability and partition tolerance, aligning with the
principles of the CAP theorem.

In conclusion, the SQL and NoSQL database paradigms each come with their unique characteristics,
design considerations, and trade-offs. SQL databases excel in providing strong consistency,
transaction support, and a well-established ecosystem, making them a reliable choice for many
enterprise applications. On the other hand, NoSQL databases offer flexibility, scalability, and
performance advantages, catering to diverse use cases with different data models.



In this chapter, we will cover the following topics:

Understanding databases and data models

Exploring the relational data model (SQL database)

Navigating the document data model (NoSQL databases)

Applying the CAP theorem and making NoSQL design choices

Managing transaction and controlling concurrency in NoSQL

Analyzing the advantages and disadvantages of NoSQL databases

Understanding databases and data models
A database is a structured collection of data that’s organized and accessed electronically, providing
efficient mechanisms for data storage, retrieval, update, and management. The blueprint for data
organization within a database is defined by its data model. The two primary paradigms for data
models are the relational data model, commonly associated with SQL databases, and various data
models used in NoSQL databases. The relational data model organizes data into schemas and tables
with rows and columns, representing records and attributes, respectively. Relationships between
tables are established through keys, ensuring data integrity. Normalization is employed to reduce data
redundancy and enhance data integrity. SQL, the language of relational databases, offers powerful
querying capabilities for interacting with data. Additionally, SQL databases support ACID
transactions, ensuring reliability and consistency. In contrast, NoSQL databases embrace various data
models, such as document stores, key-value stores, column-family stores, and graph databases. These
models cater to different use cases and provide flexibility, scalability, and performance advantages,
albeit with trade-offs in terms of transaction support and consistency models.

In light of these relational database characteristics, it’s essential to grasp the influence of these
foundational elements on database efficiency and reliability. To achieve a thorough understanding,
we will dive deeper into each concept for related areas, shedding light on their significance in
practical scenarios.

Exploring the relational data model (SQL databases)
The relational data model is the foundation of SQL databases and has been widely used in the
industry for several decades. It is based on the principles of set theory and logic, providing a
structured and organized way to store and retrieve data. In this model, data is organized into tables,
each representing an entity, and relationships between entities are established through keys.



As we focus on the relational paradigm, it’s essential to recognize that other data models that have
emerged in the digital era will still be using this foundation.

Tables, rows, and columns

In the relational data model, data is stored in tables, which are two-dimensional structures consisting
of rows and columns. Each row in a table represents a record or an individual data entry, while each
column represents an attribute or property of the data.

For example, consider a table named Customers in a database for an e-commerce application. Each
row in the table represents a customer, and the columns may include attributes such as customer ID,
name, email address, and date of birth.

Keys
Keys are essential components of the relational data model as they can establish relationships
between different tables and ensure data integrity:

Primary key: It is recommended to have a primary key in a relational database as this acts as a unique identifier for each row in
the table. It ensures that each record is distinct and can be referenced uniquely. The primary key enforces the entity’s integrity and
allows for efficient retrieval of specific records.

Foreign key: A foreign key comprises a column or group of columns within a tale, which points to the primary key of another
table. It establishes a relationship between two tables, representing a one-to-many or many-to-many association. Foreign keys
ensure referential integrity, meaning that the relationships between entities remain consistent and valid.

For example, in the Customers table, the customer ID column may serve as the primary key, uniquely
identifying each customer. If there is another table named Orders, the customer ID column in the
Orders table can be a foreign key that references the customer ID in the Customers table, indicating
which customer placed each order.

Normalization

Normalization is an essential concept in the relational data model that aims to reduce data
redundancy and improve data integrity. It involves organizing data into multiple tables and ensuring
that each piece of information is stored in only one place. Normalization helps to eliminate data
anomalies, such as update anomalies (inconsistent data) and insertion anomalies (inability to add
data).

There are different normal forms, ranging from First Normal Form (1NF) to higher normal forms
(for example, Second Normal Form (2NF), Third Normal Form (3NF), and others), each with
specific criteria for data organization.



Building on this foundation of data organization, let’s move into the world of the most common
language of all databases: SQL.

Structured Query Language (SQL)

One of the most significant advantages of using SQL databases is the powerful querying capabilities
provided by SQL. SQL is a standardized language that’s used to interact with relational databases,
allowing developers to perform various operations on data, such as retrieving, inserting, updating,
and deleting records.

SQL provides a straightforward and efficient way to write complex queries and retrieve specific
information from the database. The use of SQL enables developers to access data without worrying
about the underlying data storage and its organization as the database management system handles
these complexities internally.

Beyond the capabilities of SQL, transactional support is crucial for many businesses and applications.

ACID transactions

SQL databases stand out for their unwavering support of ACID transactions, offering a foundation of
reliability, isolation, and consistency for database operations, even amid failures. Let’s take a closer
look at each ACID component:

Atomicity ensures transactions are all-or-nothing operations. This means every transaction is treated as a single unit, which either
completes entirely or not at all. Should any part of a transaction fail, the entire operation is reversed, returning the database to its
prior state.

Consistency guarantees that every transaction transforms the database from one valid state into another while adhering to all
predefined rules and integrity constraints. This ensures the database remains accurate and reliable, both before and after
transactions.

Isolation means that transactions are executed independently, shielding ongoing operations from the intermediate stages of other
transactions. This isolation is managed through varying levels, each balancing the trade-off between data integrity and
performance. For instance, “Read Uncommitted” allows visibility of uncommitted changes, increasing speed at the risk of “dirty
reads.” Conversely, “Serializable” offers the highest level of isolation, preventing dirty reads, non-repeatable reads, and phantom
reads but may introduce performance trade-offs.

Durability ensures the permanence of a transaction’s effects once committed. This means that regardless of system failures, such
as power outages or crashes, the changes that are made by transactions are preserved and recoverable.

Together, these ACID properties make SQL databases a robust and reliable choice for applications
requiring stringent data integrity and consistency. SQL databases, with their commitment to ACID
principles, are ideally suited for scenarios demanding reliable and consistent data handling. This
reliability is a cornerstone for applications that cannot afford data anomalies or inconsistencies.



In contrast, NoSQL databases pursue a different set of objectives, often prioritizing scalability and
flexibility over strict adherence to ACID properties. This makes them suitable for applications with
different requirements, such as handling large volumes of unstructured data or requiring rapid
scalability.

Navigating the document data model (NoSQL
databases)
NoSQL databases have emerged as a powerful alternative to traditional SQL databases, catering to
the evolving needs of modern applications that require scalable, flexible, and schemaless data storage
solutions. Among the various data models NoSQL databases offer, the document model stands out for
its dynamic and intuitive structure. In the document model, data is organized into JSON-like
documents, each capable of holding complex nested structures, including arrays, fields, and key-
value pairs. This model allows for a more natural and expressive representation of hierarchical data,
eliminating the rigid schema requirements of SQL databases. Developers can easily adjust to
changing data requirements by adding or modifying fields without impacting existing data or
requiring extensive database migrations. The genesis of NoSQL databases can be traced back to the
need to address the limitations of traditional relational databases, especially in the context of large-
scale web applications. The exponential growth of the internet and the advent of big data highlighted
the need for databases that could scale horizontally, handle unstructured or semi-structured data
efficiently, and offer high performance across distributed systems. NoSQL databases were developed
in response to these demands, offering solutions that are not only highly available and scalable but
also flexible enough to accommodate the rapid pace of change in data structures and application
development. As we shift our focus to the document data model, it will become clear that its
flexibility and dynamic structure bring unparalleled advantages in application development and data
management. However, these benefits come with their own set of challenges, including data
consistency and integrity management across distributed documents. Despite these challenges, the
need for databases that can quickly adapt to the ever-changing landscape of data and application
requirements has cemented the position of NoSQL, and particularly the document model, as a critical
tool in modern database architecture.

Data models in NoSQL

Apart from the document data model, NoSQL databases also adopt other data models, such as the
following:

Key-value model: Stores data as key-value pairs, ideal for caching and simple data retrieval



Column-family model: Organizes data into column families, suitable for wide-column stores

Graph model: Represents data as nodes and edges, making it suitable for complex relationships and graph-based operations

To get a better idea of these models, we will understand their database types.

Types of NoSQL databases

NoSQL databases have emerged as a diverse and powerful alternative to traditional SQL databases,
providing flexible and scalable solutions to handle the ever-increasing volume and complexity of data
in modern applications. NoSQL databases can be broadly categorized into four main types based on
their data storage and management approaches: key-value stores, document stores, column-family
stores, and graph databases. Each type offers unique advantages and use cases, making them suitable
for various application scenarios.

Key-value stores

Key-value stores are the most straightforward types of NoSQL databases. They operate on the
concept of associating a unique key with a corresponding value, much like a dictionary or hash table.
This key is used to uniquely identify and retrieve the associated value. This simplicity makes key-
value stores highly efficient for data retrieval, especially when the primary operation is to fetch data
based on a known key.

Here are a few of their features:

Basic data structure: Key-value stores have a simple data structure, where each data item is represented as a key-value pair. The
key serves as a unique identifier for the value, and data is stored and retrieved based on this key.

High performance: Key-value stores are optimized for high-speed data access. The key-based lookup allows for direct access to
the desired value, making it ideal for applications that require quick data retrieval without complex queries.

Scalability: Many key-value stores are designed to be horizontally scalable, allowing them to handle large amounts of data and
accommodate increasing workloads by distributing data across multiple nodes.

In-memory and disk-based storage: Some key-value stores are in-memory databases, where data is stored and accessed from
RAM for ultra-fast access. Others use disk-based storage for persistence, ensuring data durability even in the event of server
failures.

Several well-known key-value stores are readily available.

Redis is a popular in-memory key-value store known for its exceptional speed and versatility. It
provides a wide range of data structures, including strings, lists, sets, sorted sets, and hashes. Redis is
commonly used for caching frequently accessed data in web applications, improving response times,
and reducing the load on backend databases. Here are a few of its uses:



Caching in web applications: In a web application, Redis can be used to cache frequently requested data, such as user sessions,
frequently accessed database queries, and real-time analytics data. By storing this data in Redis, subsequent requests for the same
data can be served quickly from memory, reducing the need to fetch data from slower backend databases.

Real-time leaderboards: In gaming applications, Redis can be used to maintain real-time leaderboards. Each player’s score and
username can be stored as a key-value pair in Redis, and the leaderboard can be quickly generated by fetching and sorting the
scores based on the values.

Amazon DynamoDB is a fully managed key-value and document database service provided by
AWS. It offers seamless scalability and high availability, making it an excellent choice for
applications with variable and unpredictable workloads.

Here are its applications:

Session data storage: In web applications, DynamoDB can be used to store user session data. Each user’s session information,
such as login status and session ID, can be stored as key-value pairs in DynamoDB. This enables quick retrieval of session data
during user interactions.

User preferences and personalization: DynamoDB is well suited for storing user preferences and personalization data in
applications. For instance, in an e-commerce platform, user preferences for product categories, colors, and sizes can be stored as
key-value pairs, enabling personalized product recommendations and user experiences.

Document stores

Document stores are a type of NoSQL database that follows the document data model for data
storage and management. In a document store, data is organized and stored as documents, which are
self-contained units of information typically represented in JavaScript Object Notation (JSON) or
Binary JSON (BSON) format. This model allows developers to store data in a flexible and
schemaless manner, making it ideal for scenarios where the data structure is subject to change or
when dealing with unstructured or semi-structured data.

Here are a few of their characteristics:

Schemaless: Unlike traditional SQL databases, which require a fixed schema before data can be inserted, document stores do not
impose rigid schema constraints. Each document can have its unique structure, and documents within the same collection can
have different fields. This flexibility allows developers to work with evolving data models and accommodate changes without the
need for schema migrations.

Self-contained: Documents in a document store are self-contained units that encapsulate all relevant data in a single object. This
means that related data can be stored together within a document, reducing the need for complex joins commonly found in
relational databases. As a result, document stores can provide faster access to data and improve query performance, especially for
read-heavy workloads.

High performance: Document stores are designed for high-performance operations, particularly for read and write operations on
individual documents. These databases often use indexing and caching mechanisms to optimize data retrieval, making them well
suited for applications that require low-latency access to data.



MongoDB is one of the most popular and widely used document stores. It stores data in BSON
format, which is a binary representation of JSON documents. MongoDB allows developers to work
with rich, nested data structures and supports a wide range of data types, including arrays, embedded
documents, and geospatial data. The database provides a flexible and powerful query language,
allowing developers to perform complex searches and aggregations on the data.

Here are its application areas:

Content management systems: In content management systems, MongoDB can be used to store diverse content types, such as
articles, images, videos, and user comments. Each content item can be represented as a separate document, and related content can
be nested within the same document. This structure simplifies content retrieval and management.

E-commerce product catalogs: In e-commerce applications, MongoDB can be used to store product information, including
product details, attributes, and pricing. Each product can be represented as a document, and variations of the same product can be
stored as nested documents. This design enables efficient product searches and filtering.

Couchbase is another popular document store known for its high performance, scalability, and
distributed architecture. It uses JSON format to store data, allowing for flexible data structures.
Couchbase is often used as a key-value store with document-oriented capabilities.

Here are some of its applications:

User profiles and preferences: Couchbase can be used to store user profiles and preferences in applications. Each user profile
can be represented as a document that contains user details, settings, and preferences. This structure allows for easy retrieval and
updating of user data.

Real-time analytics and caching: In real-time analytics and caching applications, Couchbase can store frequently accessed data
as documents. For example, in a social media platform, user posts, comments, and likes can be stored as separate documents, and
their relationships can be managed efficiently using Couchbase’s key-value and document-oriented features.

Column-family stores

Column-family stores are a type of NoSQL database that organizes data into column families, which
are groups of related columns. This design allows for efficient read-and-write operations on large-
scale datasets, making column-family stores particularly well-suited for analytical workloads and
time-series data. Let’s take a closer look at their applications:

Column-oriented storage: Unlike traditional row-based databases, where data is stored and retrieved by rows, column-family
stores store data in a columnar format. This column-oriented storage allows for faster read and write operations on specific
columns, making it efficient for analytical queries that involve aggregating data across multiple rows.

Distributed architecture: Column-family stores are designed to be distributed databases, meaning they can scale horizontally
across multiple nodes. This distributed architecture enables them to handle massive amounts of data and provide high availability
and fault tolerance.

Schema flexibility: Column-family stores offer some degree of schema flexibility, allowing columns within a column family to
have varying data types and structures. This flexibility makes it easier to accommodate changes in data requirements without
requiring a full schema update.



Wide-column stores: Another term used for column-family stores is “wide-column stores.” This is because their design allows
them to store a large number of columns per row, and rows can have different sets of columns, giving them a wide and flexible
structure.

ClickHouse is a versatile and powerful columnar database that can be seamlessly integrated with
other data storage and streaming technologies, such as Kafka, HDFS, and S3, to build comprehensive
real-time analytics solutions. These integrations allow organizations to ingest, store, and analyze
large volumes of data in real time, enabling quick and informed decision-making. Here are some of
its applications:

Ingestion: Kafka producers are used to publish data to Kafka topics. ClickHouse can consume data directly from these Kafka
topics using the built-in Kafka engine. This allows data to be continuously streamed into ClickHouse for real-time analysis.

Real-time analytics: ClickHouse’s Kafka engine supports high-speed data ingestion and real-time querying of data. Queries can
be performed on the streaming data, enabling real-time analytics and insights.

Fault tolerance: ClickHouse’s replication and fault tolerance mechanisms ensure data durability even in the event of failures.
This makes the combination of ClickHouse and Kafka a reliable solution for real-time analytics.

Sharding: ClickHouse can shard data among multiple nodes to horizontally scale large data with advanced partitioning options.
This allows very large data sets to be ingested with time-to-live (TTL) parameters with an auto-purging option.

Apache Cassandra is a distributed column-family store known for its ability to handle massive
amounts of data across multiple nodes. It is designed to provide high availability and fault tolerance,
making it suitable for applications in the big data and analytical space. Let’s take a closer look:

Use case: When it comes to time-series data storage in the Internet of Things (IoT) applications, Cassandra can be used to store
time-series data from sensors, devices, and other data sources. Each sensor reading, such as temperature, humidity, or pressure,
can be stored as columns in a column family. Cassandra’s ability to distribute data across nodes ensures that the system can handle
the continuous influx of real-time data.

Use case: Cassandra is commonly used in recommendation systems, where user behavior data and item metadata are stored as
columns in a column family. The system can then efficiently retrieve and analyze this data to provide personalized
recommendations to users.

HBase is an open source column-family store built on top of the Hadoop Distributed File System
(HDFS). It is widely used for real-time read and write access to large datasets, making it suitable for
applications that require low-latency data access. Let’s take a closer look:

Clickstream analytics: In web analytics, HBase can be used to store and analyze clickstream data, where it records the sequence
of clicks made by users while browsing a website. Each click event, such as page views and interactions, can be stored as columns
in a column family. HBase’s ability to handle high volumes of read and write operations allows for real-time analysis of user
behavior.

Social media platforms: HBase is commonly used in social media platforms to store user profiles, posts, comments, and other
social interactions. Each user’s profile attributes, such as name, age, and location, can be stored as columns in a column family.
HBase’s ability to handle massive amounts of data makes it suitable for platforms with millions or even billions of users.

Next, we move to graph databases.



Graph databases

Graph databases represent a distinct category within NoSQL databases that are tailored for storing
and organizing data in a structure resembling a graph. In a graph database, data is represented as a
collection of nodes and edges, where nodes represent entities or objects, and edges represent the
relationships or connections between these entities. This model closely mimics real-world
relationships and is particularly well suited for applications that heavily rely on complex relationships
between data points.

Let’s take a closer look at their components:

Nodes: Nodes in a graph database represent individual entities or objects. Each node can contain properties or attributes that
provide additional information about the entity it represents. For example, in a social network graph, each node may represent a
user, and the properties of the node could include the user’s name, age, and location.

Edges: Edges in a graph database represent the relationships between nodes. These relationships can be directional or
bidirectional and can have specific attributes or properties associated with them. In the social network graph example, edges could
represent friendship connections between users, and attributes of the edges could include the date the friendship was established
or the strength of the relationship.

The graph data model allows for highly efficient traversals of connections between nodes. For
example, finding all the friends of a user in a social network can be done with a simple traversal
along the “friendship” edges connected to the user’s node. This efficiency makes graph databases
particularly well suited for scenarios where understanding and analyzing relationships between data
points is essential.

Neo4j is a leading open source graph database known for its native graph storage and querying
capabilities. It provides a highly expressive and powerful query language called Cypher, specifically
designed for graph traversal and pattern matching. Developers can use Cypher to easily query and
manipulate complex relationships in the data. Let’s take a closer look at its applications:

Social networks: Neo4j is commonly used in social networking platforms where relationships between users, such as friendships,
followers, and interactions, are critical. With Neo4j, it is effortless to find mutual friends, discover social influencers, and identify
potential connections based on shared interests.

Recommendation engines: You can leverage graph databases to model user preferences and item relationships. Neo4j can
efficiently calculate recommendations by traversing the graph to find connections between users and items, leading to
personalized and accurate recommendations.

Fraud detection systems: In fraud detection systems, Neo4j can help identify suspicious activities by analyzing transaction
patterns and relationships between entities. The ability to traverse connections allows fraudulent networks and suspicious behavior
to be detected quickly.

Amazon Neptune is a fully managed graph database service provided by AWS. It is built for high
performance, scalability, and reliability, making it an excellent choice for large-scale applications
with highly connected data. Let’s take a closer look:



Knowledge graphs are valuable in organizing vast amounts of information and establishing connections between different data
points. Amazon Neptune can be used to build knowledge graphs that power intelligent search engines, data exploration tools, and
knowledge management systems.

In drug discovery, understanding molecular interactions and relationships is important. Amazon Neptune can model and analyze
complex biological data, such as protein interactions, genetic data, and chemical compounds, helping researchers identify
potential drug candidates more efficiently.

Network analysis involves examining the relationships between nodes in a network to understand the flow of information,
influence, or communication. Amazon Neptune can be applied to analyze social networks, communication networks, and
transportation networks to gain valuable insights into network dynamics.

Now that we’ve evaluated various database design models, let’s consider the CAP theorem and
various NoSQL design options.

Applying the CAP theorem and NoSQL design choices
The CAP theorem, proposed by Eric Brewer in the early 2000s, has become a fundamental concept in
the design and implementation of distributed systems, including NoSQL databases. It states that in a
distributed system, it is impossible to simultaneously achieve all three of the following properties:
consistency, availability, and partition tolerance. Instead, designers of distributed systems must make
trade-offs between these properties to meet specific requirements and constraints. We’ll take a closer
look at each in the following sections.

Consistency

Consistency in the context of databases means that all nodes in the distributed system have the same
data at any given time. In other words, when a write operation is successful, all subsequent read
operations will return the updated data. Strong consistency guarantees that all clients will observe a
single, most recent version of the data, leading to a linearizable system.

Achieving strong consistency can be challenging in distributed systems as it often involves
synchronous communication between nodes, which can introduce increased latency. As a result,
strong consistency may not be suitable for all use cases, especially those that prioritize low latency
and high availability.

Availabil ity

Availability ensures that every request to the database receives a response, either with the requested
data or an error message. Highly available systems are designed to remain operational and responsive



even in the face of partial failures, hardware faults, or network issues. These systems aim to minimize
downtime and maintain service continuity.

To achieve high availability, distributed systems often employ replication and redundancy. However,
ensuring availability can come at the expense of strong consistency as achieving both properties may
introduce additional complexity and potential conflicts in the data.

Partit ion tolerance

Partition tolerance refers to a system’s ability to continue functioning even when network partitions
occur. Network partitions can lead to communication failures between different nodes in a distributed
system, isolating parts of the system from one another.

Partition tolerance is crucial for the resilience and fault tolerance of distributed systems as it allows
them to survive network outages and recover from partitioned states. However, handling partitions
can impact consistency and availability.

Having established the principles of the CAP theorem, let’s have a look at the consistency models in
NoSQL databases.

Consistency models in NoSQL databases

NoSQL databases often prioritize either availability or partition tolerance, leading to different
consistency models, as mentioned here:

CA – consistency and availability but not partition tolerance: Traditional SQL databases typically prioritize consistency and
availability over partition tolerance. In a CA system, when a network partition occurs, the system will block any further updates
until the partition is resolved. This ensures that the system remains consistent but may result in reduced availability during
partitioned states.

CP – consistency and partition tolerance but not availability: Some NoSQL databases opt for strong consistency and partition
tolerance at the expense of availability. In a CP system, the database may become temporarily unavailable if a partition occurs as
it prioritizes maintaining a consistent view of the data across all nodes.

AP – availability and partition tolerance but not consistency: Most NoSQL databases choose to prioritize availability and
partition tolerance over strong consistency. In an AP system, the database remains available during network partitions, allowing
continued read and write operations. However, this may lead to eventual consistency, where different nodes may have slightly
different versions of the data until the partitions are resolved.

Now that we’ve gained insight into the consistency models of NoSQL databases and have a
foundational understanding of them under our belt, let’s transition to examining NoSQL design
choices and their specific use cases.



NoSQL design choices and use cases

The CAP theorem and the trade-offs it entails influence the design choices of NoSQL databases and
the use cases for which they are best suited.

For CA systems, we have the following:

Applications that require strict data consistency and do not tolerate data discrepancies

Systems where high availability is not the primary concern, and the focus is on maintaining a consistent and accurate view of the
data

Financial applications, reservation systems, and other scenarios where data integrity is critical

For CP systems, this is what we have:

Applications that can tolerate occasional unavailability in exchange for strong consistency during normal operations

Systems that prioritize data accuracy and correctness over immediate availability

Configuration management systems, certain e-commerce applications, and other cases where data integrity is vital

For AP systems, we have the following:

Applications that prioritize availability and responsiveness over strong consistency

Systems that can handle eventual consistency and do not require immediate synchronization across all nodes

Social media platforms, content delivery networks, and other scenarios where low latency and high availability are crucial

The CAP theorem offers valuable perspectives on the compromises that are inherent in crafting
distributed systems and NoSQL databases. As organizations face the challenge of building scalable
and resilient systems, understanding these trade-offs is essential in making informed design
decisions. Each consistency model offers distinct benefits and drawbacks, and choosing the right
model depends on the specific requirements and priorities of the application or system being
developed. By carefully considering the CAP theorem and the desired system characteristics,
developers can design robust and efficient distributed systems that meet the unique needs of their use
cases.

Managing transaction management and concurrency
control in NoSQL
Transaction management and concurrency control are critical aspects of database systems that ensure
data integrity and consistency in multi-user environments. Traditional SQL databases offer ACID
transactions, providing strong consistency guarantees. However, NoSQL databases, which are
designed for distributed and scalable environments, often adopt a different approach to transaction
management, embracing the BASE model.



Let’s explore the differences between ACID and BASE transactions, the reasons behind NoSQL’s
design choices, and the implications for data integrity and concurrency control.

BASE transactions in NoSQL databases

In contrast to ACID, NoSQL databases follow the BASE model for transactions, which relaxes some
of the strong consistency guarantees in favor of improved availability and scalability:

Basically available: The BASE model prioritizes high availability, ensuring that the system remains accessible and responsive
even under adverse conditions. This means that in the presence of network partitions or node failures, the system will continue to
respond to user requests.

Soft state: NoSQL databases may exhibit temporary inconsistency, referred to as “soft state.” In distributed environments, it is
challenging to maintain real-time consistency across all nodes. As a result, some replicas may temporarily diverge, leading to soft
state conditions.

Eventually consistent: The eventual consistency model in NoSQL databases means that given a sufficiently long period with no
further updates, all replicas will eventually converge to a consistent state. The system might temporarily have inconsistent
replicas, but these inconsistencies will eventually be resolved.

Reasons for the BASE model in NoSQL databases

In response to the evolving demands of modern distributed and scalable architectures, where
traditional database models may fall short, NoSQL databases strategically embrace the BASE model,
offering a different paradigm for data consistency and availability:

High availability: In modern distributed systems, maintaining high availability is crucial to ensure uninterrupted service, even
during network partitions or hardware failures. The BASE model’s focus on availability allows NoSQL databases to remain
operational and responsive under adverse conditions.

Scalability: NoSQL databases are designed to scale horizontally, distributing data across multiple nodes to handle massive
amounts of data and user traffic. Strong consistency in large-scale distributed systems can introduce performance bottlenecks,
making the BASE model a more practical choice for scalability.

Flexible data models: NoSQL databases accommodate various data models, such as key-value, document, column-family, and
graph databases. These diverse data models often require different consistency requirements, making the BASE model more
adaptable to the specific needs of each data model.

Implications for data integrity and concurrency control

The adoption of the BASE model in NoSQL databases has implications for data integrity and
concurrency control:

Eventual consistency: With eventual consistency, applications interacting with NoSQL databases must handle scenarios where
data replicas might be temporarily inconsistent. Developers must design their applications to cope with this temporary
inconsistency and resolve any conflicts that may arise.



Optimistic concurrency control: NoSQL databases often employ optimistic concurrency control mechanisms to handle
concurrent read and write operations. This approach allows multiple transactions to proceed concurrently, and conflicts are
resolved during the commit phase, reducing the contention for locks.

Conflict resolution: In BASE transactions, conflict resolution is a crucial aspect of maintaining data consistency. NoSQL
databases use techniques such as last-write-wins or vector clocks to reconcile conflicting updates from different replicas.

Moving from the considerations of data integrity and concurrency control, let’s go into the broader
landscape by exploring the advantages and disadvantages of NoSQL Databases

Analyzing the advantages and disadvantages of NoSQL
databases
NoSQL databases offer several advantages that make them suitable for various use cases in the
modern data landscape. One of the key advantages of NoSQL databases is their scalability. They are
specifically designed to handle massive amounts of data and can easily scale horizontally across
commodity hardware. This horizontal scaling allows organizations to accommodate increasing data
volumes without the need for significant infrastructure changes or performance bottlenecks.

Let’s look at some of the advantages and disadvantages.

Advantages of NoSQL databases

Here is a list of the advantages:

Scalability: Scalability is undeniably one of the most significant advantages offered by NoSQL databases. As modern applications
generate and process massive amounts of data, the need for a robust and scalable data management solution becomes paramount.
NoSQL databases are purpose-built to handle the challenges of big data, real-time data streams, and ever-expanding datasets. With
their ability to distribute data across multiple servers and nodes, NoSQL databases enable horizontal scaling. This means that as
data demands grow, organizations can seamlessly add more servers to their infrastructure, distributing the data workload and
ensuring that performance remains consistent, even under heavy loads. The elasticity provided by NoSQL databases allows
businesses to handle unprecedented data growth without compromising on response times and system availability.

Flexibility: Flexibility is another key advantage of NoSQL databases. Unlike traditional SQL databases, which rely on a fixed
schema to define the structure of data, NoSQL databases embrace a schemaless approach. This means that data can be stored more
dynamically and flexibly, accommodating changes in the data structure without requiring extensive schema modifications,
downtime, or migrations. This level of flexibility is particularly valuable in the context of rapidly evolving applications or projects
where data models are subject to frequent updates. Developers can easily adjust the database schema to incorporate new data
attributes or change existing ones without the constraints imposed by a rigid schema. This agile data storage capability empowers
developers to respond swiftly to changing business requirements and market trends, giving organizations a competitive edge in the
fast-paced digital landscape.

High availability: High availability is yet another compelling advantage offered by NoSQL databases. In today’s world, where
downtime can have severe repercussions on businesses, ensuring continuous operation is crucial. NoSQL databases are designed
with availability as a primary focus, implementing various mechanisms to prevent single points of failure and maintain uptime.
Data replication and distribution across multiple nodes are commonly employed techniques to achieve high availability. If one



node becomes unavailable or experiences a failure, the database can quickly route requests to other available nodes, ensuring
uninterrupted service. This inherent resilience to hardware failures and network issues makes NoSQL databases an excellent
choice for applications that require constant availability and real-time data access.

Performance: Performance gains are one of the most sought-after benefits of adopting NoSQL databases. By simplifying data
models and adopting horizontal scaling, NoSQL databases can deliver exceptional read-and-write performance. The absence of
complex join operations and rigid relational constraints allows NoSQL databases to efficiently handle high volumes of concurrent
operations. This makes them well suited for applications demanding low-latency and high-throughput data processing, such as
real-time analytics, content delivery networks, and applications serving large user bases. The horizontal scaling approach further
contributes to performance optimization as it allows data to be distributed across multiple nodes, reducing the workload on
individual servers and achieving better load balancing.

Disadvantages of NoSQL databases

Despite the numerous advantages, NoSQL databases also come with certain trade-offs and
disadvantages that organizations need to consider when evaluating their database needs. Let’s take a
look at a few of them:

Lack of standardization: One significant challenge in the NoSQL landscape is the lack of standardization. Unlike the well-
established SQL standard that governs relational databases, each NoSQL database adopts its own unique data model and query
language. This lack of uniformity can make it challenging for developers to switch between different NoSQL databases or
integrate them seamlessly into existing systems. Each NoSQL database requires developers to learn its specific query language
and data manipulation methods, potentially increasing the learning curve for adopting these systems. Additionally, the absence of
a standardized query language might lead to issues in data interoperability and data migration between different NoSQL
databases.

Limited transaction support: Organizations should be mindful of the trade-off involving limited transaction support when opting
for NoSQL databases. Unlike traditional SQL databases, which excel in providing strong consistency through ACID transactions,
NoSQL databases frequently embrace the BASE model. This model prioritizes availability and partition tolerance over strong
consistency. While BASE transactions enhance scalability and fault tolerance, they may not be ideal for applications demanding
immediate strong consistency and rigorous transactional assurances. This constraint becomes especially pertinent in applications
where data integrity and consistency are paramount, such as financial systems or those involving intricate data processing
workflows.

Maturity and ecosystem: Furthermore, the maturity and ecosystem of certain NoSQL databases may not be as robust as those of
long-standing SQL database systems. Some NoSQL databases are relatively new to the market and, while they offer exciting
features, might not have the same level of community support, tooling, and documentation that developers can find for SQL
databases. This could pose challenges in terms of troubleshooting issues, finding relevant resources, and receiving timely support.

In conclusion, the disadvantages of NoSQL databases, including the lack of standardization, limited
transaction support, and potential maturity gaps in ecosystems, underscore the need for careful
consideration and evaluation when choosing these systems, particularly in contexts where strong
consistency, standardized querying, and extensive support are critical requirements.

Summary



In this chapter, we explored the fundamental aspects of SQL and NoSQL databases, emphasizing
their significance in the digital age. Databases serve as organized data repositories, with the relational
data model for SQL databases and diverse models for NoSQL databases. We discussed SQL’s
structured tables, robust querying through the SQL language, and support for ACID transactions. In
contrast, NoSQL databases offer flexibility with various data models but require trade-offs, as per the
CAP theorem. Transaction management in NoSQL follows the BASE model. We highlighted the
advantages and drawbacks of NoSQL databases, such as scalability and flexibility, as well as
potential challenges, such as limited standardization. This knowledge will help you make informed
database choices for specific applications, setting the stage for deeper exploration in subsequent
chapters.

In the following chapters, we will dive deeper into each database paradigm, exploring their data
models, transaction management, query languages, and use cases. Understanding the strengths and
weaknesses of both SQL and NoSQL databases will empower developers and database administrators
to make informed decisions when they’re choosing the most suitable database solution for their
specific application requirements.



2

Building a Strong Foundation for Database Design
This chapter focuses on the fundamental concepts and principles of database design. It explains why
it is crucial to have a solid foundation in database design before creating a database, and it also
describes the steps involved in designing a database. The chapter defines key terms such as data,
database, and database management system (DBMS). It then discusses the types of data models,
such as hierarchical, network, relational, and object-oriented models. The relational model is the most
widely used and is discussed in detail.

The chapter also covers the importance of identifying entities, attributes, and relationships in
database design. It explains how to create an entity relationship (ER) diagram – a graphical
representation of a database’s entities, attributes, and relationships. Normalization, which is the
process of organizing data in a database to reduce redundancy and improve data integrity, is also
covered in this chapter. The different normal forms, including the first normal form (1NF), second
normal form (2NF), and third normal form (3NF), are explained, along with examples of how to
achieve each normal form.

The chapter concludes by discussing the importance of database security and integrity and the need to
ensure that data is accurate and consistent. Overall, the chapter provides a comprehensive overview
of the key concepts and principles of building a strong foundation for database design.

In this chapter, we primarily look at the following topics:

The importance of a solid foundation in database design

Advanced database design

The importance of a solid foundation in database
design
A well-designed database ensures that data is organized in a way that allows for efficient storage and
retrieval. Properly structured data can lead to faster query performance, reduced storage
requirements, and improved system performance. A good database design includes data integrity
constraints, such as primary and unique key relationships, which help maintain the accuracy and
consistency of the data. This prevents data anomalies and ensures that the information stored is
reliable.



A solid database design perspective accommodates future growth and changes to the application
requirements. When a database is designed with scalability and flexibility, it can quickly adapt to
handle increased data volumes and evolving business needs.

Also, a well-designed database is easier to maintain and update. Changes to the data model or schema
modifications can be done more efficiently without disrupting the existing functionality or causing
data corruption. With the mindset of security and compliance, a proper database design incorporates
security measures to protect sensitive data and prevent unauthorized access.

Let’s fast forward to key terms and data models.

Key terms and data models

In database design, several key terms and data models are commonly used to define and organize
data.

The following key terms must be digested before getting deeper into the data models, as they are the
foundation of the techniques used:

Entity: A distinct object or concept that is represented in the database. It could be a person, place, thing, or event.

Attribute: A characteristic or property of an entity. Attributes define the specific pieces of information that can be stored about an
entity.

Relationship: A connection or association between two or more entities. Relationships define how entities are related to each
other.

Primary key: A unique identifier for each record in a table. It ensures that each row in the table can be uniquely identified.

Foreign key: A field in one table that refers to the primary key in another table. It establishes a link between two tables and
enables data integrity through referential constraints.

Index: A data structure that improves the speed of data retrieval by allowing faster access to specific data in a table.

Normalization: The process of organizing data in a database to eliminate redundancy and improve data integrity.

Now, let’s review the data models.

Several data models meet the need for application logic applied to databases. Some of these models
are no longer popular, or modern application frameworks do not need such complex logic added to
the database. Yet, these design concepts are handled in the application layer. In this case, the software
architect will often design the database model that will meet the business logic.

Let’s learn about a few of them:

Hierarchical model: A data model where data is organized in a tree-like structure with parent-child relationships. Each parent can
have multiple children, but each child has only one parent, as shown in the following figure:



Figure 2.1 – Design of the hierarchical model

Network model: A data model that represents data as a graph with nodes and arcs, allowing multiple relationships between
records. Have a look at the following figure:

Figure 2.2 – Design of the network model



Relational model: This is the most widely used data model and represents data in tables with rows and columns. It uses relations
(tables) and defines relationships through keys:

Figure 2.3 – Design of the relational model

ER model: A graphical representation of the database structure using entities, attributes, and relationships. It is used to design
relational databases:



Figure 2.4 – Design of the ER model

Object-oriented data model: A data model that extends the concepts of the object-oriented paradigm to databases, where data is
represented as objects with properties and methods. It is a powerful approach that extends the principles of object-oriented
programming to the organization and management of data within databases. By integrating the object-oriented paradigm into
databases, this model allows data to be represented as objects, similar to those used in object-oriented programming languages
such as Java, C++, or Python. Here’s an expanded view of the object-oriented data model:



Figure 2.5 – Design of the object-oriented data model

Object-relational data model: A hybrid data model that combines object-oriented features with the relational model to handle
complex data types and relationships:



Figure 2.6 – Design of the object-relational data model

These key terms and data models serve as the foundation for designing and understanding the
structure and relationships within a database, enabling efficient data management and retrieval.

With these fundamental concepts and data models set as our groundwork, we will transition into a
deeper exploration of database design, examining the practical application of these principles in
enhancing performance, security, and scalability in real-world contexts.

Understanding the relational model in detail

At the core of modern database systems lies the relational model, a foundational approach to
organizing and managing data. Conceived by E.F. Codd in 1970, this model has become the
cornerstone of database design and management, offering a structured way to represent, store, and
retrieve information. The relational model employs tables, referred to as relations, to encapsulate data
in a logical and comprehensible manner.

Tables are composed of rows and columns. Rows, often termed tuples, represent individual instances
or records, each containing a unique set of attributes. Columns, alternatively called attributes, house
specific data points that describe the entities being represented. This tabular arrangement is highly



intuitive, mirroring how people think about data in lists or spreadsheets. For example, in a table
named Customers, each row might correspond to a specific customer, while columns contain details
such as Customer ID, Name, Email, and Phone Number.

Key to the relational model are primary keys and foreign keys. A primary key uniquely identifies
each row within a table, ensuring data uniqueness and integrity. Foreign keys establish relationships
between tables by referring to the primary key of another table. This mechanism enables the
construction of meaningful connections between different sets of data, creating a web of interrelated
information. Although foreign keys are part of the relational model, they need to be used carefully.
Unlike primary keys, which are required to enforce each row’s uniqueness in a table, foreign keys are
operationally problematic in large-scale implementations.

NOTE
The operational complexity of foreign keys is explained at https://code.openark.org/blog/mysql/the-problem-with-mysql-
foreign-key-constraints-in-online-schema-changes by Shlomi Noach.

Normalization is a vital practice within the relational model. It involves organizing tables to
minimize data redundancy and inconsistencies. Normalization is achieved by breaking down
complex tables into smaller, more focused ones that adhere to specific rules, known as normal
forms. This optimization enhances data integrity, as it reduces the chances of anomalies arising from
redundant or conflicting information.

Data integrity, a paramount concern in any database system, is naturally upheld by the relational
model. Through the application of constraints such as primary keys, foreign keys, and other rules,
data accuracy and consistency are safeguarded. This helps prevent errors and discrepancies that could
lead to incorrect decision-making and flawed analysis.

In practice, Structured Query Language (SQL) serves as the lingua franca of the relational model.
SQL provides a standardized syntax for creating, modifying, and querying databases. It empowers
users to interact with the database by defining tables, inserting data, retrieving specific information,
and even performing complex operations such as joining multiple tables to extract valuable insights.

The relational model’s strengths are manifold. Its simplicity makes it accessible to a wide range of
users, from novices to seasoned professionals. Its inherent flexibility allows for dynamic querying
and reporting, enabling the extraction of relevant information from vast datasets. The model’s focus
on data integrity ensures that information is reliable and accurate, promoting confidence in decision-
making. Furthermore, the principles of normalization enhance overall data management and prevent
data inconsistencies.

https://code.openark.org/blog/mysql/the-problem-with-mysql-foreign-key-constraints-in-online-schema-changes


While the relational model remains a bedrock in database design, it’s essential to acknowledge that
the landscape has evolved. Models such as the object-relational model and NoSQL databases have
emerged to cater to specific scenarios and types of data. Nevertheless, the relational model’s enduring
significance lies in its ability to structure data logically, foster relationships between entities, and
provide a solid framework for managing and analyzing information across a diverse array of
applications and industries.

Moving on from the relational model, we’ll now explore the object-relational model, focusing on its
unique strengths and the specific situations it’s designed for.

Identifying entit ies, attributes, and relationships in
database design

When designing a database, one of the initial steps involves identifying entities, attributes, and
relationships. This forms the foundation of your database’s structure, known as an entity
relationship diagram (ERD). Here’s a breakdown of each:

Entities: These are the main objects or concepts you want to store information about. They typically become tables in a relational
database.

As an example, in a school database, some entities might be Student, Course, Teacher, and so on.

Attributes: These are the individual pieces of data that describe or provide more information about an entity. Attributes become
columns (or fields) in a table.

As an example, for the Student entity, attributes might include StudentID, FirstName, LastName,
DateOfBirth, Address, and so on.

Relationships: These define how entities relate to each other. Relationships determine how tables will be connected in a relational
database.

They can be any of the following:

One-to-One (1:1): One record in the first entity relates to one record in the second entity. This is less common. An
example could be Person to SocialSecurityNumber (SSN) – assuming that each person only ever has one

SSN).



Figure 2.7 – One-to-one entity relationship

One-to-Many (1:M): One record in the first entity relates to multiple records in the second entity. For example, a single teacher
might teach many courses, but each course is taught by one teacher.

Figure 2.8 – One-to-many entity relationship

Many-to-Many (M:N): Multiple records in the first entity relate to multiple records in the second entity. These are typically
represented using a junction table or associative entity. For example, students and courses have a many-to-many relationship
because one student can enroll in many courses, and each course can have many students. The junction table could be
StudentCourses with attributes such as StudentID and CourseID.



Figure 2.9 – Many-to-many entity relationship

There are several steps to identify entities and their relationships prior to designing a model for your
database. These are crucial to define in the discovery stage of your application and business needs.
We will not get into who has these roles and responsibilities or how these steps are taken.

Here are the steps to identify entities, attributes, and relationships. These will help you understand
how to proceed with the building blocks of the ER design:

1. Gather requirements: Meet with stakeholders to understand the scope and requirements of the system.

2. Identify entities: Look for nouns in the requirements. For instance, if the requirement says, Students need to register for courses,
Student and Course are potential entities.

3. Identify attributes: For each entity, ask what data points or characteristics are necessary to describe that entity.

4. Identify relationships: Determine how entities relate to one another. Questions such as Does a student enroll in multiple courses?
or Does one teacher instruct many students? can help.

5. Construct a preliminary ERD: Based on your findings, draw an ERD illustrating entities, their attributes, and how they’re
connected.

6. Review and refine: Go back to stakeholders and verify the ERD against requirements. Make refinements as necessary.

7. Normalize the database: This method systematically breaks down tables to minimize data redundancy and prevent undesirable
traits such as insertion, update, and deletion anomalies.

By following these steps and keeping in mind the definitions of entities, attributes, and relationships,
you can construct a robust database design that efficiently serves the needs of the application or
system you’re developing.

Creating an ER diagram

In this section, we will dive into the art of crafting an ER diagram. While various tools exist that can
assist you in the creation of an ER diagram, it is imperative to be well-prepared beforehand.
Frequently, you may find yourself in possession of a pre-existing database schema that can
seamlessly integrate into one of these tools, allowing you to import and generate the diagram.



However, an even more advantageous approach is to craft your very own diagram while you are in
the process of designing and modeling your database.

One of the pivotal techniques employed in the creation of an ER diagram is aligning it with the
overarching business plan and workflow of the database design. By doing so, you ensure that the
relationships and requirements are brought into focus well in advance. If you are pondering the
significance of an ER diagram, it goes beyond being merely a visual representation of a database; it
stands as an essential component of the database design and modeling methodology.

For MySQL, we will be using MySQL Workbench (https://www.mysql.com/products/workbench/).
Please download this tool from MySQL’s download page.

MySQL Workbench is a unified visual tool for database architects, developers, and database
administrators (DBAs). MySQL Workbench provides data modeling, SQL development, and
comprehensive administration tools for server configuration, user administration, backup, and much
more. MySQL Workbench is available on Windows, Linux, and macOS.

In this tool, while there are many administrative activities we can work with, the vital part for our
subject is the ER diagram capability. Most importantly, the tool will help to access a live MySQL
database with SQL Editor, as shown here:

https://www.mysql.com/products/workbench/


Figure 2.10 – MySQL Workbench

Advanced database design
In this section, we’ll take a look at how an advanced database design looks when all the requirements
are applied based on the relational database design model. A database design can vary per business’s
operational needs. There’s always a trade-off between a well-defined and simple solution-based
design. In order to reach advanced database design, architects may choose to design a solution that
will make applications work more efficiently rather than cutting corners. This is where we exercise
our database on fundamentals of database design with advanced steps.

After diving into the theory behind relational database design, we’re now moving forward with
practical application. Instead of taking accessible routes, we’ll focus on designing efficient, robust
solutions for real-world challenges. It’s time to bring the principles we’ve learned to life, stepping
into the realm of advanced database design.

Normalization – reducing redundancy and improving
data integrity



In Chapter 1, we provided high-level details about normalization and how to comply with it.
Normalization’s goal is simply reducing redundancy in each table’s columns to make the data clean.
While it saves storage space, processing power, and the normalization of I/O operations, it actually
makes a clean database design where developers can apply business logic more efficiently. Moreover,
normalization will prepare your database design for upcoming challenges in the future development
and needs of the business logic into schema implementation. Once the database design is completed,
ever-changing business needs, bug fixes, feature enhancements, and possible regulatory needs will
alter the way the database is designed. In that case, applying changes is not only costly to database
operations but also risky.

In this chapter, we will not get into operational challenges over online schema changes. However,
every step of the following implementation is better implemented during the design stages rather than
in production.

Achieving normal forms – 1NF, 2NF, and 3NF

Achieving normalization in a relational database is crucial to ensuring data integrity and reducing
redundancy. One way this is accomplished is through the concept of normal forms. Let’s dive into the
first three of these forms: 1NF, 2NF, and 3NF.

1NF
The following are the requirements of the first normal form:

Each row should be unique, and no duplicates should be allowed, hence there must be a primary key

Tables only contain atomic values, as individual columns should have no sets, arrays, or lists

There are other requirements that we don’t have to worry about, such as unique column names and
data types, as Relational Database Management System (RDBMS) will enforce them.

The following example will help clarify designing a table with 1NF. Suppose we’re building a
database for a university, and we need to capture courses that each student enrolled in.

A preliminary design might look something like this:

Table: StudentCourses

|-----------|-------------|-------------------------------------|

| StudentID | StudentName | Courses                             |

|-----------|-------------|-------------------------------------|

| 101       | John        | Math, English                       |

| 102       | Emily       | History                             |

| 103       | Mike        | Math, Science, History              |

|-----------|-------------|-------------------------------------|

CREATE SCHEMA IF NOT EXISTS `DesignAndModeling`

DEFAULT CHARACTER SET utf8mb4;

CREATE TABLE `StudentCourses` (



    `StudentID` int unsigned NOT NULL AUTO_INCREMENT,

    `StudentNAME` varchar(45) DEFAULT NULL,

    `Courses` varchar(45) DEFAULT NULL,

    PRIMARY KEY (`StudentID`)

) ENGINE=InnoDB

DEFAULT CHARSET=utf8mb4

COLLATE=utf8mb4_0900_ai_ci;

While we can use the MySQL command-line interface (CLI), the following MySQL Workbench’s
GUI can help with a significantly fast implementation at this stage for beginners:

Figure 2.11 – MySQL Workbench data definition

This table is not in 1NF due to the following issues:

The Courses column contains multiple values (comma-separated) for some students.

Without a proper primary key to include course information, the uniqueness of each row might be compromised if a student is
registered for the exact same set of courses as another.

To transform this table into 1NF, the following needs to be done:



We will break down the Courses column so that each combination of Student and Course is represented by an individual

row

We will now introduce a unique identifier (though, in some cases, the combination of StudentID
and Course could itself act as a composite primary key):

CREATE TABLE IF NOT EXISTS `DesignAndModeling`.`StudentCourses` (

    `EnrollmentID` INT UNSIGNED NOT NULL AUTO_INCREMENT,

    `StudentID` INT NOT NULL,

    `StudentNAME` VARCHAR(45) NULL,

    `Courses` VARCHAR(45) NULL,

    PRIMARY KEY (`EnrollmentID`))

ENGINE = InnoDB;

Table: StudentCourses_in_1NF

|--------------|-----------|-------------|---------|

| EnrollmentID | StudentID | StudentName | Course  |

|--------------|-----------|-------------|---------|

| 1            | 101       | John        | Math    |

| 2            | 101       | John        | English |

| 3            | 102       | Emily       | History |

| 4            | 103       | Mike        | Math    |

| 5            | 103       | Mike        | Science |

| 6            | 103       | Mike        | History |

|--------------|-----------|-------------|---------|

Let’s break down this expanded example:

The table is now in 1NF

The EnrollmentID column acts as a primary key, ensuring the uniqueness of each row

The Courses column from the original table has been split, ensuring atomicity

The combination of StudentID and Course can also act as a composite primary key, though the addition of EnrollmentID

simplifies this

By adhering to 1NF, we’re not only ensuring atomicity but also setting the stage for more advanced
normalization processes that further refine the structure of the database.

As we created the StudentCourses table, visual representation can be generated via MySQL
Workbench accordingly:



Figure 2.12 – MySQL Workbench StudentCourses table

Before moving to the second normal form, ideally, decoupling Student from the StudentCourses table
would be a better design approach.

Maintaining independence between entities (such as Student and Courses) in a well-normalized
database is crucial to ensure data integrity and minimize redundancy. So, prior to even exploring
2NF, we should revisit the 1NF example and optimize the design to ensure there’s a clear distinction
and relationship between student information and course enrollment information.

We will create three tables accordingly:

The Student table contains only data related to students

The Course table maintains data specific to each course

The StudentCourses table maps students to the courses they’re enrolled in:

-- Creating the Student table

CREATE TABLE Student (

    StudentID BIGINT UNSIGNED PRIMARY KEY AUTO_INCREMENT NOT NULL,

    StudentName VARCHAR(100),

    DateOfBirth DATE,



    Major VARCHAR(100),

    ContactNumber VARCHAR(15)

);

-- Creating the Course table

CREATE TABLE Course (

    CourseID VARCHAR(10) PRIMARY KEY,

    CourseName VARCHAR(100)

);

-- Creating the StudentCourses table

CREATE TABLE StudentCourses (

    EnrollmentID BIGINT UNSIGNED PRIMARY KEY AUTO_INCREMENT NOT NULL,

    StudentID BIGINT UNSIGNED,

    CourseID VARCHAR(10),

    FOREIGN KEY (StudentID) REFERENCES Student(StudentID),

    FOREIGN KEY (CourseID) REFERENCES Course(CourseID)

);

This design supports flexibility and scalability while preserving data integrity, as StudentID and
CourseID in the StudentCourses table act as foreign keys that link to the primary keys in the Student
and Course tables, respectively. Consequently, we ensure referential integrity and reduce redundancy
by segregating the student and course details. Refer to the following screenshot:

Figure 2.13 – MySQL ER diagram

Here’s an example of an SQL statement that inserts data into the Student table. This command
specifies the fields StudentName, DateOfBirth, Major, and ContactNumber, and then provides the
corresponding values that will be inserted into the table:

 Inserting data into the Student table

INSERT INTO Student (

    StudentName,

    DateOfBirth,

    Major,



    ContactNumber

)

VALUES

('John Doe', '2000-05-15', 'Computer Science', '+1234567890'),

('Jane Smith', '2001-03-12', 'Physics', '+1234567891'),

('Jim Bean', '1999-07-25', 'Mathematics', '+1234567892');

-- Inserting data into the Course table

INSERT INTO Course (CourseID, CourseName)

VALUES

('CS101', 'Introduction to Programming'),

('PH102', 'Advanced Physics'),

('MA103', 'Calculus II');

-- Inserting data into the StudentCourses table

INSERT INTO StudentCourses (StudentID, CourseID)

VALUES

(1, 'CS101'),

(2, 'PH102'),

(3, 'MA103'),

(1, 'PH102'),

(2, 'MA103');

→

+----------+------------+-----------+-----------------+-------------+

| StudentID | StudentName | DateOfBirth | Major            | ContactNumber |

+-----------+-------------+-------------+------------------+---------------+

|         1 | John Doe    | 2000-05-15  | Computer Science | +1234567890   |

|         2 | Jane Smith  | 2001-03-12  | Physics          | +1234567891   |

|         3 | Jim Bean    | 1999-07-25  | Mathematics      | +1234567892   |

+----------+------------+-----------+-----------------+-------------+

+----------+-----------------------------+

| CourseID | CourseName                  |

+----------+-----------------------------+

| CS101    | Introduction to Programming |

| MA103    | Calculus II                 |

| PH102    | Advanced Physics            |

+----------+-----------------------------+

+--------------+-----------+----------+

| EnrollmentID | StudentID | CourseID |

+--------------+-----------+----------+

|            1 |         1 | CS101    |

|            2 |         2 | PH102    |

|            3 |         3 | MA103    |

|            4 |         1 | PH102    |

|            5 |         2 | MA103    |

+--------------+-----------+----------+

Now that the table is created with properties of 1NF with its primary key enforcing uniqueness, we
will continue with 2NF.
2NF
A table is in the second normal form if it satisfies the following conditions:

It is in 1NF.

It has no partial dependencies. All non-key attributes are fully functionally dependent on the primary key. In simpler terms, if you
have a composite primary key (a key consisting of more than one column), a column that is not part of the primary key should not
depend on only a part of the primary key.

To illustrate the concept, let’s consider the previously defined tables:



The Student table stores information related to students and uses an AUTO_INCREMENT primary key, StudentID, which

uniquely identifies each student:

CREATE TABLE Student (

    StudentID BIGINT UNSIGNED PRIMARY KEY AUTO_INCREMENT 

        NOT NULL,

    StudentName VARCHAR(100),

    DateOfBirth DATE,

    Major VARCHAR(100),

    ContactNumber VARCHAR(15)

);

The Course table maintains course-related details. CourseID serves as the primary key, ensuring each course is uniquely

identifiable:

CREATE TABLE Course (

    CourseID VARCHAR(10) PRIMARY KEY NOT NULL,

    CourseName VARCHAR(100)

);

The StudentCourses table manages the many-to-many relationship between students and courses, also storing the grade

achieved by a student in a particular course. The EnrollmentID primary key uniquely identifies each enrollment, and foreign

keys (StudentID and CourseID) create links to the associated Student and Course records, avoiding redundancy and

ensuring consistency:

CREATE TABLE StudentCourses (

    EnrollmentID BIGINT UNSIGNED PRIMARY KEY AUTO_INCREMENT 

        NOT NULL,

    StudentID BIGINT UNSIGNED,

    CourseID VARCHAR(10),

    Grade CHAR(2),

    FOREIGN KEY (StudentID) REFERENCES Student(StudentID),

    FOREIGN KEY (CourseID) REFERENCES Course(CourseID)

);

INSERT INTO Student (StudentName, DateOfBirth, Major, ContactNumber) VALUES

('Lara Eda', '2009-06-03', 'Computer Science', '321-456-7890'),

('Ilayda Tezuysal', '2002-12-17', 'Computer Science', '312-456-7890'),

('John Doe', '2000-01-15', 'Computer Science', '123-456-7890'),

('Jane Smith', '2001-06-20', 'Data Science', '987-654-3210');

INSERT INTO Course (CourseID, CourseName) VALUES

('CSC101', 'Introduction to Computer Science'),

('DSC102', 'Introduction to Design and Modeling Databases'),

('DSC101', 'Introduction to Data Science');

INSERT INTO StudentCourses (StudentID, CourseID, Grade) VALUES

(1, 'CSC101', 'A'),

(2, 'CSC101', 'A'),

(3, 'DSC101', 'B'),

(4, 'DSC101', 'A');

By keeping course-related attributes in the Course table and student-related attributes in the Student
table, we prevent partial dependencies, thus adhering to 2NF. The StudentCourses table, without
containing attributes such as CourseName, ensures that it doesn’t violate 2NF by preventing partial
dependency on the part of the primary key.

Our preceding design is automatically generated into an ER diagram as follows:



Figure 2.14 – MySQL ER diagram

After applying 2NF, Figure 2.15 shows the relationships between tables. It is much clearer to see
visually represented to understand the design concepts:

mysql> select * from student;

+-----------+-------------+-------------+------------------+---------------+

| StudentID | StudentName | DateOfBirth | Major            | ContactNumber |

+-----------+-------------+-------------+------------------+---------------+

|         4 | John Doe    | 2000-01-15  | Computer Science | 123-456-7890  |

|         5 | Jane Smith  | 2001-06-20  | Data Science     | 987-654-3210  |

+-----------+-------------+-------------+------------------+---------------+

mysql> select * from course;

+----------+----------------------------------+

| CourseID | CourseName                       |

+----------+----------------------------------+

| CSC101   | Introduction to Computer Science |

| DSC101   | Introduction to Data Science     |

+----------+----------------------------------+

mysql> select * from StudentCourses;

+--------------+-----------+----------+-------+

| EnrollmentID | StudentID | CourseID | Grade |

+--------------+-----------+----------+-------+

|            7 |         4 | CSC101   | A     |

|            8 |         5 | DSC101   | B     |

|            9 |         4 | DSC101   | A     |

+--------------+-----------+----------+-------+

We have avoided possible violations by separating the Course table. Imagine if we add a new column,
such as CourseName, to the StudentCourses table; it may look like this:

-- Potential 2NF Violation: StudentCourses Table with CourseName

CREATE TABLE StudentCourses_Violation (



    EnrollmentID BIGINT UNSIGNED PRIMARY KEY AUTO_INCREMENT NOT NULL,

    StudentID BIGINT UNSIGNED,

    CourseID VARCHAR(10),

    CourseName VARCHAR(100), -- Potential violation of 2NF

    Grade CHAR(2),

    FOREIGN KEY (StudentID) REFERENCES Student(StudentID),

    FOREIGN KEY (CourseID) REFERENCES Course(CourseID)

);

Here, assuming that StudentID and CourseID together form a composite primary key, having
CourseName in the StudentCourses table may violate 2NF if CourseName is dependent only on CourseID
(part of the primary key), creating a partial dependency. The issue arises because CourseName does not
depend on the entire composite primary key (StudentID and CourseID).

This instance of partial dependency underscores the importance of adhering to 2NF rules. By
identifying and resolving such issues, we enhance the structure and integrity of our database,
ensuring that it is robust and logically sound. As we conclude, it’s evident that careful attention to
these principles during database design is crucial for optimal functionality and efficiency.

Ensuring database validity and integrity

Ensuring database validity and integrity is crucial in any database design to safeguard the accuracy
and consistency of data. In the provided design (comprising the Student, Course, and StudentCourses
tables), several measures are employed to ensure validity and integrity:

Use of primary keys:

Uniqueness: Primary keys (StudentID, CourseID, and EnrollmentID) guarantee that records are unique and

easily identifiable.

Non-nullability: They are defined as NOT NULL, ensuring that every record must have a key value.

Use of foreign keys:

Referential integrity: Foreign keys in the StudentCourses table refer to primary keys in the Student and

Course tables, ensuring referential integrity. This means any StudentID or CourseID instance recorded in

StudentCourses must exist in the respective reference table.

Consistency: By maintaining relationships through foreign keys, changes in referenced tables (such as deletions or
updates) can be managed to maintain data consistency and avoid orphaned records.

Use of AUTO_INCREMENT:

Automatic key management: The AUTO_INCREMENT attribute for the primary key in the Student and

StudentCourses tables ensures that new records are automatically and uniquely numbered, minimizing the risk of

manual entry errors.

Enforcement of atomicity:



Atomic values: By defining tables in such a way that values stored in a column are atomic (indivisible), such as using
specific data types and avoiding storing lists or arrays in a single column, we align with 1NF and simplify data
management.

Data type specification:

Type consistency: By defining appropriate data types for each column (for example, VARCHAR for names, and DATE

for birth dates), the database ensures that only data of the expected type is stored, enhancing validity.

Normalization:

Avoiding anomalies: The table structure adheres to at least 2NF, reducing redundancy and minimizing the chances of
insertion, deletion, and update anomalies.

Setting column constraints:

Controlled data entry: By setting column length or value constraints, we can govern the kind of data stored in the
tables and prevent erroneous data entry. For instance, Grade might be limited to certain valid values.

For example, the following database operations are protected by enforcing foreign key constraints:

mysql> drop table student;

ERROR 3730 (HY000): Cannot drop table 'student' referenced by a foreign key constraint 

'studentcourses_ibfk_1' on table 'StudentCourses'.

mysql> delete from course;

ERROR 1451 (23000): Cannot delete or update a parent row: a foreign key constraint fails 

(`designandmodeling`.`studentcourses`, CONSTRAINT `studentcourses_ibfk_2` FOREIGN KEY 

(`CourseID`) REFERENCES `course` (`CourseID`))

With this, we reach the end of this section. Here we have a comprehensive overview of building a
strong foundation for database design.

3NF
The pursuit of the third normal form is a critical step in refining a database schema to ensure its
efficiency, integrity, and flexibility. A table is said to be in 3NF if it satisfies two criteria: it is in 2NF,
and all its attributes are directly dependent on the primary key, but not on other non-primary
attributes (i.e., it eliminates transitive dependencies).

These are the steps to achieve 3NF:

1. Identify transitive dependencies: Recognize attributes that do not depend directly on the primary key.

2. Decompose the table: Separate the table into two, where one holds the primary key and directly related attributes, and the other
holds the transitive attributes along with the attribute they depend on.

3. Reestablish relationships: Use foreign keys to maintain relationships between the newly created tables.

To apply 3NF to the StudentCourses table and the entire database schema, it’s important to first
understand what 3NF entails. A table is in 3NF if it is in 2NF and, in addition to that, it does not have
transitive dependencies. This means non-key attributes (columns not part of the primary key) must
not depend on them. In other words, all attributes must directly depend on the primary key.



Looking at the StudentCourses table, along with the Student and Course tables, it seems that they are
already in 2NF for the following reasons:

Each table has a primary key that uniquely identifies its rows (EnrollmentID for StudentCourses, StudentID for

Student, and CourseID for Course)

All non-key attributes in each table are fully functionally dependent on the primary key

To ensure that these tables are in 3NF, we need to check for any transitive dependencies within them.
Transitive dependency would mean having an attribute that depends on another non-primary key
attribute, which could lead to redundancy and anomalies.

From the given information, there are no visible transitive dependencies in the StudentCourses table,
as explained here:

EnrollmentID (primary key) directly identifies each record

StudentID and CourseID are foreign keys that link to their respective tables

Grade is directly dependent on EnrollmentID, not on any other non-key attribute

The Student and Course tables also seem well-structured for 3NF:

The Student table’s attributes (StudentName, DateOfBirth, Major, and ContactNumber) all directly relate to

StudentID

The Course table’s attribute (CourseName) directly relates to CourseID

Since there are no attributes that are dependent on non-key attributes, the database schema as
described adheres to 3NF. There is no need for further normalization to achieve 3NF for these tables.

However, ensuring 3NF in a real-world database often involves a deeper analysis of the data and the
relationships between them, especially in more complex databases with more tables and
relationships. In this case, the schema provided is well-normalized and does not exhibit transitive
dependencies, thereby adhering to the principles of 3NF.

Concluding thoughts
The design practices demonstrated in the preceding sections not only ensure the maintenance of data
integrity but also advocate for consistency, significantly reduce redundancy, and provide a
streamlined framework for precise data management and retrieval. To augment this foundational
robustness, the integration of advanced mechanisms such as stored procedures, triggers, and
comprehensive checks and balances is recommended. These strategies work cohesively to fortify data
validation processes and bolster the management of data integrity, thereby solidifying the database’s
reliability and performance in the face of diverse operational demands. This holistic approach to



database design, emphasizing both structural soundness and operational agility, is indispensable in
the creation of a resilient, efficient, and scalable data infrastructure.

Summary
In this chapter, you have journeyed through an immersive exploration of the intricate world of
database design and management, emerging with a toolkit of vital skills that underscore the essence
of structuring efficient, reliable, and purpose-driven databases.

We began with the art of proficient database design. The chapter then initiated discussions by
unfolding the transformative impacts of robust database design, emphasizing its capacity to fortify
security, enrich data quality, streamline operations, and, ultimately, sustain the digital ecosystems of
businesses and applications.

Then we learned about objective-oriented design – the strategic compass. The narrative stressed the
importance of precise objectives that act as the strategic compass in the voyage of database design.
These objectives, encompassing aspects such as functionality, performance, security, and scalability,
serve as the foundational pillars in sculpting the database’s architecture.

We then concluded the ideal database design by equipping you with the acumen to evaluate diverse
design schemas, advocating a holistic decision-making process influenced by an array of factors such
as system requisites, data characteristics, and operational scenarios.

Throughout the chapter, there was a persistent emphasis on mastering the core principles of database
design and modeling. From the intricacies of data relationships and integrity to the nuances of
normalization and data typology, you are now familiar with the cardinal rules that govern the domain
of database systems.

In summary, this chapter has been an academic expedition, transforming novices into adepts capable
of orchestrating sophisticated, purposeful, and scalable databases. It’s a reservoir of knowledge,
conceptual analyses, comparative studies, and practical strategies, all curated to empower individuals
in the art and science of database design.

We are moving on to the next chapter with some hands-on practice with both MySQL and
PostgreSQL experience.



Part 2: Practical Implementation
In this part, the focus is on the practical aspects of working with PostgreSQL and MySQL, two of the
most popular open source relational databases. You will gain hands-on experience with installation,
configuration, and basic operations.

This part contains the following chapter:

Chapter 3, Getting Your Hands Dirty with PostgreSQL and MySQL



3

Getting Your Hands Dirty with PostgreSQL and MySQL
This practical chapter will focus on giving you hands-on experience with using PostgreSQL and
MySQL. This chapter covers essential topics, including setting up your environment, creating and
managing databases, and providing a SQL crash course with a command-line interface (CLI). You
will also learn about database design tools and how to use them to create their first schema.

We’ll begin by setting up your environment, which involves setting up a local environment for
PostgreSQL and MySQL. You will learn how to install and configure the databases on your local
machine and how to set up user accounts with the necessary permissions.

Next, we’ll cover creating and managing databases, which focuses on creating and managing
databases using the CLI. You will learn how to create new databases, tables, and users and how to
modify existing ones. You will also learn how to perform basic database administration tasks such as
backup and restore.

After, we’ll dive into the CLI and provide a hands-on tutorial that will teach you the basics of SQL
when using the CLI. You will learn how to create tables, insert data, perform queries, and modify
data using SQL commands.

Finally, we’ll provide a schema – a practical exercise where you will apply what you’ve learned in
the previous sections to create your first database schema. By doing this, you will learn how to create
tables, define relationships, and add constraints to ensure data integrity.

By the end of this chapter, you will have gained practical experience in using PostgreSQL and
MySQL, and you will have created your first schema while utilizing best practices surrounding
database design and modeling.

In this chapter, we will cover the following topics:

Understanding the sample database

Exploratory data analysis (EDA) and preprocessing

Understanding the sample database
The ShopSphere e-commerce dataset (https://github.com/PacktPublishing/Database-Design-and-
Modeling-with-PostgreSQL-and-MySQL/tree/main/ch03) that we have created presents a rich
tapestry of online retail transactions from a global marketplace, known as ShopSphere. This dataset

https://github.com/PacktPublishing/Database-Design-and-Modeling-with-PostgreSQL-and-MySQL/tree/main/ch03


details over 100,000 orders, offering a glimpse into the dynamic world of e-commerce from an
unspecified period, capturing the essence of marketplace transactions worldwide. It reveals intricate
details of the e-commerce ecosystem, including order statuses, pricing strategies, payment options,
delivery timelines, customer demographics, product information, and consumer feedback through
reviews.

ShopSphere is not merely a marketplace but a visionary platform that connects diverse businesses
with a global customer base. It simplifies the online selling process, enabling merchants to showcase
their products to a wide audience with minimal hassle. A single partnership with ShopSphere opens
doors to a world of opportunities, backed by a comprehensive logistic network that ensures smooth
product deliveries.

To make a purchase, upon making a selection on ShopSphere, the customer initiates a sequence of
events that underscores the platform’s efficiency and attention to detail. The responsibility of
fulfilling the order lies with the merchant, ensuring that the product safely reaches its destination.
Following its delivery, or upon the arrival of the estimated delivery window, customers are invited to
participate in a survey. This feedback mechanism is a testament to ShopSphere’s dedication to service
excellence, allowing customers to share their experiences and provide valuable insights into their
shopping journey.

EDA and preprocessing
In the ShopSphere database, EDA and preprocessing involve simple but important steps to
understand and clean the data. First, EDA helps us see patterns and important details in the data. This
is done using simple statistics and graphs to look at things such as how many orders there are, where
customers live, and what they buy.

Database schema

The following figure shows the relation diagram between the tables. These tables show how the
application will process the business logic:



Figure 3.1 – Design of the database model

As we can see, the database comprises several tables. In the following sections, we will analyze each
table individually and perform preprocessing to prevent extra space consumption.

MySQL

This section will cover the steps you need to follow to use a MySQL database locally. We will start
by installing it on a virtual machine, where you can use your local host, Windows, or macOS to get
going for this chapter.

Setting up your environment
While most Linux distributions come with MySQL, you can follow the instructions that best suit
your lab environment at https://dev.mysql.com/doc/mysql-installation-excerpt/8.0/en/. We’ll start
with a popular MySQL installation by using Brew (https://formulae.brew.sh/formula/mysql) for
macOS:

$ brew install mysql

Alternatively, to install MySQL using the package installer (macOS), please refer to 6.2 Installing
MySQL on macOS Using Native Packages at https://downloads.mysql.com/docs/mysql-installation-

https://dev.mysql.com/doc/mysql-installation-excerpt/8.0/en/
https://formulae.brew.sh/formula/mysql
https://downloads.mysql.com/docs/mysql-installation-excerpt-8.0-en.a4.pdf


excerpt-8.0-en.a4.pdf.

Once the installation is complete, you should have access to MySQL’s CLI:

$ mysql –u root –p

mysql> \s

--------------

mysql  Ver 8.0.28 for macos10.15 on x86_64 (Homebrew)

Connection id:        8

Current database:

Current user:         root@localhost

SSL:                  Cipher in use is TLS_AES_256_GCM_SHA384

Current pager:        stdout

Using outfile:        ''

Using delimiter:      ;

Server version:       8.0.35 MySQL Community Server - GPL

Protocol version:     10

Connection:           127.0.0.1 via TCP/IP

Server characterset:  utf8mb4

Db     characterset:  utf8mb4

Client characterset:  utf8mb4

Conn.  characterset:  utf8mb4

TCP port:             3306

Binary data as:       Hexadecimal

Uptime:               22 sec

Threads: 2  Questions: 5  Slow queries: 0  Opens: 117  Flush tables: 3  Open tables: 

38  Queries per second avg: 0.227

--------------

Now, create the ShopSphere database as follows and display its syntax:

mysql> create database if not exists ShopSphere;

mysql> show create database ShopSphere \G

*************************** 1. row ***************************

       Database:  ShopSphere

Create Database: CREATE DATABASE ` ShopSphere ` /*!40100 DEFAULT CHARACTER SET utf8mb4 

COLLATE utf8mb4_0900_ai_ci */ /*!80016 DEFAULT ENCRYPTION='N' */

1 row in set (0.00 sec)

The preceding output shows the more detailed syntax of the ShopSphere database’s create statement,
which includes the character set, collation, and encryption status. These values are kept as-is here.

Creating and managing databases
In this section, we will continue using MySQL’s CLI to create a database. We’ll follow a very basic
setup for our sample ShopSphere database.

You can find all the related SQL files to create databases and tables in this book’s GitHub repository:
https://github.com/PacktPublishing/Database-Design-and-Modeling-with-PostgreSQL-and-
MySQL/tree/main/ch03.

First, check if the database has been created by running the following command:

mysql> show create database ShopSphere \G

*************************** 1. row ***************************

       Database:  ShopSphere

Create Database: CREATE DATABASE ` ShopSphere ` /*!40100 DEFAULT CHARACTER SET utf8mb4 

https://downloads.mysql.com/docs/mysql-installation-excerpt-8.0-en.a4.pdf
https://github.com/PacktPublishing/Database-Design-and-Modeling-with-PostgreSQL-and-MySQL/tree/main/ch03


COLLATE utf8mb4_0900_ai_ci */ /*!80016 DEFAULT ENCRYPTION='N' */

1 row in set (0.00 sec)

In the sample ShopSphere database schema, there are eight tables with relations to each other. Let’s
dig into these tables. To explore them, we need to create all the tables using the following method.

You can find the SQL files to build these tables in this book’s GitHub repository:
https://github.com/PacktPublishing/Database-Design-and-Modeling-with-PostgreSQL-and-
MySQL/tree/main/ch03/MySQL/TABLES. You can create all the tables using the following
command:

mysql -u yourusername -p ShopSphere < /path/to/ ShopSphere _schema.sql

Once the schema has been created, load the data for the downloaded sample records from this link.

A sample script (https://github.com/PacktPublishing/Database-Design-and-Modeling-with-
PostgreSQL-and-MySQL/blob/main/ch03/load_csv_mysql.py) has been built to help with this
operation. Please follow the instructions on the GitHub page.
Customers table (ShopSphere _customers_dataset)
The customers table comprises the following columns:

customer_id: The key to the orders dataset. Each order has a unique customer_id value.

customer_unique_id: Unique identifier of a customer.

In this system, each order is assigned to a unique customer_id value. This means that the same
customer will get different IDs for different orders. The purpose of having a customer_unique_id
value in the dataset is so that you can identify customers who made repurchases at the store.
Otherwise, you would find that each order had a different customer associated with it.

The following columns are important here:

customer_zip_code_prefix: Specifies the first five digits of the customer’s ZIP code

customer_city: The customer’s city name

customer_state: The customer’s state

You can use the following command to display the structure of the customers table:

mysql> show create table customers\G

*************************** 1. row ***************************

       Table: customers

Create Table: CREATE TABLE `customers` (

  `customer_id` varchar(45) NOT NULL,

  `customer_unique_id` varchar(45) NOT NULL,

  `customer_zip_code_prefix` int DEFAULT NULL,

  `customer_city` varchar(25) DEFAULT NULL,

  `customer_state` char(2) DEFAULT NULL,

  PRIMARY KEY (`customer_id`),

  UNIQUE KEY `customer_id_UNIQUE` (`customer_id`),

https://github.com/PacktPublishing/Database-Design-and-Modeling-with-PostgreSQL-and-MySQL/tree/main/ch03/MySQL/TABLES
https://github.com/PacktPublishing/Database-Design-and-Modeling-with-PostgreSQL-and-MySQL/blob/main/ch03/load_csv_mysql.py


  UNIQUE KEY `customer_unique_id_UNIQUE` (`customer_unique_id`)

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COLLATE=utf8mb4_0900_ai_ci

1 row in set (0.00 sec)

As an example, to find customers ordering from Sao Paula, we can use the following query:

mysql> SELECT * FROM ShopSphere.customers WHERE customer_city = "New York" LIMIT 1\G

*************************** 1. row ***************************

             customer_id: 023b064e-1731-4725-b975-090c06e64e4d

      customer_unique_id: 5a64c675-4728-4d7c-bf1b-9552c999aebc

customer_zip_code_prefix: 10028

           customer_city: New York

          customer_state: NY

1 row in set (0.00 sec)

Now, let’s move to the next step.
Orders table (ShopSphere _orders_table)
The orders table comprises the following important columns:

order_id: This is key to the orders table and sits at the center of the ShopSphere database

customer_id: This is key to all the orders related to the customers

Select a sample row from the orders table, as follows:

mysql> SELECT * FROM ShopSphere.orders LIMIT 1 \G

*************************** 1. row ***************************

                     order_id: 009ceb00-a768-47da-9b05-ea9de50d3a9c

                  customer_id: f58ba72f-5397-4c2f-907a-65110523225c

                 order_status: shipped

     order_purchase_timestamp: 2023-12-11 14:41:31

            order_approved_at: 2023-12-12 06:41:31

 order_delivered_carrier_date: 2023-12-13 06:41:31

order_delivered_customer_date: 2023-12-19 06:41:31

order_estimated_delivery_date: 2023-12-25 14:41:31

1 row in set (0.00 sec)

Next, we move to aggregation.
How to generate aggregated data

The aggregating technique is used for summarizing data, such as counting, averaging, and so on. In
the following example, we will count orders where the order status is delivered from our sample
dataset:

mysql> SELECT COUNT(*) FROM ShopSphere.orders WHERE order_status = 'delivered';

+----------+

| COUNT(*) |

+----------+

|      203 |

+----------+

1 row in set (0.05 sec)

The following code shows the schema of the orders table:

mysql> show create table orders \G

*************************** 1. row ***************************



       Table: orders

Create Table: CREATE TABLE `orders` (

  `order_id` varchar(45) NOT NULL,

  `customer_id` varchar(45) DEFAULT NULL,

  `order_status` varchar(15) DEFAULT NULL,

  `order_purchase_timestamp` datetime DEFAULT NULL,

  `order_approved_at` datetime DEFAULT NULL,

  `order_delivered_carrier_date` datetime DEFAULT NULL,

  `order_delivered_customer_date` datetime DEFAULT NULL,

  `order_estimated_delivery_date` datetime DEFAULT NULL,

  PRIMARY KEY (`order_id`)

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COLLATE=utf8mb4_0900_ai_ci

1 row in set (0.00 sec)

As we can see, the orders table sits at the epicenter of the schema and has relationships with the
payments, products, items, customers, and reviews tables.

The sellers table with the following fields:

seller_id: A varchar field with a maximum length of 45 characters, set as the primary key and marked as not null

seller_zip_code_prefix: A decimal field with five digits and no decimal places, optional

seller_city: A varchar field with a maximum length of 45 characters, optional

seller_state: A char field with a fixed length of two characters, optional

The command to create the sellers table can be found here:
https://github.com/PacktPublishing/Database-Design-and-Modeling-with-PostgreSQL-and-
MySQL/blob/main/ch03/MySQL/TABLES/sellers.sql.

The following code shows the CREATE TABLE statement for the sellers table:

CREATE TABLE `sellers` (

  `seller_id` varchar(45) NOT NULL,

  `seller_zip_code_prefix` decimal(5,0) DEFAULT NULL,

  `seller_city` varchar(45) DEFAULT NULL,

  `seller_state` char(2) DEFAULT NULL,

  PRIMARY KEY (`seller_id`)

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COLLATE=utf8mb4_0900_ai_ci;

Next, we are joining the tables.

Joining tables
It is a general practice of relational databases to combine data from multiple tables. We won’t dive
into the details of join types in this book, so it would be wise to learn different ways of joining tables.

IMPORTANT NOTE
The joins mentioned here can result in a cartesian product, which means reading all the rows in the destination tables to
find matching rows in the source table.

As an example, let’s select the order and product IDs from the orders and order_items tables, where
the order IDs are limited to 10 rows:

https://github.com/PacktPublishing/Database-Design-and-Modeling-with-PostgreSQL-and-MySQL/blob/main/ch03/MySQL/TABLES/sellers.sql


mysql> SELECT o.order_id, oi.product_id FROM ShopSphere.orders o JOIN 

ShopSphere.order_items oi ON o.order_id = oi.order_id LIMIT 10;

+----------------------------------+----------------------------------+

| order_id                         | product_id                       |

+----------------------------------+----------------------------------+

| 00010242fe8c5a6d1ba2dd792cb16214 | 4244733e06e7ecb4970a6e2683c13e61 |

| 00018f77f2f0320c557190d7a144bdd3 | e5f2d52b802189ee658865ca93d83a8f |

| 000229ec398224ef6ca0657da4fc703e | c777355d18b72b67abbeef9df44fd0fd |

| 00024acbcdf0a6daa1e931b038114c75 | 7634da152a4610f1595efa32f14722fc |

| 00042b26cf59d7ce69dfabb4e55b4fd9 | ac6c3623068f30de03045865e4e10089 |

| 00048cc3ae777c65dbb7d2a0634bc1ea | ef92defde845ab8450f9d70c526ef70f |

| 00054e8431b9d7675808bcb819fb4a32 | 8d4f2bb7e93e6710a28f34fa83ee7d28 |

| 000576fe39319847cbb9d288c5617fa6 | 557d850972a7d6f792fd18ae1400d9b6 |

| 0005a1a1728c9d785b8e2b08b904576c | 310ae3c140ff94b03219ad0adc3c778f |

| 0005f50442cb953dcd1d21e1fb923495 | 4535b0e1091c278dfd193e5a1d63b39f |

+----------------------------------+----------------------------------+

10 rows in set (0.00 sec)

Next, we count and group by.
Count and group by
This count and group by technique is used for counting rows grouped by certain columns. In the
following example, we’re retrieving counts of sales for sales grouped by seller_city:

mysql> SELECT seller_city, COUNT(*) FROM ShopSphere.sellers GROUP BY seller_city LIMIT 5;

 +-------------+----------+

| seller_city | COUNT(*) |

+-------------+----------+

| San Antonio |      103 |

| San Diego   |      103 |

| Chicago     |       99 |

| Houston     |      114 |

| Los Angeles |       99 |

+-------------+----------+

5 rows in set (0.01 sec)

Now, we sort the data.

Sorting data
Sorting data involves ordering the results of your query. Query results appear as they are retrieved by
tables unless they are ordered. Here, we can use an ORDER BY clause to ensure the result set is returned
in ascending (default) or descending order.

As an example, let’s use SELECT * FROM ShopSphere.products ORDER BY product_weight_g DESC, like
so:

mysql> SELECT * FROM ShopSphere.products ORDER BY product_weight_g DESC LIMIT 2 \G

 *************************** 1. row ***************************

                product_id: c54527a8-e6a6-4cbc-b6b8-ee3dc85d848a

     product_category_name: 09sjVw25pRlBmvUVVYUNX7ki4s7HWCrXZztIwRMF8BmUD

       product_name_lenght: 80

product_description_lenght: 201

        product_photos_qty: 2

          product_weight_g: 19995.000

         product_length_cm: 39

         product_height_cm: 107



          product_width_cm: 167

*************************** 2. row ***************************

                product_id: 051a010f-5a2f-475d-8366-a33081f5fe4b

     product_category_name: 5e2l9DLNufgjpeN0c1pSUMilbDEF20uLshG4o02784myo

       product_name_lenght: 94

product_description_lenght: 28

        product_photos_qty: 2

          product_weight_g: 19972.000

         product_length_cm: 101

         product_height_cm: 99

          product_width_cm: 42

2 rows in set (0.00 sec)

Now, we move to complex queries.
Complex queries
We can use complex queries to combine multiple elements, such as joins, filters, aggregates, and
more.

To query customer IDs by the number of orders they have placed, we can use the following SQL
statement:

mysql> SELECT c.customer_id, COUNT(o.order_id) FROM ShopSphere.customers c JOIN 

ShopSphere.orders o ON c.customer_id = o.customer_id GROUP BY c.customer_id LIMIT 5;

 +--------------------------------------+-------------------+

| customer_id                          | COUNT(o.order_id) |

+--------------------------------------+-------------------+

| f58ba72f-5397-4c2f-907a-65110523225c |                 3 |

| 045a6755-1c51-494a-bd1e-56203fc92a3e |                 1 |

| 65b0260b-3004-4b74-9f8b-a76c1179ab83 |                 4 |

| 0850456f-0925-4a9d-a468-ee1523f056fb |                 2 |

| 8280aa56-1151-45c7-82f8-1738986ce279 |                 2 |

+--------------------------------------+-------------------+

5 rows in set (0.00 sec)

To query the number of customers per state in the ShopSphere database, you must use a SQL query
that groups the records in the customers table by the state and then counts the number of customers in
each state. This SQL statement would look like this:

SELECT customer_state, COUNT(*) AS number_of_customers

FROM ShopSphere.customers

GROUP BY customer_state

ORDER BY number_of_customers DESC;

This query will do the following:

Select the customer_state column from the customers table

Count the number of customers (COUNT(*)) in each state

Group the results by customer_state

Order the results by the number of customers in descending order (DESC) so that the state with the most customers appears first

In the following code, we’re limiting the result set to 10 rows in descending order:

mysql> SELECT customer_state, COUNT(*) AS number_of_customers FROM ShopSphere.customers 



GROUP BY customer_state ORDER BY number_of_customers DESC LIMIT 10;

+----------------+---------------------+

| customer_state | number_of_customers |

+----------------+---------------------+

| TX             |                 310 |

| CA             |                 295 |

| NY             |                 122 |

| PA             |                 106 |

| AZ             |                  85 |

| IL             |                  82 |

+----------------+---------------------+

6 rows in set (0.00 sec)

Item Table ( ShopSphere _order_items_dataset)

Here, Item Table comprises the following columns:

order_id: Unique order identifier

order_item_id: A sequential number identifying the number of items included in the same order

product_id: The product’s unique identifier

seller_id: The seller’s unique identifier

shipping_limit_date: This will show the seller’s shipping limit date for handling the order over to the logistic partner

price: The item’s price

freight_value: The item’s freight value (for an order that contains more than one item, the freight value is split between

those items)

Let’s generate some queries against the order_items table:

-- Count of Items Sold Per Product:

mysql> SELECT product_id, COUNT(*) AS total_items_sold FROM ShopSphere.order_items GROUP 

BY product_id LIMIT 5;

 +--------------------------------------+------------------+

| product_id                           | total_items_sold |

+--------------------------------------+------------------+

| 12f12498-606b-4cb6-a7d4-7afc439c802e |                1 |

| 59843816-7ef2-4e14-8fcf-b7d29ca82054 |                1 |

| 8ced67c7-4014-4357-9ee0-a25823f7a767 |                1 |

| 77b282b0-8b2d-4255-bc77-1d0b8e2744b8 |                2 |

| 89ee2351-daf8-4af0-8741-0485247a9a9b |                1 |

+--------------------------------------+------------------+

5 rows in set (0.00 sec)

Let’s view the total sales per product:

mysql> SELECT product_id, SUM(price) AS total_sales FROM ShopSphere.order_items GROUP BY 

product_id LIMIT 5;

 +--------------------------------------+-------------+

| product_id                           | total_sales |

+--------------------------------------+-------------+

| 12f12498-606b-4cb6-a7d4-7afc439c802e |      366.13 |

| 59843816-7ef2-4e14-8fcf-b7d29ca82054 |      425.03 |

| 8ced67c7-4014-4357-9ee0-a25823f7a767 |      168.35 |

| 77b282b0-8b2d-4255-bc77-1d0b8e2744b8 |      634.20 |

| 89ee2351-daf8-4af0-8741-0485247a9a9b |      213.43 |

+--------------------------------------+-------------+

5 rows in set (0.01 sec)



Now, let’s view the average price of items sold:

mysql> SELECT AVG(price) AS average_price FROM ShopSphere.order_items;

 +---------------+

| average_price |

+---------------+

|    305.152857 |

+---------------+

1 row in set (0.00 sec)

Finally, let’s view the items with the highest freight value:

mysql> SELECT order_id, product_id, freight_value FROM ShopSphere.order_items ORDER BY 

freight_value DESC LIMIT 10;

 +--------------------------------------+--------------------------------------+---------

------+

| order_id                             | product_id                           | 

freight_value |

+--------------------------------------+--------------------------------------+----------

-----+

| afcc7ed6-bffc-4da8-a116-ba95e23019de | ae3bfbd3-861f-4be3-843f-b1537d624176 

|         45.96 |

| f4645faf-8062-4904-8871-a07d07edb6f1 | aaf77b3e-4cec-40d6-8a3d-98a049c5a887 

|         43.78 |

| 768c478b-4f75-4fad-b097-033459ae01f0 | 0483d9d6-2238-4a1e-849c-6013b99fda1f 

|         42.85 |

| 37a60af4-2f38-4e59-ae44-148458f7a147 | 59843816-7ef2-4e14-8fcf-b7d29ca82054 

|         40.90 |

| 0ff9db1c-c4ac-421b-afec-4da25ce21083 | 12f12498-606b-4cb6-a7d4-7afc439c802e 

|         38.65 |

| d57624d2-1158-4468-a173-5f49a6c73416 | 59cf304f-4396-4e78-ae96-ec223da111fa 

|         38.58 |

| 5ba3adbe-9175-4a86-b555-652a89471c9a | 77b282b0-8b2d-4255-bc77-1d0b8e2744b8 

|         35.85 |

| a5608924-67a8-4320-b64b-46495afc2eb1 | 1d686d63-f9fe-4dc7-9d21-26ca5dd92a1c 

|         33.83 |

| 609b7a62-f124-4ae8-a116-d0258768f209 | 89ee2351-daf8-4af0-8741-0485247a9a9b 

|         32.78 |

| ce783e68-fe6c-48d5-aeaf-530274cffb14 | ae3bfbd3-861f-4be3-843f-b1537d624176 

|         27.92 |

+--------------------------------------+--------------------------------------+----------

-----+

10 rows in set (0.00 sec)

This query retrieves the top 10 records from the order_items table within the ShopSphere database
while focusing on order_id, product_id, and freight_value. It orders the results by freight_value in
descending order, highlighting the items with the highest shipping costs. This list can be particularly
insightful for analyzing the logistics costs associated with the most expensive items to ship, helping
identify potential areas for cost optimization or adjustments in pricing strategies:



Figure 3.2 – ShopSphere database ER diagram

To summarize, the ShopSphere database consists of the preceding tables in second normal form
(2NF).

2NF requires that the table is in first normal form (1NF) and that all non-key attributes are fully
functionally dependent on the primary key. Let us understand all the fields of the ER diagram in
figure 3.3:

customers: This table contains information about customers. Its fields include customer_id, customer_unique_id,

customer_zip_code_prefix, customer_city, and customer_state.

Here, the primary key is customer_id. All other attributes should depend only on customer_id.
Links to the orders table are made via customer_id.



orders: This table holds details about orders. Its fields include order_id, customer_id, order_status,

order_purchase_timestamp, order_approved_at, delivery dates (order_delivered_carrier_date and

order_delivered_customer_date), and order_estimated_delivery_date.

Here, the primary key is order_id. Other attributes (such as order_status and customer_id)
should depend solely on order_id. Links to the customers table are made via customer_id and to
the order_items table via order_id.

order_items: The table provides details about items within each order. Its fields include order_id, order_item_id,

product_id, seller_id, shipping_limit_date, price, and freight_value.

Here, the table links to orders via order_id, and potentially to products and sellers via product_id
and seller_id, respectively. If the primary key is just order_id, this table might not be in 2NF as
order_item_id might not depend on order_id alone. A composite key of order_id and
order_item_id might be necessary.

order_payments: This table contains information about payments for each order. Its fields include order_id,

payment_sequential, payment_type, payment_installments, and payment_value.

It links to orders via order_id. Here, using order_id as the primary key should be sufficient if
each order has only one payment record. If multiple payments per order are possible, a composite
key or an additional unique identifier might be needed.

order_reviews: This table contains customer reviews for orders. Its fields include review_id, order_id,

review_score, review_comment_title, review_comment_message, review_creation_date, and

review_answer_timestamp.

It links to orders via order_id. Here, review_id should uniquely identify each review. Ensure all
other attributes in this table are dependent only on review_id.

products: This table provides details about products. Its fields include product_id, product_category_name,

product_name_length, product_description_length, product_photos_qty, product_weight_g, and

dimensions (product_length_cm, product_height_cm, and product_width_cm).

It potentially links to order_items via product_id.

sellers: This table provides information about sellers. Its fields include seller_id, seller_zip_code_prefix,

seller_city, and seller_state.

It potentially links to order_items via seller_id.

geolocation: This table provides geolocation data. Its fields include geolocation_zip_code_prefix,

geolocation_lat, geolocation_ln, geolocation_city, and geolocation_state.

This table may not directly link to others but can be used to enrich customer or seller data based
on ZIP code. If geolocation_zip_code_prefix is unique for each record, it can serve as the
primary key. All other attributes should depend on it.



Collectively, these tables form a relational database structure, enabling comprehensive analysis of
customer orders, products, payments, and reviews within the retail domain. The relationships
between these tables facilitate complex queries and insights into customer behavior, sales trends,
product performance, and supply chain logistics:

Figure 3.3 – ER diagram of the ShopSphere database

Now, we move to referential integrity.
Referential integrity

Foreign keys should be used to maintain referential integrity between tables. For example,
customer_id in orders should be a foreign key referencing customer_id in customers.

Ensure that foreign key constraints are enforced so that all references are valid and exist in the related
tables.



We will look at these steps in more detail in the next chapter.

Concluding thoughts

In concluding this chapter, it’s evident that this chapter has been a pivotal step in equipping you with
essential practical skills in the realm of database management and SQL. The chapter’s hands-on
approach, ranging from setting up database environments to mastering SQL commands and database
design, offers a well-rounded foundation for anyone entering the world of data management.

The ability to establish local database environments, manage databases, and perform administrative
tasks is a fundamental skill set for database professionals. Furthermore, this SQL crash course has
provided you with the tools to effectively interact with relational databases, allowing you to create,
retrieve, and manipulate data – a universally applicable skill.

This introduction to database design tools and the practical exercise in schema creation are valuable
additions that have empowered you to apply your knowledge in real-world scenarios. This chapter
has not only imparted knowledge but encouraged active engagement and skill development.

As you progress in your journey of mastering database management and design, the skills you’ve
acquired in this chapter will serve as a solid foundation, enabling you to tackle more complex
challenges and contribute effectively to the world of data-driven decision-making. Overall, this
chapter served as a vital stepping stone toward becoming proficient and confident in the domain of
database management and design.

Summary
This chapter has equipped you with practical skills that are essential for database management and
SQL proficiency. It began by teaching you how to set up local database environments for PostgreSQL
and MySQL, covering installation and configuration. Subsequently, you had the chance to learn how
to create and manage databases, perform key administrative tasks, and gain proficiency in SQL
through a CLI. This chapter also introduced database design tools and culminated in a hands-on
exercise where you created your first database schema. Overall, this chapter provided you with
foundational skills in database setup, management, SQL, and schema design, preparing you for real-
world database challenges.

Next, we will be diving deeper into relational models and how we can improve and optimize existing
sample databases. We’ll learn how to iterate over the ShopSphere database in the next chapter.



Part 3: Core Concepts in Database Design
This part explores the core components of database design and modeling in depth. Topics include
entity-relationship modeling, schema design, indexing strategies, and the use of constraints to ensure
data integrity and performance.

This part contains the following chapter:

Chapter 4, Mastering the Building Blocks of Database Design and Modeling



4

Mastering the Building Blocks of Database Design and
Modeling
This chapter covers several advanced topics related to database design and modeling. One of the
critical topics we’ll consider is Understanding data types and constraints, which focuses on the
different data types and constraints available in databases. You will learn about the most common
data types, such as integer, float, and character, and more advanced types, such as arrays and JSON.
You will also learn about constraints, including primary keys, foreign keys, unique constraints, and
check constraints, and how to use them to ensure data quality. Another important topic that will be
covered in this chapter is Keys and how to use them. This section focuses on the different types of
keys that are used in database design, including primary, foreign, and composite keys, and how to
implement them effectively. You will learn about the advantages of using keys in database design,
such as data integrity and faster data retrieval.

The chapter also covers Checking data quality with constraints, highlighting how to use constraints
to ensure data quality. This section will explain how you can use check constraints to ensure that data
entered into the database meets specific criteria. You will learn about the normalization process and
how to use it to minimize redundancy in database designs. You will also learn about transactions and
how to use them to ensure data integrity. This section will cover the different types of transactions,
such as atomicity, consistency, isolation, and durability (ACID), and how to use them to prevent
data corruption.

Finally, this chapter will discuss Concurrency control – managing multiple users, which focuses on
concurrently managing data access via multiple users. You will learn about various techniques for
managing concurrency, including locking, optimistic concurrency control, and multi-version
concurrency control (MVCC).

In this chapter, we will cover the following topics:

Database objects

Understanding data types and constraints

Database checks and constraints

Checking data quality with constraints

Database consistency and beyond

Concurrency control – managing multiple users



By the end of this chapter, you will have a comprehensive understanding of the advanced topics
related to database design and modeling, enabling you to create robust, efficient, and reliable
databases.

Understanding database objects
Database objects are crucial elements in a database and are pivotal for storing, referencing, and
managing data. They play a significant role in shaping the database’s structure and determining its
operational capabilities. These objects include tables, the primary means of data storage, views,
which provide customized data representations, and indexes, which are designed to expedite data
retrieval. Additionally, stored procedures and triggers automate and streamline database operations
while constraints ensure data integrity. Sequences are used for generating sequential numbers, often
for unique identifiers. User-defined functions (UDFs) allow you to extend a database’s functionality
beyond built-in capabilities. Together, these objects form the backbone of a database and support
efficient data handling, organization, and processing, all of which are essential for effective database
management and utilization.

As we have seen in the previous chapters, database objects are the building blocks of the database
structure. From tables to functions, many database objects have an important impact on the design of
the database. While modeling a database, simple but reliable objects must be used. This chapter will
focus on the most important and commonly used objects. In the previous chapter, we looked at an
example of a sample database ShopSphere. This database has some areas of improvement that can be
made using relational database objects, improving its design.

Now that we’ve emphasized the critical role of database objects and their influence on database
design, let’s embark on a detailed exploration of these foundational components. Building upon our
insights, we’ll turn our attention to some key and frequently utilized database objects. Additionally,
we’ll revisit the ShopSphere database, which we encountered in the previous chapter, and investigate
how strategically applying relational database objects can lead to significant enhancements in its
overall design and functionality.

Understanding data types and constraints

Understanding data types and constraints is fundamental to database design and management. These
concepts are crucial for ensuring data integrity and optimizing database performance.

In this section, we will cover common data types and their use cases.

Data types



Data types define the kind of value that can be stored in a table’s column. Different data types are
used for other purposes. We’ll take a closer look at them in the following sections.

Numeric types

These include integers, decimals, and floating-point numbers. They are used for storing numbers,
both whole and fractional. Examples include INT, FLOAT, DOUBLE, and DECIMAL.

The INT data type in database systems stores integer values, which are whole numbers without any
decimal component. It’s one of the most common data types that’s used in database tables for various
purposes. Here are some key points about the INT data type:

Storage size: The storage size of INT varies, depending on the database system, but it is typically 4 bytes (32 bits). This size

allows it to store values from -2,147,483,648 to 2,147,483,647 for a signed INT and from 0 to 4,294,967,295 for an unsigned

INT.

Signed and unsigned: In many database systems, including MySQL, INT can be declared as either signed or unsigned. A signed

INT includes both positive and negative values, while an unsigned INT can only hold positive values but has a higher upper limit

for these values.

Variants: Some database systems offer variations of the INT data type to accommodate different ranges of values, such as

TINYINT, SMALLINT, MEDIUMINT, and BIGINT, each offering different storage sizes and ranges of values.

Efficiency: Using INT can be more efficient in terms of storage and performance compared to larger numerical types when you

are sure that the values won’t exceed its range. For several reasons, using INT data types for index columns, particularly in B-tree

(balanced tree) indexes, can be highly efficient. INT data types are generally small in size, usually 4 bytes. This small size means

that more index entries can fit into a single page or block of memory. B-tree indexes are structured in a way that heavily relies on
the efficient traversal of these pages. The smaller the data type, the more entries per page, leading to faster index scans and
quicker query responses.

Auto-increment: INT columns can be set to auto-increment in many databases, which is particularly useful for primary keys.

This means that every time a new record is added, the database automatically assigns the next available integer, ensuring a unique
value for each record.

Understanding how and when to use the INT data type is crucial for effective database design,
especially in ensuring that the data that’s stored is within the expected range and that the storage
space is used efficiently.

The previous chapter’s ShopSphere database example contained the following orders table structure:

Create Table: CREATE TABLE `orders` (

    `order_id` varchar(45) NOT NULL,

    `customer_id` varchar(45) DEFAULT NULL,

    `order_status` varchar(15) DEFAULT NULL,

    `order_purchase_timestamp` datetime DEFAULT NULL,

    `order_approved_at` datetime DEFAULT NULL,

    `order_delivered_carrier_date` datetime DEFAULT NULL,

    `order_delivered_customer_date` datetime DEFAULT NULL,

    `order_estimated_delivery_date` datetime DEFAULT NULL,



    PRIMARY KEY (`order_id`)

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COLLATE=utf8mb4_0900_ai_ci;

Ideally, we would want to make that order_id column UNSIGNED, BIGINT, NOT NULL, AUTO INCREMENT,
and PRIMARY KEY by using the following statement or create this table with this setting to avoid using
pre-generated order_id, which can only be stored in CHARACTER data type due its alphanumeric
characteristics. Hence, we have two possibilities:

ALTER TABLE orders DROP PRIMARY KEY,

CHANGE order_id order_id BIGINT UNSIGNED NOT NULL AUTO_INCREMENT PRIMARY KEY;

This currently cannot be applied to the existing table structure as per the ShopSphere database as all
the id fields have the characteristics of a Universally Unique Identifier (UUID). A UUID is a 128-
bit number that’s used to uniquely identify information in computer systems. The term globally
unique identifier (GUID) is also used, particularly in Microsoft’s implementations. UUIDs are
widely used in software development for various purposes, such as to identify objects, entities, or
records uniquely.

In MySQL, UUIDs are used to uniquely identify records and can be generated and managed directly
within the database. MySQL provides a function called UUID() to generate a new UUID value.
UUIDs are larger than traditional integer-based keys, so they consume more storage space and can
impact database performance, particularly with indexing and joins.

IMPORTANT NOTE
There are different types of UUIDs. The most common are as follows:

uuid v1 (including timestamp and random value generated from the MAC address of the host)

uuid v4 (completely random)

uuid v7 (timestamp and random)

MySQL’s UUID() function generates a 36-character UUID in the standard 8-4-4-4-12 format. For
example, it might return a value such as 1e8b4cd6-25b4-11ed-861d-0242ac130003.

You can use this function when inserting data into a table to create a unique identifier for each row, as
follows:

CREATE TABLE example_table (

    id VARCHAR(36) PRIMARY KEY,

    data VARCHAR(100)

);

INSERT INTO example_table (id, data) VALUES (UUID(), 'Sample Data');

For the case of the ShopSphere database, the id fields seem to have stripped the hyphens from the
UUID, so the total character size is 32 instead of 36, as shown here:

ALTER TABLE ShopSphere.orders



MODIFY order_id VARCHAR(32);

Remember, while making changes to the database, all related tables with corresponding id fields,
including application logic, have to be changed. For UUIDs, make sure that the application can
handle the change and this data type.

Since the focus of this book is related to good table design, note that the best way to store uuid in
MySQL is to use VARBINARY(16). To store the UUID sequentially, you can use the UUID_TO_BIN(...,
swap_flag) function while enabling the swap flag.

The time-low and time-high parts (the first and third groups of hexadecimal digits, respectively) will
be swapped.

The primary key definition will then become as follows:

id BINARY(16) DEFAULT (UUID_TO_BIN(UUID(), 1)) PRIMARY KEY

The following syntax can be used to alter the table:

ALTER TABLE ShopSphere.orders

MODIFY order_id BINARY(16) DEFAULT (UUID_TO_BIN(UUID(), 1)) PRIMARY KEY;

Character types

Character types in databases are used to store text data. They come in two primary forms: fixed-
length strings (CHAR) and variable-length strings (VARCHAR).

Understanding the differences and appropriate use cases is crucial in database design and
performance optimization. At the same time, CHAR is a fixed-length data type. When you define a
column as CHAR(N), it can store up to N characters. If the stored string is shorter than the defined
length, it is padded with extra spaces to meet the specified length. This padding can consume
additional storage space if many values are shorter than the maximum length.

The performance of CHAR is faster when all the values are approximately the same length because the
fixed length makes it easier for the database engine to calculate and locate the position of rows on the
data page.

Note that VARCHAR is a variable-length data type. So, VARCHAR(N) can store up to N characters, but it
only uses enough space to store the actual text. The VARCHAR data type only uses as much space as it
needs, plus some additional space to store the length of the string. The performance of VARCHAR can be
less efficient than CHAR for frequent read operations as the variable length can make calculating the
row position more complex. However, this difference is often negligible with modern database
systems. Most modern database systems, including MySQL and PostgreSQL, use memory buffers to
process data, so keeping the data footprint small can help with the database’s overall performance.



For the ShopSphere database example, all id fields can utilize the CHAR(32) data type instead of
VARCHAR(45). This will provide space and performance improvements for this database. In this
example, we have the following:

ALTER TABLE ShopSphere.orders MODIFY order_id CHAR(32);

Date and time types

As the name suggests, these types are used for storing dates and times. Examples include DATE, TIME,
DATETIME, and TIMESTAMP.

In MySQL, the DATETIME data type is used to store both date and time information. Understanding
how it works and its characteristics is important for effectively managing and utilizing date and time
data in MySQL databases. Unlike the TIMESTAMP data type, DATETIME values are not affected by time
zone settings. They are stored as provided, without any conversion or adjustment to the server’s time
zone. If your application handles time zone conversion and you need to store the date and time
exactly as specified, DATETIME is the appropriate choice.

The key difference between DATETIME and TIMESTAMP is how they handle time zones. TIMESTAMP data is
converted into UTC for storage and converted back into the current time zone of the server or client
for retrieval.

In the latest version of MySQL, both the DATETIME and TIMESTAMP data types support fractional
milliseconds. For example, TIMESTAMP(3) defines a TIMESTAMP column with millisecond precision.
The value of 3 here indicates that three digits of fractional seconds will be stored, which corresponds
to milliseconds. We can also define a DATETIME field with fractional seconds, such as DATETIME(3),
where the number in parentheses is the number of decimal places for the fractional part of the second.

In this example, we can see that both data types support a precision of milliseconds:

mysql> show create table example_ts_ds\G

************************* 1. row **************************

       Table: example_ts_ds

Create Table: CREATE TABLE `example_ts_ds` (

    `id` int DEFAULT NULL,

    `event_time` timestamp(3) NULL DEFAULT NULL,

    `event_date` datetime(3) DEFAULT NULL

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COLLATE=utf8mb4_0900_ai_ci

1 row in set (0.00 sec)

mysql> select * from example_ts_ds;

+------+-------------------------+-------------------------+

| id   | event_time              | event_date              |

+------+-------------------------+-------------------------+

|    1 | 2023-12-09 12:34:56.789 | 2023-12-10 10:10:15.000 |

+------+-------------------------+-------------------------+



Here, as mentioned previously, the TIMESTAMP data is converted into UTC for storage and converted
back into the current time zone of the server or client for retrieval. The TIMESTAMP data type has a
smaller range (1970-01-01 00:00:01 UTC to 2038-01-19 03:14:07 UTC) and typically uses 4 bytes of
storage.

In addition to dates and times, using a time zone offset in your SQL statements is an excellent way to
handle date and time values that are tied to specific time zones. This approach allows you to specify
the exact offset from Coordinated Universal Time (UTC) for each timestamp, which can be very
useful for applications that deal with global data or need to display times relative to the user’s local
time zone.

Here’s an example:

INSERT INTO example_ts_ds 

VALUES (2, "2024-02-19 07:17:07.000+05:00", NOW());

The following data types and other data types must be carefully used within the realm of the
relational database world. Often, usage of these data types, especially Binary Large Objects
(BLOBs), is a burden for any RDBMSs instead of solving a business problem. These data types may
be better off stored in object stores where metadata is referenced from fast and optimal relational
database stores such as MySQL and PostgreSQL. Let’s take a closer look:

Binary types: For storing binary data such as images or files. This includes BINARY and VARBINARY.

Boolean type: Used to store true or false values.

Large object types: BLOB and Character Large Object (CLOB) for storing large datasets such as multimedia files.

JSON type: Ideal for storing structured data that doesn’t fit neatly into traditional relational database schemas. This can include
configurations, settings, complex hierarchical data, and more.

Constraints
Constraints are rules that are enforced on data columns to ensure the accuracy and reliability of data
in the database. Let’s consider some common constraints.

Primary key constraint

This key uniquely identifies each record in a table. It cannot be NULL.

The primary key constraint is the most important among all other database constraints. Here, the key
is also known as an index. A primary key is a field or a combination of fields in a table that uniquely
identifies each row in that table. The primary key constraint ensures that this identification is always
unique and never null.



A primary key is also a requirement for MySQL table objects because if it’s not provided by one
MySQL database engine, InnoDB will create a hidden primary key for every table created. Hence,
it’s better to plan one while designing and modeling a database to avoid possible performance issues.
Using a built-in database function to generate an id column for a table is a highly efficient operation.
A primary key is automatically indexed in most database systems. This index speeds up queries that
access the table based on the primary key and cannot be NULL. This allows databases to physically
order rows in a table at the filesystem level.

Primary keys are used to establish relationships between tables. In relational databases, a primary key
from one table is often used as a foreign key in another table to create a link between the two tables.

For the ShopSphere database example from the relational model implementation, the following
change can be applied to improve the model:

ALTER TABLE order_items

CHANGE order_id order_id BIGINT UNSIGNED NOT NULL,

ADD CONSTRAINT fk_order_items_orders

FOREIGN KEY (order_id) REFERENCES orders(order_id);

In this example, orders(order_id) is the primary key for the referencing order_items table’s
order_id column. This ensures that if an order is placed and stored in the orders table, any entry at
the order_items table should have a valid order ID in the orders table. Any operation that violates this
referential constraint will fail at the database level.

The primary key constraint is a critical element in relational database design. It ensures the
uniqueness and integrity of records in a table, facilitates efficient data retrieval, and is central to
establishing relationships in a database. Proper implementation of primary keys is essential for
effectively managing and operating a database.

Foreign key constraint

This key establishes a relationship between two tables and ensures referential integrity.

This type of constraint is directly linked to the primary key of the table. Unlike primary keys, foreign
key constraints aren’t required for database design. As mentioned in earlier chapters, integrity comes
with the operational complexity of handling data.

To make a change in the primary key column, you must do the following:

1. First, remove any foreign key constraints in other tables that reference order_id in the orders table. For example, if

order_items references orders, do the following:

ALTER TABLE order_items

DROP FOREIGN KEY fk_order_items_orders;



2. Change the order_id column to BIGINT UNSIGNED AUTO_INCREMENT:

ALTER TABLE orders

DROP PRIMARY KEY,

CHANGE order_id order_id BIGINT UNSIGNED NOT NULL AUTO_INCREMENT PRIMARY KEY;

3. In each table that had a foreign key reference to orders, update the order_id column to BIGINT UNSIGNED and then re-add

the foreign key constraints:

ALTER TABLE order_items

CHANGE order_id order_id BIGINT UNSIGNED NOT NULL,

ADD CONSTRAINT fk_order_items_orders

FOREIGN KEY (order_id) REFERENCES orders(order_id);

IMPORTANT NOTE
Such changes might require downtime or affect database performance temporarily. Plan for this based on your operational
requirements.

Unique constraint

This constraint ensures that all the values in a column are different.

Unlike primary keys, unique constraints can be applied to columns that are not primary keys. This
allows for additional columns to maintain uniqueness without being the main identifier for a row.

The most fundamental feature of a unique constraint is that all values in the column must be different
from each other. This type of constraint is useful where uniqueness can be enforced at the database
level when application logic is complex and it cannot be guaranteed during concurrent operations.
Like primary keys, unique constraints often result in an index being created on the constrained
column(s), which can improve search performance.

Understanding and correctly implementing data types and constraints is critical for creating databases
that are efficient, reliable, and secure. These elements help in structuring the database effectively and
play a significant role in data validation and integrity.

Keys and how to use them

Keys are fundamental to relational database design as they play a crucial role in ensuring data
integrity, optimizing queries, and defining relationships between tables. Proper understanding and
implementation of different types of keys can significantly enhance the structure and functionality of
a database.

Apart from the primary and foreign keys mentioned earlier, the most important index type is
composite indices. They are also called covering indices as they have two or more columns as part of



the index.

You should use composite keys when a single column is not sufficient to uniquely identify a record.

For example, assuming common queries involve retrieving order status, purchase timestamps, and
customer information, a covering index might look like this:

CREATE INDEX idx_orders_covering

ON ShopSphere.orders (

    order_id,

    order_status,

    order_purchase_timestamp,

    customer_id

);

Creating a covering index for the ShopSphere.orders table involves selecting the right columns that
are frequently used in queries, especially in the SELECT clause and WHERE conditions. A covering index
is an index that includes all the columns that are needed for a particular query to be satisfied by the
index alone.

Since order_id is already part of the primary key, better use of a composite index would be as
follows:

CREATE INDEX idx_orders_customer_id_covering

ON ShopSphere.orders (

    customer_id,

    order_status,

    order_purchase_timestamp

);

This index can also be used on queries targeting only the customer_id column, hence why the leading
column in the index is used for faster access. This index will be most effective for queries that start
their filtering or join conditions with customer_id. Furthermore, it cannot be used unless there’s a sort
operation on the customer_id column.

IMPORTANT NOTE
More indexes can slow down write operations (INSERT, UPDATE, and DELETE) since the index has to be updated. Ensure

this trade-off is acceptable. The index size will increase with the number of columns. Regular maintenance might be
necessary for optimal performance. Be ready to adapt your indexing strategy as the data distribution and query patterns
evolve.

Remember, the effectiveness of an index is highly dependent on the specific queries and data
distribution in your database. It’s always good practice to test and monitor performance after creating
new indexes to ensure they are providing the intended benefits.

Next, we’ll look at database-enforced checks.



Database checks and constraints
The following constraints support relational database objects for controlling and limiting operations
if they’re not controlled by primary and foreign keys. Adding too many constraints to a single table is
also an overhead for the database. The internal operations of each check will cause performance
degradation in larger datasets.

Let’s take a closer look at each.

Check constraint

This ensures that all values in a column satisfy a specific condition. It acts as a gatekeeper, only
allowing data that satisfies the condition to be entered into the column. For example, a check
constraint on an age column could ensure that only values greater than 0 are entered.

Default constraint

This constraint assigns a default value to a column when no value is specified. It’s useful for setting
standard values for a column. For instance, a default constraint could automatically set a status
column to active when a new record is created.

Not null constraint

This constraint ensures that a column does not have a NULL value. It is critical for maintaining data
integrity, especially for columns that must have valid data for every record, such as a primary key
column.

In the next section, we’ll explore another aspect of database management and consider how these
constraints play a crucial role in checking data quality within your database.

Checking data quality with constraints
By effectively using the preceding constraints, you can significantly enhance the quality of data in
your database. Constraints act as a first line of defense against data entry errors, ensuring consistency,
validity, and integrity of the data stored.

Checking and ensuring data quality is a crucial aspect of database management, and using constraints
is one of the most effective ways to achieve this. Constraints enforce rules at the database level,
ensuring that only valid data is entered into the database.



Applications can implement complex validation logic that might be impractical at the database level.
This includes multi-field validations, conditional validations, and checks that involve external data
sources. So, there’s a trade-off in checking the validity of the data without even hitting the database.
This includes ensuring the data is in the correct format, social security numbers are acceptable, and so
on. It is easier to modify and deploy compared to database constraints. Application-level validations
can be changed without needing to alter the database schema. There are certain cases where the
constraint is too complex to implement at the database level.

Ideally, you should use both database constraints and application validation methods in tandem. Rely
on database constraints for fundamental data integrity rules (such as referential integrity, uniqueness,
and basic data type checks) and use application-level validation for more complex, context-specific
rules.

No date in the future

To prevent a date column from accepting dates in the future, you could use a CHECK constraint
(available in MySQL 8.0.16 and later). Now, let’s assume we have a table named events with an
event_date date column:

CREATE TABLE events (

    id INT AUTO_INCREMENT PRIMARY KEY,

    event_name VARCHAR(255) NOT NULL,

    event_date DATE,

    CHECK (event_date <= CURDATE())

);

This CHECK constraint ensures that event_date can never be set to a date in the future by comparing it
with CURDATE(), which returns the current date.

Now that we understand the synergy between database constraints and application-level validation,
let’s move ahead into the strategies for minimizing redundancy in data management processes.

Value within a specific range

If you want to ensure a numeric column’s value falls within a specific range, you can use a CHECK
constraint. For example, let’s say we have a ratings table with a score column that should only
accept values from 1 to 5:

CREATE TABLE ratings (

    id INT AUTO_INCREMENT PRIMARY KEY,

    review TEXT,

    score INT,



    CHECK (score BETWEEN 1 AND 5)

);

This constraint uses BETWEEN to specify the allowable range for score. Any attempt to insert or update
a record with a score outside this range will result in an error.

How to avoid redundancy

In previous chapters, we’ve covered several topics to help you avoid redundancy in database design.
Let’s have a look at these again:

Normalization: Normalization is a database design technique that organizes data to minimize redundancy. It involves dividing
large tables into smaller, more manageable ones and defining relationships between them. Normalization is typically done in
several steps or “normal forms,” each addressing different types of redundancy and data anomalies.

Using primary and foreign keys: Ensure each table has a primary key to uniquely identify each row. Use foreign keys to
reference primary keys in other tables, establishing relationships and avoiding the need to duplicate data.

Implementing proper data models: Use the relational model effectively to create well-defined tables and relationships. Entity-
relationship diagrams can help visualize and design the database schema so that you avoid redundant data.

Avoiding duplicate records: Use unique constraints to prevent duplicate entries in critical columns. Implement data validation
both at the application level and through database constraints.

Data integration and Extract, Transform, Load (ETL) processes: If data comes from multiple sources, use ETL processes to
integrate and cleanse data. Ensure that ETL processes do not create duplicate data when you’re integrating from various sources.

Avoiding redundancy is about designing the database smartly, using normalization, enforcing
integrity constraints, and maintaining the database regularly. These practices not only save storage
space but also enhance performance, maintain data integrity, and facilitate easier data management.
Remember to make regular audits and application-level checks and regularly monitor the database for
redundancy errors.

Before we jump into exploring the concept of database consistency and its broader implications, let’s
navigate the essential techniques and considerations for maintaining data integrity effectively.

Database consistency and beyond
Database consistency is a critical component of database management that ensures that every
transaction brings the database from one valid state to another while adhering to all predefined rules
and constraints, such as integrity constraints, triggers, and cascades. It’s part of the Atomicity,
Consistency, Isolation, and Durability (ACID) properties, which are fundamental to transaction
processing in databases. Consistency ensures that transactions are executed fully or not at all,
maintaining the database’s correctness at all times. Beyond the database’s constraints, application-



level rules also contribute to maintaining consistency, ensuring that business logic is accurately
reflected in the data.

However, managing a database goes beyond just maintaining consistency. It involves balancing
consistency with performance and scalability, especially as databases grow in size and complexity.
This balance is crucial in distributed databases, where the CAP theorem (which stands for
consistency, availability, and partition tolerance) highlights the trade-offs between consistency and
availability. Security measures such as access controls and encryption are integral to protecting data
integrity. A simple explanation of consistency would be a database operating in a single node and
being completely partition tolerant since it is operating on its own. However, it does not possess the
availability characteristic, as defined by the CAP theorem, when a node experiences a failure with no
other redundancy in place. A database node can be made highly available to another node via
replication or failover techniques but this time it will introduce partition tolerance risk.

Additionally, factors such as backup and recovery, long-term data integrity, regulatory compliance,
and regular monitoring and auditing are vital for comprehensively managing database systems. These
practices ensure not only the integrity and consistency of data but also its security, compliance, and
relevance over time.

Transactions – ensuring data integrity

Apart from the ACID properties of databases, you should use isolation levels to ensure consistency.

Isolation levels play a pivotal role in database management, especially when it comes to ensuring
data consistency. These levels define the degree to which concurrent transactions can interact with
each other, balancing the need for data integrity and the efficiency of data access.

In the context of database systems, isolation levels are mechanisms that control how transactions
isolate or share data with other concurrent transactions. The choice of isolation level impacts the level
of data consistency, concurrency, and system performance.
Default MySQL isolation level
MySQL, like many other relational database management systems, defaults to the REPEATABLE
READ isolation level. In this mode, a transaction reads a snapshot of the database at the start of the
transaction, and any changes made by other transactions after that point are not visible to it until the
transaction is committed. This level offers a high degree of isolation but can potentially lead to
increased contention and slower performance in highly concurrent environments.

Apart from the core ACID properties of databases, isolation levels provide an additional layer of
control to maintain consistency. They ensure that concurrent transactions do not interfere with each



other in ways that could compromise data integrity. Depending on the specific needs of an
application, different isolation levels can be chosen to strike the right balance between consistency
and performance.

Isolation levels typically include options such as READ UNCOMMITTED, READ
COMMITTED, REPEATABLE READ, and SERIALIZABLE, each offering varying degrees of
isolation and concurrency. Developers and database administrators should carefully consider the
requirements of their applications and choose the most appropriate isolation level to meet both data
consistency and performance goals.

In essence, isolation levels are critical tools in your database management toolkit as they allow you to
fine-tune transaction behavior to ensure data integrity while optimizing the concurrent execution of
transactions in complex and dynamic database environments.

To achieve integrity among database users, access is limited using locks. There are different types of
locks, such as shared locks, exclusive locks, and row-level locks, each serving a specific purpose in
data concurrency and integrity.

One of the greatest things about modern RDBMSs that are designed for Online Transaction
Processing (OLTP) workloads is row-level locks. Row-level locking allows the database to lock
individual rows rather than the entire table. This granularity means that while one transaction is
modifying a particular row, other transactions can still read or modify other rows in the same table.

This type of granularity helps improve concurrency and reduces lock contention, hence improving
the overall performance of the database.

Here is an ShopSphere database example:

-- Find an order_id that status is SHIPPED.

mysql> SELECT order_id FROM ShopSphere.orders WHERE order_status = 'Shipped' LIMIT 1;

+----------------------------------+

| order_id                         |

+----------------------------------+

| 002f19a65a2ddd70a090297872e6d64e |

+----------------------------------+

1 row in set (0.00 sec)

Here, user A starts a transaction to UPDATE this row:

mysql> begin work;

mysql> SELECT * FROM ShopSphere.orders WHERE order_id = 

'002f19a65a2ddd70a090297872e6d64e' FOR UPDATE \G

************************* 1. row *************************

                     order_id: 002f19a65a2ddd70a090297872e6d64e

                  customer_id: 7fa80efb1ef15ca4104627910c29791c

                 order_status: shipped

     order_purchase_timestamp: 2018-03-21 13:05:30

            order_approved_at: 2018-03-21 13:15:27

 order_delivered_carrier_date: 2018-03-22 00:13:35



order_delivered_customer_date: NULL

order_estimated_delivery_date: 2018-04-16 00:00:00

1 row in set (0.00 sec)

At this point, user B’s transaction will be blocked until user A’s transaction is committed or rolled
back because the row is locked:

mysql> UPDATE ShopSphere.orders SET order_status = 'Delivered' WHERE order_id = 

'002f19a65a2ddd70a090297872e6d64e';

User A decides to roll back the transaction to UPDATE this row:

mysql> rollback;

Query OK, 0 rows affected (0.00 sec)

User B’s transaction to UPDATE this row completes (beware of timeouts):

mysql> UPDATE ShopSphere.orders SET order_status = 'Delivered' WHERE order_id = 

'002f19a65a2ddd70a090297872e6d64e';

Query OK, 1 row affected (0.01 sec)

Rows matched: 1  Changed: 1  Warnings: 0

With user B’s transaction successfully updating the row, let’s explore the intricacies of concurrency
control and how to manage multiple users in a database system.

Concurrency control – managing multiple users
Another technique that’s employed in databases for managing concurrency is MVCC, which is
designed to enhance performance by minimizing lock contention, thereby avoiding blocking user
requests. Unlike traditional locking mechanisms, which can be categorized as either pessimistic or
optimistic, MVCC works by maintaining multiple versions of data, or snapshots. When a transaction
reads data, it sees a snapshot of the data as it was at a specific point in time, rather than the current
form, potentially an in-flux version. This approach allows for concurrent reads and writes without to
need to lock data resources for each operation. MVCC does not necessarily use data mutation instead
of locking; rather, it reduces the need for and reliance on extensive locking by providing each
transaction with an isolated snapshot of the database.

One of the main advantages of MVCC is that it allows read operations to proceed without being
blocked by write operations, and vice versa, by maintaining these versioned snapshots.

MVCC is implemented in both MySQL and PostgreSQL, but there are differences in how each
database system utilizes this technology.

PostgreSQL



MVCC is a fundamental part of PostgreSQL’s architecture. It is used for all transactions to provide a
consistent view of the data and to allow for non-blocking reads.

When a row in a database is modified, PostgreSQL creates a new version of the row. The original
version is maintained for transactions that started before the change.

PostgreSQL uses transaction IDs to implement MVCC. Each transaction sees the rows that are valid
for its transaction ID.

Because of the versioning system, PostgreSQL needs a process called vacuuming to remove old row
versions that are no longer needed. This process helps in reclaiming space and maintaining
performance.

PostgreSQL uses snapshot isolation to provide each transaction with a consistent view of the
database, protecting the transaction from seeing partial changes made by others.

MySQL

In MySQL, support for MVCC depends on the storage engine in use. The most common engine that
supports MVCC is InnoDB.

InnoDB uses MVCC to provide row-level locking and consistent reads. This approach minimizes
locking and allows for higher concurrency.

Like PostgreSQL, InnoDB creates new versions of rows and index entries when they are updated or
deleted. These versions are stored in a hidden area called the rollback segment.

InnoDB uses read views within MVCC to provide a transaction-consistent view of the database.
These views ensure that each transaction sees a snapshot of the database as it was when the
transaction began, regardless of changes made by other transactions.

InnoDB automatically cleans up old row versions as part of its routine operations, a process that’s
different from PostgreSQL’s vacuuming.

MVCC is a sophisticated method that enhances database performance, especially in environments
with high concurrency, by balancing the need for isolation and consistency with the need for high
availability and minimal disruption of read and write operations.

Having explored the MVCC method and its benefits in maintaining database performance and
concurrency, let’s summarize our insights and underscore the significance of MVCC in modern
database management.



Summary
This chapter served as a crucial resource for developing essential skills in database management.
With the first topic, we gained a comprehensive understanding of supported database data types,
enabling them to make informed decisions regarding data handling and storage. We also learned how
to optimize query performance through efficient data access using indexes. Additionally, this chapter
emphasized best practices for database access, with a focus on security and efficient data retrieval
and manipulation.

Finally, we learned that we will acquire the knowledge and strategies that are required to effectively
manage concurrent database access while addressing potential challenges and pitfalls. Collectively,
these skills empower individuals to become proficient in database management, promoting efficiency
and reliability in data-driven applications.

The next chapter covers advanced techniques for working with databases, including indexing, views,
stored procedures, UDFs, and common table expressions (CTEs).



Part 4: Advanced Database Techniques
In this part, advanced database techniques are covered, including query optimization, stored
procedures, triggers, and views. You will learn how to leverage these features to enhance the
functionality and efficiency of your databases. Additionally, the chapter on scalability examines
different strategies for scaling databases.

This part contains the following chapters:

Chapter 5, Advanced Techniques for Advanced Databases

Chapter 6, Understanding Database Scalability



5

Advanced Techniques for Advanced Databases
This chapter covers advanced techniques for working with databases, including indexing, views,
stored procedures, user-defined functions (UDFs), and common table expressions (CTEs).

First, we’ll look at indexing, a technique that’s used to speed up database queries by creating an index
on one or more columns of a table. We’ll explain different types of indexes and provide best practices
for creating and maintaining them. This knowledge can help developers improve the performance of
their database applications.

Then, we’ll cover views, customized virtual tables that are created from one or more tables in a
database. We’ll explain how to create views and provide examples of how they can simplify complex
queries and deliver a more user-friendly interface to the data. By learning how to use views
effectively, developers can make their database applications more accessible to end-users.

After that, we’ll look at stored procedures, reusable pieces of code that are stored in a database and
can be called by applications or other stored procedures. We’ll dive into how to create stored
procedures and provide examples of how they can be used to improve the performance of database
operations and ensure data consistency. This knowledge is essential for developers who want to
create maintainable and scalable database applications.

Following that, we’ll cover UDFs, custom functions that can be used in database queries. We’ll
explain how to create UDFs and provide examples of how they can simplify complex queries and
perform calculations on data. By learning how to use UDFs effectively, developers can make their
database applications more efficient and flexible.

Finally, we’ll cover CTEs, temporarily named result sets that can be used within a query. We’ll
explain how to create CTEs and provide examples of how they can be used to simplify complex
queries and improve the readability of SQL code. This knowledge is essential for developers who
want to write maintainable and readable SQL code.

Overall, this chapter provides essential knowledge for developers who want to create efficient,
scalable, and maintainable database applications. By mastering the techniques covered in this chapter,
developers can improve the performance, maintainability, and scalability of their database
applications.

In this chapter, we’ll cover the following topics.



Creating custom views of your data

Indexing – how to find data faster

Stored procedures – reusable code for your database

Understanding CTEs

By the end of this chapter, we’ll have covered a comprehensive range of techniques designed to
elevate your proficiency in database management, setting a strong foundation for advanced database
application and optimization.

Creating custom views of your data
Views are a powerful feature in both MySQL and PostgreSQL that allows you to create custom
virtual tables based on existing data. They provide a way to simplify complex queries, enforce data
security, and present a more user-friendly interface to database users. We’ll learn more about them in
the following sections.

Understanding the purpose of views

Views in databases are virtual tables derived from one or more underlying base tables. They act as a
layer between the users and the database, allowing users to interact with a subset of data or a
customized representation of data.

Building on the concept of views as both a bridge and filter between database users and the
underlying data, we advance to the practical applications and advantages of utilizing views. This
includes their role in simplifying query processes, enhancing security by restricting direct access to
base tables, and customizing data presentation according to user needs or application requirements.

The advantages of using views in database
management

Views offer several advantages, including enhanced data security by restricting access to certain
columns, data abstraction to simplify queries, and improved performance by storing frequently used
queries as views.

In this chapter, we will explore various types of views:

Simple views: Basic views that retrieve data from a single table

Complex views: Views that involve multiple tables, joins, and filtering conditions

Materialized views: A special type of view that stores the query results physically for faster access



We’ll take a closer look at these in the following sections.

Creating basic views
We will begin by introducing the syntax for creating views in both MySQL and PostgreSQL. Views
are defined using the CREATE VIEW statement, followed by the view’s name and the columns we want
to include in the view. Let’s dive into some examples to demonstrate how to create basic views.

MySQL

In this MySQL example, we will create a simple view called customer_names that retrieves specific
columns from the customers table. The view will include the customer_id, first_name, and last_name
columns.

Here, we are creating a simple view to retrieve specific columns:

CREATE VIEW customer_names AS

SELECT customer_id, first_name, last_name

FROM customers;

PostgreSQL

Similarly, in PostgreSQL, we will create a view called customer_names to retrieve specific columns
from the customers table. The view will include the customer_id, first_name, and last_name
columns.

Here, we are creating a simple view to retrieve specific columns:

CREATE VIEW customer_names AS

SELECT customer_id, first_name, last_name

FROM customers;

By creating these views, we can simplify queries and provide users with a concise and relevant
dataset from the customers table. Views also serve as a security mechanism as they allow us to
control user access to certain columns or rows within the underlying table.

In the next section, we will explore the power of using views to combine data from multiple tables
using various types of joins, including inner joins, left joins, right joins, and full outer joins. By
creating views with joins, we can simplify complex queries and make querying data more
convenient, allowing for a more efficient and streamlined data retrieval process.

Joining tables in views
When working with databases, it is common to store related data in different tables. Views offer a
powerful mechanism to combine data from multiple tables into a single virtual table, presenting a



holistic view of the data to users. Let’s dive into some examples to demonstrate how to create views
with joins.

In this MySQL example, we will create a complex view called order_details that combines data
from the orders, customers, order_items, and products tables. We will perform joins between these
tables to retrieve relevant information and apply a filter to only include orders from 2023.

Here, we are creating a complex view with joins and filters:

CREATE VIEW order_details AS

SELECT

    o.order_id, o.order_date, c.first_name,

    c.last_name, p.product_name, od.quantity

FROM orders o

JOIN customers c ON o.customer_id = c.customer_id

JOIN order_items od ON o.order_id = od.order_id

JOIN products p ON od.product_id = p.product_id

WHERE o.order_date >= '2024-01-01';

PostgreSQL

Similarly, in PostgreSQL, we will create a view called order_details that combines data from the
orders, customers, order_items, and products tables using joins. The view will also apply a filter to
include orders from 2023.

Let’s create a complex view with joins and filters:

CREATE VIEW order_details AS

SELECT

    o.order_id, o.order_date, c.first_name,

    c.last_name, p.product_name, od.quantity

FROM orders o

JOIN customers c ON o.customer_id = c.customer_id

JOIN order_items od ON o.order_id = od.order_id

JOIN products p ON od.product_id = p.product_id

WHERE o.order_date >= '2024-01-01';

By creating these views with joins, we can now retrieve comprehensive order details, including
customer information, product names, and quantities, all in one convenient view. Views with joins
enhance query readability, simplify complex queries, and provide users with a seamless experience
when accessing and analyzing data.

To query data from the order_details view you just created, you can use a SELECT statement, similar
to how you would query a regular table. This view combines data from multiple tables (orders,
customers, order_items, and products) and filters orders that have an order_date value on or after
January 1, 2024:

SELECT *



FROM order_details

WHERE first_name = 'John' AND last_name = 'Doe';

Before diving into how to update data through views, let’s set the stage with our focused query
example. This step is key for understanding the nuances of manipulating data within views
effectively.
Updating data through views
Let’s learn how to update data through views, including insert, update, and delete operations. We will
explore the limitations and considerations when modifying data through views and provide best
practices to ensure data integrity.

MySQL

Let’s assume you have a view called customer_names and you would like to update data using a view.
Here’s an example of how to do so:

UPDATE customer_names

SET last_name = 'Ilayda'

WHERE customer_id = 123;

PostgreSQL

Updating data through a view via PostgreSQL is the same as using MySQL:

UPDATE customer_names

SET last_name = 'Lara'

WHERE customer_id = 123;

Next, we’ll pivot to the vital topic of security within views, highlighting their role in enhancing data
privacy and access control.

Security with views
Views can be utilized to control data access and enforce security policies within the database. In this
section, we will show you how to grant specific permissions on views to restrict users from accessing
certain data columns or rows. Views can also be used for obfuscating and masking data from certain
users.

This is how we grant SELECT permission on the view in MySQL:

GRANT SELECT ON customer_names TO marketing_team;

Here’s how we grant SELECT permission on the view in PostgreSQL:

GRANT SELECT ON customer_names TO sales_team;

Next, we’ll learn how materialized views help the data.



Materialized views in PostgreSQL
Materialized views in PostgreSQL serve as a powerful feature for optimizing data retrieval,
something that’s particularly useful in scenarios requiring fast access to complex query results.
Unlike standard views, which dynamically generate data on each query, materialized views store
query results physically, allowing for quicker data access but at the cost of freshness, which can be
managed through periodic refreshes.

To create a materialized view in PostgreSQL, you can use the CREATE MATERIALIZED VIEW command,
specifying whether to populate it with data immediately or to leave it empty for manual data loading
later. This flexibility allows for efficient use of resources based on the specific needs of your
application or analysis tasks. An example command to create a materialized view is shown here:

CREATE MATERIALIZED VIEW view_name AS query WITH [NO] DATA;

For example, to convert the previous view, order_details, into a materialized view, you can use the
following code:

CREATE MATERIALIZED VIEW order_details_mat AS

SELECT

    o.order_id, o.order_date, c.first_name,

    c.last_name, p.product_name, od.quantity

FROM orders o

JOIN customers c ON o.customer_id = c.customer_id

JOIN order_items od ON o.order_id = od.order_id

JOIN products p ON od.product_id = p.product_id

WHERE o.order_date >= '2024-01-01'

WITH NO DATA;

This creates the materialized view without immediately loading data into it (WITH NO DATA). You can
populate the view with data at any point using the REFRESH MATERIALIZED VIEW command. To refresh
the materialized view and keep it up-to-date, run the following command:

REFRESH MATERIALIZED VIEW order_details_mat;

If you want the materialized view to be refreshed without locking it for reads, and assuming you’re
using PostgreSQL version 9.4 or later, you can use the CONCURRENTLY option, so long as there is at
least one unique index on the materialized view:

REFRESH MATERIALIZED VIEW CONCURRENTLY view_name;

However, because the provided view doesn’t contain a unique column that could serve as a
straightforward candidate for a unique index, you might need to consider how best to implement
concurrency based on your application’s specific requirements and data structure.

Remember, materialized views are not automatically updated when the underlying data changes.
You’ll need to establish a strategy for refreshing the materialized view – whether on a schedule or



triggered by specific database events – to ensure it remains as up-to-date as necessary for your
application’s needs.

Materialized views are particularly beneficial in data warehousing and business intelligence contexts,
where quick access to aggregated data is frequently required. However, developers must balance the
need for data freshness against performance benefits as the views do not automatically update with
base table changes.

Indexes can be applied to materialized views to further enhance query performance, following the
same principles as indexing tables. Additionally, PostgreSQL allows you to alter materialized views
(for example, renaming columns or changing storage parameters) using the ALTER MATERIALIZED VIEW
command, providing flexibility in managing the views post-creation.

When a materialized view in PostgreSQL is refreshed, it empties the existing data and re-runs the
SELECT query to repopulate the view. This process involves the following steps:

1. Clear the existing data: The current data in the materialized view is discarded.

2. Re-execute the SELECT query: The SELECT query defined for the materialized view is run again.

3. Populate with new data: The result of the SELECT query is used to repopulate the materialized view with fresh data.

Now that we’ve learned how to set permissions in PostgreSQL, let’s look at an essential element of
database performance: indexing. The next section will introduce how indexing significantly improves
data search speed and efficiency.

Indexing – how to find data faster
In the dynamic landscape of database management, the pursuit of optimal performance is an enduring
challenge. Among the myriad tools and techniques at our disposal, indexing emerges as a linchpin in
the quest for efficiency. This section explores the realms of indexing in two of the most widely used
open source relational database systems: PostgreSQL and MySQL.

At its essence, indexing serves as a navigational guide within databases, propelling data retrieval into
a realm of swiftness. Much like the index in a book facilitates finding specific information, indexes in
databases provide a structured means to rapidly locate and retrieve data. As we embark on this
journey, the focus is on understanding the core principles of indexing, exploring the types of indexes
available, unraveling practical use cases, and striking a delicate balance between performance
enhancement and maintenance considerations.

The pages that follow will demystify the nuances of indexing, showcasing its fundamental role in
optimizing data access. We will navigate the syntax of single-column and composite indexes,
understand the significance of unique indexes, and explore real-world scenarios where indexing plays



a pivotal role in accelerating query performance. Whether you find yourself in a PostgreSQL or
MySQL environment, the principles of indexing remain universal, offering a toolkit for architects,
developers, and administrators to sculpt efficient, high-performance databases.

In the following sections, we will witness how indexing becomes a strategic asset, empowering
databases to swiftly traverse vast datasets and deliver results with remarkable speed. The journey
encompasses the creation of indexes, their impact on diverse types of queries, and the considerations
that come into play when maintaining a finely tuned database environment. From the basics to the
nuances, this exploration aims to equip you with a comprehensive understanding of indexing’s power
and potential.

As we explore the complexities of indexing within PostgreSQL and MySQL, we encourage you to
dive into a domain where data efficiency comes to the forefront, where every index serves as a
guiding light leading the way to swifter, more agile databases.

Understanding indexing

Indexing sits at the core of effective data handling, offering a systematic way to quickly search and
access information within large databases. Grasping the basics of indexing is essential as we explore
the detailed workings of its application in PostgreSQL and MySQL.

At its core, an index is a data structure that enhances the speed of data retrieval operations on a
database table. Just as a book’s index helps locate specific topics, a database index accelerates queries
by providing a roadmap to the exact location of data within a table. Without indexes, databases would
need to scan entire tables sequentially, a process that becomes increasingly time-consuming as the
dataset grows.

So, let’s learn more about them.

Types of indexes

Having covered the basics of different indexing types, let’s explore their application and impact on
database operations, emphasizing the process of strategically selecting index types to optimize query
performance and data management.

Single-column index
A single-column index is the most straightforward type of index. It involves creating an index on a
single column, allowing for faster retrieval based on that specific column. For instance, an index on



the name column in an employee table facilitates quicker access when searching for employees by
name.

To illustrate the concept of a single-column index with an example, let’s consider that we have an
employees table in our database. This table contains multiple columns, including employee_id, name,
department, and email. To improve the search performance when querying employees by their
names, we can create a single-column index on the name column, as follows:

CREATE INDEX idx_employee_name ON employees(name);

Composite index
Composite indexes involve multiple columns and provide efficiency for queries that filter or sort
based on those columns. Creating an index on both the department and salary columns allows the
database to retrieve data for queries involving both criteria quickly.

To demonstrate the concept of a composite index with an example, let’s consider a scenario with an
employees table that includes the employee_id, name, department, and salary columns. If queries
frequently filter or sort data based on both the department and salary columns, creating a composite
index on these columns can enhance the performance of these queries:

CREATE INDEX idx_department_salary ON employees(department, salary);

This SQL statement creates a composite index named idx_department_salary on the department and
salary columns of the employees table. With this index, the database can efficiently process queries
that involve filtering or sorting by these two columns.

Unique index
A unique index ensures the uniqueness of values in the indexed column, preventing duplicate entries.
For instance, creating a unique index on the employee_id column guarantees that each employee has a
distinct identifier.

To illustrate the concept of a unique index with an example, let’s consider a table named employees in
a database. This table includes columns such as employee_id, name, department, and email. To ensure
that each employee has a unique identifier, which is critical for accurately distinguishing between
employees, we can create a unique index on the employee_id column.

Here’s how you can create a unique index on the employee_id column in SQL:

CREATE UNIQUE INDEX idx_unique_employee_id ON employees(employee_id);

Now, let’s check how indexing works.

How indexing works



When a query is executed, the database engine utilizes the index to swiftly locate the relevant data
pages, reducing the need for a full table scan. The indexed values are stored in sorted order, and the
database engine uses this sorted structure to locate the desired data efficiently.

Now that we understand how indexes streamline data retrieval, we’ll transition to focusing on
PostgreSQL’s approach to indexing. The next section will highlight how PostgreSQL’s and MySQL’s
indexing mechanisms further refine query efficiency and database performance.

PostgreSQL indexes

In this section, we’ll turn our attention to PostgreSQL’s indexing techniques, examining their
distinctive attributes and advantages.

B-Tree index
The default index type in PostgreSQL, B-Tree, excels in providing balanced and efficient searching
for equality and range queries. Its structure allows for quick traversal, making it suitable for scenarios
involving sorting or filtering on single or multiple columns.
BRIN index

Block Range Index (BRIN) is a specialized index type in PostgreSQL that’s designed for large
tables with sorted or clustered data. BRIN indexes divide the table into ranges, storing minimum and
maximum values for each range and optimizing search performance, particularly for large-scale
chronological or sequential data.
Hash index

Ideal for equality-based searches, hash indexes in PostgreSQL use hash functions to map keys to
specific locations. While suitable to exactly match queries, they may exhibit limitations for range
queries and are sensitive to workload characteristics.
GIN index

Generalized Inverted Index (GIN) in PostgreSQL is effective for complex data types such as arrays
or full-text searches. GIN indexes enable efficient searching and querying of documents, arrays, or
other composite types, making them invaluable for diverse data structures.
GiST index

Generalized Search Tree (GiST) in PostgreSQL is a versatile index type that supports a wide range
of data types and query operations. GiST is particularly useful for spatial data, providing efficient
geometric and geographic indexing capabilities.



MySQL indexes

In this section, we’ll provide a detailed examination of the various types of indexes that are available
in MySQL, focusing on their specific characteristics and how they can be strategically utilized to
optimize database performance.
B-Tree index
B-Tree indexing is the default and most common type in MySQL and supports efficient searching for
equality and range queries. Its balanced tree structure allows for quick data retrieval, making it
suitable for various types of queries on single or multiple columns.

Hash index
Hash indexing in MySQL is adept at handling equality-based searches and mapping keys to specific
locations using hash functions. While it excels in quick lookups for exact matches, it may not
perform optimally for range queries or certain workloads.

Full-text index
Full-text indexing in MySQL is designed for efficient text searches. It enables robust searching of
words and phrases within text columns, making it ideal for applications requiring advanced text
search capabilities, such as content management systems.

Spatial index
MySQL offers spatial indexing for efficiently handling geometric and geographic data. This type of
index is crucial for applications dealing with location-based services, mapping, or any scenario
requiring spatial queries on spatial data types.

R-Tree index
R-Tree indexing in MySQL is specifically tailored for spatial data, providing efficient indexing for
rectangles and multidimensional data. This makes it suitable for applications dealing with geometric
shapes, such as Geographic Information System (GIS) implementations.

In addition to the basic types of indexes, databases offer various attributes and specialized indexes
that enhance performance and functionality for specific use cases. Let’s look at some key attributes
and their types.
Prefix column index

A prefix index is used to index only the beginning portion of a string column. This is particularly
useful when the full length of the column isn’t necessary for the queries. It’s commonly used in
MySQL for large string columns such as VARCHAR or TEXT to save space while still improving query
performance.



Here’s an example:

CREATE INDEX prefix_index ON table_name (column_name(10));

This creates an index on the first 10 characters of column_name.

Covering index
A covering index is an index that contains all the columns required by a query. This allows the query
to be satisfied entirely from the index without needing to access the table.

It enhances performance by reducing the need to read from the table. This is useful for read-heavy
applications.

Here’s an example: if a query requires columns a, b, and c, creating an index on (a, b, c) would be
a covering index for that query.
Functional indexes

These are indexes that are based on the result of a function or expression rather than directly on the
column values.

They are useful for indexing computed values, such as lowercase versions of strings or date
manipulations.

Here’s an example:

CREATE INDEX func_index ON table_name (LOWER(column_name));

This indexes the lowercased version of column_name.
Multi-value indexes

These indexes can handle columns containing multiple values, such as arrays or JSON arrays. They
are useful for queries that need to search for values within arrays or sets stored in a single column.

Here’s an example: in MySQL 8.0, a multi-valued index can be created on JSON arrays to allow
efficient searching within the arrays.

Descending indexes
These are indexes where the values are stored in descending order rather than the default ascending
order. They are useful for queries that frequently request data in descending order. This can optimize
sorting operations.

Here’s an example:

CREATE INDEX desc_index ON table_name (column_name DESC);

This creates an index with column_name sorted in descending order.



These attributes and specialized indexes provide flexibility and performance optimization for various
database operations, allowing more precise and efficient data retrieval based on specific application
needs.

Moving from the discussion on R-Tree indexes, we pivoted to evaluating their effect on database
performance. This section will explore how such indexing influences query execution, especially for
spatial data, and its implications for overall efficiency.

While indexing significantly accelerates read operations, it’s important to note that it can impact
write operations as well. Each time data is inserted, updated, or deleted, indexes need to be
maintained, and excessive or poorly designed indexes can lead to increased maintenance overhead.
Striking a balance between read and write performance is essential for effective database
management.

The principles of indexing are universal, transcending the specific database system. Whether in
PostgreSQL or MySQL, understanding how indexes function and their various types lays the
foundation for crafting efficient databases. As we move forward, we will witness how these
principles manifest in the syntax, use cases, and performance considerations in the context of both
PostgreSQL and MySQL. The journey ahead unveils the power of indexing as a pivotal tool for
architects and administrators seeking to optimize data access in their database ecosystems.

Stored procedures – reusable code for your database
In the realm of database management, efficiency, and maintainability are paramount. One powerful
tool that addresses both these concerns is the use of stored procedures. This section explores the
concept of stored procedures, unravels their benefits, and showcases how they serve as reusable code
snippets, transforming database management into a streamlined and efficient process.

UDFs

In the dynamic landscape of database management, the quest for adaptability and efficiency has
given rise to UDFs. These functions, crafted by users, stand as the keystones of customization within
database systems. Unlike pre-packaged functions, UDFs serve as architects of bespoke business
logic, data transformations, and computational intricacies, offering flexibility beyond conventional
database features.

UDFs redefine the paradigm of database development by allowing users to mold functionality
according to the specific needs of their business processes. This adaptability is coupled with a
philosophy of efficiency as UDFs promote code reusability, enabling the invocation of defined



functions across various database components. This not only ensures consistency but also reduces
redundancy, contributing to a modular and well-organized code base.

The allure of UDFs extends to their capacity for performance optimization. These functions, when
designed effectively, operate closer to the data within the database engine, minimizing data transfer
and processing overhead. This strategic positioning enhances the overall efficiency of database
operations.

A notable aspect of UDFs lies in their seamless integration with SQL queries, enriching the
expressiveness of database interactions. By embedding custom functions directly into SQL
statements, users can elevate the sophistication of their queries, bringing a new level of depth to data
retrieval and manipulation.

As we embark on this exploration into UDFs, the focus will shift from mere conceptualization to
practical implementation. In the following sections, we will explore the syntax, use cases, and best
practices surrounding UDFs, unraveling their full potential in both MySQL and PostgreSQL
environments. This journey promises to unveil the transformative power of UDFs, presenting them
not just as functions but as dynamic instruments that shape databases to uniquely suit the evolving
needs of each user.

The essence of UDFs

UDFs play a pivotal role in crafting custom solutions within PostgreSQL. UDFs allow developers to
extend the functionality of their database by creating functions tailored to specific requirements.

Here’s an example:

CREATE OR REPLACE FUNCTION calculate_discount(

    price numeric, discount_rate numeric

)

RETURNS numeric AS $$

BEGIN

    RETURN price - (price * discount_rate);

END;

$$ LANGUAGE plpgsql;

SELECT calculate_discount(100, 0.2) AS discounted_price;

In this instance, a UDF named calculate_discount has been crafted to calculate the discounted price
based on the original price and a discount rate.

Efficiency through reusability – the role of UDFs in
code optimization



The reusability of UDFs significantly contributes to code optimization. Instead of duplicating code
across multiple queries, developers can encapsulate logic in a UDF, promoting efficient code
maintenance, like so:

CREATE OR REPLACE FUNCTION validate_email(email_address text)

RETURNS boolean AS $$

BEGIN

    -- Custom email validation logic

    RETURN true; -- Valid email

END;

$$ LANGUAGE plpgsql;

SELECT * FROM users WHERE validate_email(email) = true;

Here, the validate_email UDF encapsulates email validation logic, ensuring that the same validation
rules are applied consistently across queries.

UDFs and performance optimization in database
operations

Strategically positioning UDFs in database operations can lead to performance optimization. By
carefully designing UDFs and incorporating them into queries, developers can achieve efficient data
processing. Consider the following example:

CREATE OR REPLACE FUNCTION process_order(order_id integer)

RETURNS void AS $$

BEGIN

 -- Custom order processing logic

 -- Update inventory, calculate totals, etc.

END;

$$ LANGUAGE plpgsql;

SELECT process_order(1234);

In this scenario, the process_order UDF can be strategically positioned within database operations,
ensuring streamlined order processing with optimized performance.

Using UDFs to enrich SQL queries for expressive
interactions

UDFs seamlessly integrate into SQL queries, enriching them with expressive interactions.
Developers can leverage UDFs to encapsulate complex operations, making queries more readable
and intuitive. Here’s an example:

CREATE OR REPLACE FUNCTION get_customer_age(customer_id integer)

RETURNS integer AS $$

BEGIN

 -- Custom logic to calculate customer age

END;



$$ LANGUAGE plpgsql;

SELECT customer_name, get_customer_age(customer_id) AS age

FROM customers;

In this case, the get_customer_age UDF enhances the SQL query by providing a clear and reusable
way to calculate and retrieve customer ages.

Practical insights into UDFs in MySQL and PostgreSQL

Moving from concept to implementation involves gaining practical insights into UDFs in both
MySQL and PostgreSQL. While the syntax may vary between database systems, the fundamental
concept of creating custom functions for specific needs remains consistent. Developers can adapt
UDFs to the unique requirements of each database system, enhancing functionality and flexibility.

These examples illustrate how UDFs empower developers to craft tailored solutions, optimize code,
strategically enhance performance, seamlessly integrate with queries, and provide practical insights
applicable to both MySQL and PostgreSQL environments.

Transitioning from UDFs, which customize database operations, in the next section, we’ll cover
CTEs. This shift focuses on enhancing query organization, enabling more complex data retrieval
patterns with greater clarity and efficiency.

Understanding CTEs
In the intricate tapestry of database management, CTEs emerge as pivotal tools that are reshaping the
landscape of data querying and analysis. Unlike traditional queries, CTEs introduce a level of
elegance and modularity, allowing users to create named temporary result sets within the context of a
larger SQL statement.

CTEs embody the essence of abstraction, offering a succinct and readable means to break down
complex queries into manageable components. Their significance lies in the ability to create a named,
temporary result set that can be referenced within the scope of a single SELECT, INSERT, UPDATE, or
DELETE statement.

One of the primary advantages of CTEs is their contribution to query simplification and readability.
By encapsulating subqueries into named CTEs, the main query gains clarity, making it easier to
understand, maintain, and troubleshoot. This modularity not only enhances the aesthetics of the SQL
code but also promotes the reuse of subqueries, fostering a more efficient and organized codebase.

CTEs further excel in scenarios where multiple operations need to be performed on the same subset
of data. Instead of repeating complex subqueries, a CTE allows users to define the logic once and



reference it throughout the main query. This not only reduces redundancy but also ensures
consistency and accuracy across the various components of the query.

As we dive deeper into the realm of CTEs, the focus will shift from conceptualization to practical
implementation. In the upcoming exploration, we will navigate the syntax, use cases, and best
practices surrounding CTEs, unlocking their potential in both MySQL and PostgreSQL
environments. This journey promises to reveal CTEs not just as components of queries but as
sophisticated instruments that elevate the art of data manipulation and retrieval in relational
databases.

The role of CTEs in code modularity

CTEs serve a pivotal role in enhancing the modularity of SQL queries within PostgreSQL. By
allowing the creation of temporary result sets within the scope of a query, CTEs contribute to more
organized and readable code. Let’s look at an example:

WITH SalesData AS (

    SELECT Product, SUM(Revenue) AS TotalRevenue

    FROM Transactions

    GROUP BY Product

)

SELECT Product, TotalRevenue

FROM SalesData

WHERE TotalRevenue > 10000;

In this example, the SalesData CTE calculates the total revenue for each product. The subsequent
query filters products with total revenue exceeding $10,000. This separation of logic not only
enhances readability but also facilitates easier maintenance.

Components and integration of CTEs

Understanding the syntax of CTEs is fundamental for their effective usage. A typical CTE structure
involves the following components:

WITH CTEName (Column1, Column2, ...) AS (

 -- CTE Definition

)

SELECT *

FROM CTEName;

From this structure, we can observe the following:

The WITH clause: Introduces the CTE block

CTEName: The name assigned to the CTE

Column list: Optionally specify column names for the CTE



This syntax allows temporary result sets to be defined within a query, contributing to code
modularity.

Guidelines for efficient CTE usage

Optimizing CTE usage is essential for maintaining query performance. Consider the following
example, which involves a recursive CTE for employee hierarchy:

WITH RECURSIVE EmployeeHierarchy AS (

    SELECT EmployeeID, ManagerID

    FROM Employees

    WHERE ManagerID IS NULL

    UNION ALL

    SELECT e.EmployeeID, e.ManagerID

    FROM Employees e

    JOIN EmployeeHierarchy eh ON e.ManagerID = eh.EmployeeID

)

SELECT * FROM EmployeeHierarchy;

To ensure optimal performance, it’s crucial to have proper indexing on the ManagerID column and a
clear understanding of the termination condition for the recursive CTE.

Advanced strategies with CTEs

Taking advantage of CTEs beyond basic use cases involves advanced strategies. Consider the
following example, which employs a recursive CTE to generate the Fibonacci series:

WITH RECURSIVE Fibonacci AS (

    SELECT 1 AS n, 0 AS fib

    UNION

    SELECT 2, 1

    UNION

    SELECT n + 1, fib + lag(fib) OVER (ORDER BY n)

    FROM Fibonacci

    WHERE n < 10

)

SELECT * FROM Fibonacci;

This showcases the versatility of CTEs for advanced computations, such as generating sequences
such as the Fibonacci series.

Case studies in action – real-world examples of CTE
transformations

Real-world applications of CTEs are diverse, and they often shine in scenarios requiring hierarchical
data representation. Consider the following example, which constructs a hierarchical comment tree:



WITH RECURSIVE CommentTree AS (

    SELECT CommentID, ParentCommentID

    FROM Comments

    WHERE ParentCommentID IS NULL

    UNION ALL

    SELECT c.CommentID, c.ParentCommentID

    FROM Comments c

    JOIN CommentTree ct ON c.ParentCommentID = ct.CommentID

)

SELECT * FROM CommentTree;

The given SQL query demonstrates how to construct a recursive CTE named CommentTree to model a
hierarchical structure, such as a comment thread where comments can be nested under parent
comments. The CTE starts by selecting the base level of comments (those without a parent, indicated
by ParentCommentID IS NULL). It then recursively joins this initial set with the comments table to
include child comments, linking them via their ParentCommentID to the CommentID value of their
parent. The final SELECT statement retrieves the entire hierarchy of comments, effectively building a
tree of comments from the root down to the leaves. This approach is useful for representing nested
structures such as comment threads, organizational charts, or any hierarchical data within a relational
database.

In applications such as forums or blogs, this CTE efficiently organizes comments into a hierarchical
structure.

These detailed examples showcase the versatility and power of CTEs in PostgreSQL, offering code
modularity, advanced capabilities, and improved query readability.

Summary
This chapter covered advanced database techniques, focusing on indexing, views, stored procedures,
UDFs, and CTEs. It discussed different types of indexes, their impact on performance, and best
practices for their use. Views were explained as customizable virtual tables for simplifying queries
and enhancing security. Stored procedures were highlighted for their reusability and efficiency in
database operations. Then, UDFs were detailed for their role in optimizing code and enriching SQL
queries. Finally, CTEs were introduced for their modularity and efficiency in complex queries. This
chapter aims to equip developers with knowledge to create efficient, scalable, and maintainable
database applications.

From this chapter, you’ve learned the essentials of optimizing database interactions through various
techniques. We began by covering indexing strategies, focusing on how different index types can
quicken data retrieval. From there, we learned how to create and use views, which help in abstracting
data, simplifying complex queries, and bolstering database security. The discussion progressed to



stored procedures, emphasizing their role in making code reusable, enhancing operational efficiency,
and automating common tasks. After, we addressed UDFs, which allow us to integrate custom
functionalities directly into SQL queries, offering a comprehensive toolkit for refined database
management and operation optimization.

Finally, we learned about CTEs and how to employ them to improve query modularity and
readability, as well as handle complex query scenarios.

These skills are critical for managing sophisticated database systems and optimizing their
performance.

In the next chapter, we will cover various topics related to database scalability. We’ll explain what
scalability is and why it is important for databases.
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Understanding Database Scalabil ity
The chapter covers various topics related to database scalability. It begins by explaining what
scalability is and why it is important for databases. It then discusses two main types of database
scalability: horizontal and vertical scaling.

Horizontal scaling involves adding more servers to a database cluster to increase its processing power
and storage capacity. The chapter explains the advantages and challenges of horizontal scaling and
provides examples of how it can be implemented.

Vertical scaling, on the other hand, involves adding more resources to a single server, such as CPU,
RAM, or storage. The chapter explains the pros and cons of vertical scaling and provides examples of
how it can improve database performance.

The chapter also covers sharding, a technique used to distribute data across multiple servers. The
chapter explains how sharding works and provides best practices for implementing it.

Replication is another technique covered in the chapter, which involves creating multiple copies of
the same data to ensure high availability (HA) and function fault tolerance (FT). The chapter
explains how replication works and provides examples of how it can be used to improve database
reliability.

Load balancing, which involves distributing requests across multiple servers to ensure optimal
resource utilization and prevent overloading, is also discussed in the chapter. The chapter explains
how load balancing works and provides examples of how it can be used to improve database
performance.

The chapter also covers using Kubernetes and other container orchestration tools for database scaling
and management. These tools enable developers to deploy and manage databases in a containerized
environment, which can improve scalability, reliability, and portability.

Finally, the chapter discusses using serverless databases, which can reduce costs and improve
scalability by automatically scaling resources up or down based on demand. The chapter explains
how serverless databases work and provides examples of how they can be used to improve database
scalability.

This chapter provides essential knowledge for developers who want to create scalable and reliable
database applications. Developers can improve the performance, reliability, and scalability of their



database applications by using the primary scaling techniques covered in this chapter.

Here’s a high-level outline of this chapter:

Introducing database scaling

Serverless databases

Introducing database scaling
In the rapidly evolving landscape of technology, the capability to efficiently manage and scale
databases is paramount. This introductory section aims to provide a foundational understanding of
database scaling, its necessity in modern computing environments, and the primary methods
employed.

Database scaling involves expanding or adjusting the database’s capacity to handle increasing loads.
This is crucial for maintaining data-intensive applications’ performance, reliability, and availability.
In an era marked by an exponential increase in data generation from social media, Internet of
Things (IoT) devices, and enterprise applications, scaling databases becomes an imperative rather
than a choice.

Building on the foundational understanding that database scaling is essential for managing the surge
in data from various sources, we next address the challenges that arise in scaling efforts, pivotal for
upholding the performance, reliability, and availability of data-centric applications.

Challenges in database scaling

Before understanding the benefits and complexities of sharding, let’s navigate the broader landscape
of database scaling challenges:

Handling massive data: The challenges of managing vast amounts of data efficiently while ensuring minimal latency

Balancing cost and performance: Striking a balance between the cost of scaling (hardware, infrastructure) and the performance
benefits it brings

Data consistency and integrity: Ensuring that data remains consistent and accurate across all nodes in a scaled environment

Primary methods of database scaling

Let’s differentiate between horizontal and vertical scaling:

Horizontal scaling (scaling out): This involves adding more machines or nodes to the existing database system. It’s akin to
expanding capacity by adding more desks to an office.



Vertical scaling (scaling up): This method entails upgrading the existing hardware of a database server. It’s like swapping out an
old server for a bigger, more efficient one.

As our world grows more reliant on data, the skill of scaling databases in an effective and efficient
manner is fundamental to contemporary IT infrastructure. The upcoming sections will explore in
greater detail specific methods and technologies used in database scaling. This exploration will offer
a clearer understanding of how these techniques are applied and how effective they are in practical
situations.

Horizontal versus vertical scaling
Here’s a quick comparison between the two options for scaling databases. Remember—vertical
scaling comes naturally as it’s a much easier and faster solution to fix until further research and
development is made on how to migrate to alternate options.

Advantages and disadvantages of horizontal scaling
Let’s focus on horizontal scaling and its role in database scalability.

Here are its advantages:

Scalability: Easily scalable to manage increased load by adding more machines

Flexibility: Can be scaled dynamically, ideal for cloud-based services

Reliability: Less risk of total system failure due to distributed architecture

Here are its disadvantages:

Complexity: Increased complexity in management and maintenance

Consistency issues: Challenges in maintaining data consistency across nodes

Higher operational costs: Potentially increased network and management costs

In both MySQL and PostgreSQL worlds, horizontal scaling requires a complex framework, including
various components, over these relational database systems. Vitess is a significant and increasingly
popular option for implementing horizontal scaling with MySQL databases. On the other hand, Citus
is an extension to PostgreSQL that transforms it into a distributed database. It was developed to
address the scalability limitations of traditional PostgreSQL installations.

Let’s discuss both in the context of horizontal scaling.

Vitess – a horizontal scaling solution for MySQL

Initially developed by YouTube to handle their massive database scaling challenges, Vitess is now an
open source project. It’s part of the Cloud Native Computing Foundation (CNCF). Vitess makes it



easier to scale large MySQL databases. It does this by providing a framework for sharding MySQL
databases, effectively distributing the database load across multiple instances or nodes:

Figure 6.1 – Overview of architecture: Vitess, version 17.0 (vitess.io: https://vitess.io/docs/17.0/overview/architecture/)

How Vitess enables horizontal scaling
Vitess uses sharding, query optimization, and connection pooling techniques to extend MySQL’s
capabilities to scale horizontally. Vitess automates the sharding process, allowing the splitting of a
database into smaller, more manageable pieces, or shards. This helps in spreading the load across
multiple servers. It includes a query planner that optimizes queries for a sharded environment,
helping to maintain performance as the database scales. Vitess manages database connections and
traffic, ensuring efficient resource usage and reducing load on each database instance.

Vitess represents a powerful solution for organizations seeking to scale their MySQL databases
horizontally. Vitess helps businesses manage large-scale database deployments more efficiently by
automating sharding and optimizing queries. As businesses continue to generate more data and
require more robust database solutions, tools such as Vitess will likely play a crucial role in enabling
scalable, high-performance database environments:



Figure 6.2 – Vitess scaling architecture

This architecture enables Vitess to provide MySQL databases with HA, efficient query processing,
and seamless scaling from a single instance to thousands of shards.

Citus – a horizontal scaling solution for PostgreSQL

Citus extends PostgreSQL by adding intelligent distribution capabilities. It allows for horizontal
scaling by distributing data and queries across multiple nodes, enabling PostgreSQL to handle larger
data volumes and more concurrent users.
How Citus enables horizontal scaling

Citus uses sharding, parallelism, and analytics techniques to allow PostgreSQL’s capabilities to scale
horizontally. Citus shards data across multiple nodes. This sharding is transparent to applications,
allowing them to interact with the database as if it were a standard PostgreSQL instance. When a
query is executed, Citus can parallelize it across different shards, significantly speeding up query
response times. Its architecture is particularly well suited for real-time analytics workloads as it
allows for efficient querying of large datasets.

At the heart of Citus’s architecture is the coordinator node, which acts as the interface between the
application and the Citus cluster. When a query is issued to the database, the coordinator node parses,
optimizes, and distributes the query to the relevant worker nodes. Each worker node contains a



portion of the data, allowing Citus to execute multiple queries in parallel across nodes, significantly
increasing query performance:

Figure 6.3 – Citus sharding concepts (https://docs.citusdata.com/en/stable/get_started/concepts.html#shards)

Citus offers a robust solution for horizontally scaling PostgreSQL, combining the rich features of
PostgreSQL with the scalability typically associated with NoSQL databases. Its ability to shard data,
parallelize queries, and maintain high performance under heavy loads makes it an ideal choice for
applications that require real-time analytics and high throughput. As more businesses face the need to
manage large datasets and high concurrency, Citus stands out as a key technology for achieving
scalable and efficient database architectures.

The following is a diagram of a common use case for Citus: data-intensive applications that serve
mixed transactional and analytical workloads. The transactional workload requires the robustness of a
relational database such as Postgres. Since analytics dashboards are often customer-facing, they
typically require low-latency query response times:

https://docs.citusdata.com/en/stable/get_started/concepts.html#shards


Figure 6.4 – Simplified Citus architecture: Citus data

Moving from broader scaling strategies, we now focus on vertical scaling, which enhances the
existing server’s hardware, akin to upgrading a building’s structure on the same foundation. This
section will explore when vertical scaling is optimal and its inherent hardware limitations.

Vertical scaling – enhancing capacity within existing
infrastructure

In contrast, vertical scaling, or scaling up, focuses on beefing up the existing hardware of a server.
This method is comparable to constructing a taller building on an existing foundation, where the
enhancement of CPU, RAM, and storage capabilities leads to increased capacity of a single node.
This section will examine the scenarios where vertical scaling is most effective and the inherent
limitations posed by hardware constraints.

In the context of vertical scaling, particularly for MySQL databases, replication and read/write
splitting are essential strategies that enhance performance and manage increased workloads. Let’s
dive into these concepts.

Replication in MySQL for horizontal scaling
Replication in MySQL involves creating one or more copies (replicas) of a database. It’s a process
where data from a primary database server (the primary) is continuously copied to one or more
secondary database servers (the replicas).

The primary purpose of replication is to improve the database’s availability and reliability, and it can
also be used for load balancing, backup, and disaster recovery (DR).



The following are types of replication:

Asynchronous replication: The most common type in MySQL, where the replica server polls the primary to request any updates

Semi-synchronous replication: Here, the primary waits for at least one replica to acknowledge the receipt of the transaction
before committing the transaction

Synchronous replication: Every transaction is replicated and committed on the primary and replica servers at the same time

The role of replication in vertical scaling is that it ensures data safety and minimal downtime in case
of hardware failure; hence, it makes database operations highly available. It allows read operations to
be offloaded to replica servers, reducing the load on the primary server; thus, it makes read-intensive
workload management scalable.
Read/write splitting in MySQL

Read/write splitting involves directing all write and update operations to the primary server and read
operations to one or more replica servers. The primary objective is to distribute the load such that
write-intensive operations don’t bottleneck read operations, enhancing the overall performance.

The implementation for this split is as follows:

Application level: This can be implemented at the application level, where the application logic decides whether to send queries
to the primary or a replica.

Proxy level: Middleware or a proxy, such as ProxySQL, can be used to automatically route queries to the appropriate server.
MySQL Router since version 8.2 can also perform transparent read/write splitting:



Figure 6.5 – ProxySQL implementation sample

The features of ProxySQL go beyond load balancing via the TCP layer and wire protocol to MySQL.
With its capability to coordinate with Consul agents, it also provides HA, which helps the scalability
of databases. More support over Kubernetes, Binlog Reader, and query rules expansion is provided.

The following are the benefits of vertical scaling:

Enhanced performance: By splitting reads and writes, overall database throughput is increased, and query response times are
improved

Scalability: While it’s a part of vertical scaling, read/write splitting can lay the groundwork for future horizontal scaling if needed

In MySQL, replication and read/write splitting are key strategies in vertical scaling. They improve
the effective use of infrastructure by managing read and write operations for better performance and
reliability. However, these strategies also bring complexities that require careful planning and
management. While replication is a powerful feature for scaling and increasing the availability of
MySQL databases, it does come with its set of challenges. These disadvantages need to be weighed



against the benefits when designing a database architecture, particularly in scenarios where HA, data
consistency, and resource optimization are critical.

Remember these key points:

Replication is not a true HA solution; data loss is still possible

Complexities around replication exist during failover and failback scenarios

Replicas may serve stale data when they lag from primary servers

InnoDB Cluster for MySQL

InnoDB Cluster is a combination of MySQL technologies set up to create a highly available and
fault-tolerant database system. It typically consists of three main components: MySQL Group
Replication, which is used in this architecture for replicating data across MySQL servers, MySQL
Router, used for routing database traffic to the correct server in the cluster, and MySQL Shell, used
for managing the cluster:





Figure 6.6 – InnoDB Cluster architecture

Here are the key features of InnoDB Cluster:

HA: By automatically managing failover and recovery, InnoDB Cluster ensures that the database remains available even in the
event of server failures

FT: Through Group Replication, it offers FT within a group of MySQL servers, ensuring data consistency and preventing split-
brain situations

Ease of use: With MySQL Shell, the management and monitoring of the cluster are simplified, allowing for easier setup and
configuration

While InnoDB Cluster primarily focuses on HA, it can also contribute to scalability. Read operations
can be spread across multiple nodes, and the cluster can be configured for read/write splitting to
distribute load efficiently.

Considerations for InnoDB Cluster scalability include the following:

Resource and infrastructure: Setting up an InnoDB Cluster requires careful planning in terms of resources and infrastructure to
ensure optimal performance and reliability

Network reliability: Since it relies on Group Replication, network stability and bandwidth are crucial for maintaining cluster
integrity

InnoDB Cluster presents a robust solution for those seeking HA and FT in MySQL databases. While
its primary focus is on maintaining uninterrupted database service, it also offers benefits in terms of
scalability through load distribution across nodes. However, its implementation demands careful
planning regarding resources, infrastructure, and network capabilities to fully leverage its advantages.

The information about InnoDB Cluster for MySQL, including its key features, scalability, and
considerations, aligns with the official documentation provided by MySQL. For a comprehensive
understanding and in-depth details about InnoDB Cluster, you can refer to the MySQL
documentation in the MySQL 8.0 reference manual—MySQL InnoDB Cluster
(https://dev.mysql.com/doc/mysql-shell/8.0/en/mysql-innodb-cluster.html).
MySQL InnoDB ClusterSet
MySQL InnoDB ClusterSet enhances the resilience of InnoDB Cluster setups by connecting a
primary cluster with its replicas in different geographical locations, such as separate data centers. It
simplifies the replication process to these replica clusters through a specialized ClusterSet replication
channel. Should the primary cluster face downtime—due to data center issues or network disruptions
—a replica cluster can be activated to maintain service continuity.

The following is an architectural diagram illustrating InnoDB ClusterSet’s design, showcasing the
connectivity between the primary cluster and its geographically dispersed replicas. This visualization

https://dev.mysql.com/doc/mysql-shell/8.0/en/mysql-innodb-cluster.html


aids in understanding the seamless replication and failover mechanisms that bolster service
continuity:

Figure 6.7 – InnoDB ClusterSet’s design

IMPORTANT NOTE
Read replicas can also be added to a MySQL InnoDB Cluster to spread the load even more. Group Replication is also
designed as a multi-writer (multi-source) solution. InnoDB ClusterSet is also a DR solution.

Other clustering solutions for MySQL

Percona XtraDB Cluster and Galera Cluster are prominent solutions for achieving HA and scalability
in MySQL-based systems. Percona XtraDB Cluster is an open source, HA MySQL cluster solution
that integrates Galera Cluster with Percona Server for MySQL. It provides synchronous multi-master
replication, ensuring no data is lost even if a node fails. This makes it ideal for applications requiring
high uptime. Galera Cluster, the underlying technology, offers easy-to-use, HA, no-data-loss, and
scalable clustering solutions. It’s particularly well suited for cloud environments due to its flexibility
and robustness. Both Percona XtraDB and Galera Cluster simplify the management of an HA cluster,
providing a solid foundation for building scalable, fault-tolerant database infrastructures.

Let’s move on to exploring consensus algorithms in clustering solutions.

Consensus algorithms for clustering solutions

There are popular consensus algorithms used for replicated clustering solutions to be aware of. Each
of these algorithms not only has pros and cons but also consistency-level configurations to note. We
will not go into those here in this book, but if you are using any of these vertically scalable solutions
for MySQL, please investigate the following.



Galera Cluster’s approach to replication and consensus is tailored specifically to the needs of multi-
master MySQL database clusters. It focuses on providing a robust, conflict-free replication process
across all nodes without the direct use of the Paxos algorithm. This methodology is central to Galera
Cluster’s ability to provide HA and effective load balancing in a distributed database environment.

MySQL Group Replication, a feature within the MySQL InnoDB Cluster, incorporates a Paxos-based
solution known as eXtended COMmunications, or XCOM, to manage consensus and
synchronization among nodes in a distributed environment.

Orchestrator for MySQL is an open source tool that facilitates the management of MySQL
replication topologies and HA. It uses the Raft consensus algorithm to manage its own HA and leader
election.

Replication and read/write splitting for vertical scaling in
PostgreSQL

Replication in PostgreSQL for vertical scaling involves creating one or more copies of a database.
The data is synchronized from a primary server to one or more secondary servers (replicas or
standbys). The primary goals of replication are to increase data availability, create redundancy for
backup, and facilitate load balancing for read operations.

There are two types of replications:

Streaming replication: This is a common method where data changes are streamed in real time from the primary to the replica
nodes

Logical replication: A more flexible approach, allowing selective data replication and different versions of PostgreSQL on
primary and replica servers

This is its role in vertical scaling:

HA and DR: Ensures continuous operation and minimal downtime

Offloading read queries: Replica servers can handle read operations, reducing load on the primary server

Read/write splitting in PostgreSQL involves routing write operations to the primary server and read
operations to one or more secondary servers. The goal is to balance the load and optimize overall
database performance.

It has the following implementation approaches:

Application-level routing: The application code determines whether a query should be sent to the primary or a secondary server

Middleware solutions: Tools such as PgBouncer or Pgpool-II can be used for automatic query routing and load balancing

Here are the benefits of vertical scaling:

Distributing read queries among multiple servers enhances the overall throughput and responsiveness of the database, hence
performance improvement is gained



Read/write splitting is essential for scaling vertically, allowing for more efficient use of existing hardware and setting the stage for
future scaling needs

In PostgreSQL, replication and read/write splitting are crucial strategies for vertical scaling. They
facilitate better resource utilization and ensure improved performance and reliability. These
strategies, while enhancing the database’s ability to handle larger workloads, also necessitate
thoughtful implementation and management to realize their full potential.

Having explored the crucial roles of replication and read/write splitting in PostgreSQL for vertical
scaling, we now transition to examining sharding and resharding, additional strategies that play a
significant part in scaling databases horizontally. These methods not only expand a database’s
capacity to manage larger volumes of data but also introduce new considerations for database
architecture and management.

Sharding and resharding

Sharding is a technique for distributing a database across multiple servers, splitting it horizontally to
spread data among several machines.

Sharding enhances database performance and scalability by distributing data across multiple servers,
which can significantly improve response times and manage larger volumes of data efficiently.
However, it introduces complexity in database design and management, necessitating careful
planning for data distribution and query handling. Challenges include increased overhead for
maintaining data integrity across shards and potential difficulties in executing complex queries that
span multiple shards.

Resharding is the process of redistributing data across shards to balance the load and optimize
performance in a sharded database. It’s crucial for maintaining system efficiency, especially as data
volume and access patterns evolve. Resharding helps in adapting to changes, such as increased data
or traffic, by reallocating resources to maintain or improve response times and service reliability. The
importance of resharding lies in its ability to ensure scalability and HA of database services, making
it a key strategy for managing large-scale, distributed database architectures.

Future trends and emerging challenges in database
scaling

Having discussed the challenges in database scaling, let’s shift our focus to future trends and
emerging challenges that lie ahead in the realm of database scaling.

Introduction to modern database management



The modern landscape of database management is rapidly evolving with the adoption of Kubernetes
and its operators. Kubernetes operators extend the platform’s capabilities, allowing for the
automation of complex database operations. These operators act as controllers for custom resources,
managing the lifecycle of stateful applications such as databases directly within Kubernetes. This
approach simplifies deployment, scaling, and management tasks, making it easier to maintain HA and
perform routine backups. Leveraging Kubernetes for database management represents a shift toward
more dynamic, cloud-native architectures, offering scalability and resilience without sacrificing
operational simplicity.

In the Kubernetes ecosystem, several MySQL operators are available to manage MySQL
deployments effectively. Here are some of the types:

Oracle MySQL Operator for Kubernetes: Manages MySQL InnoDB Cluster setups inside Kubernetes, automating the full
lifecycle, including setup, maintenance, upgrades, and backups

Percona Kubernetes Operator for Percona XtraDB Cluster: Focuses on automating the deployment and management of
Percona XtraDB Cluster instances within Kubernetes

Presslabs MySQL Operator: Geared toward creating, operating, and scaling self-healing MySQL clusters in Kubernetes,
emphasizing HA and backups

In the Kubernetes ecosystem, there are several PostgreSQL operators available, designed to facilitate
the deployment and management of PostgreSQL clusters. Here are some notable ones:

Ubuntu Juju: Ubuntu Juju is a powerful, open source service orchestration and modeling tool developed by Canonical, the
company behind Ubuntu. Juju aims to simplify the deployment, configuration, and scaling of applications across various cloud
services and physical servers. It’s designed to help system administrators and developers manage services efficiently, whether
they’re running in the cloud, on-premises, or in a hybrid environment.

CloudNativePG: An open source, community-driven operator, CloudNativePG manages the lifecycle of highly available
PostgreSQL database clusters in Kubernetes environments, utilizing native streaming replication.

Crunchy Data PostgreSQL Operator (PGO): PGO automates the setup and management of PostgreSQL clusters in Kubernetes,
focusing on ease of use, security, and scalability. It supports various PostgreSQL features and extensions.

Zalando Postgres Operator: Developed by Zalando, this operator automates and simplifies deploying and managing PostgreSQL
clusters in Kubernetes, offering features such as automated backups and custom configuration.

KubeDB: KubeDB by AppsCode is a comprehensive solution for managing various database engines including PostgreSQL,
offering features such as version management, backup/restore, and cluster replication.

StackGres: StackGres is a full stack PostgreSQL distribution for Kubernetes, designed to manage PostgreSQL clusters with
advanced features such as connection pooling, monitoring, and automatic failover.

Percona Operator for PostgreSQL: This operator automates the creation, alteration, or deletion of items in your Percona
distribution of the PostgreSQL environment. It brings Percona’s best practices to your Kubernetes setup, handling aspects such as
backups, upgrades, and scaling.

Each of these operators offers unique features tailored to different requirements, from ease of
deployment and HA to advanced monitoring and management capabilities, providing robust support



for running PostgreSQL on Kubernetes.

As data on the Kubernetes ecosystem grows, the options for new operators grow as well. By the time
you have read this book, we’re positively sure there will be other operators available with new
features and functionalities.

As mentioned earlier in this chapter, Vitess Operator for Kubernetes also provides a powerful
solution for deploying and managing Vitess clusters within a Kubernetes environment. It simplifies
the administration of Vitess clusters by automating tasks such as deployment, scaling, and
configuration management through the use of Kubernetes custom resources. This operator allows
users to leverage Vitess’s capabilities for horizontal scaling and sharding of MySQL databases,
making it easier to manage large-scale database deployments with HA and resilience. By integrating
closely with Kubernetes, the Vitess operator ensures that database clusters are efficiently managed
and can dynamically adapt to changes in workload or infrastructure, aligning with modern cloud-
native application requirements.

Many of these operators are open source, hence the Vitess operator can also be found at this link:
https://github.com/planetscale/vitess-operator.

Currently, there isn’t a direct Citus operator specifically designed by Citus Data for Kubernetes that is
widely recognized or officially documented. However, Citus, being an extension of PostgreSQL,
benefits from the broader ecosystem of PostgreSQL operators that can facilitate running Citus on
Kubernetes. Tools such as PGO or Zalando Postgres Operator can be used to manage PostgreSQL
clusters, which can include Citus as an extension for horizontal scalability and sharding.

Moreover, Kubernetes’ flexible architecture allows for the use of custom operators, and it’s possible
to configure existing PostgreSQL operators to support Citus-specific functionalities. For instance,
configuring a PostgreSQL cluster with Citus enabled on Kubernetes might involve setting up the
desired PostgreSQL operator and then manually configuring the Citus extension on top of the
PostgreSQL instances managed by that operator.

For the most current and specific guidance on deploying Citus with Kubernetes, reviewing
documentation from Citus Data, the maintainers of PostgreSQL operators, or community
contributions in forums and GitHub repositories is recommended.

Next, we turn our focus to serverless databases and their transformative impact.

Serverless databases
Serverless databases represent a significant shift in how database resources are managed, offering a
flexible, cost-efficient model particularly well suited for dynamic workloads. In the context of

https://github.com/planetscale/vitess-operator


MySQL, serverless databases automatically adjust computing resources based on the application’s
needs, eliminating the need for manual scaling.

This model provides several benefits for database users, including the following:

Cost efficiency: Pay only for the resources you use, which can lead to significant cost savings, especially for applications with
variable workloads

Automatic scaling: The database automatically scales up or down based on demand, ensuring that your applications have the
resources they need without requiring manual intervention

Simplified management: Reduces the complexity of database administration tasks, such as capacity planning and server
maintenance

HA: Serverless databases often come with built-in HA and DR capabilities

Now, let’s shift our attention to the leading serverless MySQL solutions available today, which
epitomize the fusion of scalability, efficiency, and innovation in database management.
Top serverless MySQL solutions

Several cloud providers and technology companies offer serverless solutions for MySQL databases,
some of which are listed here:

Amazon Aurora Serverless: An on-demand, auto-scaling configuration for Amazon Aurora (compatible with MySQL), which
adjusts its compute capacity based on the application’s needs.

Google Cloud SQL: Provides a fully managed database service that supports MySQL, offering automatic scaling, high
performance, and ease of use for serverless applications.

Azure Database for MySQL - Flexible Server: While not serverless in the traditional sense of automatic scaling to zero, it offers
auto-scaling capabilities and on-demand compute, aligning with serverless principles.

PlanetScale: A database platform built on top of Vitess (a database clustering system for horizontal scaling of MySQL) that offers
serverless MySQL. It provides instant scalability and is designed for ease of use and HA.

Serverless PostgreSQL solutions
Several cloud providers offer serverless PostgreSQL services, designed to provide scalable, managed
database environments:

Amazon Aurora Serverless: Amazon Aurora offers a serverless option for PostgreSQL, automatically scaling compute and
memory resources in real time based on workload demands

Google Cloud SQL: Google’s fully managed database service supports PostgreSQL and provides automatic scaling, backup, and
HA, making it suitable for serverless applications

Azure Database for PostgreSQL – Serverless: Azure’s serverless tier for PostgreSQL auto-scales compute resources and bills
based on actual usage, ideal for workloads with variable activity patterns

Heroku Postgres: While not serverless in the strictest sense, Heroku Postgres offers a managed, scalable PostgreSQL service with
dynamic resource allocation, aligning with serverless principles in terms of ease of use and scalability

While serverless databases offer numerous advantages, there are considerations:



Cold starts: Applications might experience latency upon initial connection or during scale-up events

Limited control: There may be less flexibility in configurations and optimizations compared to managing your own database
servers

Pricing models: Understanding the pricing model is essential as costs can vary based on compute usage, storage, and network
traffic

Serverless databases provide an appealing option for developers and organizations looking for
scalable, cost-effective database solutions with minimal management overhead. They are particularly
beneficial for applications with unpredictable or variable workloads, enabling efficient resource use
and simplified operations.

Comparing serverless databases to traditional database models reveals significant differences in
scalability, cost, management, and architectural complexity.

Here’s an overview of how serverless databases stack up against their traditional counterparts:

Serverless databases: Automatically scale resources up or down based on real-time demand, providing seamless scalability. This
is ideal for workloads with unpredictable traffic patterns.

Traditional databases: Scaling often requires manual intervention, such as provisioning additional servers or upgrading existing
hardware. This can lead to over-provisioning or under-provisioning, affecting performance and cost.

In terms of cost efficiency, here’s how they compare:

Serverless databases: Pay-per-use pricing models mean you only pay for the resources you consume. This can lead to cost
savings, especially for databases with fluctuating workloads.

Traditional databases: Costs are generally fixed, based on the capacity of provisioned resources, regardless of actual usage. This
can result in higher costs for underutilized resources.

Let’s see how they compare in the case of management and maintenance:

Serverless databases: The cloud provider handles management tasks such as provisioning, scaling, backups, and patching,
significantly reducing the administrative burden.

Traditional databases: Require more hands-on management, including manual scaling, backups, and updates. This can increase
operational complexity and require dedicated database administrators.

Let’s see how they differ in terms of performance:

Serverless databases: Performance can be highly variable, with potential latency during cold starts or rapid scaling events.
However, for many applications, this is offset by the ability to automatically scale.

Traditional databases: Performance is more predictable and can be optimized through dedicated hardware and configurations.
However, rapid traffic spikes can overwhelm static resources, leading to performance degradation.

In the case of architectural complexity, here’s how they compare:

Serverless databases: Simpler from a user perspective due to managed services handling the complexity. However, applications
may need to be designed or adapted to handle serverless characteristics, such as statelessness and variable latency.



Traditional databases: More control over the database environment allows for custom configurations and optimizations, but this
comes with increased complexity in setup and maintenance.

Here are some use cases for comparison:

Serverless databases: Ideal for applications with variable workloads, microservices architectures, and companies looking to
minimize operational overhead

Traditional databases: Better suited for applications with predictable workloads, specific performance requirements, or those
that require extensive customization

In summary, serverless databases offer a flexible, cost-effective solution for managing database
workloads with less administrative overhead, making them suitable for modern, cloud-native
applications. Traditional database models, meanwhile, provide more predictable performance and
control, suited to applications with stable workloads and specific configuration requirements. The
choice between serverless and traditional databases depends on specific application needs, cost
considerations, and operational capacity.

Summary of the impact of new technologies on database management

The advent of new technologies in the realm of database management has ushered in a transformative
era for how data is stored, accessed, and processed, bringing about significant shifts in scalability,
flexibility, and operational efficiency. These advancements have made it possible for database
systems to dynamically adjust resources in real time, catering to the demands of varying workloads
with unparalleled performance. This level of scalability was once a formidable challenge but is now
readily achievable, especially with serverless architectures and distributed databases that seamlessly
scale up or down based on actual data processing needs.

Cost efficiency has also seen a notable improvement thanks to the pay-as-you-go models introduced
by serverless databases and cloud-based solutions. This approach eliminates the need for substantial
upfront hardware investments, allowing businesses, particularly start-ups and those with fluctuating
demands, to only incur costs corresponding to their usage. Furthermore, the automation of routine
management tasks—from provisioning and scaling to backups and updates—has significantly
alleviated the administrative overhead traditionally placed on database administrators. This shift in
responsibility allows teams to redirect their focus toward strategic initiatives rather than getting
bogged down with maintenance and operational tasks.

Flexibility in data handling has been greatly enhanced by supporting a broader spectrum of data
models, including NoSQL, graph, and time-series databases. This diversification in storage solutions
enables more efficient and tailored approaches to managing various data types and structures, fitting
the specific needs of different applications. Concurrently, advancements in replication techniques and



the adoption of distributed architectures have bolstered data availability and FT, ensuring continuous
access to database services even amid hardware malfunctions or network interruptions.

Security and compliance have equally benefited from these technological innovations, introducing
more robust security measures such as encryption of data at rest and in transit, detailed access
controls, and comprehensive audit logs. These features aid businesses in safeguarding sensitive
information and adhering to strict regulatory standards. On another front, the acceleration of
development cycles prompted by these new database technologies fosters an environment ripe for
innovation and agility. By abstracting the complexities associated with database management,
developers are empowered to quickly prototype, test, and deploy new applications, driving forward
the pace of innovation and maintaining a competitive edge in today’s fast-evolving digital
marketplace.

In essence, the impact of new technologies on database management signifies a pivotal shift toward
more scalable, cost-effective, and flexible data storage solutions. This evolution not only enables
businesses to leverage their data more effectively but also positions them to swiftly adapt to market
dynamics, catalyze innovation, and secure a dominant stance in the digital era.

Future outlook and potential developments

The future outlook for database management is poised at the brink of further revolutionary changes,
driven by continuous advancements in technology and evolving business needs. As we look ahead,
several key trends and potential developments are expected to shape the landscape of database
management, promising even greater efficiency, scalability, and innovation:

Integration of artificial intelligence (AI) and machine learning (ML): The integration of AI and ML into database systems is
anticipated to become more prevalent. This could automate complex decision-making processes for optimization, security, and
data analysis, making databases smarter and more adaptive to changing patterns and anomalies.

Advancements in distributed database technologies: With the rise of global digital services, distributed databases are expected
to see significant enhancements, focusing on reducing latency, improving consistency, and increasing scalability. Technologies
such as blockchain could play a crucial role in this evolution, offering new paradigms for data integrity and sharing.

Growth of multi-model databases: The demand for multi-model databases is likely to surge, driven by the need to handle
diverse data types and structures within a single database system. This approach simplifies the data architecture, reducing the
complexity and overhead associated with managing multiple databases.

Increased emphasis on data privacy and sovereignty: As data privacy regulations become more stringent globally, database
management solutions will need to evolve to offer more robust mechanisms for data protection, residency, and sovereignty. This
includes advanced encryption techniques, data masking, and fine-grained access controls.

Serverless databases becoming mainstream: The serverless paradigm is set to expand, with more database services adopting
this model for its scalability and cost effectiveness. This shift will likely prompt innovations in cold start optimizations and new
pricing models to accommodate a broader range of applications.



Edge computing and database management: The growth of IoT and edge computing will necessitate new solutions for
managing data across edge devices, central data centers, and cloud environments. This could lead to the development of
lightweight, decentralized databases optimized for low-latency operations at the edge.

Enhanced database automation and self-management: Efforts to make database systems more autonomous will continue,
focusing on self-tuning, self-healing, and self-optimizing capabilities. This move toward database-as-a-service (DBaaS) models
aims to minimize manual interventions and operational costs.

Cross-cloud data management: As businesses increasingly adopt multi-cloud strategies, there will be a growing need for cross-
cloud database management solutions that can seamlessly operate and synchronize data across different cloud environments.

In conclusion, the future of database management is set to be dynamic and innovative, marked by the
integration of advanced technologies and a shift toward more flexible, efficient, and secure data-
handling solutions. These developments will not only address immediate challenges faced by
businesses today but also open up new opportunities for leveraging data in ways that were previously
unimaginable, driving forward the digital transformation agenda across industries.

Summary
In this chapter, we conducted an in-depth analysis of database scaling strategies, covering both
horizontal and vertical scaling techniques, along with the complexities involved in sharding,
resharding, and load balancing. Horizontal scaling, or scaling out, was described as the process of
adding more nodes to a database system to distribute the workload more evenly, akin to expanding
the infrastructure to accommodate increased demand. Vertical scaling, or scaling up, contrasts this by
focusing on enhancing the capabilities of an existing server or node, thereby increasing its workload
capacity without adding more machines. The discussion on sharding and resharding emphasized their
effectiveness in distributing data across multiple servers to improve performance and manageability.
Additionally, the importance of load balancing in evenly distributing workloads across all available
nodes to maintain optimal system performance and reliability was highlighted.

Further exploration into the utilization of Kubernetes and other container orchestration tools revealed
their transformative impact on the scalability and management of database systems. These
technologies enable dynamic scaling and efficient management of databases, aligning with the
demands of modern data-intensive applications. The chapter also shed light on the advent of
serverless database models, noting their potential to significantly reduce operational costs and
enhance scalability. Serverless databases adjust resources dynamically according to real-time
demand, showcasing an evolution toward more cost-effective and scalable database solutions.
Throughout this chapter, a technical lens was applied to provide you with a thorough understanding
of current database scaling practices and the promising capabilities of emerging technologies in
addressing scalability and performance challenges faced by today’s database management systems.



In the next chapter, we will cover best practices for building and maintaining your database.



Part 5: Best Practices and Future Trends
This part provides a comprehensive guide to the best practices for database maintenance, including
backup and recovery strategies, security measures, performance monitoring, and routine maintenance
tasks. Looking ahead, it also explores emerging trends and technologies in the database field.

This section contains the following chapters:

Chapter 7, Best Practices for Building and Maintaining Your Database

Chapter 8, The Future of Databases and Their Designs
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Best Practices for Building and Maintaining Your
Database
Database management is inherently complex, requiring a sophisticated understanding of various
systems such as PostgreSQL and MySQL, along with a deep appreciation for the best practices in
database design, security, scaling, and management. Mastering these aspects is not merely about
maintaining data; it involves optimizing performance, ensuring robust security, enabling scalability,
and achieving high availability (HA). Best practices in database management are crucial because
they help organizations avoid common pitfalls that may lead to performance bottlenecks, security
vulnerabilities, and compliance issues. They provide a roadmap for managing data that supports
scalability and adaptability, allowing businesses to respond swiftly to changing technological
landscapes and market conditions.

The chapter begins with the core principles of schema design, which sets the foundation for database
performance. It goes into sophisticated strategies for optimizing queries, which are essential for
minimizing load on database servers and speeding up response times. Discussions extend to critical
topics of scaling—both vertical and horizontal—as databases grow and demand for system resources
increases.

Security is another pillar covered extensively. Securing database systems is paramount in an era
where data breaches are costly and damaging to an organization’s reputation. Various security
measures, including access control, encryption, and auditing, are explored to safeguard data against
unauthorized access and ensure compliance with regulatory standards.

Furthermore, the importance of maintaining high data quality and establishing robust data
governance frameworks is addressed. These sections underscore ongoing data cleaning and
compliance processes, ensuring that data remains accurate, reliable, and secure.

To understand these aspects in depth, we will be covering them in the following topics:

Designing for performance—optimizing database efficiency

Advanced query optimization techniques

Optimizing aggregates and GROUP BY clauses

Understanding database scaling

Ensuring database security—safeguarding your data

Exploring data encryption



Learning about data cleaning

Collaboration and documentation—keys to success

Tools for monitoring PostgreSQL

Designing for performance – optimizing database
efficiency
Mastering database performance demands a deep understanding of underlying data structures,
meticulous query optimization, and the strategic implementation of indexing and caching. One must
carefully balance resource utilization with system responsiveness to achieve optimal efficiency,
ensuring each query is tailored for speed and accuracy. This chapter guides on advanced techniques
for refining database operations, empowering developers to harness the full potential of their data
environments.

Schema design

The foundation of a performant database is its schema. A well-designed schema facilitates efficient
data retrieval and storage, reducing the need for costly operations. This section will cover
normalization for eliminating redundancy, denormalization for query optimization, and the impact of
data types on storage and retrieval efficiency.

The schema of a database fundamentally structures how data is stored, accessed, and managed.
Effective schema design is crucial for optimizing performance, ensuring data integrity, and
facilitating database scalability. This comprehensive exploration of schema design will dive into the
nuances of normalization, denormalization, data type selection, and their impacts on PostgreSQL and
MySQL databases.
Normalization
Normalization is a systematic approach to minimize redundancy and avoid undesirable
characteristics such as insertion, update, and deletion anomalies. Data normalization is typically
performed in several stages, each referred to as a “normal form.” Common forms include the
following:

First Normal Form (1NF): Ensures that the table only has atomic (indivisible) values and each entry contains similar data

Second Normal Form (2NF): Builds on 1NF by ensuring that all non-key attributes are fully functional and dependent on the
primary key

Third Normal Form (3NF): This form requires that all attributes in a table are not only dependent on the primary key but also
non-transitively dependent (that is, independent of other non-key attributes)



For example, a customer’s record might initially include multiple orders within the same table in a
customer database. Applying normalization, you would separate this into two tables: one for
customers and one for orders, linked by a customer ID. This separation reduces duplication, as
customer information is stored once rather than with each order, and enhances data integrity.

When and why to denormalize
While normalization is key to reducing redundancy and improving data integrity, it can also lead to a
proliferation of tables and sometimes necessitate complex joins that can degrade query performance.
Denormalization counteracts this by strategically introducing redundancy into the database design.
This technique is especially beneficial in read-heavy applications where performance is critical.

Denormalization decisions should be made based on specific use cases and performance metrics. For
instance, if a report frequently joins several tables to aggregate data for analytics, denormalizing
these tables into a single table that pre-aggregates the data can significantly reduce the load and
complexity of queries.

Choosing the right data types
Data type selection is critical for efficient storage and query performance. Each data type has its
storage requirements and performance implications:

Numeric types: PostgreSQL and MySQL offer various numeric types such as INTEGER, BIGINT, and DECIMAL. INTEGER is

usually sufficient and more efficient than VARCHAR or CHAR for identifiers and counters.

Text types: VARCHAR and TEXT are common choices for string data. VARCHAR is preferable when the input’s maximum length

is known, as it can help save space and maintain performance.

Date and time types: Using date and time types (for example, DATE, TIMESTAMP) instead of strings or integers ensures the

database can optimize date and time calculations and comparisons.

JSON data types: Both PostgreSQL and MySQL support JSON as a data type, allowing for the storage of structured data in a
flexible, schema-less format. This is particularly useful for data that requires frequent updates and changes in structure. JSON
types also enable complex queries and operations directly on the JSON data, leveraging database functions designed for JSON
processing.

Binary data types: Binary Large Object (BLOB) types, such as images or files, are used for binary data. The efficient use of
BLOBs can depend heavily on the specific use case and database configurations.

Let us now look at some examples of these types.

Consider a PostgreSQL example where a database needs to store user information and their actions
on a platform:

CREATE TABLE users (

    user_id SERIAL PRIMARY KEY,

    username VARCHAR (50) NOT NULL,

    email VARCHAR (50) UNIQUE NOT NULL,

    created_at TIMESTAMP NOT NULL DEFAULT CURRENT_TIMESTAMP

);



CREATE TABLE actions (

    action_id SERIAL PRIMARY KEY,

    user_id INTEGER NOT NULL REFERENCES users(user_id),

    action_type VARCHAR (100) NOT NULL,

    action_timestamp TIMESTAMP NOT NULL DEFAULT CURRENT_TIMESTAMP

);

In this schema, users and actions are normalized to ensure that user data is not duplicated with every
action. However, to optimize read operations for a dashboard summarizing user actions by type, you
might denormalize by creating an additional table that pre-aggregates action counts per user daily.
This reduces the need for complex joins and frequent recalculations.

Effective schema design balances normalization to protect data integrity and denormalization to
optimize performance. Choosing the right data types further enhances these efforts, ensuring that the
database meets current requirements and is scalable for future needs. Regular review and adjustment
of the schema, guided by performance monitoring tools such as PostgreSQL’s EXPLAIN and MySQL’s
EXPLAIN PLAN, are essential to maintaining an optimal database environment.

Next, we move to the technique of query optimization.

Query optimization

Writing efficient queries is pivotal to database performance. This chapter will teach you how to
leverage SQL’s full potential to minimize execution times, optimize join operations, and effectively
utilize subqueries and temporary tables.

Fundamentals of query optimization
Efficient queries reduce the load on the database server and speed up user response times. The key to
query optimization lies in understanding how database systems execute queries and using this
knowledge to write queries that the system can process as efficiently as possible.

One fundamental principle of query optimization is to minimize the amount of data processed and
returned by each query. This can be achieved by being selective with columns listed in the SELECT
clause, avoiding SELECT *, and using WHERE clauses to filter rows early in the execution process.
Additionally, leveraging joins effectively allows for the effective combination of data from multiple
tables without unnecessary overhead.

Another aspect of query optimization is the efficient use of indexes. While the database can
automatically use indexes to speed up queries, understanding how to write queries that best use these
indexes is crucial. This involves choosing the correct columns to include in WHERE clauses and
ensuring that the query’s logic aligns with the available indexes.
Advanced query optimization techniques



Beyond the basics, several advanced techniques can further enhance query performance. Subqueries,
for instance, can be a powerful tool, but they must be used judiciously. Poorly designed subqueries
can lead to excessive data processing. In some cases, rewriting a query to use a join instead of a
subquery can significantly improve its performance.

Another technique involves using temporary tables to store intermediate results. This can be
particularly useful in complex reporting queries that involve multiple aggregation steps. The database
can process each step more efficiently by breaking the query into smaller, manageable pieces and
storing intermediate results in temporary tables.

Optimizing aggregate functions and GROUP BY clauses is also crucial. When working with large
datasets, using these features inefficiently can lead to significant performance degradation. Strategies
such as pre-aggregating data in a separate table or using indexes to support aggregation can yield
substantial performance improvements.

Ultimately, query optimization is an iterative process that involves testing and refinement. Using the
EXPLAIN command to analyze query execution plans is an invaluable practice, allowing developers to
see how the database executes.

Writing efficient queries is pivotal to database performance. This chapter will teach you how to
leverage SQL’s full potential to minimize execution times, optimize join operations, and effectively
utilize subqueries and temporary tables.

Indexing
Indexes are critical for quick data retrieval. Here, you’ll learn about the different types of indexes in
PostgreSQL and MySQL, how to determine when an index is beneficial, and best practices for index
maintenance.

Minimizing data processing

The core of query optimization is reducing the amount of data in each query process. This involves
careful selection of columns in the SELECT clause, prudent use of WHERE clauses to filter rows as early
as possible in the execution process, and strategic use of JOIN clauses to efficiently combine data
from multiple tables. For instance, instead of using SELECT *, specifying only needed columns can
significantly reduce data load.

For example, this is less efficient:

SELECT * FROM users;

This is more efficient:



SELECT user_id, username FROM users;

Using WHERE clauses to filter data early helps the database engine reduce the number of rows it needs
to process in subsequent operations:

Here is a PostgreSQL and MySQL example:

SELECT username, email FROM users WHERE last_login < '2022-01-01';

Effective use of indexes
Indexes are vital tools in both PostgreSQL and MySQL for speeding up queries. Understanding how
to create and use indexes effectively is crucial. Indexes should be strategically placed on columns
used frequently in WHERE clauses, JOIN conditions, and ORDER BY clauses. However, excessive indexing
can degrade performance, particularly on write operations, as each index needs to be updated on
INSERT instances, UPDATE clauses, and DELETE clauses.

Here is an example of creating an index in PostgreSQL and MySQL (showing no differences):

PostgreSQL

CREATE INDEX idx_user_last_login ON users (last_login);

MySQL

CREATE INDEX idx_user_last_login ON users (last_login);

Query optimization is a critical aspect of database management in PostgreSQL and MySQL. It
focuses on enhancing the speed and efficiency of SQL queries to improve overall database
performance. Efficient queries not only speed up users’ response times but also minimize load on
database servers, contributing to better system stability and throughput. This detailed exploration will
cover the essentials of query optimization, including specific techniques and examples from both
PostgreSQL and MySQL.

Advanced query optimization techniques
Here, we unlock the full potential of your database with advanced query optimization techniques,
designed to streamline operations and dramatically enhance performance across complex data
environments.

Using subqueries and JOIN clauses wisely

Subqueries can be powerful but may lead to performance issues if not used carefully. They should be
optimized or replaced with JOIN clauses, when possible, especially if the subquery is executed



repeatedly in a loop for each row processed by the outer query.

Here, we will see examples of optimizing a subquery with a JOIN clause:

Less efficient subquery

SELECT

    username,

    (SELECT COUNT (*) FROM orders

     WHERE orders.user_id = users.user_id) as order_count

FROM users;

More efficient JOIN clause

SELECT users.username, COUNT (orders.order_id) as order_count

FROM users

LEFT JOIN orders ON users.user_id = orders.user_id

GROUP BY users.username;

Building on these foundational strategies, let’s explore how utilizing temporary tables can serve as a
powerful tool for managing large datasets and complex queries efficiently.

Util izing temporary tables

Temporary tables in PostgreSQL and MySQL can be beneficial for complex queries, particularly
those involving multiple steps of data aggregation or transformation. The database can process each
query component more efficiently by storing intermediate results in a temporary table.

Here is an example of using a temporary table; PostgreSQL and MySQL follow a similar pattern:

-- Example

BEGIN;

CREATE TEMP TABLE temp_user_stats AS

    SELECT user_id, COUNT (*) as login_count

    FROM logins

    WHERE login_date >= '2023-01-01'

    GROUP BY user_id;

SELECT users.username, temp_user_stats.login_count

FROM users

JOIN temp_user_stats ON users.user_id = temp_user_stats.user_id;

COMMIT;

Moving forward, let’s focus on enhancing the performance of data summarization by optimizing
aggregates and the use of GROUP BY clauses in your queries.

Optimizing aggregates and GROUP BY clauses
Optimizing queries that use aggregate functions and GROUP BY clauses is essential, especially with
large datasets. Strategies to optimize queries include using appropriate indexes to support



aggregation, pre-aggregating data where possible, and minimizing the number of rows processed
before aggregation.

Using an index to assist GROUP BY clauses

Here is an example of a query; ensure there’s an index on login_date and user_id:

SELECT user_id, COUNT (*) as login_count

FROM logins

WHERE login_date >= '2023-01-01'

GROUP BY user_id;

Now, we’ll turn our attention to the iterative process of query optimization, emphasizing continuous
analysis and refinement to achieve the best performance.

Iterative process and analysis

Query optimization is inherently iterative. It involves continual monitoring, testing, and refinement.
Tools such as PostgreSQL’s EXPLAIN and MySQL’s EXPLAIN statements provide insights into how
queries are executed, which can be invaluable for identifying inefficiencies and determining
optimization strategies.

Here’s an example of using EXPLAIN in PostgreSQL:

EXPLAIN SELECT username, email FROM users 

WHERE last_login < '2022-01-01';

In MySQL, the command is similar:

EXPLAIN SELECT username, email FROM users 

WHERE last_login < '2022-01-01';

These tools show the query plan, including whether indexes are used, the type of join algorithms
employed, and the order of operations, which are crucial for fine-tuning performance.

Efficient query writing and optimization are pivotal to high performance in PostgreSQL and MySQL
databases. By understanding and applying principles of minimizing data processing, effectively using
indexes, and leveraging advanced techniques such as subqueries optimization and temporary tables,
developers can ensure their applications run smoothly, respond quickly, and scale efficiently under
varying loads.

Understanding database scaling



Any growing application must consider scaling databases to handle increased loads, larger data
volumes, and more concurrent users. Understanding the nuances between vertical scaling (scaling up)
and horizontal scaling (scaling out) is essential for database administrators and architects. This
detailed explanation will focus on each scaling strategy’s mechanisms and technical aspects,
particularly as they apply to popular database systems such as PostgreSQL and MySQL.

Let us understand both in the following sections.

Vertical scaling

Vertical scaling, also known as scaling up, involves increasing the computational power of a single
server by adding more resources such as CPU, RAM, or storage. This approach enhances the server’s
ability to handle more tasks simultaneously, manage larger datasets, and execute more complex
queries efficiently. Vertical scaling is particularly relevant in database environments, including
popular systems such as PostgreSQL and MySQL, where demand for system resources grows as the
amount of data and the number of transactions increase.

The process of vertical scaling can be implemented in several ways depending on the existing
infrastructure and the specific needs of the database:

CPU upgrades: Increasing the number of CPUs or upgrading to more powerful ones allows the database server to handle more
concurrent processes. This is crucial for databases that serve many simultaneous requests and perform complex computational
tasks.

Increasing RAM: Adding more memory improves the database’s ability to cache data, reducing the number of disk I/O
operations required. This is particularly beneficial for databases such as PostgreSQL, where increasing the shared_buffers

value allows more data to be stored in fast-access memory. MySQL relies on its buffer pool for performance efficiency.

Enhancing storage: Upgrading to faster storage solutions, such as solid-state drives (SSDs), or faster interconnects such as Non-
Volatile Memory Express (NVMe) reduces data access times. This upgrade is crucial for performance-critical applications that
require rapid read and write operations to disk.

Technical steps

The vertical scaling process typically involves the following technical steps:

1. Assessment and planning: Evaluate the current server’s capabilities and determine which resources are bottlenecks. This might
involve monitoring tools to track CPU usage, memory utilization, and I/O operations.

2. Selecting hardware: Based on the assessment, decide on the specifications of the new hardware. This could involve selecting a
CPU with more cores, higher RAM capacity, or larger and faster storage options.

3. Installation and configuration: Physically install the new hardware or migrate to a new server. This step might require system
downtime or be done in a way that minimizes downtime (for example, through live migration if supported by the infrastructure).

4. Tuning and optimization: After upgrading the hardware, adjust the database configuration to optimize the new resources. For
instance, in PostgreSQL, this might involve shared_buffers and tuning work_mem setting to allow more memory per



session for sorting operation, or in MySQL, adjusting the innodb_buffer_pool_size for better caching.

Challenges of vertical scaling

While vertical scaling is a straightforward method to enhance database performance, it is not without
challenges:

Physical limitations: There is a physical limit to how much a server can be upgraded. Modern servers can be expanded
significantly, but eventually, no further upgrades can be made without replacing the server entirely.

Cost effectiveness: Initially, upgrading hardware might be cost-effective compared to adding more servers. However, as demands
increase, the cost of high-end hardware can become a limiting factor. High-performance CPUs, extensive RAM, and large arrays
of fast SSDs are expensive and might offer diminishing returns as they reach the upper echelons of server hardware.

Downtime: Hardware upgrades often require downtime to install new components or migrate to a new server. Planning and
executing these changes with minimal service disruption is critical to vertical scaling.

Vertical scaling is an essential strategy for managing database growth and ensuring the performance
of systems such as PostgreSQL and MySQL. It allows businesses to scale up their database
capabilities in line with growing demands without altering their application architectures. However,
as data and demand grow, vertical scaling must be carefully managed within the broader context of
infrastructure planning, considering its benefits and inherent limitations. As such, it remains a crucial
part of a comprehensive database scalability strategy, particularly in environments where high
performance, reliability, and quick scalability are required.

Horizontal scaling

Horizontal scaling, often called scaling out, involves adding more servers to an existing database
system to distribute the workload across multiple nodes rather than increasing the capacity of a single
server. This approach is particularly effective for handling larger databases and increased user loads
that a single server setup cannot efficiently manage due to physical or practical limitations.
Horizontal scaling can be implemented in several ways, depending on the architecture and
requirements of the database application. PostgreSQL and MySQL typically involve setting up
additional database servers and distributing the data and load among them.

This progression illustrates a holistic approach to building scalable and resilient storage systems that
can meet the demands of HA environments, such as data centers, critical business applications, and
large-scale web services. The strategic application of horizontal scaling followed by careful
replication ensures that as systems grow, they remain robust and responsive to the needs of users and
applications.

Replication in PostgreSQL



Replication in PostgreSQL is a technique used to copy and synchronize data from one database
server (the primary server) to one or more other servers (the standby servers). This process ensures
that a duplicate of the data is always available, enhancing data availability, enabling disaster
recovery (DR), and allowing read scalability. PostgreSQL supports several forms of replication, each
suited to different requirements and scenarios.

Physical replication in PostgreSQL
Physical replication in PostgreSQL is a robust mechanism that enhances data reliability and
availability across distributed database environments. This method involves the byte-for-byte
copying of the primary server’s data files to one or more standby servers, thereby creating exact
replicas. Physical replication can be configured as either synchronous or asynchronous, each with
distinct characteristics and use cases. This detailed exploration will get into the nuances of both
types, their implementation, and practical considerations.
Synchronous replication

Synchronous replication ensures that each transaction committed on the primary server is
simultaneously confirmed on at least one standby server before it is acknowledged as committed to
the client. This coordination guarantees that all committed transactions are available on the standby
server, ensuring no data loss even if the primary server suddenly fails.

Here are the implementation steps for the replication:

1. Configure the primary server:

I. Edit the Postgresql.conf file to set wal_level to logical or replica.

II. Specify the number of max_wal_senders instances to accommodate connections from standby servers.

III. Define synchronous_standby_names to list which standby servers should be considered for synchronous

replication.

Here is an example configuration:

wal_level = replica

max_wal_senders = 5

synchronous_standby_names = 'FIRST 1 (standby1, standby2)'

2. Then, set up the standby server:

I. Use tools such as pg_basebackup to clone the primary server’s data directory.

II. Configure the standby.signal file and adjust settings in PostgreSQL.conf to connect to the primary.

III. Ensure that the standby server can communicate with the primary over a reliable network connection.

3. Monitoring and managing:



Use PostgreSQL’s built-in functions, such as pg_stat_replication, to monitor the status and performance of

replication.

Adjustments may be necessary to optimize network throughput and minimize latency, which are critical in maintaining
synchronous replication without significant performance penalties.

Considerations for synchronous replication

Here are some considerations for asynchronous replication:

Performance impact: The requirement that the standby server must confirm transactions introduces latency. This can slow down
transaction throughput, especially over longer distances or less reliable network connections.

HA: While synchronous replication offers the highest level of data protection, it requires careful configuration and monitoring to
balance performance with availability.

Asynchronous replication
In asynchronous replication, transactions are committed on the primary server without waiting for
acknowledgment from standby servers. The Write-Ahead Logging (WAL) records are shipped to
the standby servers after the transaction is committed on the primary. This method improves
transaction performance but introduces a window where data could be lost if the primary server fails
before the standby has received the latest changes.

Here are the implementation steps for the replication:

1. Configure the primary server:

I. Similar to synchronous replication, set wal_level to logical or replica.

II. Configure max_wal_senders according to the number of standby servers.

III. Unlike synchronous setups, synchronous_standby_names is left unset or set to an empty string.

Here is an example configuration:

wal_level = replica

max_wal_senders = 5

Then, we set up the standby server:

IV. Clone the primary server’s data directory using pg_basebackup.

V. Configure replication settings in PostgreSQL.conf and initiate standby.signal for replication.

2. Monitoring and adjustments:

Regular monitoring using pg_stat_replication and other administrative queries is crucial to ensure the

replication lag is within acceptable limits.

Network optimizations may be necessary to minimize lag and ensure the timely application of WAL records on
standby.



Considerations for asynchronous replication

Here are some considerations for asynchronous replication:

Data loss risk: There is a potential risk of data loss if the primary server crashes before WAL records are shipped to the standby

Performance advantage: Asynchronous replication is favored in environments where performance and throughput are more
critical than immediate data consistency across servers

Physical replication in PostgreSQL, whether synchronous or asynchronous, provides a fundamental
strategy for data redundancy and availability. Choosing between these replication methods involves a
trade-off between performance and data safety. Synchronous replication is ideal for scenarios where
data integrity is paramount, while asynchronous replication is better suited for scenarios where
performance is a priority. Proper configuration, regular monitoring, and ongoing management are
essential to leverage these replication techniques effectively.

Logical replication in PostgreSQL
Logical replication in PostgreSQL represents a more flexible approach than physical replication by
allowing selective data replication at the level of individual database changes rather than the byte-for-
byte copying of the entire database. Introduced in PostgreSQL 10, this method facilitates data
replication across different PostgreSQL versions, supports cross-database and cross-system
replication, and allows for more complex configurations such as multi-primary setups.

Features of logical replication

Here are some features of logical replication:

Selective replication: Logical replication allows you to replicate specific tables or even specific rows and columns within those
tables. This selective approach can significantly reduce the amount of data transferred, especially useful in large databases where
only a subset of the data needs replicating.

Publisher-subscriber model: Logical replication operates on a publisher-subscriber model where one database (the publisher)
streams changes to one or more other databases (the subscribers). This model provides great flexibility and can be configured for
various replication topologies.

Cross-version compatibility: Logical replication supports replication between different versions of PostgreSQL, which is
particularly beneficial for performing zero-downtime upgrades.

Here are the implementation steps for the replication:

1. We are setting up publications, so configure the publisher:

I. Ensure that wal_level is set to logical.

II. Define a publication on the publisher database. This can include all tables or specific tables you wish to replicate.

Here is an example SQL snippet to create a publication:



CREATE PUBLICATION my_pub FOR TABLE table1, table2;

2. Then, we set up the subscriptions:

Configure the subscriber: As with setting up a publication, configure the subscriber to receive data. This involves
creating a subscription and pointing it to the publication on the publisher server.

Here is an example SQL snippet to create a subscription:

CREATE SUBSCRIPTION my_sub

CONNECTION 'host=publisher_host port=5432 dbname=publisher_db user=replicator 

password=secret'

PUBLICATION my_pub;

Here are some advantages of logical replication:

Flexibility: Logical replication allows more granular control over what data is replicated, including the ability only to replicate
certain tables or rows. This makes it ideal for complex replication setups, such as partial database replication or multi-tenant
systems where each subscriber may only need data relevant to a specific subset of users.

Compatibility: Since logical replication deals with logical changes (such as INSERT, UPDATE, and DELETE instances), it can

replicate between different PostgreSQL versions, aiding in smoother upgrades and migrations.

Considerations and challenges of logical replication

Here are some considerations for logical replication:

Replication lag: Logical replication can introduce replication lag, especially over slow or unreliable networks. Since it uses
logical decoding, the process might be more CPU-intensive for the publisher, especially when dealing with large datasets or high
transaction volumes.

Conflict resolution: Unlike physical replication, logical replication does not inherently handle conflict resolution. This can be a
challenge in active-active replication setups where write conflicts may occur.

Maintenance overhead: Setting up and maintaining logical replication requires careful planning and ongoing management,
especially when dealing with complex topologies or large numbers of tables and databases.

Logical replication in PostgreSQL offers significant flexibility and powerful options for database
replication strategies. It is beneficial in scenarios requiring selective replication, cross-version
upgrades, or complex replication topologies. However, it demands a thorough understanding of its
mechanisms and careful management to optimize its benefits and overcome potential challenges.
Organizations can achieve highly customized replication solutions that cater to their specific data
distribution and availability requirements by leveraging logical replication.

MySQL replication

Replication in MySQL is a crucial feature for data redundancy, HA, and scalability in database
systems. It enables data from one MySQL database server (the primary) to be replicated to one or



more MySQL database servers (the replicas). This process is essential for distributing database load
and providing a backup system for DR scenarios.

MySQL supports several types of replications, each suited for different operational requirements and
scenarios. This comprehensive exploration will cover traditional replication methods, including their
configurations, benefits, and considerations.
Asynchronous replication
This is the traditional form of replication in MySQL, where the primary logs events (changes) to its
binary log, and the replicas read this log asynchronously to make the same changes on their
databases. The replicas do not need to confirm receipt of the data for the primary to continue
processing transactions, which minimizes transaction latency on the primary.

Semi-synchronous replication
Semi-synchronous replication adds a layer of reliability over asynchronous replication. Here, the
primary waits for at least one replica to acknowledge that it has received and logged the event before
the transaction is considered complete. This setup ensures that no data is lost if the primary fails,
assuming the replica has the transaction logged.

Group Replication
Introduced in MySQL 5.7, Group Replication provides a native way to implement a multi-primary
setup within MySQL. It is a plugin that enables databases to be more fault-tolerant and supports
automatic conflict detection and resolution among databases in the group.

Setting Up MySQL replication
The following is the configuration of asynchronous replication:

Controller configuration: On the primary server, you need to enable binary logging and configure a unique server ID. Modify
the my.cnf file as follows:

[mysqld]

log-bin=mysql-bin

server-id=1

Replica configuration: On the replica server, also set a unique server ID and configure the connection to the primary. You need
the primary log filename and the log position to start the replication:

[mysqld]

server-id=2

CHANGE REPLICATION SOURCE TO

SOURCE_HOST='primary_ip', SOURCE_USER='replication_user', SOURCE_PASSWORD='password', 

SOURCE_LOG_FILE='mysql-bin.000001', SOURCE_LOG_POS=107;

START  REPLICA;

Monitoring replication: Use the SHOW SLAVE STATUS command to monitor the replication status and check for any errors or

lag.



Here are some advantages of MySQL replication:

Data security: Replication provides an excellent way to secure data by maintaining copies on different servers. In case of
hardware failure or data corruption, the data can be quickly restored from a replica.

Load balancing: Read operations can be spread across multiple replicas, reducing load on the primary and improving the
application’s overall performance.

DR: Replication enables rapid recovery from a disaster, as one of the replicas can be promoted to become the new primary with
minimal downtime.

Considerations and challenges
Here are some considerations for MySQL replication:

Data consistency: In asynchronous replication, data inconsistency is risky if the primary fails before the replicas have finished
replicating the changes. Semi-synchronous replication addresses this but can introduce write latency.

Resource utilization: Replication increases the load on network and disk resources, as data must be written to the binary log, sent
over the network, and then applied to the replicas.

Conflict resolution: In multi-primary setups, such as those using group replication, conflicts may occur if the same data is
modified on different nodes at the same time. MySQL Group Replication handles conflict resolution but requires careful
configuration and monitoring.

Scaling: While replication is excellent for scaling read operations, write scalability is still limited by the primary’s performance in
single-primary configurations. Multi-primary configurations can help but add complexity.

MySQL replication is a powerful feature that supports a variety of use cases, from basic primary-
replica setups to complex multi-primary configurations. Understanding the different types of
replications and their appropriate use cases can help database administrators and architects design
robust, scalable, and fault-tolerant database systems. Proper setup, diligent monitoring, and ongoing
management are essential to effectively leverage MySQL replication’s benefits while mitigating
potential risks associated with data consistency and system performance.

To further enhance the management and maintenance of asynchronous replication setups, MySQL
Shell offers a suite of advanced tools. MySQL Shell provides a unified interface for database
administration, allowing for script execution in SQL, Python, or JavaScript, which can be especially
useful for automating and managing replication tasks. With features such as configuration inspection,
replication diagnostics, and easy switching between primary and replica roles in multi-primary
setups, MySQL Shell is an indispensable tool for streamlining replication operations and ensuring
HA and high performance in your database systems.

After grasping the complexities and applications of MySQL replication to enhance system resilience
and scalability, it’s crucial to shift our focus toward the security aspects. Ensuring database security is
the next step in safeguarding our systems against vulnerabilities and unauthorized access, thereby
maintaining the integrity and privacy of the data handled by these replicated systems.



Ensuring database security
Ensuring database security is paramount in today’s digital landscape, where data breaches can lead to
significant financial losses and damage to an organization’s reputation. Protecting databases involves
a multifaceted approach that includes securing the data itself, managing access controls, and
implementing robust authentication mechanisms. As cyber threats continue to evolve in
sophistication, it is crucial for organizations to adopt the latest security practices and technologies to
safeguard sensitive information from unauthorized access and ensure compliance with regulatory
requirements. This proactive stance on database security not only helps prevent potential breaches but
also reinforces the trust that customers place in an organization’s ability to protect their data.

Access control

Access control is the cornerstone of database security. It ensures that only authorized users can access
specific data and actions within the database system. Both MySQL and PostgreSQL offer
comprehensive access control mechanisms that can be finely tuned according to the principle of
least privilege (PoLP), where users are given only the permissions necessary to perform their tasks.

Implementing robust authentication mechanisms

MySQL and PostgreSQL support several authentication methods, including password-based
authentication, host-based authentication, and more advanced methods such as Lightweight
Directory Access Protocol (LDAP) integration or Kerberos. Setting up strong authentication
mechanisms involves the following:

Configuring secure password policies

Implementing two-factor authentication (2FA) for administrative access

Using Secure Sockets Layer (SSL)/Transport Layer Security (TLS) to encrypt connections between the database server and
clients

Permission models

Managing access to database resources is critical to ensuring both security and operational efficiency.
PostgreSQL and MySQL provide robust systems for controlling what users can do at various levels
within the database. This detailed examination will explain how each system implements access
control and provides practical examples of setting up permissions.



PostgreSQL permission model

PostgreSQL employs a comprehensive role-based access control (RBAC) system. A role can
represent a database user or a group of users, and it is the fundamental entity to which privileges on
database objects are granted.

Roles and privileges

This is what roles and privileges entail:

Roles: In PostgreSQL, roles can own database objects (such as tables and functions) and can have database privileges (such as the
ability to create tables or to connect to databases) granted to them. Roles can be set up as either “login” roles, which can log in to
the database because they are essentially database users, or “group” roles, which are more like permissions groups.

Granting privileges: PostgreSQL uses the GRANT command to assign privileges to roles. These privileges determine what the

role can do. PostgreSQL defines a wide range of privileges, including but not limited to SELECT (read), INSERT, UPDATE,

DELETE, and EXECUTE permissions.

Example setup in PostgreSQL

Here is an example of a setup in PostgreSQL:

1. Creating a role: First, create a role that will be used to interact with the database:

CREATE ROLE sales_read_only;

2. Granting select privileges: Next, grant this role the ability to read from a specific table:

GRANT SELECT ON sales_data TO sales_read_only;

This setup restricts the sales_read_only role to only reading data from the sales_data table,
enhancing security by adhering to PoLP.

MySQL permission model

MySQL uses a privilege-based system that is somewhat similar to PostgreSQL’s but structured
around a different set of principles. In MySQL, privileges can be assigned at various levels: global,
database, table, column, and even routine.

Privileges and levels

Let’s take a closer look at the various privileges and levels:



Global privileges: These are privileges that apply to all databases on a MySQL server. They are listed in the mysql.user table.

Database privileges: These are privileges that apply only to a specific database. They are listed in the mysql.db and

mysql.tables_priv tables.

Table and column privileges: These privileges apply to specific tables or columns within a specific database.

Example setup in MySQL

Here is an example of a setup in MySQL.

Grant a user SELECT privileges on the sales table in the db database, specifying the user and their
authentication method:

CREATE USER 'user'@'localhost' IDENTIFIED BY 'secure_password';

GRANT SELECT ON db.sales TO 'user'@'localhost';

FLUSH PRIVILEGES;

This command allows the user identified as 'user'@'localhost' to perform SELECT operations on the
sales table within the db database. It also sets up the password for the user, ensuring that the user
must authenticate with the specified password to use these privileges.

MySQL supports the use of roles, which is a feature that enhances database security and simplifies
user management by allowing for the grouped assignment of permissions. This feature has been
available since MySQL 8.0 and is particularly useful in managing permissions in a more structured
and scalable way.

The following are some benefits of using roles:

Simplified management: Managing permissions through roles simplifies the process, especially in large systems with many
users, as it reduces the complexity of assigning permissions to each user individually

Consistency: Roles help maintain consistency in permissions across users who perform similar tasks or functions within an
organization

Security: By grouping privileges into roles, you can ensure that users only have the permissions necessary to perform their job
functions, adhering to PoLP

Here is an example:

CREATE ROLE 'reporting_role';

GRANT SELECT, INSERT, UPDATE 

  ON mydatabase.* TO 'reporting_role';

GRANT 'reporting_role' TO 'user'@'localhost';

SET DEFAULT ROLE 'reporting_role' TO 'user'@'localhost';

SET ROLE 'reporting_role';

SHOW GRANTS;

Roles in MySQL enhance the flexibility and manageability of permission settings, making it easier
for administrators to maintain a secure and well-organized system. This feature is particularly



beneficial in environments where multiple users require similar access to databases and tables.

Management and flexibil ity

Both PostgreSQL and MySQL allow for detailed management of user privileges, providing the tools
necessary to enforce security policies while ensuring that users have the access they need to perform
their duties effectively. Administrators can revoke privileges as easily as granting them, which helps
maintain tight security controls over who can access what and when.

In summary, PostgreSQL and MySQL both offer powerful, flexible permission models tailored to
diverse environments and needs. Understanding and correctly implementing these models is crucial
for maintaining database security and integrity, ensuring that users can perform only the actions they
are explicitly authorized to do.

With a solid grasp of permission models in PostgreSQL and MySQL, we can now transition to
examining how these models integrate into broader security practices and protocols. This will help us
ensure that our databases not only manage permissions effectively but also align with comprehensive
security measures to protect against potential threats.

Exploring data encryption
Data encryption in databases is a critical security measure designed to protect sensitive information
from unauthorized access, both at rest and in transit.

Encryption at rest involves encoding data stored in a database so that it appears scrambled to anyone
who accesses the data without the appropriate decryption keys.

Similarly, encryption in transit secures data as it moves between servers and clients or across
networks, ensuring that malicious actors cannot read intercepted data.

Implementing robust encryption standards, such as the Advanced Encryption Standard (AES),
along with efficient key management practices, is essential for maintaining data confidentiality and
integrity. This approach helps comply with regulatory requirements such as the General Data
Protection Regulation (GDPR), the Health Insurance Portability and Accountability Act
(HIPAA), and the Payment Card Industry Data Security Standard (PCI DSS) and bolsters trust
by safeguarding user and business data against breaches and leaks.

Let us learn more about protecting data in the following sections.

Protecting data at rest



Encrypting data at rest prevents unauthorized access by ensuring that the data is unreadable without
the encryption keys. PostgreSQL supports data encryption at rest using third-party tools such as
pgcrypto or through filesystem-level encryption. MySQL provides data-at-rest encryption natively in
its Enterprise Edition or through filesystem encryption.

Protecting data in transit

Protecting data in transit is a critical aspect of securing database communications to prevent
unauthorized access or interception.

Both PostgreSQL and MySQL provide mechanisms to ensure that data remains secure as it moves
between clients and servers.

Here is the mechanism for PostgreSQL:

SSL connections: PostgreSQL allows SSL connections to encrypt data in transit. To enable SSL, you need to modify the server’s
configuration file (postgresql.conf):

Set ssl = on to enable SSL on the server.

Additionally, ensure that the server has the necessary SSL certificates in place. You will typically need a server
certificate and a corresponding private key. These files must be securely stored on the server and properly referenced
in the postgresql.conf file.

Certificate management: Proper SSL certificate management is crucial. You can use certificates issued by a trusted Certificate
Authority (CA) or generate your own self-signed certificates. The chosen method often depends on the specific security
requirements and the environment in which the database operates.

Client configuration: Clients must also be configured to use SSL when connecting to the server. This can be enforced by
requiring SSL for all connections or setting up client-specific configurations that mandate SSL usage.

Here is the mechanism for MySQL:

SSL/TLS support: MySQL supports SSL/TLS for encrypting data in transit. To set up SSL/TLS, you need to do the following:

Configure the server with SSL certificates similarly to PostgreSQL. This involves setting up a CA certificate, a server
certificate, and a server key.

Enable SSL on the server by setting the appropriate SSL options in the MySQL server settings (the my.cnf or

my.ini file), such as ssl-ca, ssl-cert, and ssl-key.

Enforcing SSL on connections: In MySQL, you can also enforce SSL for specific user connections. When creating or modifying
user accounts, you can specify that a user must connect via SSL. For example, you can use the REQUIRE SSL option in the user

creation or modification SQL command.

Verifying SSL configuration: After configuring SSL, it’s important to verify that the server accepts secure connections and that
clients are indeed using SSL/TLS to connect. MySQL provides status variables such as Ssl_cipher that can be queried to

confirm that SSL is being used for a connection.



By implementing these security measures, both PostgreSQL and MySQL can safeguard data in transit
against eavesdropping and interception, ensuring that sensitive information remains secure as it
travels across networks.

Monitoring and auditing

Monitoring is vital for identifying potential security threats and ensuring that the database operates
within its performance parameters. Both PostgreSQL and MySQL provide extensive logging options
that can be leveraged to monitor all access and operations performed on the data:

PostgreSQL’s pg_stat_activity and pg_audit extensions offer insights into real-time database activity and detailed

auditing capabilities

MySQL’s Enterprise Audit plugin provides comprehensive auditing features that help track and log database activity, which is
crucial for security and compliance

Setting up an auditing system involves the following:

Configuring the database to log necessary operations, such as logins, queries, and changes

Using external tools for log analysis to detect unusual patterns that could indicate a security breach

Data quality and governance – maintaining high
standards

Maintaining high standards in data quality and governance is essential for any organization that relies
on data-driven decision-making. Effective data quality and governance practices ensure the accuracy,
consistency, and reliability of data, enabling businesses to make informed decisions, comply with
regulations, and enhance operational efficiency. As the volume and variety of data continue to grow
exponentially, implementing robust governance frameworks and quality control processes becomes
crucial. These measures not only safeguard the integrity of data but also foster a culture of
accountability and precision, ultimately contributing to sustained business success and innovation.

Learning about data cleaning
Data cleaning is essential for maintaining the accuracy and usefulness of data in databases such as
PostgreSQL and MySQL. It involves removing or correcting data that is incorrect, outdated,
duplicated, or improperly formatted. Here are some common approaches to data cleaning in these
environments:

Custom SQL scripts: Administrators and developers can write SQL scripts tailored to their specific needs. These scripts can
automate the detection and removal of duplicates, correct inconsistencies, and perform other cleaning tasks that maintain the



data’s integrity.

Integration of data quality tools: There are various third-party tools designed to integrate with SQL databases, which help
automate the data cleaning process. These tools often provide more sophisticated algorithms and user-friendly interfaces for data
correction, validation, and reporting.

Now that we’ve established the importance of maintaining high data quality, let’s explore the
structured approach provided by data governance frameworks, which are essential for defining
standards, responsibilities, and processes that ensure data excellence across an organization.

Data governance frameworks

Data governance refers to the overall management of the availability, usability, integrity, and security
of the data employed in an organization. Implementing a robust data governance framework in
MySQL and PostgreSQL databases involves several key elements, such as the following:

Defining data stewardship: Assign clear responsibilities and roles, such as data stewards or data managers, who oversee data
accuracy, accessibility, and compliance within the organization

Implementing data quality standards: Establish and maintain standards that define how data should be handled and processed
within the databases to ensure it meets quality benchmarks

Database design and functionality for compliance: Design databases in a way that supports compliance and governance
policies, incorporating features that restrict or enable data access appropriately and logs for auditing purposes

Compliance

Adhering to compliance requirements is crucial, especially in regulated industries. Both MySQL and
PostgreSQL can be configured to meet various compliance and security standards:

Regulatory compliance configurations: These databases can be set up to comply with various regulations such as GDPR,
HIPAA, and PCI DSS. This involves configuring data encryption, access controls, and other security measures.

Regular compliance audits: Conduct regular audits to ensure that database practices remain in compliance with all relevant laws
and regulations. This includes reviewing access logs, ensuring encryption standards are maintained, and verifying that data-
handling procedures are up to date.

Adjustments to database practices: Based on audit findings, make necessary adjustments to database configurations and
practices to enhance security and ensure ongoing compliance.

These practices are critical for organizations that rely on PostgreSQL and MySQL to handle sensitive
or critical data, ensuring that the data remains secure, reliable, and compliant with necessary
standards.

Building on the foundation of data governance frameworks, we turn our attention to the critical role
of collaboration and documentation in enhancing data management practices and ensuring ongoing



compliance and accuracy.

Collaboration and documentation
Collaboration and documentation are pivotal in any organization striving for effective data
management and high-quality governance. These practices ensure that knowledge is not only
preserved but also shared across various departments, enhancing transparency and accountability. By
fostering a collaborative environment, organizations can tap into diverse expertise, driving innovative
solutions and comprehensive understanding. Meanwhile, thorough documentation acts as a backbone
for this process, providing detailed records that support consistency, facilitate training, and ensure
compliance. Together, collaboration and documentation build a robust framework that empowers
organizations to maintain and improve their data standards over time. Let us understand how this can
be facilitated.

Effective communication

It is crucial to promote effective communication among developers, database administrators, and
other stakeholders. Regular meetings, clear documentation, and defined communication channels
help ensure that everyone is aligned with database management strategies and practices.

Documentation practices

Comprehensive documentation is vital for the continuity and efficiency of database management.
This can be achieved through the following:

Documenting database schemas, configurations, and any changes thoroughly

Using version control systems (VCSs) to manage changes in database scripts and infrastructure configurations

Advanced topics in database management

Advanced topics in database management dive into sophisticated techniques and technologies that
address complex challenges in data systems. This includes distributed architectures, big data
analytics, and real-time processing, equipping professionals with the skills to enhance storage,
retrieval, and optimization in their organizations.

Backup and recovery



Regular backups are essential for DR. Here are some recommendations for effective backups:

Implement automated backup solutions with tools such as pg_dump for PostgreSQL and mysqlpump for MySQL

Test recovery procedures to ensure they are effective and meet the required recovery time objectives (RTOs)

HA

Ensuring HA involves using replication and clustering solutions:

Set up PostgreSQL with streaming replication or use extensions such as Patroni for automatic failover.

Use MySQL Group Replication or tools such as Oracle MySQL Cluster and Network Database (NDB) Cluster for HA setups.

Performance monitoring is an integral part of database management for PostgreSQL and MySQL, and it is crucial for maintaining
optimal operation and efficiency. Continuous monitoring helps administrators detect and troubleshoot potential issues before they
impact the system’s performance. By employing a systematic approach to monitoring, organizations can ensure their databases are
not only performing well but are also scalable and reliable over time.

Having explored advanced concepts in database management, let’s now focus on specific tools
available for monitoring PostgreSQL to ensure optimal performance and reliability.

Tools for monitoring PostgreSQL
PostgreSQL provides a robust suite of tools and features designed to facilitate detailed performance
monitoring, enabling administrators to diagnose problems, optimize operations, and ensure that the
database system runs efficiently. These tools help in capturing a wide range of performance metrics
and provide insights into various aspects of database health, such as query execution times, resource
usage, and transaction behaviors. By leveraging these monitoring capabilities, administrators can
proactively manage the database environment, adjusting as needed to maintain optimal performance
and reliability:

pgAdmin: This is the most popular administrative tool for PostgreSQL. It provides a graphical interface to manage, maintain, and

monitor PostgreSQL databases from a single interface. pgAdmin allows users to view server performance, client connections,

running queries, and system health at a glance. It also includes tools for analyzing and visualizing query performance, which can
help identify slow or inefficient queries.

EXPLAIN and EXPLAIN ANALYZE: These PostgreSQL commands are fundamental for query optimization. EXPLAIN shows

the execution plan of a query, telling how the database will execute the query. EXPLAIN ANALYZE is more robust, as it actually

executes the query and provides detailed runtime statistics, making it invaluable for deeper analysis.

pg_stat_statements: This extension provides a means to track the execution statistics of all SQL statements executed by a

server. It helps identify queries that consume the most cumulative time over their lifetimes, thus aiding in pinpointing areas that
need optimization.

Logging: PostgreSQL can be configured to log various activities, such as long-running queries, error messages, and more.

Adjusting logging levels and analyzing logs regularly can provide insights into the behavior of the database and help in
diagnosing issues.



MySQL performance monitoring tools

MySQL also offers a range of tools and techniques for effective performance monitoring:

MySQL Workbench: This is a unified visual tool for database architects, developers, and DBAs. MySQL Workbench provides
data modeling, SQL development, and comprehensive administration tools for server configuration, user administration, and much
more. It also includes performance dashboard features that help monitor and analyze MySQL servers.

Performance Schema: Introduced in MySQL 5.5, the Performance Schema is a feature for monitoring MySQL Server execution
at a low level. It collects and aggregates statistics about server execution and file I/O operations, providing detailed insights that
are not visible from higher-level instruments.

Slow query log: MySQL can be configured to log queries that take longer than a specified amount of time to execute. Analyzing
the slow query log helps identify inefficient queries that may need optimization.

SHOW PROFILES: This MySQL feature allows for measuring resource usage for individual queries, enabling DBAs to see where

a query spent its time during execution, which can be useful for tuning and troubleshooting.

MySQL Shell: It is an advanced client and code editor for MySQL. It is part of MySQL Server and supports scripting in SQL,
Python, or JavaScript. This versatility allows users to develop scripts and automate tasks across multiple programming languages
directly within the MySQL environment. MySQL Shell is a crucial tool for database administrators and developers due to its
powerful features and flexibility.

Percona Monitoring and Management (PMM): It is a free, open source platform for managing and monitoring MySQL,
MariaDB, PostgreSQL, and MongoDB performance. PMM is designed to help database administrators optimize the performance
of their databases in various environments, including on-premises and cloud-based systems.

Also, you may take advantage of Percona Toolkit (https://www.percona.com/software/database-
tools/percona-toolkit). This toolkit encompasses a variety of monitoring, analysis, and operational
scripts to give flexibility to DBAs.

Strategies for regular performance analysis

Both PostgreSQL and MySQL benefit significantly from regular performance analysis, which
includes the following:

Routine checks: Regularly scheduled checks of performance metrics can help detect trends and patterns that may indicate
potential issues. This helps in proactive management rather than reactive troubleshooting.

Query optimization: Based on insights from tools such as pgAdmin, MySQL Workbench, and query analysis outputs, frequently

executed queries should be optimized for better performance. Techniques might include adding indexes, rewriting queries, or even
adjusting database configuration parameters to better suit the workload.

Capacity planning: Regular monitoring aids in understanding the growth patterns of the database. This data is invaluable for
capacity planning, ensuring that the database hardware and configuration can handle future growth without performance
degradation.

Automation of monitoring tasks: Automating performance data collection and alerting mechanisms can help maintain
continuous oversight without manual intervention. Tools such as Prometheus, coupled with Grafana for visualization, can be used

https://www.percona.com/software/database-tools/percona-toolkit


alongside built-in database tools to create a comprehensive monitoring solution. Percona provides a free and open source toolkit
in this area, including a visualization tool called PMM.

Effective performance monitoring is key to successfully operating any PostgreSQL or MySQL
database environment. Using the appropriate tools and strategies for regular analysis, database
administrators can ensure their databases perform efficiently, scale appropriately, and remain robust
under varying loads. The ultimate goal is to provide a seamless experience to users and maintain the
integrity and performance of the business applications that depend on these databases.

Summary
Database management encompasses a broad spectrum of disciplines, each critical to successfully
deploying and operating database systems such as PostgreSQL and MySQL. Throughout this chapter,
we’ve explored the intricacies of database architecture, focusing on essential practices for optimizing
performance, enhancing security, facilitating scaling, and ensuring HA. These elements form the
bedrock upon which resilient and efficient database systems are built and maintained.

In this chapter, readers have gained comprehensive insights into the multifaceted discipline of
database management, emphasizing the practical and strategic aspects essential for deploying and
maintaining robust database systems such as PostgreSQL and MySQL. Starting with schema design
and optimization, we highlighted how a well-planned database structure minimizes redundancy and
enhances query performance, crucial for the efficient management of storage and retrieval processes.
We looked into advanced query optimization techniques, demonstrating how to reduce server load
and improve user experiences by effectively leveraging SQL features, indexes, and sophisticated
query constructs.

Further, the chapter explored essential scaling strategies, discussing both vertical and horizontal
methods to accommodate growth in data volume and system demand, ensuring sustained
performance without compromise. We addressed the critical importance of implementing stringent
security measures, including access controls and encryption, to protect data from unauthorized access
and meet compliance standards, thereby maintaining the integrity and trustworthiness of database
systems.

The importance of high data quality and robust governance was emphasized, showcasing how
adherence to governance frameworks and regular data maintenance can significantly impact decision-
making accuracy. We also covered the vital roles of collaboration and documentation in database
management, which facilitate efficient operations and collective knowledge sharing.

Finally, the necessity of continuous performance monitoring was presented, outlining how it enables
database administrators to proactively manage and optimize system performance, avoiding potential



issues before they impact functionality.

This knowledge is invaluable as it equips readers with the tools and understanding required to
effectively manage and optimize database systems, ensuring they are secure, scalable, and
performant. Armed with these insights, readers are better prepared to tackle challenges in database
management and enhance their operational efficiencies, making the information provided in this
chapter not only useful but also essential for professional growth and success in the field of database
administration.

In the next chapter, we will see what the future holds for the databases and designs.



8

The Future of Databases and Their Designs
This chapter covers the new database technologies and trends that are shaping the future of database
design and management.

The first section explores the latest advancements in MySQL and PostgreSQL, two leading open
source relational database management systems. As technology rapidly evolves, both platforms are
continuously enhanced to meet modern demands for more robust, scalable, and secure data
management solutions. We’ll cover the most recent developments, including new features,
performance improvements, and scalability enhancements, to understand how these databases are
adapting to the challenges of today’s data-intensive environments.

The second section covers advancements in MySQL and PostgreSQL, underscoring their
commitment to staying relevant and competitive in the ever-evolving landscape of database
technology. By continuously introducing new features and improving performance and scalability,
both platforms remain indispensable tools for developers and enterprises worldwide.

The third section covers cloud databases, which enable developers to deploy and manage databases in
the cloud, providing scalability, flexibility, and cost efficiency. The section explains how cloud
databases work, provides examples of popular ones, and discusses their advantages and challenges.

The fourth section discusses how as businesses increasingly demand scalability, fault tolerance, and
efficient data management, next-generation databases such as TiDB, YugabyteDB, and YDB have
emerged to address these needs with innovative architectures and capabilities. These databases are
designed to excel in cloud-native environments, supporting global, distributed applications with high
transaction volumes and intense workloads.

The last section covers columnar databases designed to perform complex queries and calculations on
large datasets. The section explains how columnar databases work, provides examples of popular
columnar databases, and discusses their advantages and challenges.

The final two sections provide tips for database administrators (DBAs) and developers. These
sections offer practical advice and best practices for managing and developing databases, including
performance tuning, troubleshooting, and security.

Overall, this chapter provides an overview of the latest developments and trends in database
technology and offers practical advice for designing, managing, and developing databases that meet



the evolving needs of modern businesses. By following the tips and best practices provided in this
chapter, developers and DBAs can stay up to date with the latest trends and technologies in database
design and management.

We will cover the following topics in this chapter:

Understanding vectorized search

PostgreSQL – expanding horizons

EnterpriseDB – elevating PostgreSQL for the enterprise

Introducing columnar databases with ClickHouse

As foundational technologies in the world of database management, MySQL and PostgreSQL
continue to evolve in response to emerging technological trends and the growing demands of modern
applications. Both are adapting to the challenges posed by big data, cloud computing, and the need
for more advanced security and performance features.

Artificial intelligence (AI) has increasingly become a fundamental component of various
technologies and business strategies, thanks to its ability to drive innovation, efficiency, and
scalability across numerous domains. One of the emerging areas where AI is making a significant
impact is the realm of search technologies. In particular, AI has become a crucial part of many
technologies and business strategies. This is attributed to its capacity to foster innovation, enhance
efficiency, and expand scalability across various fields. One area where AI is currently making a
significant impact is the field of search technologies, mainly using vectorized search.

With this growing integration of AI into business and technology strategies, let’s take a deeper look
into one of its standout applications—vectorized search—to see how it transforms the landscape of
search technologies.

Understanding vectorized search
Vectorized search, also known as vector search or semantic search, involves the transformation of
text or other data into vector representations. These vectors capture the semantic meaning of the data,
allowing for more nuanced and context-aware search results. AI, especially in the form of machine
learning models such as neural networks, is used to generate and manipulate these vectors.

MySQL enhancements and innovations

Following our discussion on the enhancements and innovations in MySQL, let’s explore how these
improvements translate into tangible benefits for users and developers in various operational



environments:

Cloud-native capabilities: As more organizations shift towards cloud environments, MySQL is expected to further enhance its
cloud-native capabilities. This includes better integration with cloud services and platforms to facilitate easier deployment,
management, and scalability in a cloud environment.

Performance optimization: MySQL will likely continue to focus on improving performance, especially in high-load, high-
availability scenarios. Enhancements could include more advanced query optimization, faster data replication, and enhanced
concurrency handling, ensuring MySQL remains competitive with newer database systems.

Machine learning and automation: Future versions of MySQL could integrate machine-learning algorithms to automate
database tuning and query optimization. This would minimize the need for manual interventions and improve efficiency and
performance.

Enhanced security features: As cybersecurity remains a critical concern, MySQL is poised to introduce more robust security
features, such as improved data encryption at rest and in transit, finer-grained access controls, and enhanced auditing capabilities,
to help organizations safeguard sensitive information.

MySQL versioning model: Oracle has introduced MySQL Innovation and long-term support (LTS) releases. This enhancement
is designed to better align with diverse user requirements and improve how MySQL is deployed and managed in various
environments. MySQL Innovation releases provide access to the latest features and updates, allowing users to adopt the most
advanced technologies quickly. These releases are ideal for environments that benefit from immediate enhancements in
performance, security, and functionality.

This differentiation in release paths allows us to cater to the distinct needs of MySQL users—whether
there is a preference for rapidly adopting new technologies or a need for a dependable foundation for
database operations. This adjustment in its versioning model underscores our commitment to
providing not only robust solutions but also the flexibility necessary to facilitate your business’s
growth and adaptation.

Having discussed the cloud-native capabilities of MySQL, let’s now turn our attention to MySQL
HeatWave—a pivotal development that significantly enhances the system’s performance in cloud
environments.

MySQL HeatWave

MySQL HeatWave is an advanced query accelerator integrated with the MySQL Database Service in
Oracle Cloud. It significantly enhances MySQL’s performance by allowing in-memory query
processing, which drastically reduces the time required for data-intensive operations. HeatWave is
designed to provide high performance, scalability, and simplicity for running real-time analytics on
live transactional data without the need for extract, transform, load (ETL) processes into a separate
analytics database.

Now let’s take a closer look at the key features of MySQL HeatWave and how they contribute to its
enhanced performance and scalability.



Key features of MySQL HeatWave
Here are some of the key features of MySQL HeatWave:

Real-time analytics: HeatWave enables real-time analytics directly on transactional data. Users can run complex queries for
analytics and transactions within the same MySQL database, eliminating the latency and complexity of managing separate
databases for transactional and analytical workloads.

Machine-learning-based automation: HeatWave includes automatic data placement, provisioning, and query execution based on
machine learning. This optimizes performance without manual intervention, making it easier for users to manage and scale their
database operations.

Massive scalability: HeatWave can scale compute and memory resources independently, allowing it to handle huge datasets and
complex queries efficiently. This scalability ensures that as demand increases, performance does not degrade.

High performance: Tests and benchmarks often show that HeatWave significantly outperforms traditional MySQL instances,
especially in analytics and mixed workload environments. Oracle claims that HeatWave is several times faster than standard
MySQL services on AWS, Azure, and Google Cloud, even when compared to specialized analytical services.

Cost-effectiveness: By consolidating both online transaction processing (OLTP) and online analytical processing (OLAP) in
a single MySQL solution, HeatWave reduces the total cost of ownership. Users don’t need to pay for additional analytics
databases or manage complex data synchronization processes.

Now, let’s explore how MySQL HeatWave fits into broader technology environments through its
integration and ecosystem.

Integration and ecosystem
HeatWave is a MySQL database service in Oracle Cloud that ensures that it works seamlessly with
existing MySQL applications and tools. It also supports a range of standard MySQL drivers and
connectors, making it easy to integrate with existing applications.

Oracle has also introduced HeatWave ML, an in-database machine learning capability, allowing users
to train and run machine learning models directly within the database using SQL. This integration
further enhances the capabilities of MySQL as a comprehensive data platform that can handle a wide
range of data processing tasks.

Building on the advancements of HeatWave ML, MySQL HeatWave is poised for further evolution.

Prospects of use cases of HeatWave

Looking forward, MySQL HeatWave is set to evolve with improvements in its machine-learning
capabilities, further automation, and enhanced performance optimizations. Oracle is also focused on
expanding HeatWave’s capabilities to handle more diverse data types and workloads, including
potential enhancements for better handling of spatial and JSON data, which are increasingly
important in modern applications.



MySQL HeatWave represents a significant step forward in MySQL’s evolution, particularly for cloud
deployments. It is tailored to meet the challenges of modern data processing demands, offering a
powerful, efficient, and cost-effective solution for enterprises that need to perform real-time analytics
at scale. HeatWave’s continuous development promises to keep MySQL competitive in the rapidly
evolving landscape of database technologies.

The following figure illustrates the structure and workflow of HeatWave:

Figure 8.1 – MySQL HeatWave is one cloud database service for OLTP, OLAP, ML, and Lakehouse
(https://www.mysql.com/products/mysqlheatwave/)

Now that we’ve visualized the structure and workflow of HeatWave, let’s transition to examining
how TiDB serves as an effective MySQL drop-in replacement for distributed systems.

TiDB as a MySQL drop-in replacement for distributed
systems

TiDB, developed by PingCAP, presents itself as a compelling alternative to a traditional relational
database management system (RDBMS) such as MySQL, particularly when it comes to handling
distributed systems and large-scale data operations. TiDB is often considered a “drop-in” replacement
for MySQL because it aims to provide compatibility with MySQL protocols and syntax, enabling a
smoother transition for developers and enterprises that are already familiar with MySQL.
Features of TiDB that support MySQL compatibility



We will now examine the significant advantages TiDB offers when deployed in distributed system
environments, highlighting how it addresses the complexities of scalability and consistency in
modern database management:

SQL compatibility: TiDB is highly compatible with MySQL, including most of its syntax and features. This compatibility
ensures that applications designed for MySQL can generally run on TiDB without significant changes.

Transaction support: TiDB supports atomicity, consistency, isolation, durability (ACID) transactions, a crucial feature for
enterprise-grade applications that rely on transactional integrity, just as they would with MySQL.

Scalability: Unlike traditional MySQL, which might struggle with horizontal scalability, TiDB shines in its ability to scale
horizontally with ease. It can quickly add new nodes to the cluster without significant downtime, which helps manage larger data
volumes and more complex queries without degrading performance.

Having explored TiDB’s role as a MySQL drop-in replacement, let’s now examine the specific
features and technologies that make TiDB an advanced solution for modern database needs.
What makes TiDB so advanced?

TiDB’s distributed architecture provides horizontal scalability, high availability, ACID transactions,
and MySQL compatibility, while its unique mixed workload processing layer enables real-time
analytics. The following figure visualizes relational databases:

Figure 8.2 – Relational databases redefined

Advantages of using TiDB in distributed systems



Having explored how TiDB supports MySQL compatibility, we now turn to the distinct advantages it
offers when deployed in distributed system environments:

Horizontal scalability: One of TiDB’s core strengths is its seamless horizontal scalability. It can handle increasing transaction
volumes and more significant data sizes by simply adding more nodes to the cluster. This feature is particularly beneficial for
businesses experiencing rapid growth or having to deal with large, fluctuating workloads.

Strong consistency: TiDB uses the Raft consensus algorithm for data replication, ensuring strong consistency and data reliability
across multiple nodes. This is crucial for applications where data accuracy and consistency are paramount.

Hybrid workload handling: TiDB supports hybrid transactional/analytical processing (HTAP) capabilities. This means that it
can handle both transactional and analytical queries within the same system without needing separate systems for each type of
workload, optimizing resource use and simplifying infrastructure.

TiDB HTAP can handle the massive volume of data that increases rapidly, reduce the cost of
DevOps, and be deployed in either self-hosted or cloud environments quickly, which increases the
value of data assets in real time.

The following are the typical use cases of HTAP:

Hybrid workload: When using TiDB for real-time OLAP in hybrid load scenarios, you only need to provide an entry point of
TiDB to your data. TiDB automatically selects different processing engines based on the specific business.

Real-time stream processing: When using TiDB in real-time stream processing scenarios, TiDB ensures that all the data flowing
in constantly can be queried in real time. At the same time, TiDB can handle highly concurrent data workloads and business
intelligence (BI) queries.

Data hub: When using TiDB as a data hub, TiDB can meet specific business needs by seamlessly connecting the data for the
application and the data warehouse.

Having explored how TiDB can serve as a dynamic data hub to seamlessly integrate application data
with data warehouses, let’s now shift our attention to PostgreSQL and its ongoing expansion into new
technological frontiers.

PostgreSQL – expanding horizons
Before discussing how PostgreSQL is expanding its reach and capabilities, we will dive deeper into
the specific improvements and features that have been developed to support a broader range of
applications. These enhancements focus on increasing scalability, enhancing performance, and
integrating more seamlessly with modern technologies such as cloud services and machine learning,
demonstrating PostgreSQL’s commitment to meeting the evolving needs of today’s database users.

Let’s explore the specific enhancements and new capabilities that are broadening its applications and
utility in various industries:

Advanced data management: PostgreSQL is expected to enhance its capabilities in managing diverse data types, including better
support for JSON, XML, and perhaps new data types that facilitate machine learning and AI directly within the database.



Scalability and performance: Future releases will likely focus on increasing the scalability of PostgreSQL to handle petabytes of
data more efficiently, possibly through improvements in partitioning, parallel processing, and index management. These
enhancements will make PostgreSQL even more suitable for enterprise-level applications and significant data warehousing needs.

Integration with other systems: PostgreSQL may enhance its integration capabilities with external systems and platforms,
including IoT devices, real-time data analytics platforms, and other non-relational databases. This would make it an even more
versatile tool for complex, heterogeneous environments.

Hybrid cloud configurations: As hybrid deployments become more common, PostgreSQL is likely to offer better tools and
technologies to manage database instances across on-premises and cloud environments seamlessly. This would include improved
replication, data synchronization, and failover strategies to support hybrid cloud configurations.

Now, let’s shift our focus to pgEdge, which represents a significant evolution of PostgreSQL,
specifically designed to be fully distributed and optimized for performance at the network edge.

pgEdge – fully distributed PostgreSQL optimized for
the network edge

pgEdge is an advanced platform designed to extend the capabilities of PostgreSQL, providing
enhanced tools and features that ensure high availability, simplified cluster management, robust
backup and recovery, and comprehensive monitoring. This section dives into the key features of
pgEdge, explaining how it can help businesses and developers manage their PostgreSQL databases
more efficiently and effectively.

The following figure illustrates a distributed database in pgEdge:



Figure 8.3 – Distributed database design with pgEdge

Before we dive into the specifics of how pgEdge enhances PostgreSQL’s resilience and uptime, let’s
understand the comprehensive high availability (HA) solutions it offers. These solutions are
designed to keep databases fully operational and accessible, minimizing any potential downtime.

High availability
pgEdge offers sophisticated HA solutions to ensure that PostgreSQL databases remain operational
and accessible with minimal downtime. A standout feature of pgEdge is its automated failover
mechanism, which seamlessly promotes a standby server to primary in the event of a primary server
failure. This ensures the continuous database availability crucial for maintaining business operations.
Additionally, pgEdge supports synchronous replication, which guarantees that data is consistently
replicated across primary and standby servers, thereby maintaining data integrity even during
failures. To further enhance performance and reliability, pgEdge includes load balancing capabilities,
which distribute database requests evenly across multiple servers to prevent any single server from
becoming overloaded.

Multi-master replication in pgEdge

Between discussing the robust HA features of pgEdge and its capacity for simultaneous data writing,
let’s explore how multi-master replication plays a crucial role in ensuring data consistency and real-



time synchronization across multiple locations.

Simultaneous data writing
One of the primary advantages of multi-master replication is the ability to handle simultaneous data
writing across multiple database instances. This capability significantly enhances the write
availability of the database system, allowing multiple nodes to process write operations concurrently.
By distributing the write load, multi-master replication helps improve overall system performance
and throughput.
Conflict resolution

Handling data conflicts that arise from concurrent write operations is a crucial aspect of multi-master
replication. pgEdge incorporates robust conflict detection and resolution mechanisms to ensure data
consistency across all nodes. These mechanisms detect conflicting changes and apply predefined
rules or algorithms to resolve them, maintaining the integrity of the data.
Load distribution

Multi-master replication effectively distributes both read and write loads across several nodes,
balancing the workload and improving overall system performance. This load distribution reduces the
strain on any single node, enhancing the system’s ability to handle high volumes of transactions and
queries. It also helps in optimizing resource utilization across the database cluster.
Improved fault tolerance

By allowing multiple nodes to function as primary servers, multi-master replication increases the
fault tolerance of the database system. In the event of a node failure, the remaining nodes can
continue to handle both read and write operations, minimizing downtime and ensuring continuous
availability. This redundancy is critical for mission-critical applications that require high availability.
Real-time data synchronization

pgEdge ensures real-time or near-real-time synchronization between nodes, keeping the databases up
to date and consistent with each other. This synchronization is achieved through efficient data
replication protocols that transfer changes made on one node to all other nodes in the cluster. Real-
time synchronization is vital for applications that rely on the latest data for accurate decision-making.
Geographical distribution

Multi-master replication supports the geographical distribution of database nodes, allowing
organizations to deploy nodes in different locations. This geographical distribution reduces latency
for globally distributed applications by enabling users to interact with the nearest database node. It
also provides additional resilience against regional failures, as nodes in other locations can take over
in the event of a local outage.



Simplified cluster management

Managing PostgreSQL clusters can be complex, but pgEdge simplifies this process significantly. It
provides intuitive tools and commands for the creation and management of PostgreSQL clusters,
reducing the complexity of setup and maintenance tasks. The platform supports dynamic scaling
through easy addition and removal of nodes, allowing database administrators to adjust the cluster
based on workload requirements. Furthermore, pgEdge offers centralized configuration management,
ensuring that consistent settings are applied across all nodes in the cluster. This centralized approach
not only simplifies the management process but also helps maintain a stable and reliable database
environment.

Enhanced backup and recovery

pgEdge includes robust backup and recovery features that are essential for protecting data and
ensuring quick restoration in the event of failures. The platform supports incremental backups, which
minimize the amount of data transferred and reduce storage requirements by only backing up the
changes made since the last backup. Additionally, pgEdge provides point-in-time recovery (PITR)
capabilities, allowing administrators to restore the database to a specific moment, which is crucial for
minimizing data loss in the event of an error or failure. To handle large databases efficiently, pgEdge
utilizes parallel processing during backup and restore operations, significantly speeding up these
processes and reducing downtime.

Advanced monitoring and alerting

Ensuring the health and performance of PostgreSQL databases requires comprehensive monitoring
and alerting, and pgEdge excels in this area. It offers real-time monitoring of database performance,
resource utilization, and system health using advanced tools such as Prometheus and Grafana.
pgEdge collects and analyzes detailed metrics, providing insights into query performance, system
activity, and potential issues, enabling proactive management of the database environment.
Additionally, pgEdge allows for customizable alerts, which can be set up to notify administrators of
critical events and performance anomalies. This enables quick response to issues, ensuring that
problems are addressed before they impact database availability or performance.

In summary, pgEdge enhances PostgreSQL by providing advanced features that ensure high
availability, simplify cluster management, offer robust backup and recovery options, and deliver
comprehensive monitoring and alerting capabilities. By leveraging these features, organizations can



achieve greater reliability, scalability, and efficiency in their PostgreSQL database environments,
supporting their operational and business needs.

Having highlighted how pgEdge enhances PostgreSQL with its advanced features and capabilities,
let’s now shift our focus to EnterpriseDB, which takes PostgreSQL further by tailoring it specifically
for enterprise needs.

EnterpriseDB – elevating PostgreSQL for the
enterprise
EnterpriseDB (EDB) provides software and services that enhance PostgreSQL, making it more
robust and suitable for enterprise-level deployment. Known for its compatibility with Oracle
databases, EDB allows businesses to leverage PostgreSQL’s open source advantages while providing
additional enterprise-grade features.

Here’s an in-depth look at what EnterpriseDB offers and how it supports enterprise database needs.

Here are some of the core offerings of EDB:

EDB Postgres advanced server: This is EDB’s flagship product, offering an enhanced version of PostgreSQL designed for
enterprise deployments. It includes performance tools, management tools, and compatibility features that make it an attractive
alternative to more costly proprietary databases such as Oracle.

Oracle compatibility: EDB Postgres Advanced Server includes extensive Oracle compatibility features, allowing businesses to
run applications written for Oracle databases with little or no modification. This is particularly valuable for organizations looking
to migrate from Oracle to a more cost-effective database solution without rewriting their applications.

Performance and scalability enhancements: EDB enhances the performance of PostgreSQL with tools and features designed to
manage large-scale databases and high-volume workloads more efficiently. This includes advanced indexing, partitioning, and
query optimization techniques.

Advanced security features: Understanding the critical importance of security for enterprise applications, EDB includes
enhanced security features such as data masking and enhanced auditing capabilities to help businesses protect sensitive
information and comply with regulatory requirements.

Management and monitoring tools: EDB provides powerful tools for managing and monitoring PostgreSQL databases,
simplifying the tasks of database administration and ensuring that performance issues can be quickly identified and resolved.

Before we explore the various methods available for deploying EDB Postgres Distributed products,
let’s review the options for installation and setup.

Choosing your EDB deployment method

You can deploy and install EDB Postgres Distributed products using the following methods:

Trusted Postgres Architect (TPA) is an orchestration tool that uses Ansible to build Postgres clusters utilizing a set of reference
architectures that document how to set up and operate Postgres in various scenarios. TPA represents the best practices followed by



EDB. Its recommendations apply to quick testbed setups just as they do to production environments. TPA’s flexibility allows
deployments to virtual machines, AWS cloud instances, or Linux host hardware. You can try deploying with TPA to understand
better.

BigAnimal is a fully managed database-as-a-service with built-in Oracle compatibility that runs
in your cloud account or BigAnimal’s cloud account, which is operated by our Postgres experts.
EDB BigAnimal makes it easy to set up, manage, and scale your databases. The addition of
distributed high-availability support powered by EDB Postgres Distributed (PGD) enables
single-region and multi-region Always On Gold clusters. See Distributed high availability in
the BigAnimal documentation for more information
(https://www.enterprisedb.com/docs/biganimal/latest/overview/02_high_availability/distributed_
highavailability/).

EDB Postgres Distributed for Kubernetes is a Kubernetes operator designed, developed, and supported by EDB. It covers the
entire lifecycle of highly available Postgres database clusters with a multi-master architecture using PGD replication. It is based
on the open source CloudNativePG operator and provides additional value, such as compatibility with Oracle using EDB Postgres
Advanced Server, transparent data encryption (TDE) using EDB Postgres Extended or Advanced Server, and further supported
platforms including IBM Power and OpenShift. This offering is currently in preview.

The following figure shows the always-on, single-location architecture:

https://www.enterprisedb.com/docs/biganimal/latest/overview/02_high_availability/distributed_highavailability/


Figure 8.4 – Always-on, single-location architecture

Moving forward, let’s explore the always-on, single-location architecture in EnterpriseDB, focusing
on how it ensures robust data availability and resilience in a single-location deployment.

Additional replication between data nodes 1 and 3 isn’t shown but occurs as part of the replication
mesh:



Figure 8.5 – Always-on, multi-location architecture

Redundant hardware is utilized to swiftly recover from local failures, ensuring high availability:

Three PGD nodes: Typically, it is recommended to have three data nodes for optimal resilience and performance. Alternatively,
the configuration can consist of two data nodes and one witness node, which does not hold data (this setup is not depicted in
Figure 8.5).

PGD proxy: Each data node should have a dedicated PGD Proxy to maintain close application affinity. This proxy can either be
co-located with the data node, which is recommended, or placed on a separate node depending on specific requirements.

Configuration symmetry: It is critical that there is symmetry in the configuration and infrastructure of the data nodes. This
symmetry ensures that adequate resources are available to handle the application workload effectively when it’s rerouted.

Backup and recovery: Barman is employed for backup and recovery processes, although not depicted in Figure 8.5. While
offsite backup is optional, it is strongly recommended and can be utilized by multiple PGD clusters.

Monitoring: Postgres Enterprise Manager (PEM) is used for ongoing monitoring, although it is not depicted in Figure 8.5.
PEM can oversee multiple PGD clusters, providing a comprehensive view of the database’s health and performance.

Now, let’s examine the always-on, multi-location architecture in EnterpriseDB, which enhances data
resilience and availability across multiple geographic locations.

Applications within this architecture can operate in an active/active mode across each location, or in
an active/passive or active disaster recovery (DR) configuration, with only one location handling
write operations.

Here are the features of this architecture:

Replication: While not shown in Figure 8.5, additional replication between data nodes 1 and 3 is integral to the overall replication
mesh, ensuring data consistency across nodes.



Redundant hardware: This setup includes redundant hardware to facilitate rapid recovery from local failures, maintaining high
availability.

Six PGD nodes: The architecture includes six PGD nodes, distributed equally with three nodes per location. The recommended
configuration is three data nodes at each site; however, an alternative setup might include two data nodes and one witness node
that does not store data (not depicted in Figure 8.5).

PGD proxy: Each data node is paired with a PGD proxy to ensure close affinity with applications. This proxy can either be co-
located with the data node, which is preferred, or set up on a separate node depending on specific operational requirements.

Configuration and infrastructure symmetry: Ensuring symmetry in the configuration and infrastructure across data nodes and
locations is crucial. This symmetry guarantees that adequate resources are available to manage the application workload
efficiently when it needs to be rerouted.

Backup and recovery: Barman is utilized for backup and recovery processes, though not shown. While offsite backup is optional,
it is strongly recommended and can serve multiple PGD clusters.

Monitoring: PEM is used for monitoring, although not depicted in Figure 8.5. PEM can monitor multiple PGD clusters,
providing comprehensive management of database health and performance.

Witness node: Including an optional witness node in a third region can significantly enhance the system’s tolerance for location
failures. This setup is crucial because, without it, actions that require global consensus, such as adding new nodes or performing
distributed DDL operations, are hindered when a location experiences a failure.

Having discussed the multi-location architecture of EnterpriseDB, let’s now turn our attention to
YugabyteDB and its capabilities in supporting distributed SQL operations across global deployments.

YugabyteDB – a modern distributed SQL database
YugabyteDB is an open source, high-performance distributed SQL database designed to support
large-scale, mission-critical applications. It combines the benefits of traditional SQL databases with
the horizontal scalability typically associated with NoSQL systems, making it an excellent choice for
modern enterprises that require robust, scalable, and resilient database solutions.

Next, let’s take a detailed look at the architecture of YugabyteDB through the following diagram that
illustrates how it manages distributed SQL operations effectively across its framework:



Figure 8.6 – Yugabyte architecture (https://github.com/yugabyte/yugabyte-db)

Here are some of the key features of YugabyteDB:

True global distribution: YugabyteDB is designed from the ground up to support global data distribution and geo-replication. It
enables users to distribute data across multiple geographic locations, enhancing global accessibility and fault tolerance while
reducing latency.

Strong consistency: Despite being a distributed database, YugabyteDB offers strong consistency guarantees (linearizable
consistency), ensuring that all transactions are reliable and accurate, akin to what you would expect from traditional RDBMS
systems.

Multi-API compatibility: YugabyteDB supports multiple APIs, including YSQL (a fully relational SQL API that is highly
compatible with PostgreSQL), YCQL (a semi-relational SQL API inspired by Apache Cassandra), and Redis APIs. This multi-
model approach allows developers to use the best tool for the task without being locked into a single data model.

Scalability and resilience: Built on the Raft consensus algorithm for replication and using a sharded architecture, YugabyteDB
can scale horizontally by adding more nodes to the cluster. Automatic sharding and rebalancing help maintain performance and
availability even as datasets grow or in the event of hardware failures.

Cloud-native: YugabyteDB is designed to be cloud-native, offering seamless deployment across private, public, and hybrid cloud
environments. It integrates well with Kubernetes, allowing for easy management of containerized applications.

The following figure depicts the Yugabyte architecture:



Figure 8.7 – Yugabyte layered architecture

In YugabyteDB, operations are logically divided into two primary layers: the query layer and the
storage layer. The query layer handles user requests and directs these requests to the appropriate data,
ensuring efficient processing and retrieval. Conversely, the storage layer is tasked with optimal data
storage on disk, managing replication, and maintaining data consistency.

YugabyteDB stands out as a powerful solution for enterprises that need a scalable, resilient, and
versatile database capable of supporting diverse workloads and deployment scenarios. As businesses
continue to demand more from their data management systems in terms of performance and
flexibility, YugabyteDB is well-positioned to meet these needs, offering the reliability of traditional
databases with the scalability of modern NoSQL systems.

Having explored the distributed architecture of YugabyteDB, let’s now shift our focus to MariaDB
and examine its unique features and capabilities within the landscape of relational database
management systems.
MariaDB

In addition to MySQL and PostgreSQL, MariaDB stands out as another significant player in the
realm of open source relational database management systems. Originating as a fork of MySQL,
MariaDB has evolved to offer unique features such as enhanced storage engines, advanced clustering
capabilities, and full compatibility with MySQL. It is designed to meet the needs of enterprise users



and offers robust performance, security, and scalability, making it a viable choice for those seeking
alternatives within the open source database sector.

Here are some of the key features of MariaDB:

Compatibility with MySQL: MariaDB aims to maintain high compatibility with MySQL, which includes similar syntax and
functionality. This makes it easy for users to switch from MySQL to MariaDB.

Advanced features: Over time, MariaDB has introduced a number of features that distinguish it from MySQL:

Dynamic columns: This is similar to NoSQL features, allowing users to store different sets of columns for each row
in a database table

Aria storage engine: This is a crash-safe alternative to MyISAM, offering improved performance and reliability

Galera cluster: This offers integrated synchronous multi-master replication for high availability and scalability

Spider storage engine: This facilitates sharding across multiple servers, simplifying scaling operations for large
databases

Performance enhancements: MariaDB includes several optimizations that improve performance over standard MySQL
installations, such as faster and safer replication, improved query optimization, and enhanced indexes.

Open source governance: MariaDB is governed by the MariaDB Foundation, which ensures that it remains free and open. This
governance model encourages community involvement and contribution, leading to rapid development and innovation.

MariaDB represents a robust, scalable, and versatile database solution that continues to grow in
popularity among developers and enterprises alike. Its strong compatibility with MySQL combined
with unique enhancements and a vibrant community make it a compelling choice for a wide range of
database applications. Whether transitioning from MySQL or deploying new database systems,
MariaDB offers a robust, open source alternative that meets the demands of modern database
management.
YDB – a versatile database platform

YDB is a lesser-known yet powerful database solution that offers a unique blend of features catering
to modern application needs. It distinguishes itself from more familiar databases such as MySQL and
PostgreSQL by providing a highly scalable and resilient platform designed to handle a variety of
workloads, including those requiring high throughput and low latency.

YDB was designed to allow high-load application developers to focus on implementing business
logic by taking care of most distributed systems complexities. It shards data automatically and
transparently, so the application doesn’t have to manually manage which shard a given row belongs
to, correctly does cross-shard transactions, and decides when and how to re-shard. YDB provides
serializable consistency guarantees, so users don’t have to deal with anomalies in database behavior.
A typical YDB cluster setup spans three data centers and allows for seamless operation even if one
whole data center and one server rack are down simultaneously. The conjunction of these



characteristics enables applications to work with a YDB cluster as if it were a single-node DBMS but
with unbounded resources and resilience suitable for mission-critical workloads.

YDB is an open source project under the permissive Apache 2.0 license that allows even commercial
use for free. The YDB architecture is visualized in the following figure:

Figure 8.8 – YDB architecture

Even though you can see a lot of components in Figure 8.8, YDB is a single executable that runs on
all nodes, which leads to a homogenous cluster without any particular nodes. YDB architecture



revolves around so-called “tablets.” Tablets in YDB are lightweight user-space processes (actors) that
have an individual persistent state and communicate with each other via a cluster interconnect.
Tablets run on thread pools in the compute layer and store their state in the distributed storage layer,
which works with disk drives directly without any filesystem and implements most reliability
properties such as redundancy and self-healing. This approach allows YDB to transparently move
tablets between nodes in the case of hardware failures or spread the load. There are many tablet kinds
that implement different YDB features such as row-oriented and column-oriented tables, persistent
queues, coordination of distributed transactions, and so on. Once a query passes the external API
layer, it determines the set of tablets that must be involved in distributed processing to produce the
expected result.

Investments in reusable and robust low-level infrastructure allow YDB to rapidly expand
functionality without compromising on its core characteristics outlined earlier. For example,
upcoming data warehousing capabilities and specialized vector and full-text search indices are being
added without significant architectural changes.

Here are some YDB use cases:

Real-time analytics: YDB can handle real-time data processing and analytics, making it suitable for applications that require
immediate insights from large streams of data

Highly interactive applications: Whether it’s gaming, real-time financial trading, or interactive media, YDB supports the high
throughput and low latency these applications demand

Multi-tenant systems: With its ability to efficiently manage and isolate large datasets, YDB is well-suited for SaaS applications
that need to serve multiple tenants from the same infrastructure

After exploring the features and capabilities of YDB, let’s now turn our attention to ClickHouse, a
columnar database designed for high-performance queries on large datasets.

Introduction to columnar databases with ClickHouse
Columnar databases represent a significant shift in database technology, optimizing for speed and
efficiency in data analytics and read-heavy operations. Unlike traditional row-oriented databases,
columnar databases store data by column rather than by row, providing substantial performance
advantages for querying large datasets. Among the leading columnar databases is ClickHouse, an
open source, high-performance columnar database management system designed for OLAP.

What is ClickHouse?



ClickHouse was initially developed by Yandex to manage and analyze web analytics data. It excels in
real-time query execution and can generate analytical data reports in milliseconds, even across
billions of rows and terabytes of data. The ClickHouse architecture is shown in the following
diagram:

Figure 8.9 – Architecture diagram

ClickHouse is a genuine column-oriented database management system. In this system, data is
organized and stored by column. When executing queries, ClickHouse processes data in arrays,
which are vectors or chunks of columns. This approach, known as vectorized query execution,
allows operations to be performed on arrays instead of individual values. This method significantly
reduces the costs associated with data processing by optimizing how queries are handled.

Here are some of the benefits of using ClickHouse:

Speed: The columnar nature of ClickHouse allows for incredibly fast data retrieval, making it ideal for data warehousing and
analytics.

Cost-effectiveness: With its efficient data compression and storage utilization, ClickHouse can significantly reduce storage costs
compared to traditional databases.

Flexibility: ClickHouse supports SQL for querying data, including complex joins, subqueries, and different aggregation functions.
This makes it accessible to those familiar with SQL and easy to integrate with existing tools.

Versatility: It can be deployed in a variety of environments, including on-premises servers and cloud platforms, offering
flexibility depending on the business’s infrastructure needs.

The ClickHouse cloud architecture is shown in the following figure:



Figure 8.10 – ClickHouse cloud architecture

ClickHouse in the cloud offers businesses a potent combination of high-performance analytics and
the inherent benefits of cloud computing, such as scalability, cost efficiency, and enhanced data
security. Whether through a managed service designed explicitly for ClickHouse or a self-managed
deployment on a general cloud platform, businesses can significantly benefit from the flexibility and
power of ClickHouse to meet their advanced analytical needs in an increasingly data-driven world.

Choosing the right alternative

The choice of an appropriate database or data warehousing solution depends largely on specific
project requirements, including the scale of data, specific performance needs, integration with other
tools, and budget constraints. Each of these alternatives to ClickHouse offers different advantages
and might be more suitable depending on the technological landscape and business objectives of the
organization.

There are several alternatives to open source solutions, such as ClickHouse, which is a super
MySQL-friendly columnar storage system. We recommend staying in the open source ecosystem to
benefit from the diverse support of tooling and services surrounded by rich development without
vendor lock-in.

Summary



This chapter provides a comprehensive overview of the evolving landscape of database technologies,
focusing on the latest advancements and trends that are shaping the future of database design and
management. It begins by exploring significant enhancements in MySQL and PostgreSQL,
emphasizing their ongoing evolution to meet modern demands for robust, scalable, and secure data
solutions. The discussion then shifts to the strategic role of cloud databases, highlighting their
scalability, flexibility, and cost-efficiency and providing insights into popular cloud database options
along with their inherent advantages and challenges.

The narrative progresses to cover innovative next-generation databases such as TiDB, YugabyteDB,
and YDB, which are designed to excel in cloud-native environments and support global, distributed
applications with high transaction volumes. Additionally, the chapter goes into the functionalities of
columnar databases, explaining their operational mechanisms and popular examples and the unique
challenges they address in handling large datasets and complex queries.

The concluding sections offer practical advice and best practices for database administrators and
developers, focusing on performance tuning, troubleshooting, and security. This guidance is designed
to help professionals stay current with the latest trends and technologies in database design and
management, ensuring they are equipped to develop and maintain databases that align with the
evolving needs of modern businesses.

As we conclude, remember that the journey towards mastering database technology is ongoing. The
insights and best practices discussed here aim to equip database administrators and developers with
the knowledge to stay ahead in this fast-evolving field. May this guide serve as a valuable resource in
your continued professional growth and success. Best wishes as you apply these insights to develop
and manage robust, efficient, and forward-looking database solutions.
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